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Randomized butterfly architecture of fast Fourier transform for key cipher (RBFK) is the lightweight block cipher for Internet of
things devices in an edge computing environment. Although the authors claimed that RBFK is secure against differential crypt-
analysis, linear cryptanalysis, impossible differential attack, and zero correlation linear cryptanalysis, the details were not explained
in the literature. Therefore, we have evaluated the security of RBFK by application of differential cryptanalysis, linear cryptanalysis,
and meet-in-the-middle (MITM) attack and have found that RBFK is not secure against these attacks. This paper introduces not
only a distinguish attack but also key recovery attacks on full-round RBFK. In the distinguish attack scenario, data for differential
cryptanalysis are two, and the time complexity is one for an exclusive-OR operation. In the key recovery attack scenario, the data
for linear cryptanalysis are one pair of known plaintext—ciphertext. The time complexity is one operation for a linear sum. Data for
an MITM attack are two. The time complexity is 28 encryptions; the memory complexity is 2*° bytes. Because the vulnerabilities
are identified in the round function and the key scheduling part, we propose some improvements for RBFK against these attacks.

1. Introduction

Edge computing is a concept of distributed computing that
processes data at a location close to the data source, such as
Internet of things (IoT) devices or edge servers. Edge com-
puting provides benefits such as real-time performance and
security by processing data quickly on devices or servers and
sending only necessary data to the cloud. In this context, it is
important to evaluate the security of cryptography on IoT
devices in edge computing environments because many IoT
devices are used. In fact, IoT devices have limited communi-
cation and computing capabilities, making it difficult to apply
a conventional cryptographic algorithm such as AES [1] or
Camellia [2]. Moreover, in edge computing, IoT devices of
various types can mutually collaborate to create new services
and values. At the same time, security threats also increase.
In recent years, many lightweight cryptographic algo-
rithms have been proposed for IoT devices. Lightweight cryp-
tography is aimed at providing security for devices with
limited resources, such as low power consumption, small cir-
cuit size, and low computational complexity. An example of
lightweight cryptographic algorithms is Ascon [3], a family of

authenticated encryption and hashing algorithms with added
countermeasures against side-channel attacks. Ascon has
been selected as a new standard for lightweight cryptography
in the NIST lightweight cryptography competition [4].

The security of the lightweight block ciphers is evaluated
by the application of various cryptanalytic attacks such as
differential cryptanalysis [5], linear cryptanalysis [6], meet-
in-the-middle (MITM) attack [7], impossible differential
attack [8], and zero correlation linear cryptanalysis [9],

Randomized Butterfly architecture of fast Fourier trans-
form for key cipher (RBFK) and was developed by Rana et al.
[10]. It is a lightweight block cipher for IoT devices in an edge
computing environment. For key generation, RBFK has a
randomized butterfly architecture of fast Fourier transform.
The block size is 64-bit. The secret key sizes are 64-bit and
128-bit. RBFK has two algorithms, named RBFK-64 and
RBFK-128, which adopt a 64-bit (or 128-bit) secret key size.
The recommended numbers of rounds for RBFK-64 and
RBFK-128 are, respectively, 5 and 5.

Although the authors have claimed that RBFK is secure
against differential cryptanalysis, linear cryptanalysis, impossible
differential attack, and zero correlation linear cryptanalysis, the
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TasLE 1: Lightweight block cipher components and the results of cryptanalysis.
Algorithm Block size (bits) Key size (bits) Structure Rounds Attack rounds/method
BORON [11] 64 80/128 SPN 25 10/DC [31]
CHAM [12] 64/128 128/256 ARX 88/112/120 52/DC [32]
Few [13] 64 80/128 Feistel 32 13/HOD attack [44]
GIFT [14] 64/128 128 SPN 28/40 27/DC [33]
LBC-IoT [15] 32 80 Feistel 32 26/LC [40]
LED [16] 64 64/128 SPN 32 16/DC [34]
Midori [17] 64/128 128 SPN 16/20 12/MITM [42]
Piccolo [18] 64 80/128 GEN 25 7/integral attack [45]
PRESENT [19] 64 80/128 SPN 31 17/related key [47]
PRINCE [20] 64 128 SPN 12 12/reflection attack [49]
QTL [21] 64 64/128 Feistel 16/20 15/DC, 15/LC [35]
RBFK [10] 64 80 GFN 5 5/DC, 5/LC, 5/MITM
RECTANGLE [22] 64 80/128 SPN 25 18/DC [22]
SAT_Jo [23] 64 80 SPN 31 31/integral attack [46]
SCENERY [24] 64 80 Feistel 28 13/DC [36]
SFN [25] 64 96 Hybrid 32 32/related key [48]
SIMON [26] 32/48/64 64/72/96/128 ARX 32/36/42/44/52 16/18/24/24/29/DC [37]
SIMON [26] 96/128 144/192/256 ARX 54/68/69/72 29/40/40/40/DC [37]
SIT [27] 64 64 Hybrid 5 5/DC [38]
SLIM [28] 32 80 Feistel 32 14/DC [36], 19/LC [41]
TWINE [29] 64 80/128 GEN 32 25/MITM [43]
WARP [30] 128 128 GEN 41 24/DC [39]

Note. The abbreviations DC and LC denote differential cryptanalysis and linear cryptanalysis.

relevant details were not explained in the literature. Therefore,
the purpose of our research is to evaluate the security of RBFK
from a third-party perspective.

1.1. Related Works. Recently, lots of lightweight cryptographic
algorithms have been published in academic community such
as BORON [11], CHAM [12], Few [13], GIFT [14], LBC-ToT
[15], LED [16], Midori [17], Piccolo [18], PRESENT [19],
PRINCE [20], QTL [21], RECTANGLE [22], SAT Jo [23],
SCENERY [24], SEN [25], SIMON and SPECK [26], SIT
[27], SLIM [28], TWINE [29], and WARP [30]. Table 1
summarizes the lightweight block cipher components and the
results of cryptanalysis. The structures of lightweight block
cipher are substitution permutation network (SPN), Feistel
network, generalized Feistel network (GFN), or addition
rotation XOR network (ARX). The cryptographic researchers
have evaluated the security of these lightweight block ciphers
using various attacks such as differential cryptanalysis [31-39],
linear cryptanalysis [40, 41], MITM attack [42, 43], higher-
order differential attack [44], integral attack [45, 46], and
other attacks [47-49]. Most of these cryptanalytic research
focus on how many rounds do they attack on a target cipher.
Although there are several research [50-53] that compare
among the lightweight block ciphers from the point of block
sizes, key sizes, structures, and implementations, they do not
recommend how to develop a secure cryptographic algorithm
from the point of attacker’s view.

In this paper, we not only evaluated the security of light-
weight block cipher RBFK but also proposed how to design
secure cryptographic algorithms using our results and surveys

TasLE 2: Comparison of this paper against existing works.

Reference Cryptanalysis Survey Recommendations
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Note. Zakaia et al. [53] have made some recommendations from the devel-
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TasLE 3: Results of attacks on full-round RBFK.
Rounds Data (pairs) Time (encryptions) Memory (bytes) Methods
Full-round RBFK-n (n =64, 128) 2 1 Differential cryptanalysis
Full-round RBFK-n (n=64,128) 1 1 Linear cryptanalysis
Full-round RBFK-64 2 248 24 MITM attack
Full-round RBFK-128 3 2% 2% MITM attack
shown in Table 1. Table 2 provides an explicit comparison of TasiE 4: Notations.
this paper against existing works from different aspects and : -
highlights the aspects in which this paper is novel. ®© EXdu.Swe'OR Operam.m
© Exclusive-NOR operation
1.2. Our Contributions. The contributions of this paper are || Concatenation
presented below: Inner product of two vectors
P Plaintext
(1) We reveal some vulnerabilities in the round function C Ciphertext

and the key scheduling part. The former is that the X’ ith round input

output of round function can be expressed with a Xitl ith round output

linear form of the input. The latter is that the round K ith round extended key

keys of RBFK are used only 16-bit (or 32-bit) per  ax ith round input differential

round. AXH! ith round output differential

(2) We apply differential, linear, and MITM attacks to Ty ith round input mask
RBFK-n (n = 64, 128) using the above vulnerabilities .., ith round output mask
and show the distinguish attacks and key recovery This symbol shows a hexadecimal number

attacks. The necessary number of chosen plaintext—
ciphertext pairs and the time complexity for each
attack are presented in Table 3.

(3) We propose some improvements for RBFK-n (n=
64, 128) against differential, linear and MITM attacks.
We also make recommendations from the point of
cryptographic algorithm design.

1.3. Organization of the Paper. The remainder of this paper is
organized as explained below. Section 2 explains the prelim-
inary. Section 3 introduces some cryptanalytic methods used
for this study. Section 4 explains the algorithms of RBFK-64
and RBFK-128. Section 5 presents the distinguish attack by
application of differential cryptanalysis. Section 6 demon-
strates the key recovery attacks by application of linear crypt-
analysis. Section 7 presents key recovery attacks by
application of MITM attack. We discuss some improvements
for RBFK in Section 8 and summarize the contents of this
paper in Section 9.

2. Preliminary

Table 4 lists notations used for this study.

3. Methodology

3.1. Differential Cryptanalysis. Differential cryptanalysis has
been introduced by Biham and Shamir [5]. It works with a
chosen plaintext scenario. Let AP =P @ P* be an exclusive-
OR differential with respect to plaintexts pair (P, P*). The
exclusive-OR differential AX with respect to inputs X =P @
K and X* =P* @ K is presented below:

AX=X®X* =(P®K)® (P* ®K) =AP. (1)
Let AX be the input differential, and AY be the output

differential. The differential probability (DP) of S-box is
defined as shown below:

#{X|S(X) @ S(X @ AX) =AY}
2" '

DP(AX — AY) = (2)

The expression #{X|S(X) @ S(X & AX) =AY} represents
the number of times that the equation S(X) @ S(X @ AX) =
AY is satisfied when 2" values of X are inputted to S-box under
given AX and AY. Equation (2) is independent of K, which is
inserted into the S-box. When plaintext P is distributed uni-
formly, the output difference AY is expected with probability
DP for the input difference AP.

3.2. Linear Cryptanalysis. Linear cryptanalysis [6], which was
introduced by Matsui, works with a known plaintext sce-
nario. It recovers the secret key using linear correlation
between plaintexts and ciphertexts. Let X = (xg,x;, -,
X,_1) be n-bit input for S-box and Y = (yy, y1, -+, ¥u_1) be
m-bit output. Then, the probability of the linear approxima-
tion between the input X and output Y is given by the fol-
lowing equation:

2" '

(3)

The vectors I'y and I'y, which choose the bit positions of
S-box, are called linear masks, respectively, the input mask
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FiGure 1: 1-Round encryption of RBFK-64.

and output masks. The expression #{X|['y - X=TIy - Y}
represents the number of times that the equation I'y - X =
I'y - Y is satisfied when 2" values of X are inputted to S-box
under given Iy and I'y. The linear probability (LP) of the
linear mask transitioning from I'y to I'y is defined by the
following equation:

LP(I'y - I'y) = (2#{X|FX X=Ty- Y} 1)2. (4)

271

3.3. MITM Attack. The MITM attack [7] was introduced by
Diffie and Hellman. It works in a known plaintext scenario.
We explain how to launch an MITM attack on the block
ciphers.

Let E(X;K) be an encryption function with key K €
GF(2)*. Let X € GF(2)" be input and Y € GF(2)™ be output.
Consider an encryption that repeats E twice, as presented
below:

C=E(E(P; K, ); ). (5)

Denote the secret key K = K| |K, for which the length is
2s bits. An MITM attack is a cryptanalytic method for deriv-
ing the secret key K = K| | |K, using the probabilistic coinci-
dence of the intermediate values obtained by partially
encrypting a known plaintext P with K; and partially
decrypting a ciphertext C with Kj.

4. RBFK

RBFK [10] is one of the lightweight block ciphers developed
in an edge computing IoT devices. RBFK is a 64-bit block
cipher with 64, 128-bit secret keys. RBFK has two variants,
named RBFK-64 and RBFK-128, which adopt a 64-bit (or
128-bit) secret key size. The recommended numbers of
rounds for RBFK-64 and RBFK-128 are, respectively, 5
and 5.

4.1. Algorithm. The structures of RBFK-64 and RBFK-128
are, respectively, shown in Figures 1 and 2. The difference
between RBFK-64 and RBFK-128 is only the extended keys
that encrypt with XNOR operations. Also, for both RBFK-64
and RBFK-128, the swap operation of the four blocks is not
performed in the final round.
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FIGURE 2: 1-Round encryption of RBFK-128.

Let X’ and X! be 64-bit input and 64-bit output, respec-
tively. Let X]?', (j=1,2,3,4) be a 16-bit sub-block of X’ and
the upper sub-block is denoted as X! and the lower sub-block
is denoted as X:. Let the most significant bit (MSB) be x}, in
X!, and the least significant bit be xi; in X}. Let the ith round
extended key be K' = (ki ki, -+, ki:).

X' =Xj|[X3] |X5] X}
X = (%0, %1, -+, X15)
X5 = (xi6: Xi7, -+, %51 (6)
X3 = (x35, X33, -+, Xy7)

OV S L
Xi = (xig, x4, ’x63)

X = X

i+l (il it i+l
X *(xo > X] ""’xIS)

i1 (il it i+1
X3 = (x16 s X175 0t X3 ) (7)
i1 (il it it+1
X3 = (xsz s X33, 1t Xy7 )
itl (il il i+1
Xy = (x48 s X9 5 05 X3 )

G function is a nonlinear function whose input size is 16-
bit. Figure 3 shows the algorithm of the G function.

Figure 4 shows the scan pattern permutation. The values
are read from the left (upper) in the first row and from the
right (lower) in the second row. The same applies to the third
and fourth rows. For example, 16 bits written in binary
(1011, 1100, 0010, 0101) become (1011, 0011, 0010, 1010)
by the scan pattern permutation.

S-box in the G function is shown in Table 5. The middle
four bits of the eight bits are replaced by S-box.

The coin flip operation and the output are calculated as
follows:

B, = B, & (0x81)

B, =B, @ (0x81). (8)
Output = By| |B,

4.2. Key Generation Part. From Figures 1 and 2, the round
keys are used 16-bit (or 32-bit) per one round. Because the
key generation part is not used in our paper, we omit the
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Input a block of 16 bits
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Lower
8 bits

Upper
8 bits

Permutation by scan pattern

Substitute middle
4 bits using S-box 4 bits using S-box
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[ Mutation on B, and B, ]
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| Concatenate into 16 bits |
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FiGcure 3: G function.

<

FIGURE 4: Scan pattern with 16 bits input and 16 bits output.

TaBLE 5: S-box.

x 0 1 2 3 456789 ABCTD EF
Sx) AEDCBTF 98760 43 2 165

explanation of it. For details, refer to the study of Rana
et al. [10].

5. Differential Cryptanalysis of RBFK

5.1. Differential Characteristics of G Function. As shown in
Figure 3, each bit of input undergoes one of the following
processes:

(i) Scan pattern permutation.

(ii) Scan pattern permutation and the coin flip
operation.

(iii) Scan pattern permutation and S-box operation.

Because both the scan pattern permutation and the coin
flip operation are linear operations, the corresponding 8-bit
output can be expressed with a linear form of the input. By
letting X = (xo, X1, +*+, X;5) be input and by letting Y = (y,,
¥1, -, ¥15) be the output of G function, the following
equations hold:

5
TasLE 6: Example of differential path.

AX° (0x0000, 0x0000, 0x8000, 0x0000)
AX! (0x8000, 0x0000, 0x0000, 0x0000)
AX? (0x0080, 0x8000, 0x0000, 0x0000)
AX3 (0x8000, 0x0080, 0x0000, 0x8000)
AX* (0x0080, 0x8000, 0x8000, 0x0000)
AX® (0x0080, 0x0000, 0x8000, 0x0000)

Yo=% D1

Y1 =Xy

Y6 = X13

)’7:9512631. (9)
Ys =% @1

Yo = X1

Y14 = X5

Y15 =%, D1

Let AXg = (69, 6x1, -+, 6x,5) be the input difference of
the G function and let AY5 = (8y,, 8y1, **+, 8y15) be the output
difference. In addition, let 1 and 0, respectively, represent the
presence and absence of difference in each bit. From
Equation (9), the following equations hold with probability 1:

6y = Oxg

0y1 = 0%

0ys = 6x13

Oy; = 0x1p . (10)
0yg = 0x,

0yy = 0x;

0y14 = 0xs5

0y15 = O0xy

There are two S-boxes in the G function. We have evalu-
ated DP of S-box. Letting AXg be the input difference of
S-box and letting AYg be the output difference of S-box.
The maximum DP, DP_, =1 when (4X;, AYs) = {(0x5,
0x5), (0xA, 0xA), (0xF, 0xF)}. Because this result means
that S-box is not secure against differential cryptanalysis,
we propose an improvement for S-box in Section 8.

5.2. Distinguish Attacks on RBFK. Using 0y, = dxg, 0y, = 0xo,
dyg = Oxy, and 8yy = 6x; from Equation (10), an attacker can
perform a distinguishing attack on RBFK-64. Let the input
differential of the first round be AP=AX= (6x), 6x), -,
5x2;) and let the output differential of the last round be
AC=AX> = (8x3, 6x7, ++, 6x35). Assume at least 1 bit of the
input differential 5x?+j (i=0,1,8,9,j=0,16,32,48) are
active and the others are nonactive. The total number of
input differential patterns is estimated as 2! — 1 =65535.



[ 0x0000 ] [ 0x0000 ]

[ 0x8000 ]

[ 0x0000 ]

[ 0x8000 ]

[ 0x0000 ] [ 0x0000 ] [ 0x0000 ]

K2 K2
0x8000 > 0x0080
[ 0x0080 J [ 0x8000 J [ 0x0000 ] [ 0x0000 ]
K3 K3
[ 0x8000 ] [ 0x0080 ] [ 0x0000 ] [ 0x8000 ]
K* — K*

0x8000 -> 0x0080 0x0080 < 0x8000

(o

0x0080 -> 0x8000

A
[ 0x0080 J E 0x8000 J

Ficure 5: Differential path of RBFK-64.

[ 0x8000 ] [ 0x8000 ]

[ 0x0000 ]

[ 0x0000 ] [ 0x0000 ]

Table 6 presents one of the differential paths. Figure 5 shows
the result obtained from applying the differential path in
Table 6 to RBFK-64.

The differential path shown in Figure 5 holds with probabil-
ity 1 and allows an attacker to perform a distinguishing attack on
RBFK-64. The number of chosen plaintext—ciphertext pairs is
two; the computational complexity is one for exclusive-OR
operation.

An attacker can also perform a distinguishing attack on
RBFK-64 using differential characteristics of S-box. For
example, when the input differential is set AX° = (0x3300,

IET Information Security

Taste 7: The differential path using (AXg, AYs) = (0xF, OxF).

AX° (0x3300, 0x0000, 0x003C, 0x0000)
AX! (0x0000, 0x3300, 0x0000, 0x0000)
AX? (0x0000, 0x0000, 0x0000, 0x3300)
AX? (0x0000, 0x0000, 0x3300, 0x003C)
AX* (0x3300, 0x0000, 0x003C, 0x?200)
AX® (0x3300, 0x0000, 00022, 0x?200)

0x0000, 0x003C, 0x0000), the output differential always
becomes AX> = ((0x3300, 0x0000, 0x00??, 0x??200)). The
symbol ? denotes unknown. Table 7 presents the differential
path using (AXg, AY) = (0xF, OxF).

The differential path shown in Table 7 holds with probability
1 and allows an attacker to perform a distinguishing attack on
RBFK-64. The number of chosen plaintext—ciphertext pairs is
two; the computational complexity is one for exclusive-OR
operation.

Because RBFK-128 has the same structure except for the
extended round keys used, as shown in Figure 2, an attacker
can perform the distinguishing attack on RBFK-128 using
differential cryptanalysis in the same way.

6. Linear Cryptanalysis of RBFK

6.1. Linear Characteristics of G Function. As described in
Section 5, a part of the output of the G function can be
expressed with a linear form of the input. Let I'y_ = (7.
YX1, **+,¥X15) be the input mask of the G function and let
Iy, = (yYo.7y1. -+, ¥)15) be the output mask. In addition, let
1 and 0, respectively, represent the presence and absence of a
mask in each bit. From Equation (9), the following equations
hold with probability 1:

Yo=rxs D1

YY1 =7rX%y

Ve = 713

7’)’7:7’3‘12@1‘ (11)
Yys =1%o ®1

Yo =TX1

VY14 = VX5

Wi =rXx @1

We also have evaluated the LP of S-box. Letting Iy, be the
input mask of S-box and letting I'y, be the output difference
of S-box. The maximum LP, LP_,, =1 when (F xo- Lyy) =
{(0x2, 0x2), (0x5, 0x5), (0x7, 0x7), (0x8, 0x8), (0xA, 0xA),
(0xD, 0xD), (0xF, 0xF) }. Because this result means that S-
box is not secure against linear cryptanalysis, we propose an
improvement for S-box in Section 8.

6.2. Linear Equation of 1-Round RBFK. From Figure 1, the
following equations hold for RBFK-64:
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X =G(Xi 0 K') & X}
X;Jrl :Xi OK:
X=X, 0K
X =X @ G(X, 0 KY)

(12)

On GF(2), a®@b=a® b 1. From Equations (9) and
(12), the following linear equations hold with probability 1.

4= e, @k
4=, ok 1
xéﬂ =x; @ x5 @ k3 D 1
xl;rl =x, ® x§9 ® ki,
gl=x@x, @k
%' =2 @xy Ok @1
M =6 @GR B

i+1 i i
x5t =xy @ xi; O K}

(13)

i1 i i

X48 = x16 D x56 @ ks
i+1 i i

X49 —x17 D x5; D ko B 1
i+1 i i

X5y =X, ® x5, Ok, @1

i1 i i
X5 = x23 D x50 ® ki,

i+1 i i
X5 = xp, © Xy D K

_ i i
x57 *xzs@xw@kl@l
i1 i i i
Xey = X530 D x53 D ks B 1

i+1 i i
X3 = x5 @ x5, O K]

In addition, from Figure 2, the following equations hold
with probability 1 on RBFK-128.

X" =GX oK) ® X}
X;Jrl :Xi ® Ki

X§+1 — lel 0] KH—S
Xi = Xi @ G(X} © K1)

From Equations (9) and (15), Equations (16) hold with
probability 1.

xg! = Xis @ X6 © k§+5
xgl =xj; ® xi; ® kHS @1
=, ®xl Ok @1
xlsél = X3 @ x50 ® kHS
X%I = x5, @ Xy © kf)%
x;l = x25 2] xzi;9 S k§+5 1
xlsgl = x5 @ xi; ® k?s ®1

_ i i+5
x63 = x5 ®xk, ® Ky

(16)

TaBLE 8: Propagation of linear masks.

I'xo (0x0000, 0x0000, 0x0080, 0x8000
(0x0080, 0x8000, 0x8000, 0x0000
(0x8000, 0x0000, 0x0080, 0x8000
I'ys (0x0080, 0x0000, 0x8000, 0x0000
(0x8000, 0x0000, 0x0000, 0x0000
(0x8000, 0x0000, 0x0000, 0x0000

= D D =

6.3. Key Recovery Attacks on RBFK. An attacker can perform
key recovery attacks on RBFK-n (n = 64, 128) by application
of the linear Equations (12)—(16). Let the input mask of the
first round be I'yo = (yx,yx?, -+, yx2;) and let the output
mask of the last round be I'ys = (yx3, yx3, -+, yx3; ). Assume
at least 1 bt of the output mask yx?,; (i=0,1,8,9,j=0, 16,
32,48) are active and the others are nonactive. The total
number of output mask patterns is estimated as 2'° -
1=65535.

Table 8 shows the propagation of linear masks, particu-
larly addressing the MSB of the ciphertext. Figures 6 and 7,
respectively, present the results of application of the linear
masks in Table 8 to RBFK-n (n =64, 128).

From Figure 6, an attacker obtains the following linear
equation:

kk®okidkidkydl. (17)

X10 © Xig @ xo

In Equation (17), x}, and x}, are 2 bits of plaintext; x§ is 1 bit
of ciphertext. If an attacker has one pair of known
plaintext—ciphertext, then an attacker can uniquely ascertain
the linear sum of the extended key of RBFK-64.

Because an attacker can obtain the following linear
equation from Figure 7, an attacker can uniquely ascertain
the linear sum of the extended key of RBFK-128.

Rokkokiokdkakdl.
(18)

x40 S2] x48 52 xo

The data for linear cryptanalysis are one pair of known
plaintext—ciphertext. The time complexity is one for a linear
sum operation.

7. MITM Attacks on RBFK

Because RBFK-64 only uses 16-bit key K’ for each round (32-
bit for RBFK-128), an attacker can perform key recovery
attacks by the application of an MITM attack. As described
in this paper, we do not evaluate the improved techniques of
MITM attacks, such as the splice-and-cut technique [54] and
the three-subset technique [55], but apply an MITM attack
as described in Section 3.

7.1. Application to RBFK-64. Assume that an attacker
obtains, in advance, two pairs of known plaintext—ciphertext
(P, C,) and (P,,C,). The attack procedure is presented
below:



[ 0x0000 ] [ 0x0000 ] [ 0x0080 J [ 0x8000 J
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FIGURE 6: Propagation of linear masks on RBFK-64.

(1) Encrypt the plaintext P, for all values of round keys
Ky =K'||K?||K* and obtain a 64-bit intermediate
value Zg,- In addition, create a table M, that stores
Ky, whose memory address is Z, .

(2) Decrypt ciphertext C; for all values of round keys
K, =K*| |[K® and obtain a 64-bit intermediate value
Zk,- In addition, create a table M, that stores Kj, for
which the memory address is Z, .

(3) There are one or more candidates of an extended key
in the tables M; and M,, which have the same
address (i.e., Zk, =Zg,). In this case, the number of
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FIGURE 7: Propagation of linear masks on RBFK-128.

candidates of the extended key is reduced to 2% x
2764 =216, Ascertain whether C, = RBFK-64(P,; K)
holds, or not, for each candidate of extended key K =
Kf| |Kp. If the equation holds, then it is the correct
key; otherwise, check another candidate.

Because the probability that a false key remains in Step
(3) is 2! x27% <« 1, it is possible to eliminate all false keys
by preparing two pairs of known plaintext—ciphertext. The
number of data required for an MITM attack is 2. The
computational complexity is T =24 + 232 4216 ~ 2% times
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TasLE 9: PRESENT S-box.

TasLe 10: Number of active S-box (N,).
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of RBFK-64 encryptions. The memory necessary for two
tables is M = (248 + 232) /8 ~ 2% bytes.

Because the secret key size of RBFK-64 is 64, an attacker
can recover the 80-bit extended key faster than when using
the brute-force search method.

7.2. Application to RBFK-128. Assume that an attacker
obtains three pairs of known plaintext—ciphertext (P, C;),
(P,, Cy), and (P3, C;) in advance. Also, RBFK-128 might be
attacked using an MITM attack in an equivalent manner to
that explained in the preceding subsection. However, Steps
(1) and (2) are performed using two pairs of known
plaintext—ciphertext (P;, C;) and (P,, C,) to eliminate false
keys. The numbers of extended key candidates in Steps (1)
and (2) are reduced to 2'2® x 27128 = 1. Because the proba-
bility that a false key remains in Step (3) is 1 X 27%* <« 1, it is
possible to eliminate all false keys by preparing three known
plaintext—ciphertext pairs. Therefore, the number of data is
three. The computational complexity is T =2 X (2% +2%)
+1~2% times of RBFK-128 encryptions. The memory
which is necessary for two tables is M =2 x (2% 4 2%)/8 ~
24 bytes.

8. Discussions

RBFK is vulnerable to differential, linear, and MITM attacks,
as demonstrated in the explanation presented above. Using
the current RBFK in IoT devices for edge computing might
pose a considerable risk of information leakage and other
threats. Therefore, we propose some improvements to
enhance RBFK security.

8.1. Improvement of S-Box. Because S-box defined in Table 5
is not secure against differential cryptanalysis and linear
cryptanalysis, it must be improved. As described in this
paper, we propose the replacement of the RBFK S-box
with the PRESENT S-box shown in Table 9. By adopting
PRESENT S-box, the maximum DP and the maximum LP
are both 272, which is expected to improve security against
differential cryptanalysis and linear cryptanalysis.

8.2. Improvement of the Round Function. Eight bits of the
output of the G function are expressed with a linear form of
the input. Therefore, we propose an application of the
PRESENT S-box, shown in the preceding section, to these 8
bits. Specifically, we replace a part of Figure 3 that says “Replace
intermediate 4 bits with S-box” with “Replace intermediate 4
bits and another 4 bits, respectively, with PRESENT S-box.”
This improvement eliminates the differential paths and linear
masks that hold with probability 1, which is expected to
improve security against differential cryptanalysis and linear
cryptanalysis.

8.3. Improvement of the Number of Rounds. Although the
numbers of rounds for RBFK-n (n =64, 128) are 5 and 5,

N, (truncated differential N, (truncated linear

Rounds path) mask)
5 4 4
10 9 9
15 14 14
20 19 19
25 24 24
30 30 30
33 32 32
34 33 33
35 34 34
40 39 39
45 44 44
50 49 49

they are insufficient for the attacks described herein. There-
fore, we applied the evaluation method based on the estima-
tion of the minimum number of active S-box using mixed
integer linear programing (MILP) proposed by Mouha et al.
[56] to RBFK with improved G function. Then, we estimated
the number of rounds that are resistant to differential crypt-
analysis and to linear cryptanalysis. Because Mouha et al.
[56] evaluated the number of active S-box by the application
of word-level truncated differential paths and truncated lin-
ear masks, we performed the analysis while assuming 1
word=1 byte. Results are presented in Table 10. From
Table 10, it is apparent that more than 34 rounds are secure
against differential cryptanalysis and linear cryptanalysis
(i.e., 272Na <2764) This result is based on truncated differ-
ential paths and truncated linear masks, which represent the
presence or absence of differential or linear masks at the byte
level. It does not reflect consideration of whether differential
paths or linear masks exist.

8.4. Improvement of the Key Generation Part. RBFK uses only
a 16-bit (or 32-bit) extended key in each round, which ren-
ders an MITM attack possible. Although we assume that the
round keys of RBFK are all independent. We do not use the
key generation part in this paper; we propose the addition of
64 bits of key whitening processing at two places: on the
plaintext side and on the ciphertext side. Key whitening pro-
cessing is adopted for work reported by Camellia [2]. It is
expected to improve resistance to an MITM attack by
increasing the number of extended keys to be estimated.

8.5. Recommendations from the Point of Cryptographic
Algorithms Design. We make recommendations for the
design of cryptographic algorithms by Schneier [57] and
Shimizu et al. [58] and the point of attacker’s view summa-
rized in Table 1. We hope that the following recommenda-
tions will contribute to the secure design of cryptography.

8.5.1. S-Box and Round Function. The nonlinear function
S-box is a critical component for the symmetric-key block
ciphers. It is important for the designers to make S-box secure
against differential cryptanalysis [5], linear cryptanalysis [6],
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higher-order differential attack [59, 60], integral attack
[61-63], and the division property [64-67]. Therefore, the
designers should make DP . and LP ., low and should
make the algebraic degree of S-box large. For example, the
S-box of AES [1] is well-designed against these cryptanalyses.

The round functions are composed of S-box and permu-
tation layer. The permutation layers are designed with bit-
wise [19], nibble-wise [30], and byte-wise [1, 2]. The designer
should make the permutation layers as diffusive as possible.

8.5.2. Number of Rounds. The number of rounds should be set
to larger necessary to ensure security as long as the computa-
tional cost, speed, gate size, etc., are within an acceptable
range.

Recently, the cryptographic evaluation tools have been
proposed. Mouha et al. [56] proposed the MILP-based tool,
which can evaluate the number of active S-box by the appli-
cation of word-level truncated differential paths and trun-
cated linear masks. Sun et al. [68] improved the tool
proposed by Mouha et al. [56] by applying bit-based differ-
ential characteristics. Sasaki et al. [69] introduced the impos-
sible differential search tool from design and cryptanalysis
aspects. The designer should use these tools to determine the
necessary number of rounds on the original cipher.

8.5.3. Key Generation Part. The key generation part is used to
generate round keys from the secret key. A lot of key gener-
ation parts have been proposed. We introduce some key
generation parts. The key generation part of KASUMI [70]
is only composed of linear functions such as shift rotations
and XOR with constants. The key generation part of MISTY
[71] uses the FI-function, which is a part of the round
function. The key generation parts of AES [1] and
Camellia [2] use round functions. The designer should
make the key generation part secure against MITM attack
[7] and related-key attack [72] as long as the designer
manages tradeoffs [73].

9. Conclusion

As described in this paper, we have demonstrated that dif-
ferential cryptanalysis, linear cryptanalysis, and MITM
attacks are applicable to RBFK-64 and RBFK-128. We have
also proposed some improvement methods for the G func-
tion and key generation part as countermeasures against
these attacks.

Although the lightweight cryptography must be imple-
mented on devices with scarce computing resources, such as
IoT devices for edge computing, it is necessary to provide
security against typical cryptographic attacks.
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