
Research Article
Inner-Product Matchmaking Encryption: Bilateral Access
Control and Beyond Equality

Qiaohan Chu ,1 Anmin Fu ,2 Haifeng Qian ,1 and Jie Chen 1

1Shanghai Key Laboratory of Trustworthy Computing, Software Engineering Institute, East China Normal University,
Shanghai 200062, China
2School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China

Correspondence should be addressed to Jie Chen; s080001@e.ntu.edu.sg

Received 18 July 2023; Revised 26 September 2023; Accepted 6 October 2023; Published 2 November 2023

Academic Editor: Helena Rifà-Pous

Copyright © 2023 Qiaohan Chu et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

We present an inner-product matchmaking encryption (IP-ME) scheme achieving weak privacy and authenticity in prime-order
groups under symmetric external Diffie–Hellman (SXDH) assumption in the standard model. We further present an IP-ME with
Monotone Span Program Authenticity (IP-ME with MSP Auth) scheme, where the chosen sender policy is upgraded to MSP, and
the scheme also achieves weak privacy and authenticity in prime-order groups under SXDH assumption in the standard model.
Both of the schemes have more expressive functionalities than identity-based matchmaking encryption (IB-ME) scheme, and are
simpler than Ateniese et al.’s modular ME scheme (Crypto’ 19). But our schemes only achieve a very limited flavor of security,
which is reflected in the privacy.

1. Introduction

1.1. Background

1.1.1. Matchmaking Encryption. Matchmaking Encryption
(ME) is a cryptographic primitive introduced by Ateniese
et al.’s [1] work. It is motivated by trying to work out a nonin-
teractive version of secret handshake (SH) protocol [2] in order
to get rid of real-time interactions, and further enhance the
privacy of participants. Except noninteractivity and strong pri-
vacy, the definition of ME proposed by Ateniese et al. [1] also
provides the property of authenticity, so that elminating the
“not credible” problem in anonymous communication.

Specifically, an ME scheme works as follows: the author-
ity generates sender’s key ekσ with sender’s attributes σ, and
receiver’s key dkρ with receiver’s attributes ρ, and sends them
to the sender and the receiver, respectively. When the sender
wants to send a secret message, he specifies a policy R, and
encrypts the message with ekσ and R, so that only the
receiver whose attributes ρ match the policy R has the right
for decryption. On the other hand, the receiver can also
specify a policy S, and make a query of dkS to the authority,
so that the receiver can identify the information source.

Based on the functionality of ME, there are several applica-
tions for ME in the real world. For example, by Ateniese et al.
[1], there says that the sender can specify the receiver who is an
FBI agent and lives in NYC, and the receiver can also specify
the sender who is a CIA agent. If the decryption fails, no private
information will leak. Another example by Ateniese et al. [1] is
encryption bids. Bidders send private bids to a collector
encrypted with their chosen conditions, and the collector opens
the bids that match specific requirements. Also, if the decryp-
tion fails, the collector does not know the reason and gains no
information about the actual bids. Ateniese et al. [1] also pre-
sents an implementation of privacy-preserving bulletin board
combining Tor hidden services with ME that allowing parties
to collect information from anonymous but authentic sources.

1.1.2. Identity-Based Matchmaking Encryption. A special case
of ME is identity-based ME (IB-ME), where the two policies
are both equality. And since its policy is simple, IB-ME
removes the algorithm PolGen (ref. Section 2.4), so that it
can eliminate the process of sending the decryption key dkS
from the authority to the receiver. IB-ME is well-suited for
the application of spy communication that the spy can
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encrypt and decrypt the messages simply in the light of
identities.

There have been several works about IB-ME. The first
proposed IB-ME scheme is from Ateniese et al.’s [1] work,
which is comparatively simple and concrete, and based on
Bilinear Diffie–Hellman (BDH) assumption in the random
oracle model. Then, Francati et al. [3] improve the random
oraclemodel into the standardmodel, but under a nonstandard
q-type assumption. Subsequently, Chen et al. [4] accomplish
IB-ME under standard Symmetric External Diffie–Hellman
(SXDH) assumption in the standard model and with a more
direct construction.

1.1.3. Inner-Product Matchmaking Encryption.When the two
policies are restricted to inner-product, we can obtain another
special case of ME, i.e., inner-product ME (IP-ME). The
inner-product policy demands that only the attributes, whose
inner product with the vector of policy is zero, can match it.
This policy can be adopted into some real scenarios, especially
statistics related scenarios. For example, a company S, playing
the role of sender, specifies a weight vector as the policy, and
he wants to tell the company R, playing the role of receiver, a
secret (e.g., “We can cooperate against the company A”),
whose weighted sum of attributes (e.g., scores) equal to the
target value.When company R receives the ciphertext, he tries
to decrypt it with his chosen weight vector. If the decryption
succeeds, it implies that company R is willing to cooperate
with company S, and otherwise, there would not be any coop-
eration between company S and company R.

1.1.4. Inner-Product Matchmaking Encryption with
Monotone Span Program Authenticity. We can further
upgrade IP-ME to IPME with Monotone Span Program
Authenticity (IP-ME with MSP Auth), where the chosen
sender policy S is changed intoMSP [5–7]. This provides
more power for the receiver, since the policy S is more
expressive. When it is in the above “cooperation” scenario,
company R can specify his cooperator more precisely by
setting more precise policy.

1.2. Contributions. In this work, we mainly present an IP-ME
scheme and an IP-ME with MSP Auth scheme, which are
more expressive than IB-ME [1, 3, 4] and of simpler con-
structions than the modular ME [1], both in prime-order

groups under standard SXDH assumption in the standard
model. Our schemes are both with reasonable O nð Þ sized
parameters, where n denotes the size of each user’s attributes,
and both achieve authenticity but only weak privacy (ref. Def 4).
As preparations for the prime-order versions, we also present the
corresponding composite-order versions for our IP-ME and IP-
MEwithMSP Auth schemes. Our composite-order schemes are
under subgroup decision (SD) assumption in the standard
model, also with O nð Þ sized parameters and achieve weak pri-
vacy and authenticity.

More specifically, our schemes are of the following
advantages:

(i) More Expressive Functionalities: Compared to the
current works of IB-ME with concrete constructions
[1, 3, 4], our IP-ME and IP-ME with MSP Auth are
of more expressive functionalities.

(ii) Simpler and More Concrete Constructions: Com-
pared to the modular ME scheme Ateniese et al.
[1], which is constructed of FE, Signature, and
NIZK in a black-box manner, our schemes are
directly constructed from a combination of two
encryption instances, so that our schemes are sim-
pler and more concrete than [1].

(iii) Standard and Efficient: Our schemes are under stan-
dard assumptions, SXDH and SD assumptions, and
are in the standardmodel. Besides, ourmain schemes
are in prime-order groups [8], and of O nð Þ sized
parameters, which is fairly reasonable since it is linear
in the size of each user’s attributes, not of a higher
order of magnitude.

We would like to clarify that our schemes only achieve a
very limited flavor of security notion compared with the
original security notion of ME, since we cut down some
possible cases.

We present a detailed comparison with currently related
works in Table 1, and a detailed cost of our prime-order
schemes in Table 2.

1.3. Technical Overview

1.3.1. Starting Point. Our goal is to construct simpler ME
schemes than the modular one by Ateniese et al. [1], and

TABLE 1: Comparison for currently nontheoretical ME schemes.

Scheme Functionality Assumption Model Privacy

AFNV19 [1] ME FE, SS, NIZK — Full
AFNV19 [1] IB-ME BDH RO Full (weak)
FGRV21 [3] IB-ME q-Type, NIZK Standard Enhanced
CLWW22 [4] IB-ME SXDH Standard Full (weak)
ΠIPC IP-ME SD Standard Weak
ΠIPP IP-ME SXDH Standard Weak
ΠIPMSPC IP-ME with MSP Auth SD Standard Weak
ΠIPMSPP IP-ME with MSP Auth SXDH Standard Weak
1FE denotes functional encryption. 2SS denotes signature scheme. 3NIZK denotes noninteractive zero-knowledge proofs. 4For IB-ME, full privacy is equivalent
to weak privacy. 5For IP-ME with MSP Auth, the chosen receiver policy, R is inner-product and the chosen sender policy S is MSP. 6ΠIPC , ΠIPP , ΠIPMSPC and
ΠIPMSPP are the schemes presented in this work.
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meanwhile extend the functionality of IB-ME, which has
already been of several concrete constructions. Following
[4], we start with the two-layer structure, which is actually a
non-black-box combination of two instances of ABE schemes.
Since compared with the study of Ateniese et al. [1], the two-
layer structure only requires ABE as a building block, thus it
might lead to simpler constructions. What makes the two-
layer structure work is thanks to the fact that we can take the
first layer instance as a weakly attribute-hiding ABE [9, 10],
and take the second layer instance as a Signature with fine-
grained control. We present an illustration for two-layer
structure in Figure 1. And thus, thereinafter, our main task
is trying to work out a way for combining the two instances.

1.3.2. Overview of Challenges. We would like to say ahead
that such a combination is not trivial, since we need to guar-
antee the correctness and avoid the independence of the two
instances simultaneously. And different from IB-ME, the
more expressive ME requires the algorithm PolGen. This
means that the design idea is very different from IB-ME [4],
although the basic frameworks are both the two-layer struc-
ture. What is more, for the second signature layer, attribute-
based signature (ABS) is a more complex primitive than
identity-based signature (IBS), so the combination is more
challenging.

1.3.3. IP-ME. As a first try, we consider how to combine two
IPE instances. Before going to the details, we need to first
select which IPE construction is our basic construction for
each layer. Here, we use the modular framework by Chen et
al. [11] and Wee [12] and the predicate encodings summa-
rized Wee [12] to obtain our basic construction, and it is as
below:

mpk¼ G;gw1 ;…;gwnþ1 ; e g; hð Þαð Þ
msk¼ w1;…;wnþ1; αð Þ; ð1Þ

sk¼ K0 ¼ hr;K1 ¼ hαþrw2y1þ⋯þrwnþ1ynð Þ
ct¼ C0 ¼ gs;C1 ¼ gsw1x1þsw2 ;…;ð

Cn ¼ gsw1xnþswnþ1 ;C0 ¼ e g; hð Þsα ⋅ mÞ
Dec :m¼C0= e C0;K1ð Þ= e Cy1

1 ;K0

À Á
⋯ e Cyn

n ;K0

À ÁÀ ÁÀ Á
:

ð2Þ
When combining the two instances, we observe that the two
instances need to be orthogonal with each other. That is, for

example, for K 1ð Þ
0 and C 2ð Þ

1 (the superscripts 1ð Þ and 2ð Þ
denote the instances in the first layer and in the second layer,

respectively), it requires that e C 2ð Þ
1 ;

�
K 1ð Þ
0 Þ¼ 1½ �T , otherwise,

there will be terms like gsw
0
ir
0

T =gs
0wir
T in decryption phase, which

cannot be canceled out due to the different randomness s; s0
and r; r0 picked in the different instances. To obtain the
orthogonality, we think about the technique used in Lewko
and Waters’s [13] work. Following the study of Lewko and
Waters [13], we make the two instances in different sub-
groups. Then it comes to the challenge that how to combine
the two instances validly. From a high-level, it seems that we
can set dkρ and ekσ as sk of IPE just with different random-
ness, set dkS as ct of IPE corresponding to ekσ , and set ctσ;R
as a combination of ekσ and ct of IPE. However, this will
make the two instances totally independent. That is, if we
design the scheme as above, the decryptor will actually not need
dkS, and thus the sender can arbitrarily change ekσ . This inva-
lidates the second layer instance. To tackle this issue, we attach
an element hα23 , which is in the subgroup of the second instance,
to dkρ, so that if the decryptor does not use dkS, he would not
be able to decrypt the ciphertext successfully. Meanwhile, to
guarantee the correctness of the scheme, we also need to attach
some other components to some places, so that we can cancel
out the extra element in dkρ. Our idea is to attach the same
element to dkS, then we can leverage the decryption process of
IPE to remove this extra element. Notably, this design requires
the first element of the sender’s attribute vector to be 1. This
can be easily achieved in inner-product setting, since we can
assume the first element as 1 without loss of generality.

For security analysis, we observe that the two-layer struc-
ture prevents us from setting exactly the same mismatch
conditions and match conditions as by Ateniese et al. [1].
For mismatch conditions, we can only set that ρ does not
match R0 and ρ does not match R1. For match conditions, it
actually corresponds to the fully attribute-hiding property,
however, our basic IPE only achieves weakly attribute-hid-
ing. Therefore, we relax the full privacy by Ateniese et al. [1]
to a weak version here (weaker mismatch conditions and
without match conditions). This is a weaker and very limited

1st layer

ℝ

ρ

σ

Priv

Auth
2nd layer

FIGURE 1: The two-layer structure from Chen et al.’s [4] work.

TABLE 2: The cost of our schemes in prime-order groups.

Scheme mpkj j ekσj j dkρ
�� �� dkSj j ctj j

ΠIPP 3 nð þ 2Þ Gj j þ GTj j 6 Gj j 6 Hj j 3 nð þ 1Þ Hj j 3 nð þ 1Þ Gj j þ GTj j
ΠIPMSPP 3 nð þ 2Þ Gj j þ GTj j 3 nð þ 2Þ Gj j 6 Hj j 3 nð þ 1Þ Hj j 3 nð þ 2Þ Gj j þ GTj j
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security notion. As for authenticity, it can be directly reduced
to the security of the second layer IPE scheme.

Next, we need to transform the composite-order version
into prime-order version. By now, there has been a line of
research on the techniques for simulating composite-order
groups into prime-order groups [7, 11, 14–21], which can be
divided into two categories: dual system group (DSG) [22]
and dual pairing vector spaces (DPVS) [23, 24]. For DSG, it
seems to be more efficient and simpler, however, it crucially
relies on the property of associativity saying that the terms
with “w” can be canceled out by the fraction. But such a
cancellation requires the coefficients of the randomness to
be the same, which our construction cannot achieve (this is
exactly why the two instances of our construction must be
orthogonal with each other). Therefore, we choose to use
DPVS, which satisfies our “orthogonal” requirement well,
to simulate our composite-order scheme. More specifically,
we first use DPVS to simulate our composite-order scheme
into prime-order scheme, and relies on decisional subspace
(DS) assumption [25, 26], which is further based on SXDH
assumption, to prove the security.

1.3.4. IP-ME with MSP Auth.We then upgrade IP-ME to IP-
ME with MSP Auth, where the second layer is changed to

ABE for MSP. One notable point is that for ABE, there are
two types according to where the policy embedded,
Ciphertext-Policy ABE (CP-ABE) and key-policy ABE
(KP-ABE). To transform an ABE to ABS, only CP-ABE is
feasible [27–30]. This is determined by the functionalities of
CP-ABE and ABS. However, to the best of our knowledge,
based on the framework in [11, 12], there is no predicate
encoding of CP-ABE for MSP that the encoding of sk is
random. Thus, we cannot obtain an ABS for MSP from a
CP-ABE when following the modular framework [11, 12].
Lack of the second layer Signature, it seems that our IP-ME
with MSP Auth scheme has to be terminated. Fortunately, we
notice that the “non-random” of sk of the second layer ABE
won’t break the authenticity (also unforgeability) property,
since the authenticity is derived from the security of ABE.

For the concrete constructions, we also start from the
composite-order groups, and simulate it into prime-order
groups. As our IP-ME, we first select our basic constructions
for each layer. Here, for the first layer, the basic construction
is exactly the basic IPE in our IP-ME, and for the second
layer, the basic construction is an ABE scheme for MSP,
which can also be obtained from the study of Chen et al.
[11] and Wee [12]. The ABE for MSP is as follows:

mpk¼ G;gw1 ;…;gwn ;gv; e g; hð Þαð Þ
msk¼ w1;…;wn; v; αð Þ
sk¼ K0 ¼ hr;K1 ¼ hrw1 ;…;Kn ¼ hrwn ;Knþ1 ¼ hαþrvð Þ
ct¼ C0 ¼ gs;C1 ¼ gs w1þv1ð Þ;…;Cn ¼ gs wnþvnð Þ;C0 ¼ e g; hð Þsα ⋅ mÀ Á

Dec :m¼ C0
�

e C0;K1ð Þ ⋅ ∏
j
e C0;Kj

À Á
ηj

 !�
∏
j
e Cj;K0

À Á
ηj

 !
;

ð3Þ

where vi ¼Mi
v

u

� �
, u←RZn0−1

p .

For composite-order version, we can adopt similar idea
of our IP-ME to obtain the final construction. Specifically, we
use an extra α2 as our IP-ME, to combine the two instances
validly. But different from our IP-ME, where we attach the
entire α2 to only one component in dkS, we secretly share α2
as v, and attach each share α2i to the corresponding compo-
nent in dkS, so that we can leverage the reconstruction pro-
cess for v to reconstruct α2 too. Then, we adopt the same
technique as used in our IP-ME to simulate our IP-ME with
MSP Auth in composite-order groups into one in prime-
order groups.

1.4. Related Works. The first modular ME scheme is proposed
by Ateniese et al. [1], and it is constructed from functional
encryption (FE), signature, and noninteractive zero-knowledge
proofs (NIZK), in a black-box manner. Ateniese et al. [1] also
present an IB-ME scheme based on BDH assumption, whose
structure is more direct than the proposed modular ME, but is
in the random oracle model. In the journal version of Ateniese

et al.’s [31] work, they show several other theoretical construc-
tions ofME. Subsequently, Francati et al. [3] present an IB-ME
scheme without random oracle and achieving enhanced pri-
vacy, which is constructed from reusable computational
extractors, Signature and NIZK, but is based on q-type
assumption. Then, Chen et al. [4] present the first IB-ME
scheme based on standard assumption and in the standard
model. Their scheme is directly derived from a two-layer
structure of anonymous IBE-based on SXDH assumption.
Recently, Francati et al. [32] present the first ME scheme
that supports general policies from LWE at the price of having
security only in case of a mismatch.

Following the study by Ateniese et al. [1], Xu et al. [33]
present a new primitive called matchmaking attribute-based
encryption (MABE), which offers secure fine-grained bilat-
eral access control, but different from ME, their MABE
seems to only hide the challenge m0 and m1, thus it does
not provide anonymity. Subsequently, to tackle the issue in
ME and MABE that the data decryption process costs a lot,
which restricts them to be applied in resource-constrained
IoT devices, Xu et al. [34] introduce another new primitive
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called lightweight matchmaking encryption (LME) and give
a concrete construction.

2. Preliminaries

2.1. Notations. We use ←R to denote random sampling, and
use PPT to denote probabilistic polynomial time. We use
negl to denote a negligible function in security parameter λ.
And we use boldface uppercase letter to denote matrix, use
boldface lowercase letter to denote vector. We use jj to
denote concatenation, and use ⋅;h ⋅i to denote inner product.

2.2. Dual Pairing Vector Spaces. In cryptography, dual pair-
ing vector spaces mainly relates to the algorithm Dual Zn

p

À Á
as follows [7, 23, 25]:

(i) Sample random bases D : ¼ d1;ð …; dnÞ and D∗ : ¼
d∗1;ð …; d∗nÞ over Zp, where p is a prime.

(ii) Output D and D∗.

And such bases subject to the constraint, which is called
“dual orthonormal”, as follows:

di; d∗j
D E

¼ 0mod q; ð4Þ

whenever i ≠ j, and

di; d∗ih i ¼ ϕmod q; ð5Þ

for all i, where ϕ is a random element over Zp.
Then let e :G×H → GT be a nondegenerated asymmet-

ric bilinear group mapping generated from group generator
G 1λð Þ, where G;H, and GT are of prime order p. We have

e gdi ; hd
∗
j

� �
¼ 1T ; ð6Þ

whenever i ≠ j.

2.3. Assumptions
Definition 1. (Subgroup decision problem). [13, 35] Let e :
G×H → GT be a nondegenerated asymmetric bilinear group
mapping generated from group generator G 1λð Þ, where G;
H, and GT are of order N ¼ p1p2p3, and p1; p2; p3 are primes.
For i; j2 3½ �; i ≠ j, let Gpi denote the corresponding subgroup
whose order is pi, and Gpij denote the corresponding sub-
group whose order is pipj. Let gi denote the generator in
subgroup Gpi , and gij denote the generator (of arbitrary
choice) in subgroup Gpipj . Similar for group H.

Subgroup decision problem says that given G¼ N;ð G;
H;GT ; eÞ, g1;ð g2;g3Þ, and h1;ð h12; h3Þ, for any PPT adver-
sary A, distinguishing T1←RGp1 and T2←RGp1p2 is hard.

In math language, it says that

AdvSDA λð Þ : ¼ Pr A G; g1;g2;g3; h1; h12; h3;T1ð Þ ¼ 1½ �j
− Pr A G;g1;g2;g3; h1; h12; h3;T2ð Þ½

¼ 1�≤jnegl λð Þ:
ð7Þ

Remark 1. The problem also holds when the subscripts are
permuted.

Remark 2.We would like to explain that when writing g12 as
g12 ¼ gγ11 ⋅ gγ22 , γ1; γ2 should be restricted to γ1←R
ZN= k1 ⋅ p1f gk12 p2p3½ �; γ2←RZN= k2 ⋅ p2f gk22 p1p3½ �. This will
lead to a negligible difference of 1

p1
þ 1

p2
. For simplicity, we

omit this negligible probability below, and simply write it as
g12 ¼ gγ11 ⋅ gγ22 , where γ1; γ2←RZN .

Definition 2. (Decisional subspace problem). [12, 13] Let e :
G×H → GT be a nondegenerated asymmetric bilinear group
mapping generated from group generator G 1λð Þ, where G;
H, and GT are of prime order p. Let Dð ¼ d1;ð …; dnÞ;D∗ ¼
d∗1;ð …; d∗nÞÞ←RDual Zn

p

À Á
be two random bases that are dual

orthonormal. Pick τ1; τ2; μ1; μ2←RZp.
Decisional subspace problem in G (DS1) says that, given

G¼ p;G;H;GT ; e;g; hð Þ;
hd

∗
1 ; hd

∗
2 ;…; hd

∗
k ; hd

∗
2kþ1 ;…; hd

∗
n

À Á
;

gd1 ;…; gdn
À Á

;

hμ1d
∗
1þμ2d∗kþ1 ; hμ1d

∗
2þμ2d∗kþ2 ;…; hμ1d

∗
kþμ2d∗2k

À Á
;

μ2;

ð8Þ

where k and n are positive integers satisfying 2k≤ n, for any
PPT adversary A, distinguishing V1ð ¼gτ1d1 ;…;Vk ¼gτ1dkÞ
and W1ð ¼gτ1d1þτ2dkþ1 ;…;Wk ¼ gτ1dkþτ2d2kÞ is hard.

In math language, it says that

AdvDS1A λð Þ : ¼ Pr A D; V1;…;Vkð Þð Þ ¼ 1½ �j
−Pr A D; W1;…;Wkð Þð Þ ¼ 1½ �j ≤ negl λð Þ; ð9Þ

where

D¼ G; hd
∗
1 ; hd

∗
2 ;…; hd

∗
k ; hd

∗
2kþ1 ;…; hd

∗
n

À Á
; gd1 ;…;gdn
À Á

;
À
hμ1d

∗
1þμ2d∗kþ1 ; hμ1d

∗
2þμ2d∗kþ2 ;…; hμ1d

∗
kþμ2d∗2k

À Á
; μ2Þ:

ð10Þ

Remark 3. Decisional subspace problem inH (DS2) is almost
the same as decisional subspace problem in G, except the
roles of G and H are exchanged.

Remark 4. Decisional subspace problem can be tightly
reduced to symmetric external Diffie–Hellman problem in
each group [25].

2.4. Matchmaking Encryption. This section is mainly modi-
fied from [1].

2.4.1. Syntax. An ME consists of the following polynomial-
time algorithms, all the algorithms are probabilistic except
Dec, which is deterministic:

IET Information Security 5



(i) Setup 1λð Þ: Take as input the security parameter λ,
then output the master public key mpk, the master
policy key kpol and the master secret key msk.

(ii) SKGen mpk;ð msk; σÞ: Take as input the master
public key mpk, the master secret key msk, and the
attributes σ, then output a secret encryption key ekσ
associated with σ for the sender.

(iii) RKGen mpk;ð msk; ρÞ: Take as input the master
pubic key mpk, the master secret key msk, and the
attributes ρ, then output a secret decryption key dkρ
associated with ρ for the receiver.

(iv) PolGen mpk;ð kpol; SÞ: Take as input the master
public key, the master policy key kpol, and the pol-
icy S, then output a secret decryption key dkS for the
receiver.

(v) Enc mpk;ð ekσ;R;mÞ: Take as input the master
public key mpk, the secret encryption key ekσ , the
policy R and the message m, then output a cipher-
text ct associated with σ and R.

(vi) Dec mpk;ð dkρ; dkS; ctÞ: Take as input the master
public key mpk, the secret decryption key dkρ, the
secret decryption key dkS and the ciphertext ct, then
output either a message m or ⊥.

Definition 3. (Correctness of ME). We say an ME scheme is
correct, if we have

Pr Dec¼m

mpk; kpol;msk← Setup 1λð Þ
ekσ ← SKGen mpk;msk; σð Þ
dkρ ← RKGen mpk;msk; ρð Þ
dkS ← PolGen mpk; kpol; Sð Þ
ct← Enc mpk; ekσ;R;mð Þ

������������

3
7777775

2
6666664

≥ 1 − negl λð Þ;

ð11Þ

whenever σ matches S and ρ matches R, and otherwise

Pr Dec¼ ⊥

mpk; kpol;msk← Setup 1λð Þ
ekσ ← SKGen mpk;msk; σð Þ
dkρ ← RKGen mpk;msk; ρð Þ
dkS ← PolGen mpk; kpol; Sð Þ
ct← Enc mpk; ekσ;R;mð Þ

������������

3
7777775

2
6666664

≥ 1 − negl λð Þ:

ð12Þ

2.4.2. Security
Definition 4. (Weak privacy of ME). We say an ME schemeΠ
satisfies weak privacy, if for any valid PPT adversary A, we
have

Pr GamePrivΠ;A λð Þ ¼ 1
Â Ã

−
1
2

����
���� ≤ negl λð Þ; ð13Þ

where GamePrivΠ;A λð Þ is defined in Figure 2. Adversary A is
called valid if 8ρ2QO2

, it satisfies the following condition:

(i) (Mismatch Condition). ρ does not match R0 and ρ
does not match R1.

Definition 5. (Authenticity of ME). We say an ME scheme Π
satisfies authenticity, if for any PPT adversary A, we have

Pr GameAuthΠ;A λð Þ ¼ 1
Â Ã

≤ negl λð Þ; ð14Þ

where GameAuthΠ;A λð Þ is defined in Figure 2.

Definition 6. (Weak security of ME). We say that an ME
scheme Π satisfies weak security, if it satisfies weak privacy
and authenticity.

GamePriv (λ) GameAuth (λ )

(mpk, kpol, msk) ← R Setup(1λ) (mpk, kpol, msk)  ← R Setup(1λ)

(m0, m1, ℝ0, ℝ1, σ0, σ1, st) ← R A1
O

1
,O

2
,O

3  (λ, mpk) (ct, ρ, ) ← R AO1,O2,O3 (λ, mpk)

β ← R {0, 1} dkρ ←  RKGen(mpk, msk, ρ)

ekσβ
 ←  SKGen(mpk, msk, σβ) dk  ← PolGen(mpk, kpol, )

ctβ ← Enc(mpk, ekσβ
, ℝβ, mβ ) m = Dec(mpk, dkρ, dk, ct)

βʹ ← A1
O1,O2,O3 (λ, ctβ, st)

If ⩝σ  Є QO1
 : (σ mismatches ) ^

(m ≠⊥) return 1

If (βʹ = β) return 1 Else return 0

Else return 0

Π, A Π, A

FIGURE 2: Games for privacy and authenticity of ME; Oracles O1;O2;O3 are implemented by SKGen mpk;ð msk; ⋅Þ;RKGen mpk;ð msk; ⋅Þ;
PolGen mpk;ð kpol; ⋅Þ.
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3. Our IP-ME in Composite-Order Groups

We first present an IP-ME in composite-order groups, whose
order is a product of three primes. And without loss of gen-
erality, we assume y1 ¼ 1 in y.

3.1. Construction ΠIPC

(i) Setup 1λð Þ:
(1) Run the group generator G¼ Nð ¼ p1p2p3;G;

H;GT ; e; g; hÞ←G 1λð Þ, then output pp¼G.
(2) Pick w1;…;wnþ1;w0

1;…;w0
nþ1; α1; α2←RZN ,

then output

mpk¼ g1;g
w0
1

1 ;…;gw0
nþ1

1 ; e g1; h1ð Þα1
� �

: ð15Þ

(3) Store secretly

msk¼ h1; h3; g3;w1;…;wnþ1;w0
1;…;w0

nþ1; α1; α2
À Á

:

ð16Þ

(ii) SKGen pp;ð msk; yÞ:
(1) Pick s2←RZN , then output

eky ¼ K 2ð Þ
0 ¼ gs23 ;K

2ð Þ
1 ¼∏

i
gs2wiþ1yi
3

� �
: ð17Þ

(iii) RKGen pp;ð msk; vÞ:
(1) Pick r1←RZN , then output

dkv ¼ K 1ð Þ
0 ¼ hr11 ;K

1ð Þ
1 ¼ hα11 ⋅ hα23 ⋅ ∏

i
h
r1w0

iþ1vi
1

� �
:

ð18Þ

(iv) PolGen pp;ð msk; tÞ:
(1) Pick r2←RZN , then output

dkt¼ K 3ð Þ
0 ¼ hr23 ;

�
K 3ð Þ
1 ¼ hr2w1t1

3 hr2w2
3 ⋅ h−α23 ;

K 3ð Þ
2 ¼ hr2w1t2

3 hr2w3
3 ;

…;
K 3ð Þ
n ¼ hr2w1tn

3 hr2wnþ1
3

Á
:

ð19Þ

(v) Enc pp;ð mpk; eky; x;mÞ:
(1) Pick s1←RZN , then output

ct¼ C0 ¼ gs11 ⋅ K 2ð Þ
0 ;

�
C1 ¼ gs1w

0
1x1

1 gs1w
0
2

1 ⋅ K 2ð Þ
1 ;

C2 ¼ gs1w
0
1x2

1 gs1w
0
3

1 ;
…;

Cn ¼ gs1w
0
1xn

1 g
s1w0

nþ1
1 ;

Cnþ1 ¼ e g1; h1ð Þα1s1 ⋅ mÞ:

ð20Þ

(vi) Dec pp;ð dkv; dkt; ctÞ:
(1) Compute

m¼ Cnþ1= e C0;K
1ð Þ
1

� �
⋅ e C0;K

3ð Þy1
1

� �
⋯ e C0;K

3ð Þyn
n

� �� ��
=

e Cv1
1 ;K

1ð Þ
0

� �
⋯ e Cvn

n ;K
1ð Þ
0

� �
⋅ e C1;K

3ð Þ
0

� ��� �
:

ð21Þ

3.1.1. Correctness. The correctness follows from

e C0;K
1ð Þ
1

� �
⋅ e C0;K

3ð Þy1
1

� �
⋯ e C0;K

3ð Þyn
n

� �� �
=

e Cv1
1 ;K

1ð Þ
0

� �
⋯ e Cvn

n ;K
1ð Þ
0

� �
⋅ e C1;K

3ð Þ
0

� �� �
¼ e gs1

1 ⋅ gs2
3 ; h

α1
1 ⋅ hα23 ⋅ ∏

i
h
r1w0

iþ1vi
1

� �
⋅ e gs11 ⋅ gs23 ; h

r2w1t1y1
3 hr2w2y1

3 h−α2y13

À Á� �

⋅ ∏
i¼2;…;n

e gs11 ⋅ gs2
3 ; h

r2w1tiyi
3 hr2wiþ1yi

3

À Á
= eð gs1w0

1x1v1
1 gs1w

0
2v1

1 ⋅ ∏
i
gs2wiþ1yiv1
3 ; hr11

� �
⋅

∏
i¼2;…;n

e gs1w0
1xivi

1 g
s1w0

iþ1vi
1 ; hr11

� �
⋅ e gs1w

0
1x1

1 gs1w0
2

1 ⋅ ∏
i
gs2wiþ1yi
3 ; hr23

� �

¼ eð gs11 ; h
α1
1 ∏

i
h
r1w0

iþ1vi
1

� �
⋅ e gs2

3 ; h
α2
3ð Þ ⋅ e gs23 ; h

r2w1t1y1
3 hr2w2y1

3 h−α23

À Á
⋅

∏
i¼2;…;n

e gs2
3 ; h

r2w1tiyi
3 hr2wiþ1yiÞ

3

� �
= eð gs1w

0
1x1v1

1 gs1w
0
2v1

1 ; hr11
� �

⋅

∏
i¼2;…;n

e gs1w0
1xivi

1 g
s1w0

iþ1vi
1 ; hr11

� �
⋅ e ∏

i
gs2wiþ1yi
3 ; hr2Þ3

� �
¼e gs1

1 ; h
α1
1ð Þ:

ð22Þ
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Remark 5. When the subscript of product sign is a single i, it
refers to i¼ 1;…; n.

3.2. Security Analysis
Theorem 1. The IP-ME scheme ΠIPC satisfies weak privacy
and authenticity under SD assumptions.

Since the proof is similar to Theorem 4, which follows the
dual system encryption methodology (turning the normal
ciphertext and secret key into semifunctional forms and
leading to unconditionally failed decryption, and achieving
attribute-hiding via the attribute-hiding encoding), thus we
omit it here.

4. Our IP-ME in Prime-Order Groups

We transform our composite-order IP-ME into prime-order
version in this section. With DPVS, our substitutions are as
below:

gi → gdi ; hi → hd
∗
i : ð23Þ

We also assume y1 ¼ 1 in y without loss of generality.

4.1. Construction ΠIPP

(i) Setup 1λð Þ:
(1) Run the group generator G¼ p;ð G;H;GT ; e;g;

hÞ←G 1λð Þ, then output pp¼G.
(2) Sample random dual orthonormal bases D;ð D∗Þ

←RDual Z3
p

À Á
. Let d1; d2; d3 denote the elements

of D and d∗1; d
∗
2; d

∗
3 denote the elements of D∗.

Let gT ¼ e g; hð Þ di; d∗ih i.
(3) Pick w1;…;wnþ1;w0

1;…;w0
nþ1; α1; α2←RZp,

then output

mpk¼ gd1 ;gw0
1d1 ;…;gw

0
nþ1d1 ; e gd1 ; hd∗1

À Á
α1

À Á
:

ð24Þ

(4) Store secretly

msk¼ hd
∗
1 ; hd

∗
3 ; gd3 ;w1;…;wnþ1;w0

1;…;w0
nþ1; α1; α2

À Á
:

ð25Þ

(ii) SKGen pp;ð msk; yÞ:

(1) Pick s2←RZN , then output

eky ¼ K 2ð Þ
0 ¼ gs2d3 ;K 2ð Þ

1 ¼∏
i
gs2wiþ1yid3

� �
:

ð26Þ

(iii) RKGen pp;ð msk; vÞ:
(1) Pick r1←RZN , then output

dkv ¼ K 1ð Þ
0 ¼ hr1d

∗
1 ;K 1ð Þ

1 ¼ hα1d
∗
1 ⋅ hα2d∗3 ⋅ ∏

i
hr1w

0
iþ1vid

∗
1

� �
:

ð27Þ

(iv) PolGen pp;ð msk; tÞ:
(1) Pick r2←RZN , then output

dkt ¼ K 3ð Þ
0 ¼ hr2d

∗
3 ;

�
K 3ð Þ
1 ¼ h r2w1t1þr2w2−α2ð Þd∗3 ;

K 3ð Þ
2 ¼ h r2w1t2þr2w3ð Þd∗3 ;
…;

K 3ð Þ
n ¼ h r2w1tnþr2wnþ1ð Þd∗Þ3 :

ð28Þ

(v) Enc pp;ð mpk; eky; x;mÞ:
(1) Pick s1←RZN , then output

ct ¼ C0 ¼ gs1d1 ⋅ K 2ð Þ
0 ;

�
C1 ¼ g s1w0

1x1þs1w0
2ð Þd1 ⋅ K 2ð Þ

1 ;

C2 ¼ g s1w0
1x2þs1w0

3ð Þd1 ;
…;

Cn ¼ g s1w0
1xnþs1w0

nþ1ð Þd1 ;
Cnþ1 ¼ e gd1 ; hd

∗
1

À Á
α1s1 ⋅ mÞ:

ð29Þ

(vi) Dec pp;ð dkv; dkt; ctÞ:
(1) Compute

m¼ Cnþ1= e C0;K
1ð Þ
1

� �
⋅ e C0;K

3ð Þy1
1

� �
⋯ e C0;K

3ð Þyn
n

� �� ��
=

e Cv1
1 ;K

1ð Þ
0

� �
⋯ e Cvn

n ;K
1ð Þ
0

� �
⋅ e C1;K

3ð Þ
0

� �� ��
:

ð30Þ

8 IET Information Security



4.1.1. Correctness. The correctness follows from

e C0;K
1ð Þ
1

� �
⋅ e C0;K

3ð Þy1
1

� �
⋯ e C0;K

3ð Þyn
n

� �� �
= e Cv1

1 ;K
1ð Þ
0

� �
⋯ e Cvn

n ;K
1ð Þ
0

� �
⋅ e C1;K

3ð Þ
0

� �� �
¼ e gs1d1þs2d3 ; hα1d

∗
1 ⋅ hα2d∗3 ⋅ ∏

i
hr1w

0
iþ1vid

∗
1

� ��
⋅ e gs1d1þs2d3 ; hy1 r2w1t1þr2w2−α2ð Þd∗3
À Á

⋅

∏
i¼2;…;n

e gs1d1þs2d3 ; hyi r2w1tiþr2wiþ1ð Þd∗Þ3
� �

= e g
v1 s1w0

1x1þs1w0
2ð Þd1þv1 ∑

i
s2wiþ1yid3

; hr1d
∗
1

 ! 
⋅

∏
i¼2;…;n

e gvi s1w0
1xiþs1w0

iþ1ð Þd1 ; hr1d∗1
� �

⋅ e g
s1w0

1x1þs1w0
2ð Þd1þ ∑

i
s2wiþ1yid3

; hr2d
∗
3

Á !

¼ g
s1α1þs1 ∑

i
r1w0

iþ1vi

� �
T ⋅ gs2α2T ⋅ gs2 y1r2w1t1þy1r2w2ð Þ−s2α2

T ⋅ g
s2 ∑
i¼2;…;n

yi r2w1ti þ r2wiþ1ð Þ
T

0
BB@

1
CCA

= g
v1 s1w0

1x1þs1w0
2ð Þr1

T ⋅ g
r1 ∑

i¼2;…;n
vi s1w0

1xi þ s1w0
iþ1

À Á
T ⋅ g

r2 ∑
i
s2wiþ1yi

T

0
@

1
A

¼ gs1α1
T

¼ e gd1 ; hd
∗
1

À Á
s1α1 :

ð31Þ

Remark 6. When the subscripts of product sign and summa-
tion sign are a single i, it refers to i¼ 1;…; n.

4.2. Security Analysis

Theorem 2. The IP-ME scheme ΠIPP satisfies weak privacy
and authenticity under DS assumptions.

Since the proof is similar to Theorem 4, which follows the
dual system encryption methodology (turning the normal
ciphertext and secret key in to semifunctional forms and
leading to unconditionally failed decryption, and achieving
attribute-hiding via the attribute-hiding encoding), thus we
omit it here.

5. Our IP-ME with MSP Auth in
Composite-Order Groups

In this section we present our IP-ME with MSP Auth in
composite-order groups, whose order is a product of three
primes. And note that here, we assume sender’s attributes
y 2 0; 1f gn.
5.1. Construction ΠIPMSPC

(i) Setup 1λð Þ:
(1) Run the group generator G¼ Nð ¼ p1p2p3;G;

H;GT ; e; g; hÞ←G 1λð Þ, then output pp¼G.
(2) Pick w1;…;wn;w0

1;…;w0
n;w0

nþ1; v; α1;
α2←RZN , then output

mpk¼ g1;g
w0
1

1 ;…; gw
0
n

1 ;gw
0
nþ1

1 ; e g1; h1ð Þα1
� �

:

ð32Þ

(3) Store

msk¼ h1; h3;g3;w1;…;wn;w0
1;…;w0

n;w0
nþ1; v; α1; α2

À Á
:

ð33Þ

(ii) SKGen pp;ð msk; yÞ:
(1) Pick s2←RZN , then output

eky¼ K 2ð Þ
0 ¼ gs2

3 ;
�
K 2ð Þ
1 ¼ gs2w1y1

3 ;
…;
K 2ð Þ
n ¼ gs2wnyn

3 ;

K 2ð Þ
nþ1 ¼ gs2vÞ3 :

ð34Þ

(iii) RKGen pp;ð msk; tÞ:
(1) Pick r1←RZN , then output

dkt ¼ K 1ð Þ
0 ¼ hr11 ;K

1ð Þ
1 ¼ hα11 ⋅ hα23 ⋅ ∏

i
h
r1w0

iþ1ti
1

� �
:

ð35Þ
(iv) PolGen pp;ð msk;Mn×n0 Þ:
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(1) Pick r2←RZN ; u1; u2←RZn0−1
N , and set vi ¼

Mi
v

u1

� �
; α2i ¼Mi

α2
u2

� �
. Then output

dkM¼ K 3ð Þ
0 ¼ hr23 ;

�
K 3ð Þ
1 ¼ hr2w1þr2v1

3 h
α21
3 ;

…;
K 3ð Þ
n ¼ hr2wnþr2vn

3 h
α2nÞ
3 :

ð36Þ

(v) Enc pp;ð mpk; eky; x;mÞ:
(1) Pick s1←RZN , then output

ct¼ C0 ¼ gs11 ⋅ K 2ð Þ
0 ;

�
C1 ¼ gs1w

0
1x1

1 gs1w
0
2

1 ⋅ K 2ð Þ
1 ;

…;

Cn ¼ gs1w
0
1xn

1 gs1w
0
nþ1

1 ⋅ K 2ð Þ
n ;

Cnþ1 ¼ K 2ð Þ
nþ1;

Cnþ2 ¼ e g1; h1ð Þα1s1 ⋅ mÞ:

ð37Þ

(vi) Dec pp;ð dkt; dkM; ctÞ:
(1) Compute ηj 2ZN , such that

∑
j
ηjMj yj¼1j j ¼ 1; 0;…; 0ð Þ: ð38Þ

Then

m¼Cnþ2= e C0;K
1ð Þ
1

� ��
⋅ e Cnþ1;K

3ð Þ
0

� �
∏
j
e Cj;K

3ð Þ
0

� �
ηj

 !
=

∏
i
e Cti

i ;K
1ð Þ
0

� �
⋅ ∏

j
e C0;K

3ð Þ
j

� �
ηj

 !!
:

ð39Þ

5.1.1. Correctness. The correctness follows from

e C0;K
1ð Þ
1

� �
⋅ e Cnþ1;K

3ð Þ
0

� �
⋅ ∏

j
e Cj;K

3ð Þ
0

� �
ηj

 !
= ∏

i
e Cti

i ;K
1ð Þ
0

� �
⋅ ∏

j
e C0;K

3ð Þ
j

� �
ηj

 !

¼ e gs11 ⋅ gs23 ; h
α1
1 ⋅ hα23 ⋅ ∏

i
h
r1w0

iþ1ti
1

� �
⋅ e gs2v

3 ; hr23ð Þ ⋅ ∏
j
e gs1w

0
1xj

1 g
s1w0

jþ1

1 ⋅ gs2wjyj
3 ; hr23

� �ηj !

= ∏
i
e gs1w0

1xiti
1 g

s1w0
iþ1ti

1 ⋅ gs2wiyiti
3 ; hr11

� �
⋅ ∏

j
e gs1

1 ⋅ gs2
3 ; h

r2wjþr2vj
3 h

α2 j
3

� �
ηj

 !

¼ e gs11 ; h
α1
1 ⋅ ∏

i
h
r1w0

iþ1ti
1

� �
⋅ e gs23 ; h

α2
3ð Þ ⋅ e gs2v3 ; hr23ð Þ ⋅ ∏

j
e gs2wj

3 ; hr23
À Á

ηj

 !

= ∏
i
e gs1w0

1xiti
1 g

s1w0
iþ1ti

1 ; hr11
� �

⋅ ∏
j
e gs2

3 ; h
r2wjþr2vj
3 h

α2 j
3

� �
ηj

 !

¼ e g1; h1ð Þα1s1 :

ð40Þ

Remark 7. When the subscript of product sign is a single i, it
refers to i¼ 1;…; n. And when the subscript of product sign
is a single j, it refers to j traversing the set ψ yψ

�� ��¼È
1g.

5.2. Security Analysis

Theorem 3. The IP-ME with MSP Auth scheme ΠIPMSPC
satisfies weak privacy and authenticity under SD assumptions.

Since the proof is similar to Theorem 4, which follows the
dual system encryption methodology (turning the normal
ciphertext and secret key in to semifunctional forms and
leading to unconditionally failed decryption, and achieving

attribute-hiding via the attribute-hiding encoding), thus we
omit it here.

6. Our IP-ME with MSP Auth in
Prime-Order Groups

We also transform our composite-order IP-ME with MSP
Auth into prime-order version like in section 4. And we also
assume sender’s attributes y 2 0; 1f gn.
6.1. Construction ΠIPMSPP

(i) Setup 1λð Þ:
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(1) Run the group generator G¼ p;ð G;H;GT ; e;g;
hÞ←G 1λð Þ, then output pp¼G.

(2) Sample random dual orthonormal bases D;ð D∗Þ
←RDual Z3

p

À Á
. Let d1; d2; d3 denote the elements

of D and d∗1; d
∗
2; d

∗
3 denote the elements of D∗.

Let gT ¼ e g; hð Þ di; d∗ih i.
(3) Pick w1;…;wn;w0

1;…;w0
n;w0

nþ1; v; α1; α2←RZp,
then output

mpk¼ gd1 ;gw0
1d1 ;…;gw0

nd1 ;gw0
nþ1d1 ; e gd1 ; hd∗1

À Á
α1

À Á
:

ð41Þ

(4) Store secretly

msk¼ hd
∗
1 ; hd

∗
3 ;gd3 ;w1;…;wn;w0

1;…;w0
n;w0

nþ1; v; α1; α2
À Á

:

ð42Þ

(ii) SKGen pp;ð msk; yÞ:
(1) Pick s2←RZp, then output

eky ¼ K 2ð Þ
0 ¼ gs2d3 ;

�
K 2ð Þ
1 ¼ gs2w1y1d3 ;
…;
K 2ð Þ
n ¼ gs2wnynd3 ;

K 2ð Þ
nþ1 ¼ gs2vd3Þ:

ð43Þ

(iii) RKGen pp;ð msk; tÞ:
(1) Pick r1←RZp, then output

dkt ¼ K 1ð Þ
0 ¼ hr1d

∗
1 ;K 1ð Þ

1 ¼ h
α1d∗1þα2d∗3þ ∑

i
r1w0

iþ1tid
∗
1

 !
:

ð44Þ

(iv) PolGen pp;ð msk;Mn×n0 Þ:

(1) Pick r2←RZp; u1; u2←RZn0−1
p , and set vi ¼

Mi
v

u1

� �
; α2i ¼Mi

α2
u2

� �
. Then output

dkM¼ K 3ð Þ
0 ¼ hr2d

∗
3 ;

�
K 3ð Þ
1 ¼ h r2w1þr2viþα2ið Þd∗3 ;
…;

K 3ð Þ
n ¼ h r2wnþr2vnþα2nð Þd∗3Þ:

ð45Þ

(v) Enc pp;ð mpk; eky; x;mÞ:
(1) Pick s1←RZk

p, then output

ct¼ C0 ¼ gs1d1 ⋅ K 2ð Þ
0 ;

�
C1 ¼ g s1w0

1x1þs1w0
2ð Þd1 ⋅ K 2ð Þ

1 ;
…;

Cn ¼ g s1w0
1xnþs1w0

nþ1ð Þd1 ⋅ K 2ð Þ
n ;

Cnþ1 ¼ K 2ð Þ
nþ1;

Cnþ2 ¼ e gd1 ; hd∗1
À Á

α1s1 ⋅ mÞ:

ð46Þ

(vi) Dec pp;ð dkt; dkM; ctÞ:
(1) Compute ηj 2Zp, such that

∑
j
ηjMj yjj j¼1 ¼ 1; 0;…; 0ð Þ: ð47Þ

Then

m¼Cnþ2= e C0;K
1ð Þ
1

� ��
⋅ e Cnþ1;K

3ð Þ
0

� �
⋅ ∏

j
e Cj;K

3ð Þ
0

� �
ηj

 !
=

∏
i
e Cti

i ;K
1ð Þ
0

� �
⋅ ∏

j
e C0;K

3ð Þ
j

� �
ηj

 !!
:

ð48Þ
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6.1.1. Correctness. The correctness follows from

e C0;K
1ð Þ
1

� �
⋅ e Cnþ1;K

3ð Þ
0

� �
⋅ ∏

j
e Cj;K

3ð Þ
0

� �
ηj

 !
= ∏

i
e Cti

i ;K
1ð Þ
0

� �
⋅ ∏

j
e C0;K

3ð Þ
j

� �
ηj

 !

¼ e gs1d1þs2d3 ; h
α1d∗1þα2d∗3þ ∑

i
r1w0

iþ1tid
∗
1

 ! 
⋅ e gs2vd3 ; hr2d∗3
À Á

⋅

∏
j
e g s1w0

1xjþs1w0
jþ1

À Á
d1þs2wjyjd3 ; hr2d

∗
3

� �
ηj
!
= ∏

i

�
e g s1w0

1xitiþs1w0
iþ1tið Þd1þs2wiyitid3 ; hr1d

∗
1

� �
⋅

∏
j
e gs1d1þs2d3 ; h

r2wjþr2vjþα2j

� �
d∗3

 !ηjÞ

¼ g
s1 α1þ ∑

i
r1w0

iþ1ti

� �
T ⋅ gs2α2T ⋅ gs2vr2T ⋅ g

r2 ∑
j
s2wjηj

T

0
BB@

1
CCA= gð

r1 ∑
i

s1w0
1xiti þ s1w0

iþ1ti
À Á

T ⋅

g
s2 ∑

j
r2wjηj þ r2vjηj þ α2jηj

Á� �
T

¼gα1s1T

¼e gd1 ; hd∗1
À Á

α1s1 :

ð49Þ

Remark 8. When the subscripts of product sign and summa-
tion sign are a single i, it refers to i¼ 1;…; n. And when the
subscript of product sign and summation sign are a single j, it
refers to j traversing the set ψ yψ

�� ��¼È
1g.

6.2. Security Analysis
Theorem 4. The scheme ΠIPMSPP satisfies weak privacy and
authenticity under DS assumptions.

6.2.1. Proof of Theorem 4. Proof of Privacy

Theorem 5. For any PPT adversary A, we have

Adv
Gamepriv
A λð Þ¼ Pr GameprivA λð Þ ¼ 1

h i
−
1
2

����
���� ≤ AdvDS1B1

λð Þ
þD ⋅ AdvDS2B2

λð Þ þ D ⋅ AdvDS2B3
λð Þ:

ð50Þ

where B1;B2;B3 are defined in the following lemmas, and
without loss of generality, we assume the upper bounds of the
number of dkt and dkM are both equal to D.

Proof. We adopt the dual system encryption methodology to
prove weak privacy [13, 36]. Roughly speaking, dual system
encryption methodology is a proof strategy that utilizes
another subgroup for increasing the entropy, so that we
can finally achieve unconditionally failed decryption (and
weak attribute-hiding). We first present the forms of eky;
dkt; dkM and ct used in our proof:

(i) Form of eky :
(i) Normal:

K 2ð Þ
0 ¼ gs2d3

K 2ð Þ
1 ¼ gs2w1y1d3

…

K 2ð Þ
n ¼ gs2wnynd3

K 2ð Þ
nþ1 ¼ gs2vd3

: ð51Þ

(ii) Forms of dkt:
(i) Normal:

K 1ð Þ
0 ¼ hr1d

∗
1

K 1ð Þ
1 ¼ h

α1d∗1þα2d∗3þ ∑
i
r1w0

iþ1tid
∗
1
: ð52Þ

(ii) SF 1:

K 1ð Þ
0 ¼ hr1d

∗
1þr01d

∗
2

K 1ð Þ
1 ¼ h

α1d∗1þα2d∗3þ ∑
i
w0

iþ1ti r1d
∗
1 þ r01d∗2ð Þ :

ð53Þ

where r01←RZp.
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(iii) SF 2:

K 1ð Þ
0 ¼ hr1d

∗
1þr01d

∗
2

K 1ð Þ
1 ¼ h

α1d∗1þα0d∗2þα2d∗3þ ∑
i
w0

iþ1ti r1d
∗
1 þ r01d∗2ð Þ :

ð54Þ

where α0←RZp.
(iv) SF 3:

K 1ð Þ
0 ¼ hr1d

∗
1

K 1ð Þ
1 ¼ h

α1d∗1þα0d∗2þα2d∗3þ ∑
i
r1w0

iþ1tid
∗
1
: ð55Þ

(iii) Form of dkM:
(i) Normal:

K 3ð Þ
0 ¼ hr2d

∗
3

K 3ð Þ
1 ¼ h r2w1þr2viþα2ið Þd∗3
…

K 3ð Þ
n ¼ h r2wnþr2vnþα2nð Þd∗3

: ð56Þ

(iv) Forms of ct:
(i) Normal:

C0 ¼ gs1d1þs2d3

C1 ¼ g s1w0
1x1þs1w0

2ð Þd1þs2w1y1d3

…

Cn ¼ g s1w0
1xnþs1w0

nþ1ð Þd1þs2wnynd3

Cnþ1 ¼ gs2vd3

Cnþ2 ¼ e gd1 ; hd∗1
À Á

α1s1 ⋅ m

: ð57Þ

(ii) SF:

C0 ¼ gs1d1þs01d2þs2d3

C1 ¼ g w0
1x1þw0

2ð Þ s1d1þs01d2ð Þþs2w1y1d3

…

Cn ¼ g w0
1xnþw0

nþ1ð Þ s1d1þs01d2ð Þþs2wnynd3

Cnþ1 ¼ gs2vd3

Cnþ2 ¼ e gs1d1þs01d2 ; hd
∗
1

À Á
α1 ⋅ m

: ð58Þ

where s01←RZp.

We then list our games as follows:

(i) Game0: This is the same as the real construction.
(ii) Game1: This is the same as Game0, except that we

change ct from Normal to SF.
(iii) Game2; j; 1: For j2 D½ �, Game2; j; 1 is the same as

Game2; j−1; 3, except that we change dkvj from Nor-
mal to SF 1. Note that Game2; 0; 3 is exactly Game1.

(iv) Game2; j; 2: For j2 D½ �, Game2; j; 2 is the same as
Game2; j; 1, except that we change dkvj from SF 1
to SF 2.

(v) Game2; j; 3: For j2 D½ �, Game2; j; 3 is the same as
Game2; j; 2, except that we change dkvj from SF 2
to SF 3.

(vi) Game3: This is the same as Game2;D; 3, except that
we change the challenge mβ;

À
xβ; yβÞ to mR;ð xR; yRÞ,

where mR←RGT and xR; yR←RZn
p . □

Lemma 1. Under DS1 assumption, we have

AdvGame1
A λð Þ − AdvGame0

A λð Þ
��� ��� ≤ AdvDS1B1

λð Þ: ð59Þ

Proof. Suppose that we have

AdvGame1
A λð Þ − AdvGame0

A λð Þ
��� ���¼ ϵ; ð60Þ

where ϵ is a non-negligible value.
Then we can build a PPT adversary B1 so that

AdvDS1B1
λð Þ¼ ϵ as follows:

B1 is given G;ð hd
∗
1 ; hd

∗
3 ;gd1 ;gd2 ;gd3 ; hμ1d

∗
1þμ2d∗2 ; μ2Þ, then

pick w1;…;wn; w0
1;…;w0

n;w0
nþ1; v; α1; α2←RZp. B1 sends

mpk¼ðgd1 ;gw0
1d1 ;…;gw0

nd1 ;gw
0
nþ1d1 ; e gd1 ; hd∗1

À Á
α1Þ to A,

and stores msk¼ðhd∗1 ; hd∗3 ;gd3 ;w1;…;wn;w0
1;…;w0

n;w0
nþ1;

v; α1; α2Þ secretly.
Upon A making ek queries for yi; i2 E½ �, B1 simulates

ekyi as the real algorithm SKGen does, and sends the out-
puts back to A.

Upon A making dk queries for Mℓ;ℓ2 D½ �, B1 simu-
lates dkMℓ

as the real algorithm RKGen does, and sends the
outputs back to A.

UponAmaking the challenge m0;ðð x0; y0Þ; m1;ð x1; y1ÞÞ,
B1 chooses β←R 0;f 1g, and simulates ctβ as follows:

Pick s2←RZp, then generate ctβ with the challenge T of
DS1 assumption as follows:

C0 ¼ T ⋅ gs2d3

C1 ¼ T w0
1xβ1þw0

2ð Þ ⋅ gs2w1yβ1d3

…

Cn ¼ T w0
1xβnþw0

nþ1ð Þ ⋅ gs2wnyβnd3

Cnþ1 ¼ gs2vd3

Cnþ2 ¼ e T; hd
∗
1

À Á
α1 ⋅ mβ

; ð61Þ

B1 sends ctβ back to A.
Observe that if T ¼ gs1d1 where s1←RZp, ctβ is the same

as Game0; if T ¼ gs1d1þs01d2 where s1; s01←RZp, ctβ is the same
as Game1. Then we can successfully build an adversary B1
to break DS1 assumption, which is contrary to the fact that
breaking DS1 assumption is hard. □
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Lemma 2. Under DS2 assumption, we have

Adv
Game2;j;1
A λð Þ − Adv

Game2;j−1;3
A λð Þ

��� ��� ≤ AdvDS2B2
λð Þ: ð62Þ

Proof. Suppose that we have

Adv
Game2;j;1
A λð Þ − Adv

Game2;j−1;3
A λð Þ

��� ���¼ ϵ; ð63Þ

where ϵ is a non-negligible value.
Then we can build a PPT adversary B2 so that

AdvDS2B2
λð Þ¼ ϵ as follows:

B2 is given G;ð gd1 ;gd3 ; hd∗1 ; hd∗2 ; hd∗3 ; gμ1d1þμ2d2 ; μ2Þ, then
pick w1;…;wn; w0

1;…;w0
n;w0

nþ1; v; α1; α2←RZp. B2 sends

mpk¼ðgd1 ;gw0
1d1 ;…;gw0

nd1 ;gw0
nþ1d1 ; e gd1 ; hd∗1

À Á
α1Þ to A,

and stores msk¼ðhd∗1 ; hd∗3 ;gd3 ;w1;…;wn;w0
1;…;w0

n;w0
nþ1;

v; α1; α2Þ secretly.
Upon A making ek queries for yi; i2 E½ �, B2 simulates

ekyi as the real algorithm SKGen does, and sends the out-
puts back to A.

Upon A making dk queries for tℓ; ℓ2 D½ �, B2 simulates
dktℓ for ℓ2 j−½ 1� as follows:

Pick rℓ; 1←RZp, then generate dktℓ as follows:

K 1ð Þ
ℓ;0 ¼ hrℓ;1d

∗
1

K 1ð Þ
ℓ;1 ¼ h

α1d∗1þα0
ℓ
d∗2þα2d∗3þ ∑

i
rℓ;1w0

iþ1tℓid
∗
1
: ð64Þ

B2 simulates dktℓ for ℓ¼ j as follows:
Generate dktℓ with the challenge T of DS2 assumption as

follows:

K 1ð Þ
j;0 ¼ T

K 1ð Þ
j;1 ¼ hα1d

∗
1þα2d∗3 ⋅ T

∑
i
w0

iþ1tj;i : ð65Þ

B2 simulates dktℓ for ℓ2 jþf 1;…;Dg as the real algo-
rithm does, and then B2 sends dktℓ ;ℓ2 D½ � back to A.

Upon A making dk queries for Mℓ;ℓ2 D½ �, B2 simu-
lates dkMℓ

as the real algorithm PolGen does, and sends the
outputs back to A.

UponAmaking the challenge m0;ðð x0; y0Þ; m1;ð x1; y1ÞÞ,
B2 chooses β←R 0;f 1g, and simulates ctβ as follows:

Pick s2←RZp, then generate ctβ as follows:

C0 ¼ gμ1d1þμ2d2þs2d3

C1 ¼ g w0
1xβ1þw0

2ð Þ μ1d1þμ2d2ð Þþs2w1yβ1d3

…

Cn ¼ g w0
1xβnþw0

nþ1ð Þ μ1d1þμ2d2ð Þþs2wnyβnd3

Cnþ1 ¼ gs2vd3

Cnþ2 ¼ e gμ1d1þμ2d2 ; hd
∗
1

À Á
α1 ⋅ mβ:

ð66Þ

B2 sends ctβ back to A.

Observe that if T ¼ hrj; 1d
∗
1 where rj; 1←RZp, dktℓ is the

same as Game2; j−1; 3; if T ¼ hrj; 1d
∗
1þr0j; 1d

∗
2 where rj; 1;

r0j; 1←RZp, dktℓ is the same as Game2; j; 1. Then we can suc-
cessfully build an adversary B2 to break DS2 assumption,
which is contrary to the fact that breaking DS2 assumption is
hard. □

Lemma 3. We have

Adv
Game2;j;2
A λð Þ − Adv

Game2;j;1
A λð Þ

��� ���¼ 0: ð67Þ

That is, Game2; j; 2 and Game2; j; 1 are identically distributed.

Proof. Observe that the change occurs only in dktj , which is

from K 1ð Þ
j; 1 ¼ hα1d

∗
1þα2d∗3þ∑i w0

iþ1tj; i rj; 1d∗1þr0j; 1d
∗
2

À Á
to K 1ð Þ

j; 1 ¼
hα1d

∗
1þα0jd

∗
2þα2d∗3þ∑i w0

iþ1tj; i rj; 1d∗1þr0j; 1d
∗
2

À Á
. The identical distribu-

tion follows from α-privacy property and the attribute-
hiding encoding [11, 12]. □

Lemma 4. Under DS2 assumption, we have

Adv
Game2;j;3
A λð Þ − Adv

Game2;j;2
A λð Þ

��� ��� ≤ AdvDS2B3
λð Þ: ð68Þ

Proof. Suppose that we have

Adv
Game2;j;3
A λð Þ − Adv

Game2;j;2
A λð Þ

��� ���¼ ϵ; ð69Þ

where ϵ is a non-negligible value.
Then we can build a PPT adversary B3 so that

AdvDS2B3
λð Þ¼ ϵ as follows:

B3 is given G;ð gd1 ;gd3 ; hd
∗
1 ; hd

∗
2 ; hd

∗
3 ;gμ1d1þμ2d2 ; μ2Þ, then

pick w1;…;wn; w0
1;…;w0

n;w0
nþ1; v; α1; α2←RZp. B1 sends

mpk¼ðgd1 ;gw0
1d1 ;…;gw0

nd1 ;gw
0
nþ1d1 ; e gd1 ; hd∗1

À Á
α1Þ to A,

and stores msk¼ðhd∗1 ; hd∗3 ;gd3 ;w1;…;wn;w0
1;…;w0

n;w0
nþ1;

v; α1; α2Þ secretly.
Upon A making ek queries for yi; i2 E½ �, B3 simulates

ekyi as the real algorithm SKGen does, and sends the out-
puts back to A.

Upon A making dk queries for tℓ;ℓ2 D½ �, B3 simulates
dktℓ for ℓ2 j−½ 1� as follows:

Pick r1←RZp, then generate dktℓ as follows:

K 1ð Þ
ℓ;0 ¼ hrℓ;1d

∗
1

K 1ð Þ
ℓ;1 ¼ h

α1d∗1þα0
ℓ
d∗2þα2d∗3þ ∑

i
rℓ;1w0

iþ1tℓi
d∗1

:
ð70Þ

B3 simulates dktℓ for ℓ¼ j as follows:
Generate dktℓ with the challenge T of DS2 assumption as

follows:
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K 1ð Þ
j;0 ¼ T

K 1ð Þ
j;1 ¼ hα1d

∗
1þα0jd

∗
2þα2d∗3 ⋅ T

∑
i
w0

iþ1tℓi
: ð71Þ

B3 simulates dktℓ for ℓ2 jþf 1;…;Dg as the real algo-
rithm does, and then B2 sends dktℓ ;ℓ2 D½ � back to A.

Upon A making dk queries for Mℓ;ℓ2 D½ �, B3 simu-
lates dkMℓ

as the real algorithm PolGen does, and sends the
outputs back to A.

UponAmaking the challenge m0;ðð x0; y0Þ; m1;ð x1; y1ÞÞ,
B3 chooses β←R 0;f 1g, and simulates ctβ as follows:

Pick s2←RZp, then generate ctβ as follows:

C0 ¼ gμ1d1þμ2d2þs2d3

C1 ¼ g w0
1xβ1þw0

2ð Þ μ1d1þμ2d2ð Þþs2w1yβ1d3

…

Cn ¼ g w0
1xβnþw0

nþ1ð Þ μ1d1þμ2d2ð Þþs2wnyβnd3

Cnþ1 ¼ gs2vd3

Cnþ2 ¼ e gμ1d1þμ2d2 ; hd
∗
1

À Á
α1 ⋅ mβ:

ð72Þ

B3 sends ctβ back to A.
Observe that if T ¼ hrj; 1d

∗
1þr0j; 1d

∗
2 where rj; 1; r0j; 1←RZp, dktℓ

is the same as Game2; j; 2; if T ¼ hrj; 1d
∗
1 where rj; 1←RZp, dktℓ

is the same as Game2; j; 3. Then we can successfully build an
adversaryB3 to break DS2 assumption, which is contrary to
the fact that breaking DS2 assumption is hard. □

Lemma 5. We have

AdvGame3
A λð Þ − AdvGame2;D;3

A λð Þ
��� ���¼ 0: ð73Þ

That is, Game3 and Game2;D; 3 are identically distributed.

Proof. Since the symmetric key is changed into random
values and the predicate encoding of inner product satisfy
the attribute-hiding encoding in [11], thus Game3 and
Game2;D; 3 are identically distributed. □

Proof of Authenticity

Theorem 6. For any PPT adversary A, we have

AdvGameauth
A λð Þ ¼ Pr GameauthA λð Þ ¼ 1

Â Ã
≤ AdvABEPB λð Þ;

ð74Þ

where B is defined in the following lemma.

Proof. The authenticity can be reduced to the security of the
ABE scheme corresponding to y-M pair based on DS
assumptions, which is embedded in our IP-ME with MSP
Auth scheme.

Suppose that

AdvGameauth
A λð Þ ¼ ϵ; ð75Þ

where ϵ is a non-negligible value.
Then we can build an adversaryB so that AdvABEPB λð Þ¼

ϵ as follows:
UponAmaking a query of ctx; y;

À
t;MÞ,B generates dkt

and dkM as the real algorithms do, and sends dkt and dkM
back toA. ThenA can find y∗ satisfying M with ϵ probabil-
ity such that y∗ is also valid for generating ctx; y when
decrypting with policyM, and then sends y∗ toB. Note that
the fact that y and y∗ are both valid for ctx; y implies that for a
ciphertext associated with M in the underlying ABE, there
would be two valid secret keys associated with y and y∗

respectively. Therefore, B can make secret key query of y∗,
and challenge m0;ð yÞ and m1;ð y0Þ. Then B can distinguish
the challenge ciphertext easily by using the secret key associ-
ated with y∗. Thus, we obtain a contradiction. □

7. Conclusion

ME is a cryptographic primitive that supports fine-grained
access control for both the sender and the receiver. It can be
applied in scenarios that especially require anonymity, such
as Tor network. Currently, there have existed a nontheore-
tically modular framework of ME, but it consist of more than
one building blocks, thus its construction is not simple
enough and might be under different assumptions or even
not in the standard model. There have also existed some
IB-ME schemes, which support only the equality policy,
but are of comparatively simple constructions.

For cryptographic primitives, we are desirable for schemes
under standard assumptions, since standard assumptions are
well-studied so that they can guarantee the security better.We
are also desirable for schemes in the standard model, since
schemes in the standardmodel aremore secure than those not
in the standard model. For example, there have been some
schemes secure in the random oracle model, but not secure in
the standard model.

To explore simpler ME schemes for more expressive
functionalities under standard assumptions in the standard
model, we present an IP-ME scheme and an IP-ME with
MSP scheme both under SXDH assumption in the standard
model. The policies for access control of our schemes are
beyond equality policy, and reach inner-product policy as
well as MSP policy. Therefore, our schemes are more expres-
sive than IB-ME schemes.
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