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As a multireceiver variant of public key authenticated encryption with keyword search (PAEKS), broadcast authenticated encryp-
tion with keyword search (BAEKS) was proposed by Liu et al. (ACISP 2021). BAEKS focuses on receiver anonymity, where no
information about the receiver is leaked from ciphertexts, which is reminiscent of the anonymous broadcast encryption. Here,
there are rooms for improving their security definitions, e.g., two challenge sets of receivers are selected before the setup phase, and
an adversary is not allowed to corrupt any receiver. In this paper, we propose a generic construction of BAEKS derived from
PAEKS that provides ciphertext anonymity and consistency in a multireceiver setting. The proposed construction is an extension
of the generic construction proposed by Libert et al. (PKC 2012) for the fully anonymous broadcast encryption and provides
adaptive corruptions. We also demonstrate that the Qin et al. PAEKS scheme (ProvSec 2021) provides ciphertext anonymity and
consistency in a multireceiver setting and can be employed as a building block of the proposed generic construction.

1. Introduction

Public key authenticated encryption with keyword search
(PAEKS) [1-12] has been proposed as an extension of public
key encryption with keyword search (PEKS) [13]. In PAEKS,
a sender’s secret key is required for encryption. Because of the
restriction of the rights of encryption, a keyword guessing
attack (In PEKS, if an adversary has a trapdoor, information
about which keyword is associated with the trapdoor is leaked
by running a test algorithm with self-made ciphertexts. This
keyword-guessing attack is unavoidable in PEKS because any-
one can generate a ciphertext of any keyword, and anyone can
run the test algorithm when they obtain the trapdoor.) is
prevented. PAEKS requires that no information about the
keyword is leaked from both the ciphertexts and trapdoors.
Some recent research progresses are given, e.g., [14-18].
Broadcast authenticated encryption with keyword search
(BAEKS) [19] was proposed by Liu et al. [19] as a multi-
receiver variant of PAEKS. Unlike other multireceiver var-
iants of P(A)EKS [20-28] (Attrapadung et al. [21] introduced

broadcast encryption with keyword search (BEKS), whose
security is defined as a selective manner. Chatterjee and
Mukherjee [22] proposed a BEKS scheme that is secure under
the SXDH (Symmetric eXternal Diffie-Hellman) assumption
and provides adaptive security. They also mentioned that the
generic construction of Ambrona et al. [29] on [30] or on [31]
also provides pairing-based BEKS constructions. Note that
Chatterjee and Mukherjee [22] called a BEKS scheme anony-
mous if the challenge ciphertext hides the associated challenge
keyword. Moreover, in the BEKS syntax, the test algorithm
takes a set of receivers. Thus, these BEKS constructions do
not provide receiver anonymity.) BAEKS focuses on receiver
anonymity, where no information about the receiver is leaked
from ciphertexts, which is reminiscent of the anonymous
broadcast encryption [32-37]. BAEKS also considers trapdoor
anonymity. The flow of BAEKS is described below. A sender
generates a ciphertext by specifying a set of receivers S and a
keyword to be encrypted kw and sends the ciphertext to a cloud
server. Each receiver generates a trapdoor by specifying a sen-
der’s public key and a keyword to be searched kw' and sends
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the trapdoor to the cloud server. The cloud server runs a test
algorithm and forwards the corresponding content (In a real
system, additional encryption is required to encrypt a content.
For example, a content is encrypted by an anonymous broad-
cast encryption scheme, and keywords are encrypted by a
searchable encryption scheme. Then, the cloud server sends a
ciphertext of the content to a receiver based on the result of the
test algorithm. As in Liu et al.’s paper [19], we only focus on the
searching phase in this paper.) to a receiver based on the result
of the test algorithm. Informally, the BAEKS scheme is correct
if the test algorithm outputs 1 when kw = kw' and the trapdoor
is generated by a receiver belonging to S. As an application of
BAEKS, Liu et al. [19] introduced a privacy-preserving pay-
per-view system where a service provider stored various videos
in cloud storage, and videos are labeled by the content type or
the genre. Then, viewers would like to search by indicating a
type or genre such as movie and comedy. BAEKS is effective
when videos are encrypted.

Liu et al. [19] proposed a pairing-based BAEKS scheme
(in the random oracle model). However, the following
restrictions in their security definitions can be observed:

(1) No consistency is defined, ie., it is not formally
defined when the test algorithm outputs 0.

(i) If a PAEKS scheme needs to provide correct-
ness only, a meaningless scheme can be con-
structed as follows. The encryption and
trapdoor generation algorithms output random
values, and the test algorithm always outputs 1
regardless of the input. Then, no information
about the keyword is revealed from both the
ciphertext and trapdoor and the construction
provides correctness. To avoid this meaningless
construction, consistency is important in the
searchable encryption context.

(ii) We note that Liu et al. [19] construction
defines when the test algorithm outputs 0.

(2) The challenge sets S; and S} are fixed during the
setup phase. Furthermore, the two challenge sets
contain only one distinct receiver public key and
other identical receiver public keys. This restricts
the attack strategies of adversaries.

(3) An adversary is not allowed to obtain the secret key
of a receiver, i.e., no corruption is allowed.

To this day, no generic BAEKS construction has been
proposed. Since generic constructions of anonymous broad-
cast encryption have been proposed, it is reasonable to con-
sider whether generic constructions of anonymous broadcast
encryption can be customized for BAEKS or not.

1.1. Anonymous Broadcast Encryption. Here, we revisit a
generic construction of anonymous broadcast encryption to inves-
tigate the properties required to construct BAEKS by extending
this generic construction. (We do not consider chosen-ciphertext
attack (CCA) in this paper, and we omit one-time signatures from
the construction hereafter.) Libert et al. [37] proposed a generic
construction (under adaptive corruptions) that provides full
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anonymity, where no information about the receiver is leaked
from ciphertexts, even against ciphertext receivers; i.e., an
adversary is allowed to obtain the secret keys of the receivers
belonging to S; N S, where S and S} are the challenge sets.
Specifically, an adversary is not allowed to obtain the secret keys
of the receivers belonging to S where SN (S§ A S7) =0 (here,
S¢ AS; is the symmetric difference defined as SjA
ST =(S§\ST)U(S;\ S5)). The construction assumes that the
underlying encryption scheme is key private, i.., the public key
used for encryption is not leaked from ciphertexts. Furthermore,
the underlying encryption scheme is required to be (weakly)
robust [38, 39], ie., the decryption algorithm outputs the error
symbol | when a nonappropriate decryption key is used for
decryption. Specifically, for two distinct key pairs (pk, sk) and
(pk', sk’), the decryption result of a ciphertext generated by pk
is L when sk’ is used for decryption. Robustness is important
in identifying which ciphertext can be decrypted by receivers
because of the key privacy. At a high level, a ciphertext is a set of
ciphertexts of the underlying encryption scheme (with random
permutations of ciphertexts). When a receiver decrypts a
ciphertext, the receiver decrypts each ciphertext of the
underlying encryption scheme one by one and outputs a
non-_L decryption result.

1.2. Toward Generic Construction of BAEKS. Intuitively,
BAEKS can be genetically constructed from PAEKS if the
underlying PAEKS scheme provides anonymity. In
addition to anonymity, we should pay attention to the
robustness in the PAEKS context. That is, we need to
ensure that a trapdoor generated by a receiver’s secret key
should not work against ciphertexts generated by the public
key of another receiver, even if the same keyword is
associated. However, previous PAEKS schemes only
considered the following case: kw # kw' where kw is used
to generate a ciphertext and kw' is used to generate a
trapdoor. One exception is consistency in the multisender
setting defined by Emura [5], where a trapdoor associated
with a sender does not work against ciphertexts generated by
the secret key of another sender, even if the same keyword is
associated. Thus, we need to consider the dual concept, i.e.,
consistency in the multireceiver setting.

1.3. Our Contribution. In this paper, we propose a generic
construction of BAEKS derived from PAEKS that provides
ciphertext and trapdoor anonymity as well as consistency in
a multireceiver setting. The proposed construction is an
extension of the generic construction of the anonymous
broadcast encryption [37] and provides adaptive corruptions.
We also demonstrate that the Qin et al. [11] PAEKS scheme
provides consistency in a multireceiver setting and ciphertext
anonymity. A comparison of our instantiation with the Lin
et al. [19] BAEKS scheme is presented in Table 1. The
number of test attempts and the ciphertext size are the same
as those reported by Liu et al. [19], although the proposed
construction provides a higher security level in terms of
ciphertext anonymity and adaptive corruptions. We note that
the Qin et al. [11] PAEKS scheme does not provide trapdoor
anonymity. Consequently, our construction does not provide
trapdoor anonymity. However, we argue that trapdoor
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TasLe 1: Comparison between our instantiation from the Qin et al. [11] PAEKS scheme and the Liu et al. [19] BAEKS scheme.
CT Test . CT TD .
Scheme Size Attempts Consistency Anon. Anon. Corruption
Liu et al. [19] O(N) O(N) Not defined Restricted Yes No
Ours (Section 4) +[11] O(N) O(N) Defined Full No Adaptive

Let S be a set of receivers specified in the encryption algorithm and N = |S|. CT and TD stand for ciphertext and trapdoor, respectively. We emphasize that our
generic construction provides trapdoor anonymity if the underlying PAEKS scheme provides trapdoor anonymity.

anonymity is not necessary, at least for the setting considered
by Liu et al. [19]. We recall that a cloud server forwards the
corresponding content to a receiver based on the result of
the test algorithm. Then, the cloud server needs to know the
destination, i.e., it needs to obtain information about
the receivers. If not, there is no way to send the content to
the receivers. Although we do not deny the possibility that
some applications may require trapdoor anonymity, we do
not consider trapdoor anonymity in our instantiation. We
emphasize that the proposed generic construction provides
trapdoor anonymity if the underlying PAEKS scheme
provides trapdoor anonymity.

2. Definitions of PAEKS in the
Multireceiver Setting

In this section, we introduce the definitions of PAEKS in the
multireceiver setting.

Definition 1. (Syntax of PAEKS). A PAEKS scheme PAEKS
consists of the following six algorithms (PAEKS.Setup,
PAEKS.KGRg, PAEKS.KGg. PAEKS.Enc, PAEKS.
Trapdoor, PAEKS.Test) defined as follows:

PAEKS.Setup: The setup algorithm takes a security
parameter A as input, and outputs a common
parameter pp. We assume that pp implicitly
contains the keyword space J'S.

PAEKS.KGR: The receiver key generation algorithm
takes pp as input, and outputs a public key
pkr and secret key skg.

EXpRxERs.(4)
pp < PAEKS.Setup(1%)

PAEKS.KGg: The sender key generation algorithm
takes pp as input, and outputs a public key
pks and secret key sksg.

PAEKS.Enc: The keyword encryption algorithm takes
Pkr, pks, sks, and a keyword kw e FS as
input, and outputs a ciphertext Ctpagks.

PAEKS.Trapdoor: The trapdoor algorithm takes pkg,
pks, skg, and a keyword kw' € #S as input,
and outputs a trapdoor tdg /.

PAEKS.Test: The test algorithm takes Ctpapks and
tdR v as input, and outputs 1 or 0.

Definition 2. (Correctness). For any security parameter 4,
any common parameter pp < PAEKS.Setup(1%), any
key pairs (pKg,Skr)<PAEKS.KGgr(pp) and (pkKs.
skg)«—PAEKS.KGg(pp), and any keyword kw € #S, let
Ctpaeks < PAEKS.Enc(pkg. pks. sks, kw) and tdg 4, <
PAEKS.Trapdoor(pkg, pks, Skg, kw). Then Pr[PAEKS.
TeSt(CtPAEKs, th.kw) = 1] =1- negl(ﬂ) holds.

Next, we define computational consistency in the multi-
receiver setting, which guarantees that a trapdoor generated
by a receiver secret key does not work against ciphertexts
generated by the public key of another receiver, even if the
same keyword is associated. As in the study of Emura [5], the
following definition can be extended to consider the multi-
sender setting if necessary.

Definition 3. (Computational consistency for multireceivers).
For all probabilistic polynomial-time (PPT) adversaries </,
we define the following experiment.

(ka[O]’ SkR[O]) “«— PAEKSKGR(pp), (kam, SkR[I]) “«— PAEKSKGR(pp)

(pks, sksg) « PAEKS.KGs(pp)

(kw, kw', i, j) < o (PP, PKR(o). PKRpi|. PKs )s.t.kw, kw' € HSAi.j € {0, 1} A (kw. i) # (kw', j) (1)
Ctpagks < PAEKS.Enc(pkgy;. Pks. sks. kw)

tdg}j « — PAEKS.Trapdoor (pkgj;. pks. skgj. kuw')

If PAEKS.Test (CtpAEKS, th[j],kw’) = 1, then output 1, and 0 otherwise.



We say that a PAEKS scheme PAEKS is consistent if the
advantage

AAVERRL () : =Pr [EXpRIER () = 1] @)
is negligible in the security parameter A.

Next, we define indistinguishability against the chosen
keyword attack (IND-CKA), which ensures that no

Exppagis.s (4):

pp < PAEKS.Setup(1#)
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information about the keyword is leaked from ciphertexts.
Our definition also captures ciphertext anonymity simulta-
neously, ie., pkgy is used for generating the challenge

ciphertext. If we explicitly mention the IND-CKA security
in the nonanonymous setting, then (pk’;‘[o}, Sk*R[o]) = (pkgm,
Sk?‘q[l]) in the following experiment.

Definition 4. (IND-CKA). For all PPT adversaries of, we
define the following experiment.

(pk"é[oy Sk’ém) < PAEKS .KGg(pp); (pk;m, sk;m) — PAEKS.KGR(pp)

(pks, sks) <« PAEKS.KGs(pp)

(kwg, kw?, state) « o/ (pp, Pk PRy - pks)s.t.kw;;, kw} € FS A kw}y # kwi

b<{0. 1}; Clineys — PAEKS.Enc ki, Pks. sks. ku; )

Vv — o9 (state, Cthaeys)

If b = b'then output 1,and 0 otherwise.

Here, O0: ={0¢(-,-),07(-,-)}. Oc takes kwe HS
and i€{0,1} as input, and returns the result of
PAEKS.Enc(pkEM, pks, sks, kw). Here, there is no restric-
tion. Oy takes kw' € #S and i € {0, 1} as input, and returns
the result of PAEKS.Trapdoor(pk;M, pks, skgj, kw').
Here (kw',i)¢&{(kwj,0), (kw},0), (kwg, 1), (kwj,1)}. We
say that a PAEKS scheme PAEKS is IND-CKA secure if the
advantage

’

ANERR ) =|pr | Bl =1] 172

(4)

M)
pp < PAEKS.Setup(1%)

\
is negligible in the security parameter 4.

Next, we define indistinguishability against the inside
keyword guessing attack (IND-IKGA), which ensures that
no information about the keyword is leaked from trapdoors.
Our definition also captures trapdoor anonymity simulta-
neously, ie., pk*R[b] is used for generating the challenge
trapdoor.

Definition 5. (IND-IKGA). For all PPT adversaries of, we
define the following experiment.

(pk*n[op Sk*R[o]) < PAEKS.KGg(pp); (pk*ﬂm,sk;[l]) — PAEKS.KGg(pp)

(pks, sks) <« PAEKS.KGs(pp)

(kuwi. ks, state) < 17 (PP, Pk Pkiyy - PKs ) st kg, ki € 7S A kg # ki (5)

b<{0,1}; tdg g < PAEKS.Trapdoor(pkg[b] . PKs. Sk kwg)

b — a1 (state,tdg . )

If b = b'then output 1, and 0 otherwise.
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Here, 0 : ={0¢(-,-), O(pkRg, -, Skg.-)}. O¢ takes kw €
HS and i€{0,1} as input, and returns the result of
PAEKS.EnC(pkEH, PKs, sks, kw). Here, (kw,i)¢&{(kwg,
0), (kwi,0), (kwg, 1), (kwj,1)}.  Op takes kw' € HS
and i€{0,1} as input, and returns the result of
PAEKS.Trapdoor(pk;[il, pks, skgy, kw').  Here  (ku/,
i) &{(kw§,0), (kwt,0), (kwg, 1), (kwi,1)}. We say that a
PAEKS scheme PAEKS is IND-IKGA secure if the advantage

IND-IKGA, ()
AdVpAEKS

)+ =|e[Eroiees =1

(6)

is negligible in the security parameter A.

3. Definitions of BAEKS

In this section, we introduce the definitions of BAEKS. We
mainly follow the definitions given by Liu et al. [19] but
modify them to capture adaptive corruptions.

Definition 6. (Syntax of BAEKS). A BAEKS scheme BAEKS
consists of the following six algorithms (BAEKS.Setup,
BAEKS.KGRr, BAEKS.KGg, BAEKS.Enc, BAEKS.
Trapdoor, BAEKS.Test) defined as follows:

BAEKS.Setup: The setup algorithm takes a security
parameter A and the maximum number of
receivers Npay as input, and outputs a common
parameter pp. We assume that pp implicitly
contains the keyword space F#S.

EXpEXERS o (4) :
pp < BAEKS.Setup(1#, Npax)
Fori e [1,
(pks, skg) <« BAEKS.KGs(pp)

BAEKS.KGR: The receiver key generation algorithm
takes pp as input, and outputs a public key
pkr and secret key skg.

BAEKS.KGg: The sender key generation algorithm
takes pp as input, and outputs a public key
pks and secret key sksg.

BAEKS.Enc: The keyword encryption algorithm takes
pp, a set of receivers S= {ka[,]}lel N] where
N < Npax PKs, SKs, and a keyword kw e HSas
input, and outputs a ciphertext Ctpagks.

BAEKS.Trapdoor: The trapdoor algorithm takes pkg,
pks, skg, and a keyword kw' € #S as input,
and outputs a trapdoor tdg /.

BAEKS.Test: The test algorithm takes Ctgagpks and
tdg ks as input, and outputs 1 or 0.

Next, we define computational correctness, which
ensures that the test algorithm outputs 1 if (1) the same
keyword is specified when a ciphertext and a trapdoor are
generated and (2) the trapdoor is generated by a receiver’s
secret key and the receiver’s public key is contained in a set of
receivers, which is specified when the ciphertext is generated.
The reason behind employing a computational concept here
is that the correctness of the proposed generic construction
relies on computational consistency (in a multireceiver set-
ting) of the underlying PAEKS scheme.

Definition 7. (Computational correctness). For all PPT
adversaries f, we define the following experiment.

Nimax). (Pkgji. Skgy;) < BAEKS.KGg(pp)

(7)

(kw, S, pkg) « d(pp, {Pkgyj }ie[LNmax}, pks) st.kwe HSASC {pknyy. ... PKrin,,,|} APKR €S
Ctgaeks < BAEKS.Enc(pp, S, pks, sks. kw); tdg 1, < BAEKS.Trapdoor(pkg, pks, skg, kw)
If BAEKS.Test (CtBAEKS, th_kw) = 1, then output 1, and 0 otherwise.

We say that a BAEKS scheme BAEKS is correct if the
advantage

AV (2) : =Pr [ExpgiEes () =1).  (8)

is negligible in the security parameter /.
Next, we define computational consistency, which
ensures that the test algorithm outputs 0 if (1) different key-

words are specified when a ciphertext and a trapdoor are
generated, respectively, or (2) the trapdoor is generated by

\
a receiver’s secret key, but the receiver’s public key is not
contained in a set of receivers which is specified when
the ciphertext is generated. Especially, if pkg ¢ S, then
BAEKS.Test(ctgaeks. tdr. xw) =0 holds even if kw = kw/,
where Cigapks < BAEKS.Enc(pp, S, pks, skg, kw) and
tdg s < BAEKS.Trapdoor(pkg, pKs. Skg, kw'). The fol-
lowing definition captures this case by the condi-
tion (kw # kw' v pkg € S).

Definition 8. (Computational consistency). For all PPT
adversaries f, we define the following experiment.



EXPERERS o (4)

pp « BAEKS.Setup(1%, Nyax)
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Forie [I,Nmax], (ka{[i]’ SkR[i]) “«— BAEKSKGR(pp)

(pks, skg) < BAEKS.KGg(pp)

(kw, kw', S, pkr) < ﬂ(DP, {PKRL e o pks) (9)

s.t.kw, kw' € HSASC {kam,

<. KRN, } A (kw # kw' v pkg & S)

ctgaeks < BAEKS.Enc(pp, S, pKs, sks, kw)
tdg xs < BAEKS.Trapdoor(pkg. pKs, skg. kw')
If BAEKS. Test (Ctgaexs: tdr 1) = 1. then output 1, and 0 otherwise.

We say that a BAEKS scheme BAEKS is consistent if the
advantage

AdVELERS (1) : =P [ExogiE , 0 =1].  (10)

is negligible in the security parameter 4.

Next, we define indistinguishability against the chosen
keyword attack (IND-CKA), which ensures that no informa-
tion about the keyword is leaked from ciphertexts. Our defi-

Expagis.or(4)

\
nition also captures ciphertext anonymity simultaneously,
ie., S; is used for generating the challenge ciphertext. In
our definition, adversaries &/ are allowed to obtain secret
keys skgj. If pkgj € Sy NSy, then kwg = kwy is required
to hold. Adversaries &/ are also allowed to obtain trapdoors
generated by skgp. Similarly, if pkgp€S; NSy, then
kw{ = kw7 is required to hold.

Definition 9. (IND-CKA). For all PPT adversaries &/, we
define the following experiment.

pp < BAEKS.Setup (1%, Npax)

Fori e [laNmax]a (ka[i]’ SkR[i]) «— BAEKSKGR(pp)

(pks. skg) < BAEKS.KGs(pp)

(kwg, kwy, S, St, state) < o/© (pp, {Pkgy }ie[l_Nmax], pks) (11)
st kwy, kwi € HSA S5, S5 C {PKrp). ... PRRiNg F A 1S5 = [S7]

b {0, 1}; cth s < BAEKS.Enc(pp. S;. pks. sks, kw})

V — o (state, ctyaers)

If b = b'then output 1, and 0 otherwise.

Here, 0: ={0¢(-,"),0:(-,),Opy(-)}. O takes
kw € #S and S C {pKRyy); ---, PKR|N,,| } 2 input, and returns
the result of BAEKS.Enc(pp, S, pKs, Sks, kw). Here, there
is no restriction. Oy takes kw' € %S and pkgy; € {PKR(y; ---»
PR} @ input, and returns the result of
BAEKS.Trapdoor(pkgjj, Pks, Skg(;, kw'). Here, either
kw' ¢ {kwj, kwi} or pkgyj € S where SN (S5 A S) =0. If
PKgjj € Sp N ST, then kwg = kwy. Op,, takes pkgj; € {pPKg(),
-» PKR[N,, |} @s input, and returns skgp;. Here, pkgy €S,
where SN (S§ A ST)=0. If pkgyeS; NS Akw e {kwp,
kwi}, then kwj=kw}. We say that a BAEKS scheme
BAEKS is IND-CKA secure if the advantage

AN ) =|pr BB ) =1] 172

’

(12)

is negligible in the security parameter /.

Next, we define indistinguishability against the inside
keyword guessing attack (IND-IKGA), which ensures that
no information about the keyword is leaked from trapdoors.
Our definition also captures trapdoor anonymity simulta-
neously, i.e., (PKg, . Sk, ) are used for generating the chal-
lenge trapdoor.
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Definition 10. (IND-IKGA). For all PPT adversaries &, we
define the following experiment.

EXPgagKS 7 (1)

pp < BAEKS.Setup(1*, Npax)

Fori e [1, Nmax], (kam, SkF{[i]) “«— BAEKSKGR(pp>

(pks, sks) < BAEKS.KGs(pp)
(kw87 klUT, pk;([()] ’ pk;kq[l] ’ State) <« 'Q{@ (pp’ {ka[l] }ie[l»Nmax] ’ ka)

(13)

s.t. kwp, kwi € S A kwg # kwi A Pk, Py € {ka[il}ie[l.Nmax]
b&-{0,1};tdfy ., < BAEKS.Trapdoor (pky ;. Ps. skiy . kuw}

V< ot (state, tdy . )
b

If b = b'then output 1, and 0 otherwise.

Here, O: ={0¢(-,"),0:(-,+),Opy(-)}. O takes
kw e S and SC {pkgpy), .-, PKR|N,, } 28 input, and returns
the result of BAEKS.Enc(pp, S, pks, sks, kw). Here, either
kw' ¢ {kwj, kwi} or PKgg: PRy & S. O takes kw' € #S
and pkgj; € {PKR[), ---» PKR,,,, |} as input, and returns the
result of BAEKS.Trapdoor(pkgj;, pks, Skgj;, kw'). Here,
either kw' & {kwj, kwi} or pkgj & {pkE[O]’pkE[l]}' Opyt
takes Pkpy € {PKRp1), ---» PKR(N,, |} s input, and returns
skp(y. Here, pkpy & {pk’g[o], pk’;{m}. We say that a BAEKS
scheme BAEKS is IND-IKGA secure if the advantage

AQVIRKEA (2) - =|Pr [ ExplRCA () = 1] - 172

)

(14)

is negligible in the security parameter A.

4. Proposed Generic Construction

In this section, we demonstrate the proposed generic con-
struction of BAEKS derived from PAEKS and a random
permutation. Let PAEKS = (PAEKS.Setup, PAEKS.
KGR, PAEKS.KGg, PAEKS.Enc, PAEKS.Trapdoor,

PAEKS.Test) be a PAEKS scheme. Let z:{1,..., N}—>{1,
..., N} be a random permutation for any N < Nyay. Intui-
tively, a BAEKS ciphertext is a set of PAEKS ciphertexts with
each public key pkgy; and the same keyword kw. Due to
consistency in the multireceiver setting, the test algorithm
of the underlying PAEKS scheme outputs 0 for a ciphertext
encrypted by pkgy; and a trapdoor generated by pkgy; and
i # j, even if kw is associated to the trapdoor. That is consis-
tency in the multireceiver setting acts as robustness in the
generic construction of anonymous broadcast encryption.
Moreover, a BAEKS ciphertext (Ctpagksis---» Ctpagksy) is
randomly sorted by a random permutation z such that

\

(CtPAEKSﬂ(1>’ vy CtPAEKSn(N))- Thus, no information about
the receiver is revealed, at least from the order of ciphertexts.
The construction of a BAEKS scheme BAEKS from PAEKS
is described below.

4.1. The Proposed Generic Construction

BAEKS.Setup(4, Nyay): Run  pp’ < PAEKS.Setup
(1%) and output pp = (PP', Nimax)-

BAEKS.KGg(pp): Parse pp=(pp’, Nmax)- Run (pkg,
skr)<—PAEKS.KGgr(pp’) and output (pkg,
SkR).

BAEKS.KGg(pp): Parse pp=(pp’, Nmax)- Run (pks,

skg)—PAEKS.KGg(pp) and output (pks,
Sks).
BAEKS.Enc(pp, S, pks, sks, kw):  Parse pp=(pp’,

Niax). Without loss of generality, we denote
S={pPKg), ---» PKrjn }- For all i€ [1, Npyay], run
CtPAEKSi “«— PAEKSEnC(kaM, kav Sks, klU)
Output Ctgaeks = {ClpaEks () }ici v

BAEKS.Trapdoor(pkg. pks. Skg. kw'): Run tdg s <
PAEKS.Trapdoor(pkg, pks, Skr, kw) and out-
put tdF{.kw"

BAEKS.TeSt(CtBAEKs, th’ ku/): Parse CtBAEKS =
{Ctpaeksi}ic, nj- Output 1 if there exists i€ [1,
N] such that PAEKS.TeSt(CtpAEKSi, th kw’) =
1, and 0 otherwise.

Because of consistency in the multireceiver setting of
PAEKS, PAEKS.TeSt(CtPAEKSi, thm.kw’) =0 for CtPAEKSi
—PAEKS.Enc(pkgjj, Pks, sks, kw)  and  tdRyj ww <
PAEKS. Trapdoor(pkgj;, PKs, Skgrjj, kw')  if  (kw,i)#
(kw',j). Thus, the proposed construction is correct.

In addition to provide correctness, due to consistency in
the multireceiver setting of PAEKS, the proposed construc-
tion is consistent because the condition pkg & S in
EXpgaEss. /() is also captured.



5. Security Analysis

In this section, we prove the following theorems. We note
that Libert et al. [37] proved the IND-CCA security of the
generic construction of anonymous broadcast encryption by
assuming that the underlying encryption scheme is (weakly)
robust. This robustness is required to handle decryption
queries, where the decryption result using a different secret
key is non-_L. Since we do not consider CCA security, we do
not employ consistency to prove IND-CKA/IND-IKGA
security here.

Theorem 1. The proposed construction is IND-CKA secure if
the underlying PAEKS scheme is IND-CKA secure.

Proof. The proof uses a sequence of games, where an adver-
sary is given an encryption of kwj for Sj as the challenge
ciphertext in the first game, and the adversary is given an
encryption of kwj for S} as the challenge ciphertext in the
last game. Let [S5| = |S;| =N* < Njax and £=1|S5 N Sj|. O

Game 0: This game corresponds to the real game when the
challenger’s bit is b = 0. Let E; be the event that &/
outputs b’ =0.

Game k (1 <k<?¢): From Sj and S, let us define two
ordered indices sets SO*:{Gl,...,Hf,GfH,
On-}  and  Spx={p1, .. prPrs1s s PN
where 6;,=p; for i€[l1,¢] and 6, # p; for
i€[/+1,N*. The challenge ciphertext
Cti ks is generated as follows:
(i) For je[l,k], compute Clpaeks; <
PAEKS.Enc(kaW, pks, sks, kw?).
(i) For je [k +1, N*], compute CtPAEKSj «—
PAEKS.Enc(pkgyg,. Pks. sks. kwp).

Then, Ctgpeks = {CtpAEKsﬂ(i)}ie[LN*]. Let E; be the event

that o/ outputs b’ =0 in Game k.

Game k' (£+ 1<k <N*): From S and S], again let
define two ordered indices sets So* ={0,,...,
6f19f+1’ ""QN*} and Sl>I< = {pl’ ces Py Pes
.eesPn+ }> Where 6;=p; for i€ [1,7] and 6; # p;
for i€[/+1,N*]. The challenge ciphertext
Cti ks is generated as follows:

(i) For je[l,K], compute Clpaeks; <
PAEKS.Enc(pkgy,. Pks. Sks. kwi).

(i) For j€ [k +1,N*], compute Clpagks; <
PAEKS.Enc(ka[tg]], pKs, sks, kwp ).

Then, CtEAEKS = {CtPAEKSﬂ'(i) }iE[l,N*] .Let Ey be the event
that o/ outputs ' =0 in Game k'.
Here, Game N* corresponds to the real game when the

challenger’s bit is b= 1. We prove the following Lemma 1
and Lemma 2.
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Lemma 1. For each k€ [1,¢], Game k is indistinguishable
from Game k—1 if the underlying PAEKS scheme is IND-
CKA secure in the non-anonymous setting. Precisely, we can
construct an algorithm B such that

|Pr[Ei] = Pr[Ex_]| < Nmax - AdV::NADE_}EsK,% (4).

(15)

Proof. Let &/ be an adversary that distinguishes Game k and
Game k — 1. We construct an algorithm 98 that breaks the
IND-CKA security of PAEKS as follows. Let € be the
challenger of the IND-CKA security of PAEKS. For each
ke(1,7], if o issues O (PKgy) such that pkgy € S5 N ST,
then kwj = kw}. Then, Game k and Game k — 1 are identical.
Thus, we can assume that kw # kw] and o/ does not issue
Op(PKRy)) for pkg(; € S5 N ST

3B obtains (pp’, pk, pks) from €. Recall that now non-
anonymous setting is considered, Pk, = Pk, and we set
pkiy = Pk B picks & {1, Npax }. For i € [1, NyaxMi*},
9% runs (ka[i]? SkR[I])@PAEKSKGR(ppI) A sets pp=
(PP’, Nmax) and sends (pp, {kam}ie[LNmax], pks) to .

(i) When o issues Oc(kw,S) where |S|=N, if
Pk € S, then 3B issues Oc(kw, 0) of the underly-
ing PAEKS scheme, obtains Ctpppks < PAEKS.
Enc(pks, pks, sks, kw), and sets Ctpapksy =
Clpapks. B generates other PAEKS ciphertexts
using SKRgjj- B returns Cteapks =
{Ctpaeksa(i ey v tO -

(i) When o issues Or(kw', pkgyy), if i=1i*, then &
issues Or(kw',0) of the underlying PAEKS
scheme, obtains tdg j, < PAEKS.Trapdoor
(pkg. Pks. Skiy, kw'), and sends tdg 4,/ to <. If
i # i*, then 9 responds the query using skg;.

(iii) ~ When o issues Op,,(PKpjj) for i € [1, Npmax\{i* },
B returns skgj;. When o issues Op (PKgyi), B
aborts.

In the challenge phase, o declares (kwj, kwj, S5, ST). B
reorders indices of S§ and S} such that So*: {0,,...,0,,
Opirs.n Oy} and S;x={p1,....ps, pri1,....pn+} Where
0;=p; for i€[l,£] and O; # p; for i€[/+1,N*]. If
0, # i*, then B aborts. Here, we assume that 8, =i* holds
with a probability of at least 1/N4x since the choice of i* is
completely independent of &’s view. We remark that if
Or =i*, then pkgy;:) = pky € S; N S7. Thus, & does not issue
Op(PKRj+)) as mentioned above. & sends (kwyg, kwy) to €
as the challenge keywords. € sends Ctj,rxg < PAEKS.
Enc(pkg. pks. sks. kw;) to B for some internally flipped
random bit b< {0,1}. The BAEKS challenge ciphertext
Clinpks = {CtPAEKSﬂ(i)}ie[LN*] is generated as follows:
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(i)  Forje€[l,k—1], B issues Oc(kwi, pkgp,). Then
% responds Ctppgks; < PAEKS. Enc(pkm] pKs,
sks, kwy) to .
(i)  For ] =k, & sets CtPAEKSj = Ct)Fk’AEKS'
(iii) For je€[k+1,N*], B issues Oc(kwg,PKpyg)).
Then & responds Ctpapks; < PAEKS.Enc
(ka[Hj]’ pks, skg, kwé) to A.

P simulates &f’s queries as in the first phase. Finally, &/
outputs ' € {0,1}, and % outputs the same result. If €
chooses b =0, then % is clearly playing Game k — 1 whereas,
if b=1, % is playing Game k. This concludes the proof of
Lemma 1. O

Lemma 2. For each k' € [¢ + 1, N*], Game k' is indistinguish-
able from Game k' —1 if the underlying PAEKS scheme is
IND-CKA secure. Precisely, we can construct an algorithm 98
such that

|P”[Ek’} P”[Ek’ ]| Npax - AdV'FL\'ADE;?s’,(%(ﬂ) (16)

Proof. Let of be an adversary that distinguishes Game k" and
Game k' — 1. We construct an algorithm 2 that breaks the
IND-CKA security of PAEKS as follows. Let € be the
challenger of the IND-CKA security of PAEKS.

3 obtains (pp/, pk pk pks) from €. & picks two
distinct indices i, if< {1, Nmax} and sets pkH[, pk
and pkg; =pkgp). For i€ [l Nmau\ig.ij}, % runs
(PKRij> Skrjj) <~PAEKS.KGr(pp'). & sets pp=(pp,
Niax) and sends (pp. {Pkgjj},c) v - PKs) to .

(i) When o issues Oc(kw,S) where [S|=N, if
PKRii:] € S, then 9B issues O¢(kw, 0) of the underly-
ing PAEKS scheme, obtains Clppeks <
PAEKS.EnC(pk;[O], pks, Sks, kw), and  sets
CtPAEKSi; = CtPAEKS' If ka[lﬂ c S, then A issues
Oc(kw, 1) of the underlying PAEKS scheme, obtains
Ctpagks < PAEKS.Enc(pk’,;[l], pKs, sks, kw),
and sets Ctpaeksi: = Clpagks. % generates other
PAEKS ciphertexts

Cleaeks = {Clragks (i) }icpy y) 1 -

(i) When & issues Or(kw', pkgyy), if i=ij, then &
issues Or(kw',0) of the underlying PAEKS
scheme, obtains tdg ;,, < PAEKS.Trapdoor
(pkE[o}’ pks, Skfi[o]v kw'), and sends tdg j,s to <.
If i =i}, then 9B issues Op(kw', 1) of the underly-
ing PAEKS scheme, obtains tdg sy <

PAEKS .Trapdoor(pkg, . PKs. ki, . kw'), and

returns

using skgjj. &

sends tdg .y to of. If i¢ {i5.ij}, then &
responds the query using skgj;.

(iii) ~ When o issues Op,, (PKpyy) for i € [1, Nmax|\{i*},
B returns skgj;. When o issues O, (pKgj;) for

ie{ig,ii}, B aborts.

In the challenge phase, & declares (kwj, kwj, S5, St). B
reorders indices of S} and S} such that §; ={0,,...,0,,60,,,,
On} and SF={p1,....ps.Pri1s .- PN+ |, Where 0;,=p;
for i€[1,7] and 0; # p; for i€ [£+1,N*|. If Op # i or
pr # i}, then 9B aborts. Here, we assume 6Oy =i} and
pr =i}, which holds with a probability of at least
1/Nmax(Nmax — 1)>1/N2ax since the choice of (if,if) is
completely independent of &’s view. We remark that if
Op =iy and py =iy, then pkgj), PKRz) € S5 A ST and thus
o does not issue both @Ext(pkp ) and @Ext(pkp[ 1) B
sends (kwj, kw}) to € as the challenge keywords. € sends
Ctoaeks < PAEKS.Enc(pkg, . Pks. sks. kwy) to % for
some internally flipped random bit b<- {0, 1}. The BAEKS
challenge ciphertext Ct§ g = {CtPAEKS”(i)}iE[l, xv] I8 gener-
ated as follows:

(i)  Forje [l k' —1], % issues Oc(kwy, pkgy,)). Then
€ responds Ctppgks; < PAEKS. Enc(ka[p
pks, sks, kw?}) to %B.
(ii) For j= K, % sets CtPAEKS] = Ct;AEKS
(i) ~For jE[K' +1,N*], FB issues Oc(kwg.Pkpy)).
Then & responds Ctpaeks; < PAEKS. Enc
(ka[gj] pks, Sks, kwo) to A.

3B simulates &’s queries as in the first phase. Finally, &/
outputs b’ € {0,1}. and & outputs the same result. If €
chooses b =0, then 3 is clearly playing Game k' — 1 whereas,
if b=1, % is playing Game k’. This concludes the proof of
Lemma 2.

From Lemma 1 and Lemma 2, we have |Pr[Ey| — Pr[Ey+|| <
£ - Nimax - AdVZER (1) + (N* = £)- Npay - AdVEEZS,

(A) ENZax - Adv:-f,\‘p'?ElgsK% (4). This concludes the proof of
Theorem 1. O

Theorem 2. The proposed construction is IND-IKGA secure if
the underlying PAEKS scheme is IND-IKGA secure.

Proof Sketch. Since a BAEKS trapdoor is a PAEKS trapdoor
in the proposed construction, the proof of Theorem 2 is
straightforward. Let &/ be the adversary that breaks the
IND-IKGA security. We construct an algorithm 9 that
breaks the IND-IKGA security of the underlying PAEKS
scheme. We need to consider that & embeds two public
keys, say (pk* - PKR, ) given by the challenger of the

IND-IKGA secur1ty of PAEKS €, to {ka[,]}le[l Now
expects that (pk* ka[l) will be selected by & in the

P and
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challenge phase. The guessing is correct with a probability of
at least N . If the guess is correct, then & can simulate all
queries issued by &/ by forwarding them to % and can break
the IND-IKGA security of the underlying PAEKS scheme
using /. O

6. Qin et al. [11] PAEKS

In this section, we briefly explain that the Qin et al. [11]
PAEKS scheme provides consistency in the multireceiver
setting and ciphertext anonymity, but it does not provide
trapdoor anonymity. We emphasize that trapdoor anonym-
ity is not required in the original PAEKS security definition.
The Qin et al. [11] PAEKS scheme is described as follows:

PAEKS.Setup(4): Let e: G X G — Gy be a bilinear pair-
ing, where G and G be groups with prime order
p and G={(g). H;:{0,1}*>G, H,:G—
{0, 1}, and H;:G — {0, 1}* be hash functions
which are modeled as random oracles. Output
pp=(9.G.Gr.e,p,Hy, Hy, H;).

PAEKS.KGg(pp): Choose x, v Z,. Output pkg=
(kg k') = (9" 9") and skg = (sk . sk ) =
(x,v).

PAEKS.KGg(pp): Choose u<- Z,. output pkg = g* and
skg =u.

PAEKS.Enc(pke. pks, ks, kw): Parse pkg = (pk§’,
pkg)) and skg = u. Choose r< Zy, and compute
A=g*. Compute DHkeyg g = (pk,@)” (=g"),
h=H, (kw||pks||pkg||H;(DHkeys g)), ~ and
B=H,(e(h", pky))). Output Ctppeks = (A, B).

PAEKS.Trapdoor(pkg, pks, Skgr, kw'):
pkg = (pki), pk2) and  skg = (sk&y', sk'2)).
Compute DHkeyg g = kaSkg) (=g") and
W = H, (k|| pks||pka | (DHkeys ). Output
tdp = (W)™ = (H)".

PAEKS.TeSt(CtpAEKs, th’ kw’): Parse CtPAEKS = (A, B)
Output 1 if H,(e(A,tdg tw))=B and O,
otherwise.

Parse

Intuitively, a Diffie-Hellman (DH) key DHkeyg g =
(pkg))SkS = (pks)Skg) = g" is defined, which is fixed when
a sender and a receiver are fixed. The value 4 is computed by
a keyword to be encrypted and a DH key such that
h=H, (kw||pks||pkr|| H3(DHkeys gr)). Since H; is mod-
eled as a random oracle, informally, no information about
kw is revealed from h. Here, to formally prove the IND-
IKGA security, Hj is required. A ciphertext is A=g" and
B=H,(e(h’, pkg))) ) for r& Z,. Thus, informally, no infor-
mation of kw is revealed from (A, B) since H, is modeled as a
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random oracle. Formally, Qin et al. [11] proved the IND-
CKA security under the bilinear Diffie-Hellman assumption.
Simultaneously, we observe that receiver information, i..,
PKR is also not revealed from (A, B). Precisely, for two chal-
lenge keywords kwj and kw] and two receivers’ public keys
Pkrjg and pKgp, the challenge bit b is hidden from
H, (kwj||pks||pKgy || H3(DHkeys gp)) and the simulation
given by Qin et al. [11] still works. The value /' is computed
by a keyword to be searched and a DH key, such
that h' = H, (kw'||pks||pkr || Hs(DHkeys Rr)), and tdg s =
(W)*. If kw=kw' and the sender and the receiver are the
same, then h =/’ holds. If kw # kw' or either the sender or
the receiver is different, then i # K’ holds due to the collision
resistance of H;. Thus, consistency in the multireceiver set-
ting holds. Since H, is modeled as random oracle, informally,
no information of kw' is revealed from /' and thus no infor-
mation of kw' is revealed from tdg = (#')*. Formally,
Qin et al. [11] introduced the computational oracle
Diffie-Hellman (CODH) problem and proved that the
scheme provides the IND-IKGA security under the CODH
assumption.

However, (g. 1, pkg>,tdﬁ,kw/) =(g. K, g%
(H')¥) is a decisional Diffie-Hellman (DDH) tuple, e(pk(R1 ),
W)=e(g.tdg ) holds if tdg s is generated by the
receiver (whose public key is pkg). Thus, the Qin et al.
[11] PAEKS scheme does not provide trapdoor anonymity.
To provide trapdoor anonymity, one may employ type-3
asymmetric pairings; where e: G, X G, — Gr, and there is
no efficiently computable isomorphism between G, and G,.
Then, the DDH assumption holds over both G; and G,. To

prevent the DDH test, (g,#, pk(Rl), tdg 1) must belong
to the same group. However, a ciphertext consists of
B=H,(e(h", pkg))) ), ie, h and pk|(221> belong to different
groups, and thus & and h’ also belong to different groups.
This violates the correctness of the Qin et al. [11] scheme that
requires h=Hh' if kw = kw' and the sender and the receiver
are the same. Thus, it seems nontrivial to provide trapdoor
anonymity even if asymmetric pairings are employed.

because

7. Conclusion

In this paper, we propose a generic construction of BAEKS
from PAEKS, providing ciphertext and trapdoor anonymity
and consistency in the multireceiver setting. Our generic
constructions provide adaptive corruptions. We also show
that the Qin et al. [11] PAEKS scheme can be employed
for instantiating the proposed generic construction.

The proposed construction requires approximately
|S|/2-times PAEKS test procedures. To reduce the number
of decryption attempts in the generic construction of anony-
mous broadcast encryption, Libert et al. [37] proposed an
anonymous hint system that provides O(1) decryption cost
in terms of the number of cryptographic operations. Unfor-
tunately, we could not directly employ this anonymous hint
system because the test algorithm was run by a cloud server
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in BAEKS, whereas the decryption algorithm was run by a
receiver in anonymous broadcast encryption. Thus, the
cloud server could observe the secret key of the hint system.
Because of ciphertext anonymity (which is implied by IND-
CKA in our definition), it is required that the cloud server
has no information about the receivers before running the
test algorithm. That is, if a hint system can be employed, then
the cloud server obtains information about the receivers
before running the test algorithm. Consequently, we did not
employ a hint system in this paper. We leave this task as an
interesting future work.

Fazio et al. [33] also proposed a generic construction of
anonymous broadcast encryption that provides outsider
anonymity, where no information about a receiver is leaked
from ciphertexts against outsiders, i.e., an adversary is
allowed to obtain secret keys of outsiders who belong to a
set S, where SN (S;US))=0. Regarding the number of
receivers, the Libert et al. [37] construction provides a
linear-size ciphertext, whereas the Fazio et al. [33] construc-
tion provides a sublinear-size ciphertext using the subset
cover framework [40] at the expense of a weak anonymity
level. Although outsider anonymity seems sufficient in some
applications, the construction proposed by Fazio et al. [33]
cannot be extended to BAEKS directly because Fazio et al.
[33] employed anonymous and weakly robust identity-based
encryption. Recently, a generic construction of BEKS from
anonymous and weakly robust 3-level hierarchical identity-
based encryption has been proposed [41], but it does not
consider authenticity. Employing the Fazio et al. [33] con-
struction in the BAEKS context is left as a future work.

Though Yao et al. [12] proposed a lattice-based PAEKS
scheme, they did not define consistency, and thus it is
unclear whether the Yao et al. [12] PAEKS scheme provides
consistency in the multireceiver setting. Moreover, they did
not define trapdoor privacy (they considered ciphertext pri-
vacy that guarantees no information about keywords is
revealed from ciphertexts and considered the unforgeability
of ciphertexts and trapdoors). Thus, we do not consider the
Yao et al. [12] scheme as a building block of the proposed
generic construction. Cheng and Meng [3] proposed a PAEKS
scheme from LWE (learning with errors). In their security
proof, almost all ciphertext components are switched to ran-
dom values. However, one component is selected from the
receiver public key-related distribution. Although it is suffi-
cient to prove that no information about the keyword is
revealed from ciphertexts, it is unclear whether the Cheng-
Meng PAEKS scheme provides ciphertext anonymity. We
leave this to be investigated in a future study.
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