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The exclusive-or (XOR) hash combiner is a classical hash function combiner, which is well known as a good PRF andMAC combiner,
and is used in practice in TLS versions 1.0 and 1.1. In this work, we analyze the second preimage resistance of the XOR combiner
underlying two different narrow-pipe hash functions with weak ideal compression functions. To control simultaneously the behavior
of the two different hash functions, we develop a new structure calledmulticollision-and-double-diamond.Multicollision-and-double-
diamond structure is constructed using the idea of meet-in-the-middle technique, combined with Joux’s multicollision and Chen’s
inverse-diamond structure. Then based on the multicollision-and-double-diamond structure, we present a second preimage attack on
the XORhash combiner with the time complexity of aboutOðð2nþ 1Þ:2n=2 þðn− lÞ:2n−l þðn− kÞ:2n−k þ 2lþ1 þ 2kþ1Þ (n is the size of
the XOR hash combiner and l and k are respectively the depths of the two inverse-diamond structures), less than the ideal time
complexity Oð2nÞ:, and memory of about Oð2k þ 2lÞ :.

1. Introduction

Hash functions are important cryptographic primitives in
modern cryptography, mainly used in many cryptographic
protocols, message authentications, etc. A hash function H is
to transfer a message M with arbitrary length into a message
digest h with fixed length called as a hash value. If the length
of the hash value is n bits, we call the hash function as n-bit
hash function. To guarantee the security of the applications,
a n-bit hash function H needs to satisfy the following three
basic security principles:

Preimage resistance: Given a n-bit hash value h, it should
be difficult to find a message M such that h¼HðMÞ :.
Second preimage resistance: Given a message M and the
corresponding n-bit hash value h¼HðMÞ :, it should be
difficult to find another messageM0 such thatHðM0Þ : ¼ h.
Collision resistance: It should be difficult to find two dif-
ferent messages ðM;M0Þ : such that HðM0Þ : ¼HðMÞ :.

For a n-bit hash function, if the computational complexity
of finding a second preimage or a preimage is less than 2n,
then the hash function is considered not to be second pre-
image resistance or preimage resistance.

Since the devastating attacks of Wang and Yu [1] on the
MD family were proposed, to guarantee the security of the
hash function a practical countermeasure might be using two
different hash functions simultaneously in a combiner. The
combined hash function is thought to be at least as security
as any one of them. That is to say, it is only broken when
both two hash functions were weak. There are two classical
hash combiners, that is, concatenation hash combinerH1ðMÞ
:j j:H2ðMÞ : and XOR hash combiner H1ðMÞ : ⊕ H2ðMÞ :. In [2],
Joux used the multicollision to prove that finding a collision
for the concatenation hash combiner with two narrow-pipe
hash functions is not harder than finding a collision on one of
the two hash functions. More precisely, though the concate-
nation hash combiner has 2n bits hash value, it only offers
the security close to a n-bit hash function. The XOR hash
combiner has the same length of hash value as the two hash
functions. That is to say, the XOR hash combiner is length
preserving, which increases the difficulty of analyzing this
combiner. In particular, the designer of TLS [3] used the sum
of HMAC-MD5 and HMAC-SHA-1 as the key derivation
function and claimed that the combined hash function should
guarantee its security if either algorithm remains secure.More-
over, Hoch and Shamir [4] proved that there are no generic
attacks with complexity smaller than Oð2n=2Þ :, which is tight
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for collision resistance. However, for preimage attack or sec-
ond preimage attack, there still exists a gap between 2n=2 and
the expected bound 2n. In Eurocrypt 2015, Leurent andWang
[5] developed a novel structure to control simultaneously the
two independent hash functions with the same input message
and thereby presented a generic preimage attack on the XOR
combiner with two narrow-pipe hash functions with the com-
plexity of Oð25n=6Þ : less than the ideal complexity of Oð2nÞ :.
Then, Dinur [6] improved the result in [5] and devised a new
preimage attack onXORhash combiner with twoMerkle-Dam-
gård (MD) hash functions with the complexity of Oð22n=3Þ :.
These two results reflect that the XOR combiner cannot offer
the same security as an n-bit hash function. In CRYPTO 2017,
Bao et al. [7] proposed an improved preimage attack against the
XOR hash combiner based on the functional graph with a com-
plexity ofOð25n=8Þ :. Then, in 2020 Bao et al. [8] proposed several
generic preimage attacks on the XOR hash combiner. Recently,
Dong et al. [9] proposed a quantum preimage attack on the
XOR hash combiner. However, there is no paper researching
on the capability of the XOR hash combiner resisting the
second preimage attack.

In this work, we research on the second preimage resis-
tance of the XOR combiner underlying two different narrow-
pipe hash functions with weak ideal compression function.
To control simultaneously the behavior of the two different
hash functions, we develop a new structure called multi-
collision-and-double-diamond. Multicollision-and-double-
diamond structure is constructed using the idea of meet-in-
the-middle technique, combined with Joux’s multicollision
and inverse-diamond structure. Then based on the Multicol-
lision-and-two-diamond structure, we present the first second
preimage attack on the XOR hash combiner with the time
complexity of about Oðð2nþ 1Þ :2n=2 þðn− lÞ :2n−l þðn− kÞ
:2n−k þ 2lþ1 þ 2kþ1; n is the size of the XOR hash combiner
and l and k is respectively the depth of the two inverse-
diamond structures), less than the ideal time complexity
Oð2nÞ :, and memory complexity of about Oð2k þ 2lÞ :.

After setting up some preliminaries in Section 2, we pro-
pose our second preimage attack on XOR hash combiner in
Section 3 and analyze the complexity of our attack. Section 4
concludes our results and discuss the next work.

2. Preliminaries

2.1. Merkle-Damgård Structure. MD structure proposed by
Merkle [10] and Damgård [11] is a typical domain extension
for hash functions, used in many hash function standards,
such asMD5, SHA-0, SHA-1, and SHA-2. For an inputmessage
M with arbitrary length, an initial value IV and a compression
function f : f0; 1gn × f0; 1gm → f0; 1gn, a hash function with
MD structure MDf ðIV;MÞ : is processed as follows:

Step 1: Padding the input message M into M0 such that
the length ofM0 is the multiple ofm. Then, divide
the padded message into t m-bit message blocks
M1;M2;…;Mt .

Step 2: Let h0 ¼ IV. For i¼ 1 to t, do

hi ¼ f hi−1;Mið Þ: ð1Þ

Step 3: Output ht as the hash value of the input M.

If the length of the original message is padded in the last
message block, the MD structure is called the strengthened
MD structure, which is collision-resistance preserving.

2.2. Weak Ideal Compression Function. Since the hash func-
tion is onewayness, the compression function is not required
invertible. However, to analyze the security of domain exten-
sion underlying a weak compression function, the weak ideal
compression function was defined in [12], which is invertible.

Definition 1. (Weak ideal compression function) [12]. Let f :
f0; 1gmþn → f0; 1gn be an ideal compression function. If for
any input ðx; zÞ:, the adversary can find a random value y
such that f ðx; yÞ: ¼ z, or for any input ðy; zÞ :, the adversary
can find a random value x such that f ðx; yÞ : ¼ z, then we call
f the weak ideal compression function.

2.3. Description of the XOR Hash Combiner. The XOR hash
combiner utilizes two different hash functions H1 and H2,
which produces the XOR sum of the hash values of two hash
functions as the hash value of the XOR hash combiner
(Figure 1). In this paper, we assume the two underlying
hash functions are both MD structure hash functions.

For an input message M, we firstly pad it into Mpad with
the length of multiple of m and divide it into p m-blocks m1;
m2;…;mp. Then, for the two initial chaining values IV1; IV2
and two compression function f1; f2 : f0; 1gmþn → f0; 1gn,
the XOR hash combiner XOR HashMDf1

;MDf2
ðIV1; IV2;MÞ:

is processed as follows:
Step 1. In the first pass, for the initial value IV1 and the

underlying compression function f1, perform MDf1ðIV1;MÞ:

as described in Section 2.1.
Step 2. In the second pass, for the initial value IV2 and the

underlying compression function f2, perform MDf2ðIV2;MÞ:

as described in Section 2.1.
Step 3. Compute the sum of the results obtained in Step 1

and Step 2 and then output it as the hash value of XOR hash
combiner, that is,

XOR HashMDf1
;MDf2

IV1; IV2;Mð Þ
¼MDf1 IV1;Mð Þ⊕MDf2 IV2;Mð Þ : ð2Þ

In the following paper, we assume that the two compres-
sion functions f1; f2 in XOR hash combiner are both weak
ideal compression functions.

IV1 f1 f1 ......

......

f1

h

f2 f2

f1

f2 f2
IV2

FIGURE 1: Schematic of XOR hash combiner.
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2.4. Notations

H1;H2: two different hash functions with strengthened
MD structure;
XOR HashH1;H2

: XOR hash combiner based on hash
functions H1;H2;
f1; f2: two weak ideal compression function used in H1
and H2, respectively;
f ∗1 ; f

∗
2 : two hash functions with MD structure and com-

pression function f1 and f2, respectively;
IV1; IV2: initial chaining values of hash functions H1 and
H2, respectively;
M: input message with arbitrary length;
Mpad: padded message with the last block including
padding;
mi: the i-th message block of Mpad;
hðiÞ1 ; hðiÞ2 : the i-th chaining values produced by H1 and H2,
respectively;
h: the n-bit hash values of XOR HashH1;H2

.

2.5. Existing Attack Techniques

2.5.1. Birthday Attack. Birthday attack is one of the best-
known combinatorial tools in cryptology, and the birthday
problem is described as follows.

Definition 2. (Birthday problem) [13]. Given two lists L1; L2
of elements drawn uniformly and independently at random
from f0; 1gn, find x1 2 L1 and x2 2 L2 such that x1 ⊕ x2 ¼ 0.

If the sizes of lists are favorably chosen, the complexity of
the optimal algorithm is about Oð2n=2Þ :. Hence, whatever the
lists L1; L2 are produced by one hash function or two differ-
ent ones, we could find x1 2 L1 and x2 2 L2 such that x1 ⊕
x2 ¼ 0 with the complexity of Oð2n=2Þ :. That is, assuming H1;
H2 are two different hash functions, then we could find two
different inputs (chaining values or messages) I1; I2 such that
H1ðI1Þ : ⊕H2ðI2Þ : ¼ 0 with the time complexity of Oð2n=2Þ :.
Furthermore, for any fixed values a2f0; 1gn, we also could
find two different inputs (chaining values or messages) I1; I2
such that H1ðI1Þ : ⊕ H2ðI2Þ : ¼ a with the time complexity of
Oð2n=2Þ :.

2.5.2. Joux’s Multicollision. A 2k-collision attack is to find 2k

messages producing the same hash value. That is, for a n-bit
hash function H and t l-block messages M1;M2;…;Mt , if

H M1ð Þ ¼ H M2ð Þ ¼⋯¼ H Mtð Þ; ð3Þ

then we call M1;M2;…;Mt as t-collision with length of l-
block of the hash function H.

From [14], we know that the time complexity of finding a
2k-collision is about Oð2ð2k−1Þn=2kÞ : for a n-bit ideal hash
function.

In 2004, Joux [2] proposed a multicollision attack on hash
function H with MD construction and an ideal compression

function f . Assume that the initial value is IV, and set h0 ¼ IV.
Then Joux’s multicollision attack is processed as follows to
find one 2k-collision (Figure 2).

Step 1. Use the birthday attack to find two one-block
messages m0;m0

0 such that

f h0;m0ð Þ ¼ f h0;m
0
0

� �¼ h1 : ð4Þ

Step 2. From the chaining value h1, find two one-block
messages m1;m0

1 such that

f h1;m1ð Þ ¼ f h1;m
0
1

� �¼ h2: ð5Þ

Step 3. Repeat the above step, until find the k− th two
one-block messages mk−1;m0

k−1 such that

f hk−1;mk−1ð Þ ¼ f hk−1;m
0
k−1

� �¼ hk : ð6Þ

Step 4. For each i with 0≤ i≤ k− 1, choose mi or m0
i to

form 2k messages with the length of k-block producing the
same hash value hk.

From the above description of birthday attack, we know
that the time complexity of finding a 2-collision is about
Oð2n=2Þ :, so for any i with 0≤ i≤ k− 1, the time complexity
of finding the i-th two one-block messages mi;m0

i is about
Oð2n=2Þ :. Therefore, the time complexity of the above multi-
collision attack is about Oðk ⋅ 2n=2Þ :.

2.5.3. Diamond Structure. A k-depth diamond structure pro-
posed by Kelsey and Kohno [15] starts from 2k different
random values and ends with one point, which is essentially
a 2k-multicollision. And the complexity of constructing a k-
depth diamond multicollision is about Oð2n=2þk=2Þ : where the
birthday attack is mainly applied. Since the 2k different start-
ing points in the diamond structure offer greater choose
space, it is not only useful for the single-pass hash function,
but also for the multi-pass hash function, such as the pre-
image attack on concatenation and XOR hash combiners [6],
the second preimage attack on zipper hash [16], and so on.

2.5.4. Inverse-Diamond Structure.A l-depth inverse-diamond
structure (Figure 3) proposed in [16] is to produce many
ended points from one starting point, and the messages
used to produce different chaining values are from the multi-
collision constructed in another pass, of which the time com-
plexity is about Oðl2n=2 þ 2lþ1Þ :. Chen and Jin [16] presented
the first second preimage attack on zipper hash using the
inverse-diamond structure, with the time complexity of
Oðð2kþ nÞ2n=2 þ 2n−k þðn − lÞ2n−l þ 2lþ1Þ :, less than Oð2nÞ :.
The details of constructing an inverse-diamond structure are
described as follows.

m0

m 0́ m 1́ m 2́ m ḱ–1

h0 h1 h2 h3
......

hk–2 hk–1 hk
m1 m2 mk–1

FIGURE 2: Construction of Joux’s multicollision.
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Step 1. In the second pass, from the starting point h0L,
construct a 2l-collision with the length of l-block on the weak
ideal compression function f2 according to Joux’s method.
For any i with 1≤ i≤ l, denote the two messages produced in
i-th step as mi;m0

i, respectively.
Step 2. In the first pass, from the starting point hL, com-

pute f −11 ðhL;m1Þ : and f −11 ðhL;m0
1Þ :, which are denoted as hð1Þ1

and hð1Þ2 , respectively.
Step 3. From the point hð1Þ1 , compute out

f −11 h 1ð Þ
1 ;m2

� �
¼ h 2ð Þ

1 ; f −11 h 1ð Þ
1 ;m

0
2

� �
¼ h 2ð Þ

2 : ð7Þ

Similarly, from the hð1Þ2 , compute out

f −11 h 1ð Þ
2 ;m2

� �
¼ h 2ð Þ

3 ; f −11 h 1ð Þ
2 ;m

0
2

� �
¼ h 2ð Þ

4 : ð8Þ

Step 4. Repeatedly compute from the points obtained in
the last step until the l-th step. That is, for any i with 1≤ i≤
2l−1, from hðl−1Þi , compute out

f −11 h l−1ð Þ
i ;ml

� �
¼ h lð Þ

2i−1; f
−1
1 h l−1ð Þ

i ;m
0
l

� �
¼ h lð Þ

2i : ð9Þ

Therefore, we obtain 2l points at the end.
From the constructing of the inverse-diamond structure,

we know that it could guarantee the messages in two passes

identical, which is important for analyzing the two-pass hash
combiners.

3. Our Second Preimage Attack on XOR
Hash Combiner

The XOR hash combiner is the sum of two different n-bit
hash functions with the same input message and different
initial chaining values, so to find the second preimage of the
target hash value, the key problem is how to keep the proces-
sing of the second preimage in two passes consistent. To
solve this problem, we develop a new technique called multi-
collision-and-double-diamond structure, and then propose a
second preimage attack on the XOR hash combiner with the
time complexity of Oðð2nþ 1Þ2n=2 þ 2lþ1 þðn − lÞ2n−l þ
2kþ1 þðn − kÞ2n−kÞ :, much less than the ideal time complex-
ity Oð2nÞ :.

3.1. Constructing of the Multicollision-and-Double-Diamond
Structure. Based on the inverse-diamond structure, we bring
in the idea of meet-in-the-middle technique and thereby
propose an extended inverse-diamond structure calledmulti-
collision-and-double-diamond structure. The multicollision-
and-double-diamond structure is to keep the messages in two
passes consistent, mainly including one multicollision struc-
ture and two inverse-diamond structures. In the ðn; kÞ:-multi-
collision-and-double-diamond structure, we firstly construct
a multicollision with the length of n in one pass using Joux’s
method. And then in another pass, to reduce the complexity
of finding one second preimage consistent with the one in

ml

ml

ml–1

ml–1

ml–1

ml–1

ml–1

ml–1

ml–1

mĺ

m1

m1
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hĹ
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(2)
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h4
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h2
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2l–2 – 1

h(l–2)
2l–2

h2l
(l)

......

......
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FIGURE 3: Construction of the inverse-diamond structure.
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the first pass, we construct two inverse-diamond structures
from two different starting points and utilize the idea of
meet-in-the-middle technique to make them collide.

Now, assume that the two hash functions used in the
XOR hash combiner are f ∗1 and f ∗2 . The details of construct-
ing a ðn; kÞ :-multicollision-and-double-diamond structure for
ð f ∗1 ; f ∗2 Þ : is described as follows (Figure 4).

Step 1. In the first pass, from the initial chaining value
IV1 construct a 2n-collision with length n using Joux’s method
and produce a chaining value ha1.

Step 2. In the second pass, from the initial chaining value
IV2 construct an inverse-diamond structure of hash function
f ∗2 with the depth of k producing 2k points noted set A. And
then from another given point hð1Þ2 , construct an inverse-
diamond structure of hash function ð f −12 Þ∗ with the depth
of ðn− kÞ : producing 2n−k points noted set B, in which there
is at least one point equal to one of the points in A since the
size of the chaining value is n-bit and the probability is
about 2−n.

From the above description, we know that the multicolli-
sion-and-double-diamond structure could be constructed
only if the values of two starting points in two passes and
one of ending point are known in advance and the compres-
sion functions are invertible.

3.2. Our Second Preimage Attack on XOR Hash Combiner. To
guarantee that the values of two starting points in two passes
and one of ending point are known in advance, we firstly
construct two muticollisons with length of n in two passes
respectively. Then using the multicollision-and-double-dia-
mond structure twice with different starting points, we pres-
ent a first second preimage attack on the XOR hash combiner,
of which the time complexity is about Oðð2nþ 1Þ2n=2 þ
2lþ1 þðn − lÞ2n−l þ 2kþ1 þðn − kÞ2n−kÞ : and memory com-
plexity is about Oð2k þ 2lÞ :.

For a given hash value h and a padded message

M ¼m1j jm2j j⋯ j jmt−1j jmt ; ð10Þ

where mið1≤ i≤ tÞ: is n-bit message block and mt ¼wj j :pad,
we obtain a second preimage of the XOR hash combiner
XOR HashMDf1

;MDf2
ðIV1; IV2;MÞ : using the following proce-

dure (Figure 5).

Step 1. Using the birthday attack to find two different
chaining values PX and PY such that

f1 PX;wj jpadð Þ⊕ f2 PY;wj jpadð Þ ¼ h ; ð11Þ

where h is the target hash value and wj j :pad is the last mes-
sage block.

Step 2. Constructing a ðn; kÞ :-multicollision-and-double-dia-
mond structure for ð f ∗1 ; f ∗2 Þ : and ðn; lÞ:-multicollision-and-dou-
ble-diamond structure for ð ð f −12 Þ∗; ð f −11 Þ∗Þ : simultaneously:

Step 2.1. In the first pass, from initial value IV1 construct
a 2n-collision with length n for hash function f ∗1 using Joux’s
multicollision method and produce a chaining value ha1.

Step 2.2. In the second pass, from the chaining value PY ,
construct a 2n-collision with length n for the hash function
ð f −12 Þ∗ using Joux’s multicollision method and the end point
is noted hb2.

Step 2.3. In the first pass, from the chaining value PX,
construct an inverse-diamond construction with depth l for
the hash function ð f −11 Þ∗ and the set of points is noted A1 of
which the size is 2l.

Step 2.4. Find a messageM3 with length of n− l from the
2n−l-collision constructed in the first pass such that f ∗1 ðha1;
M3Þ : equals to one of the points in set A1, which leads a
message M4 with length of l-block in the inverse-diamond
producing the chaining value PX.

Step 2.5. In the second pass, from the initial chaining value
IV2, construct an inverse-diamond with depth of k using the
2k-collision in the first pass and the set of end points is noted
B. Find a message M2 with length n− k from the 2n−k-colli-
sion constructed in the first pass such that ð f −12 Þ∗ðhb2;M2Þ :

equals to one of the value in set B1 and the corresponding
message is noted as M1 satisfying

f ∗2 IV2;M1ð Þ ¼ f −12ð Þ∗ hb2;M2

� �
: ð12Þ

Step 3. Output the message

M1j jM2j jM3j jM4j jwj jpad ; ð13Þ

as the second preimage of the given hash value h.

3.3. Complexity of Our Second Preimage Attack. In this sec-
tion, we analyze the time complexity and memory of our
attack.

In Step 1, we find PX and PY using the birthday attack
and since the hash size is n-bit, the time complexity is about
Oð2n=2Þ :. According to Joux’s multicollision method, the time
complexity of Step 2.1 and Step 2.2 are both about Oðn2n=2Þ :.
In Step 2.3, the time complexity of constructing an inverse-
diamond structure with depth l is aboutOð2lþ1Þ :, and we need
to store the 2l values of set A1. In Step 2.4, we compute 2n−l

messages with length of n− l to collide with one of the values
in set A1, hence the time complexity is about Oððn − lÞ2n−lÞ :.
And similarly, the time complexity of Step 2.5 is about
Oððn − kÞ2n−k þ 2kþ1Þ : and the memory is about Oð2kÞ :. In a
word, the time complexity of our attack is about

IV1 h1
a

k n–k

A
IV2

... ...

... ...

... ...

FIGURE 4: Construction of the multicollision-and-double-diamond
structure.

IET Information Security 5



O 2nþ 1ð Þ2n=2 þ 2lþ1 þ n − lð Þ2n−l þ 2kþ1 þ n − kð Þ2n−k� �
;

ð14Þ

and the memory is about Oð2k þ 2lÞ :.
Specially, if k¼ l¼ n=2, then the time complexity is

about Oðn2n=2Þ : and the memory is about Oð2n=2Þ :.

4. Conclusion

In this work, we analyze the second preimage resistance of
the XOR hash combiner underlying two different narrow-
pipe hash functions with weak ideal compression function.
To control simultaneously the behavior of the two different
hash functions, we develop a new structure called multicolli-
sion-and-double-diamond, based on which we present a first
second preimage attack on the XOR hash combiner with the
time complexity of about Oðð2nþ 1Þ:2n=2 þ 2lþ1 þðn− lÞ

:2n−l þ 2kþ1 þðn− kÞ :2n−kÞ (n is the size of the XOR hash
combiner and l and k are respectively the depths of the two
inverse-diamond structures), less than the ideal time com-
plexity Oð2nÞ :, and memory complexity of about Oð2k þ 2lÞ :.
Specially, if the depths of the two inverse-diamond structures
are equal, then the time complexity is aboutOðn2n=2Þ : and the
memory is about Oð2n=2Þ :. In the future work, we would like
to analyze the security of the XOR hash combiner resisting
other attacks.
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