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In this paper, a network coupling mechanism is studied to couple the air sector network, airport network, and air route network
into a multilayer air network model. Then, the altitude layers are divided into three: high, medium, and low, and the arrival and
departure flight procedures are also considered. By defining the association between the altitude layers and the waypoints, a
multilayer air network model considering the altitude layer is constructed. Then, the line graph theory is used to redefine the
nodes and edges, and the network is reconstructed to obtain a new single-layer one which is easy to calculate. Finally, a case
study is carried out in Chengdu control area. The results show that the proposed model is closer to the reality, and the
invulnerability performance is more referential. Besides, it also reflects the impact of altitude layers on the efficiency of
airspace. The results are helpful for air traffic controllers to manage airspace better and have significance for promoting air
traffic safety and stability.

1. Introduction

The whole process of flight refers to the aircraft that starts
from the takeoff airport, flies along the specified air route
(path) in airspace, and lands at the destination airport. In
order to reduce the working pressure of controllers and
improve the efficiency of the flight, the airspace is divided
into several air sectors. In addition, the running range of air-
craft is a three-dimensional space, which is the sector.
Namely, the division of altitude layer (AL) is based on sector
and air route. When an aircraft flies in air sectors, it uses dif-
ferent ALs, and the corresponding air routes are also distrib-
uted at different layers of altitude. Therefore, it is of practical
significance to study the effect of the AL on the multilayer air
network (MAN) and explore the influence of the ALs on the
invulnerability, so as to improve the safety and reliability of
air transport.

As is well known, flights have altitude restrictions when
flying on the air route. According to statistics, the cruise alti-
tude of flight is generally between 8000 meters and 12000

meters. Besides, the civil aviation department has set altitude
restrictions on each air route in the airspace (such as one
layer per 300 meters). Therefore, the altitude layer has a sig-
nificant impact on the safety and reliability of flights. In
addition, the utilization and operational efficiency of air-
space are also limited by altitude layers. Constructing a
MAN model considering the altitude layer is conducive to
quantifying the impact of the altitude layers on the air traffic
network. Simultaneously, it also simplifies the complexity of
the influence of the altitude layer on the airspace. The pro-
posed model provides a theoretical reference for reducing
the load of air traffic controllers and improving the smooth-
ness and safety of airspace. This is also one of the important
contents of air traffic management.

The analysis of the characteristics of air transport net-
work has attracted wide attention from scholars. As early
as the past few years, some scholars have analyzed the avia-
tion network of different countries, such as the weighted net-
work of airports in India [1], the airline network in the
United States [2], the air transport network in Europe [3],
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and the Chinese airport network [4]. Zeng et al. [5] study the
Chinese airline network structure based on complex net-
work theory. In addition, scholars have also compared and
analyzed the characteristics of aviation networks in different
countries [6]. Wang et al. [7] analyze the network structure
and nodal centrality of individual cities in the air transport
network of China by a complex network approach. Besides,
the structural similarity of air route systems in 58 countries
is also studied [8]. Lin and Ban [9] analyze the features of
American airline network over a 20-year period (1990-
2010). The air traffic situation network [10], the interna-
tional air transportation country network [11], and the Bra-
zilian air transportation network [12] have also received the
attention of the researchers. Then, the structure of Southeast
Asian air transport network during 1979–2012 is analyzed
[13]. Wang et al. [14] establish the world air sector network
and analyze the topological characteristic.

In addition, the robustness or vulnerability of the avia-
tion network is also the focus of the research. Clark et al.
[15] discuss the robustness of the U.S. national airspace sys-
tem airport network (NASAN). Moreover, the robustness of
the global air transport network [16] and the European air
traffic network [17] has also been studied. Then, Zanin
et al. [18] analyze several typical transportation networks
such as airport network, subway network, and bus network.
In recent years, community structures in American airlines
[19], robustness of weighted air transport networks (ATNs)
[20], and resilience of the air traffic control sector network
[21] have been studied by scholars. The robustness of Chi-
nese air transport network during 1975-2017 is discussed
by Chen [22]. Besides, the robustness of U.S. domestic air
transportation from 2001 to 2016 has also been studied
[23]. Zhang et al. [24] discuss the robustness of air transport
network by weighted and unweighted approaches. Else, the
robustness of air route network is analyzed via topology
potential and relative entropy methods [25].

The structure of multilayer networks is also evolving in
the study of transportation networks. For the European air
transport network, Cardillo et al. [26] establish a multilayer
network model and analyze its resilience. The world airline
network is divided into three parts (core, bridge, and periph-
ery), and then, the authors reveal its structural characteris-
tics [27]. Similarly, the Chinese airline network is also
analyzed as multilayer networks [28]. Hong et al. [29] inves-
tigate the structural properties of the Chinese air transport
multilayer network, and the results highlight a better under-
standing of the Chinese air transport network. Moreover,
Lordan and Sallan [30] study the multilayered structure of
the European airport network (EAN). From a multilayered
network, Zhang et al. [31] draw the topological properties
of air transport network. In recent years, multilayer network
theory is still applied to traffic networks, such as Chinese
railway network [32], Chinese air transport network [33],
the Southeast air transport system (United States) [34],
and Chinese high-speed railway system [35].

From the above, previous studies rarely considered the
impact of AL on air transport. In this paper, the impact of
the AL on the stability of air transport network will be
analyzed.

The rest of the paper is organized as follows: Section 2 is
the model construction. Section 3 introduces the invulnera-
bility of the model; the case analysis is in Section 4. Finally,
Section 5 is the conclusion.

2. Model Construction

One of the main purposes of air traffic control service is to pre-
vent aircraft from conflicts or even collisions in the air. When
a sector is busy, it is necessary to ensure a sufficient safe
distance between any two aircraft to prevent dangerous
proximity between them. When aircraft are running along
the air route, their speeds and headings may be different.
Meanwhile, in order to ensure safety, they operate at differ-
ent ALs. Generally, in order to improve the utilization effi-
ciency of airspace, aircraft follow the principle of “east
single and west double” in the flight level when flying on
the air route (taking China as an example). The aircraft fly-
ing east can only choose odd ALs, and the aircraft flying
west can only choose even ones, to ensure that there is at
least one vertical separation between aircraft with different
magnetic tracks. When the aircraft is at the same AL, it will
fly according to the one-way rules.

2.1. Air Route Network. An air route is an air channel with a
certain width, which presets the flight track of the aircraft.
There are many kinds of structures in the air route. This sec-
tion takes the crossing structure as an example to illustrate
the altitude conversion of the aircraft. The crossing structure
is shown in Figure 1(a). In the actual flight, it often occurs
that the aircraft flying at the same altitude is in the same
crossing route. Due to the incompressibility of the air route
network (ARN), the aircraft cannot stop and wait, so the
controllers generally adjust the altitude of the aircraft to
ensure that there is sufficient interval between the encoun-
tering aircraft. Aircraft A1 and A2 are flying along different
air routes at the same altitude. When the two air routes are
about to cross, the aircraft A1 descends one altitude layer
(AL) and the A2 rises another one, avoiding the occurrence
of conflicts (see Figure 1(b)).

Besides cross encounters, aircraft often need to change
the AL to ensure flight safety when flying in the air route.
Therefore, when analyzing the structural performance of
the ARN, it is necessary to consider the influence of AL on
the actual flight and build a multilayer network model.

In this section, based on the analysis of network topology
and properties, the cruise altitude range of aircraft is divided
into three layers: lower (LL), moderate (LM), and higher
(LH), and it is assumed that the three layers have the same
direction. Therefore, when considering the AL to construct
a new ARN, there will be a three-edge connection between
two waypoints; that is, all three types of ALs can connect
waypoints, as shown in Figure 2.

In an undirected graph, if there is more than one con-
nection between two nodes, a multiple graph is obtained.
The ARN considering the AL is a multigraph, and different
ALs on the same air route are the parallel edges of the multi-
graph. The ARN based on the AL is GC = fUC , ECg, where
UC = fui,C ∣ i = 1, 2,⋯, nCg is the set of waypoints and
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EC = fei,jC = ðui,C , uj,CÞ ∣ i = 1, 2,⋯, nC ; j = 1, 2,⋯, nC ; i ≠ jg is
the set of edges. The edge of the ARN can be obtained as

ei, jC =
k, k connected altitude layers betweenwaypoints ui and uj,
0, no connection betweenwaypoints ui and uj,

(

ð1Þ

where k is the multiplicity of edge eij, k = 3.

2.2. Airport Network Model. The flight process includes take-
off and departure, cruise, approach, and landing. Generally,
airport runways are available in two directions for aircraft
to take off or land. Some airports have two or more runways,
and all airports generally have multiple flight procedures for
arrival and departure. In this case, there should be multiple
connections between the nodes of airport network (AIN)
and air route network (ARN) (see Figure 3).

In this section, assume that each airport has three sets of
two-way arrival and departure flight procedures. Consider
the flight procedure factors to analyze the coupling mecha-
nism between the two networks. The connection relation-
ship between AIN nodes and ARN nodes is expressed in

the form of adjacency matrix. Then, the element ei,jBC of adja-
cency matrix EBC between AIN (GB) and ARN (GC) is

ei,jBC =
k, k flight procedures between airport ui,B andwaypoint uj,C ,
0, airport ui,B does not pass waypoint uj,C ,

(

ð2Þ

where k is the multiplicity of edge ei,jBC , k = 3.

2.3. Air Sector Network. In China, the airspace is divided into
regional control area, approach area, and terminal (tower)
area, as shown in Figure 4.

As shown in Figure 4, the terminal area corresponds to
the tower control airspace, the approach area corresponds
to the approach control airspace, and the regional control
area corresponds to the middle, the low, and the high alti-
tude control airspace. When constructing the air sector net-
work (ASN) model, the high altitude control airspace is
taken as an example, and its air sector is the node.

On the other hand, the air sector is an abstract concept
defined artificially. Its role is mainly reflected in the control
process of the ARN and the AIN. The air sector is regarded
as a node, so that the airports and waypoints in the air sector
are connected to the ASN nodes. If one air sector is closed,

A1

A2

(a) Crossing air route

A1

A2

(b) Altitude layer transformation

Figure 1: Diagram of crossing air route.
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Figure 4: Diagram of airspace classification.
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all waypoints in the air sector will be failure and the ALs will
also be closed. In order to make the new model closer to the
actual flight of the aircraft along the air route, the influence
of the air sector on the AL of the air route is reflected in the
failure of the edge. Thus, the ASN (GA) model is con-
structed. In essence, the topology of ASN is consistent with-
out considering the ALs.

2.4. Multilayer Air Network Model. In this section, altitude
layers of lower, moderate, and higher in the same direction
are taken as the edges of the ARN. Besides, multiple arrival
and departure flight procedures are also taken to represent
the multilayer air network (MAN) model between ARN
and AIN. The topology of the MAN model is restored
graphically, as shown in Figure 5.

Figure 5 is the MAN model considering the ALs, in
which the blue solid line; the red solid line and the green
solid line represent the inner edge of the ASN, the ARN,
and the AIN, respectively. The red-dotted lines represent
the added AL connection, and the yellow-dotted lines repre-
sent the added flight procedure connection.

In short, the MAN is a multilayer coupled network that
mainly includes airport network (AIN), air sector network
(ASN), and air route network (ARN). Besides, ASN and
ARN consider the influence of the altitude layers and divide
the altitude layers into three categories: high, medium, and
low. Meanwhile, the AIN considers the arrival and departure
flight procedures.

2.5. Network Reconstruction Analysis. In the above, the MAN
model is constructed by considering the AL, which simulates
the failure of a certain route in the ARN or the failure of a cer-
tain AL, that is, the attack on the edge of the ARN. Therefore,
we consider expanding the coverage of ARN (considering the
approach and departure procedures) and improving the
degree of coverage of the flight process of the aircraft.

Airport terminal areas are generally equipped with
Instrument Landing Systems (ILS), including distance,
direction guidance, and visual reference systems to guide air-
craft during landing.

Therefore, the airport has standard navigation facilities,
which can be regarded as a waypoint in the ARN. The depar-
ture stage and the approach stage can be regarded as the flight
segment (because the departure stage and the approach stage
together form the process of landing at the airport after leaving
the air route, this paper regards the two stages as one flight
segment). Furthermore, the airport is regarded as a waypoint,
and the outer link between ARN and AIN representing the
arrival and departure procedures is regarded as an edge in
the ARN. The AIN is integrated into the ARN, thus covering
the whole flight process of the aircraft more completely.

The integrated ARN (including airport nodes and arrival
and departure procedures links) has the topological charac-
teristics shown in Figure 2; that is, there are multiple con-
nections between two waypoints. When an edge of the
ARN is attacked, the failure principle is as follows: when
an edge of the network is attacked, only the edge fails, and
there is still a link between the two waypoints because there
are other edges between the waypoints. When all the edges

between two waypoints fail, the two waypoints will discon-
nect. Therefore, it is necessary to make node-edge transfor-
mation for the ARN, which can help to analyze the
influence of the AL on the MAN model.

Line graph theory has played a role in the study of complex
networks. In this theory, the topological relationship between
edges is considered, and edges are regarded as node sets.

In this section, the edge of the original MAN is regarded as
the node of a new network by using the line graph theory. If
two edges of the original MAN have common nodes, a new
edge is formed between the new nodes (transformed from
the two original edges), and a new coupling network is con-
structed. This coupling network emphasizes the topological
connection between the edges of the original MAN. For exam-
ple, Figure 6(a) is a network with five edges, whose edges A, B,
C, D, and E are transformed into nodes A, B, C, D, and E in the
new network, respectively. Taking edge A as an example, it
converges on one node with edges C, D, and E in the original
network, so node A connects C, D, and E when transformed
into a new network. After analyzing five edges in turn, a new
network is formed, as shown in Figure 6(b).

The adjacency matrix of the network can represent the
connection relationship between nodes in the network, but
it cannot directly reflect the relationship between nodes
and edges. In order to transform the network, it is necessary
to obtain the connection relationship between nodes and
edges in order to further obtain the relationship between
edges. Here, another method of representing the network is
introduced, namely, the incidence matrix.

Let G be a network with n nodes and m edges; then, its
incidence matrix is B = ðbijÞn∗m, whose elements are

bij =
1, Edge j passes through node i,
0, Edge j does not pass though node i:

(
ð3Þ

The incidence matrix represents the relationship
between nodes and edges in the network. The transformed
network of G is denoted as LG, and the adjacency matrix of
LG can be further obtained by the incidence matrix of G,
which is expressed as

A LGð Þ = BTB − 2Im, ð4Þ

where Im is the unit matrix of order m.

Figure 5: The multilayer air network model.
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3. Invulnerability Analysis

In general, the air traffic network operates normally accord-
ing to the established functions. However, when some struc-
tures of the network are damaged, the failure of nodes or
edges will directly lead to the destruction of the functions
of the network. When the network is damaged, the network
structure function changes but still can maintain normal
operation, indicating that the network has better invulnera-
bility. Since various types of networks have different charac-
teristics, the invulnerability needs to be defined according to
the specific system or network studied.

3.1. Invulnerability of the Multilayer Air Network. The MAN
model is a coupled and interconnected multilayer network.
When the performance of nodes or edges in the network
decreases or even fails due to destructive events, this effect will
spread rapidly through the connection relationship between
multilayer networks and eventually cause the failure of local
or even the whole network. In this section, the invulnerability
of MAN is defined as the ability to maintain basic connectivity
and complete normal operation after the network is damaged.

In the process of invulnerability analysis of MAN, the
method of attacking nodes can be used to simulate the actual
destructive events. The attack methods are divided into ran-
dom attack and deliberate attack. Random attack is to delete
nodes with the same probability in the network. Deliberate
attack is to rank the nodes according to the degree and then
delete the nodes from high to low according to the degree
value. When the node degree value is the same, it is deleted
according to the equal probability.

3.2. Invulnerability Analysis Indicators. When the MAN is
attacked, the size of the network and the shortest path length
will change significantly. This section analyzes the network
invulnerability by using size of the giant component and
the network efficiency.

3.2.1. Network Efficiency. Network efficiency is the recipro-
cal of the average shortest path length of the network,
which is mainly used to show the overall efficiency of
the network and the degree of connectivity between nodes.
Its expression is

E = 2
N N − 1ð Þ 〠

i≠j∈G

1
dij

, ð5Þ

where E is the network efficiency, 0 < E < 1, in which the
greater the value, the higher the network transportation
efficiency, E = 1, the nodes in the network are all con-
nected, N is the total number of nodes, and dij is the
shortest path length between nodes i and j in the MAN.
If there is no connected path between nodes i and j, dij
tends to infinity, 1/dij = 0.

3.2.2. Size of the Giant Component. After the network is
destroyed, the subgraph containing the most nodes in the
network and paths between any nodes is defined as the
giant component. In the MAN, the size of the giant com-
ponent can describe the size of the remaining one that
can still operate normally after being attacked. In this sec-
tion, the relative size S of the giant component will be used
to represent the invulnerability. S represents the ratio of
the number of nodes in the giant component after the
MAN is attacked to the total number of nodes before the
attack. The formula is as follows:

S = N ′
N

, ð6Þ

where N is the total number of nodes and N ′ is the num-
ber of nodes in the giant component. It is obvious that the
larger the Sð0 < S < 1Þ is, the higher the integrity of MAN
is. In the initial MAN, S = 1.

4. Case Analysis

4.1. Data. In this paper, taking the data of Chengdu con-
trol area (CCA) in China as an example, the model of
CCA is obtained by adjacency matrix. In CCA, the ASN
contains 7 nodes and 10 edges, the AIN contains 10 nodes
and 15 edges, and the ARN contains 52 nodes and 82 edges.
The basic structure of CCA is shown in Figure 7, where black
points represent the nodes and red solid lines represent the
edges.

Based on the complex network theory, the three net-
works contained in the CCA are analyzed, and the basic
parameters are shown in Table 1.
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Figure 6: Node-edge transformation of networks.

5International Journal of Aerospace Engineering



Table 1 shows that when a flight is flying in the CCA, it
needs to pass through two air sectors on average; that is, it is
under the command of two sectors. On average, 2 flights are
required to connect any two airports in CCA. When flying in
CCA, the flight needs to pass through 6 important waypoints
on average. In addition, the ARN is positively correlated,
that is, assortative, and the ASN and the AIN are negatively
correlated, that is, disassortative. Among the three networks,
only the AIN has significant disassortativity. This is in line
with the law of air transport: airports with fewer airlines
(nodes with smaller degrees) tend to be connected to air-
ports with more airlines (nodes with larger degrees), while
nodes in the ARN or nodes in the ASN are generally con-
nected to neighboring ones.

4.2. The Multilayer Network Model of Chengdu Control Area.
According to the connection relationship within the three
networks of the CCA and the coupling relationship among
them, if there is an edge between the nodes, the correspond-
ing matrix element is “1,” and the adjacency matrix is estab-
lished. Based on the coupling mechanism of multilayer
network, its topology is shown in Figure 8.

As shown in Figure 8, let g = fGA,GB,GCg be a set of
three networks, where GA, GB, and GC represent the ASN,
AIN, and ARN, respectively. The connection between the
three networks is the outer edge e = fEAB, EAC , EBCg, where
EAB represents the influence between ASN and AIN and
EAC or EBC have similar meanings. Thus, the multilayer net-
work of CCA is GM = fg, eg.

Then, according to the characteristics of the AL, the GM
in CCA is reconstructed, and the MAN (GP) considering the
AL is obtained. Its topology is shown in Figure 9.

As shown in Figure 9, the MAN has 69 nodes and 348
edges, where the red-dotted lines represent the added edges
of ALs and flight procedures. In order to facilitate the invul-

nerability analysis of the MAN, the line graph theory is used
to transform the MAN (GP).

Let GP be transformed into a composite network GQ, and
the incidence matrix BðGPÞ of GP is obtained according to
Equation (3). Based on Equation (4), combining BðGPÞ and
the transposed matrix BðGPÞT , the connection relation of
nodes in GQ can be obtained. Finally, the adjacency matrix
AðGQÞ is obtained, and the topology of GQ can be obtained
as shown in Figure 10.

4.3. Invulnerability Analysis. According to the actual flight of
air transport, when the air sectors, airports, and waypoints are
closed, it will not cause the adjacent ones to be closed, which is
reflected in the MAN; that is, the failure of nodes in the subnet
will not lead to the failure of other nodes in the same subnet. In
addition, when the air sector is closed, it will affect the way-
points and airports in the sector; namely, its internal airports
or waypoints will be closed. Therefore, the impact of single-
layer network failure on other ones is as follows:

Figure 9: The MAN model considering altitude layer in CCA.

Figure 10: Composite network GQ of CCA.

Figure 8: The multilayer network of CCA.

Table 1: Basic parameter values of CCA.

Parameter ASN (GA) AIN (GB) ARN (GC)

Nodes 7 10 52

Edges 10 15 82

Average path length 1.619 1.800 6.002

Degree-degree relativity -0.250 -0.664 0.115

Figure 7: Diagram of the CCA.
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4.3.1. Failure of Air Sector Network. When one air sector is
closed for some reason, the sector node fails, and the edge
connecting the sector fails immediately. The airports and
waypoints within the control scope of the sector also fail.

4.3.2. Failure of Airport Network. When the airport cannot
be used for some reason, the node fails, the connected edge
immediately fails, and the waypoints and air sectors con-
nected to it do not fail.

4.3.3. Failure of Air Route Network. When the waypoint is
unable to be used for some reason, the node fails, and
the edge connected to the waypoint immediately fails. If
all aircraft of the airport enter the air route through the
waypoint, the airport shall fail. In contrast, if the aircraft
of the airport can also enter the air route through other
waypoints, the airport does not fail. The sectors connected
to the failed waypoints still operate normally, so the air
sector does not fail.

(1) Invulnerability of GM . According to the characteristics of
MAN in CCA, the invulnerability of the network is analyzed
from two aspects: (a) noncascading failure, that is, there is
no coupling relationship between different networks, and
(b) cascading failure, that is, there is a coupling relationship
between the networks. Then, the nodes in the ASN (GA),
AIN (GB), and ARN (GC) are attacked from large to small
according to the degree value. The relative size of the giant
component and the network efficiency of the MAN is
counted, and the influence of the three networks on the
MAN is analyzed.

From the results of Figures 11 and 12, it can be seen that,
on the whole, the ARN has the greatest impact on the entire
MAN, which can lead to the almost total loss of operation
function of the MAN. In the case of noncascade failure,
the influence of the AIN and the ASN on the entire MAN
is relatively close. Finally, the relative size of the giant com-
ponent and the network efficiency is stable at similar values,
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Figure 11: Invulnerability of MAN under noncascading failure.

0
0 10 20 30 40 50 60

0.05
0.1

0.15
0.2

0.25
0.3

0.35
0.4

0.45

N
et

w
or

k 
effi

ci
en

cy

Number of nodes removed

Cascading failure

ASN
AIN
ARN

Cascading f

(a) Network efficiency

0 10 20 30 40 50 60

0.2
0.1

0

0.3
0.4
0.5
0.6
0.7
0.8
0.9

1

Th
e r

el
at

iv
e s

iz
e o

f t
he

 g
ia

nt
 co

m
po

ne
nt

Number of nodes removed

Cascading failure

ASN
AIN
ARN

Cascading fai

(b) Relative size of the giant component

Figure 12: Invulnerability of MAN under cascading failure.
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and the MAN can still maintain normal operation to a cer-
tain extent. However, in the case of cascading failure, airspace
(sector) has the greatest impact on the invulnerability of
MAN, and its reliability plays a central role in the stability of
air traffic. In summary, ARN and ASN have the greatest
impact on the integrity ofMAN. Therefore, in order to ensure
the safety and reliability of air traffic, the stability and integrity
of ARN and ASN should be guaranteed. Simultaneously, this
provides a theoretical reference for the air traffic control ser-
vice, which is conducive to the air traffic control department
to formulate accurate and effective strategies.

(2) Invulnerability of GP. In the network GP , the same seg-
ment contains three ALs. In this experiment, the three
ALs are transformed into nodes and their degrees are
equal. In order to compare and analyze the influence of
ALs on the MAN, the following attack experiments are
carried out:

(a) One of the ALs of all air routes is selected, and the
deliberate attack is carried out according to the
degree from large to small. In this case, the air routes
remain connected

(b) Pick out two ALs of the same air route from ARN,
and carry out deliberate attacks from large to small
according to the degree. In this case, the air routes
also remain connected

(c) Select all of the ALs of the ARN, and carry out
deliberate attacks from large to small according to
the degree. In this case, the air routes will be
disconnected

The invulnerability of the GP under three attack cases is
shown in Figure 13.

From Figure 13, the ALs of the same air route are sim-
ilar in characteristics, so the variation of both network effi-
ciency and size of the giant component tends to be
proportional on the whole. The attack on one AL of the

air route has little effect on the MAN. The network effi-
ciency changes by about 25%, and the relative size of the
giant component changes by about 20%. However, when
the three ALs of the air routes are attacked, the MAN is
greatly affected, and network efficiency and size of the giant
component can change by about 70%. Therefore, the
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Figure 13: Invulnerability effect of altitude layer on the MAN.

Table 2: Number of nodes of the giant component under attack.

Number of attacks
Number of
failed nodes

Size of the giant
component

1 1 348

2 2 347

3 3 346
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Figure 14: The change of network efficiency.
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addition of the AL enhances the invulnerability of MAN to a
certain extent, so that it can resist external interference better.

(3) Comparative Analysis of Invulnerability betweenGM andGP.

(a) Indicator selection

The three ALs of the same air route are connected to the
same waypoints, so when the ALs are regarded as nodes, the
nodes have the same degree; that is, the network GP has cer-
tain aggregation and regularity. Meanwhile, when network
GP is attacked, the size of the giant component changes regu-
larly, and its change rule is shown in Table 2.

It can be seen from Table 2 that the size of the giant
component decreases regularly when the network GP is
attacked, and it has no reference value in the comparative

analysis of invulnerability between GM and GP . Therefore,
in this section, the network efficiency is mainly used as the
research indicator. By comparing the relative changes of
the network efficiency both GM and GP , the invulnerability
characteristics of GM and GP are studied.

From Section 5, the network efficiency is expressed as

E = 2
N N − 1ð Þ 〠

i≠j∈G

1
dij

, ð7Þ

where E is the network efficiency and N is the total number
of nodes.

Thus, the curve of network efficiency E with N is
obtained (see Figure 14).
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Figure 15: Comparison of invulnerability between GP and GM .
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Figure 14 is an example of the change in network effi-
ciency after the network is attacked, where the proportion
of nodes attacked is α and the slope change of the network
efficiency is

β = E1 − E2
N1 −N2

= ΔE
ΔN

= ΔE
αN

, ð8Þ

where the slope change of network efficiency is β, ΔE is the rel-
ative change of network efficiency, and ΔN is the relative
change of nodes. The larger the β, the faster the network effi-
ciency E changes, and the greater the impact on invulnerability.

In addition, the relative entropy theory (RET) is intro-
duced to improve the accuracy of invulnerability analysis.
RET can represent the information difference between vec-
tors AðxÞ and BðxÞ, and its expression (KðAǁBÞ) is

K AǁBð Þ =〠A xð Þ log A xð Þ
B xð Þ : ð9Þ

The greater the relative entropy (KðAǁBÞ), the greater the
difference between the two vectors AðxÞ and BðxÞ, that is, the
more serious the element changes. Thus, if Kβ represents the
relative entropy with β ∈ ð0, 1�, then

Kβ =
β

βmax
log β/βmax

β′/βmax′ + 1 − β

βmax

� �
log 1 − β/βmaxð Þ

1 − β′/βmax′
� �

0
@

1
A,

ð10Þ

where β is the slope of the original air traffic network effi-
ciency and β′ is the slope of the network efficiency after the
AL closure. βmax and βmax′ are the maximum values, and
βmax = βmax′ = 1. Therefore,

Kβ = β log β

β′
+ 1 − β½ � log 1 − β

1 − β′

� �
: ð11Þ

Normally, β = ½β1, β2,⋯,βn� is a vector with n elements,
and its mean value �β is

�β = 1
n
〠
n

i=1
βi: ð12Þ

Then, after the i ALs of the MAN are closed, the relative
entropy of �βi is expressed as

�K�βi
= �β log

�β
�βi

+ 1 − �β
Â Ã

log 1 − �β

1 − �βi

� �
, ð13Þ

where �K�βi
represents the relative entropy of �βi when

i ∈ ½1, 2, 3� ALs cannot be used (closed), reflecting the

speed of change in network efficiency. The larger the �K�βi
,

the weaker the vulnerability of MAN, and the more obvious
the influence of external factors. Therefore, �K�βi

can show the
impact of AL on the vulnerability of air traffic network objec-
tively and accurately.

(b) Results analysis

Random attacks and deliberate attacks on both GP and
GM are carried out to obtain their network efficiency.
Then, the slope change of the network efficiency is
obtained, under α = 3% and α = 5%. The results are shown
in Figure 15.

It can be clearly seen from Figure 15 that the slope
change β of GP is relatively stable and smaller than that of
the GM , which proves that the stability of GP is relatively
good. Meanwhile, when α changes from 3% to 5%, the slope
change β of GP has always been smaller than that of GM and
the gap has a tendency to expand. Therefore, network GP by
considering the ALs performs better than that of GM in
terms of invulnerability. Therefore, the coupling model GP
considering the ALs is closer to reality, and its structural per-
formance is more referential for air traffic.

Further, when there is an attack from large to small by
degree, the values of �β and �βi can be obtained, as shown in
Table 3.

According to Equation (13), the relative entropy results
are shown in Figure 16.

It is clear from Figure 16 that �K�β3
> �Kβ2

> �K�β1
, which

indicates that the vulnerability of the air traffic network is
related to the ALs. The more available ALs, the stronger
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Figure 16: The relative entropy of �βi.

Table 3: Mean slope of network efficiency.

Indicators �β �β1
�β2

�β3
Values 0.0020 0.0014 0.0028 0.0035
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the anti-interference ability of air traffic. With the decrease
of available ALs, the operation ability of airspace is also
affected. As a result, the airspace efficiency is reduced and
the vulnerability of air traffic will become weaker. The
results can provide reference for improving the ability of
air traffic control (ATC). Providing more available ALs can
improve airspace utilization effectively, thereby reducing
air congestion. Moreover, it can also improve the punctual-
ity rate of flights.

5. Conclusions

In this paper, the Chengdu control area (CCA) is taken as
an example, and then, a MAN model considering ALs is
constructed. The structural characteristics of MAN are ana-
lyzed, and the influences of ASN, AIN, and ARN on the
structure of MAN are given. Next, the effect of AL on the
invulnerability of MAN is discussed. Finally, combined with
the slope change of network efficiency, the invulnerability
performance between the MAN considering AL and the
MAN without considering AL is compared. The results
show that the invulnerability of the MAN model consider-
ing the AL is closer to the reality, and its performance data
is more referential. At the same time, it can also improve
the smoothness and efficiency of the airspace. Suggestions
are as follows:

(1) Reasonably delineate altitude layers based on the
characteristics of the air routes

(2) Develop reasonable measures to reduce the altitude
separation between flights

(3) When conducting air traffic control, the operation of
main altitude layers in airspace shall be focused

In the future, other characteristics of airspace can be fur-
ther analyzed to construct a more comprehensive MAN
model, so as to provide a reliable reference for improving
the efficiency of air traffic control.
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