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A few years ago, physical layer based techniques have started to be considered as a way to improve security in wireless
communications. A well known problem is the management of ciphering keys, both regarding the generation and distribution
of these keys. A way to alleviate such difficulties is to use a common source of randomness for the legitimate terminals, not
accessible to an eavesdropper. This is the case of the fading propagation channel, when exact or approximate reciprocity applies.
Although this principle has been known for long, not so many works have evaluated the effect of radio channel properties in
practical environments on the degree of randomness of the generated keys. To this end, we here investigate indoor radio channel
measurements in different environments and settings at either 2.4625 GHz or 5.4 GHz band, of particular interest for WIFI related
standards. Key bits are extracted by quantizing the complex channel coefficients and their randomness is evaluated using the NIST
test suite. We then look at the impact of the carrier frequency, the channel variability in the space, time, and frequency degrees of
freedom used to construct a long secret key, in relation to the nature of the radio environment such as the LOS/NLOS character.

1. Introduction
Traditionally, a set of cryptographic based mechanisms and
protocols provides communication security through data
encryption. In symmetric encryption methods, the main
drawback is the key management, which includes key generation and distribution, since the same secret key is used for
data encryption and data decryption [1]. While this issue is
alleviated by asymmetric techniques using a pair of public
and private keys [1], their high computational cost stresses
the need for new security techniques, especially for wireless
communications and emerging Internet of Things in which
the energy consumption is of major importance.
The robustness of these widespread classical cryptography mechanisms relies on computational constraint on
the attacker. However, with the continuous progress of high
power computing, unconditionally secured systems are more
and more required [2]. In this respect, information-theoretic
based security assumes unlimited computing power for the
illegal user and claims that only the gathered information
may help the eavesdropper to break the data privacy [2, 3]. In
this framework, a special approach to physical layer security

(PhySec) field [2] intends to achieve wireless communications and data protection by exploiting the inherent properties of the wireless propagation channel such as the multipath
fading, interference, and noise.
One of the main PhySec techniques is secret key generation (SKG) [4, 5], which facilitates key management as
opposed to conventional cryptosystems. Secret key distribution is mainly avoided since each legitimate terminal
(typically referred to as Alice and Bob) is assumed to generate
the same secret key from the radio propagation channel,
considered as a common source of randomness [4, 5]. Indeed,
when channel reciprocity applies, typically when Alice and
Bob use the same frequency at the same time instant, they
share the same wireless channel. Randomness is ensured
through multipath fading, which results in decorrelation
properties in the spatial, temporal, and frequency domains.
Consequently, an eavesdropper (Eve) is probably not able to
efficiently exploit her own measured channel in order to crack
the key (Figure 1).
A robust shared key is characterized by its length and its
randomness. In fact, channel estimation noise is a main factor
limiting the number of shared bits extracted from a single
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when the key bits are derived from either space,
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WIFI for the implementation of SKG.
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Figure 1: Wireless link between legitimate terminals in the presence
of an eavesdropper.

channel observation (see [6–11] for an information-theoretic
framework). Therefore, researchers attempt to access more
randomness by exploiting various channel degrees of freedom such as the spatial diversity existing in multiple antenna
systems [6], the frequency diversity in orthogonal frequency
division multiplexing (OFDM) systems [12], and the time
diversity in ultrawideband (UWB) channels [8, 9].
In addition to key length constraint, the random character of the key is essential in making eavesdropping extremely
difficult, which requires a small correlation between the
channel samples seen by Alice/Bob and by Eve. Jana et
al. [13] assessed security performance by investigating real
measured channels in both indoor and outdoor conditions.
The measurements using 802.11-based laptops exhibited the
weakness of SKG behavior in nearly static environments,
where the entropy of extracted key bits is very low. Security
in such environments may be enhanced by creating channel
fluctuations using beamforming technique [14, 15]. However,
when either terminals or scattering objects are moving, is the
randomness of the key sufficiently guaranteed? Furthermore,
how may the security performance be improved in static
environments?
The statistical National Institute of Standards and Technology (NIST) test suite [16] is usually used to assess the
effectiveness of extracting randomness from the wireless
channel [13, 17–21]. Furthermore, it is more effective to test
the ability of the whole source of randomness to provide
really random bit strings [20] rather than testing a unique key
realization. It is noteworthy that this randomness evaluation
occurs directly after the quantization phase and is improved
by privacy amplification [22] in the last step of SKG.
According to this brief analysis of the literature, it turns
out that most papers evaluate theoretically and practically
SKG techniques by emphasizing either key reliability between
legitimate users or key vulnerability with respect to Eve. The
randomness of keys as a function of their source (i.e., the
characteristics of the radio channel) has not been extensively
considered. In this context, the main contributions of the
present paper are as follows:
(1) Investigate real indoor measured channels in different environments and settings, considering varying
separation distances between users on the one hand

The paper is organized as follows. Section 2 presents
the measurement campaign carried out in different conditions. Section 3 describes the quantization algorithm used to
transform the channel complex coefficients into a stream of
key bits. The key randomness is then tested through NIST
test suite introduced in Section 4. Section 5 explains how to
construct a sufficient long secret key by exploiting the channel
variability in the spatial (or time) and frequency domain.
Results invoking the relation between the key randomness
and the real channel features are discussed in Section 6.
Finally, the conclusion is drawn in Section 7.

2. Measuring Systems and Scenarios
Measurements have been performed in the premises of
Télécom ParisTech (TPT), which is a century-old engineering
education building with highly heterogeneous internal structuring due to many refurbishing events over the years. The
measurements were conducted on a school holiday in order
to ensure the absence of detectable human movement in the
area. A 4-port vector network analyzer (VNA, Agilent ENA
E5071C) has been used to record channel coefficients over
4 GHz of bandwidth (2–6 GHz) with 2.5 MHz as frequency
step. This step, which translates into a maximum channel
response delay of 400 ns, is enough to avoid aliasing, given
the instrument noise floor and the typical delay spread of
multipaths in the concerned environments. Table 1 presents
the VNA setup parameters. One port of the VNA has been
devoted to Alice, as transmitter, whereas the three remaining
ports have been devoted to Bob, as receivers. Each port was
equipped with an identical UWB bicone antenna with 2 dBi
gain, specifically designed for the frequency stability of the
radiation pattern [23]. The VNA has been calibrated with
a “full 4-port” method including the (highly phase stable)
cables, resulting as output at each frequency in the full 4 ×
4 matrix of the complex channel coefficients including all
antennas.
The measurements have been carried out in classrooms
and in an auditorium, in order to have indoor scenarios
of sufficiently different characteristics, including identical or
different heights for the terminals; LOS or NLOS propagation
condition; and also different room sizes. Figure 2 shows the
floor plans of both classrooms and auditorium where the
environment is mainly constituted of concrete, plywood, and
partition walls. In the classroom scenario, the terminals have
been placed at the same height (1.3 m from the ground),
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Table 1: VNA setup parameters.
Start frequency
Stop frequency
Frequency points
IF bandwidth
Transmitted power
Dynamic range
Typical noise floor

2 GHz
6 GHz
1601
5 KHz
10 dBm
96 dB
−86 dBm

Bob 3

Bob 2

Bob 1
Alice

Figure 3: A sketch of measurement run in TPT classrooms scenario.
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Alice
1.5 m

Bob 2
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(a)
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NLOS

NLOS

LOS

Alice

Alice

2m

(b)

Figure 2: TPT measurement floor plans: classrooms (a) and
auditorium (b).
Figure 4: A sketch of measurement run in TPT auditorium
scenario.

whereas in the auditorium they have been placed at different
heights as seen in Figures 3 and 4. The location of Alice was
fixed for each of the two environments whereas the remaining
three antennas have been moved across the area in a set
of irregular locations, mostly within the room but also in
the adjacent corridor or in an adjacent room. More clearly,
the antennas representing Bob have 51 different positions in
the classrooms scenario and 42 positions in the auditorium
scenario, where only 25 total positions are in NLOS condition
with respect to Alice. The NLOS scenario encompasses either
room-to-room or room-to-corridor propagation conditions,
as shown in Figure 2.
In each measurement run, the three receivers representing Bob are steady while the transmitter representing Alice
is spatially scanned over a square grid of 11 × 11 points
(30 cm side and 3 cm step) confined to a small area so as to
capture fast fading. More clearly, since the grid step is about
half a wavelength at 5 GHz, we can expect to achieve close to
statistically independent channel coefficients owing to spatial
fading. The total 4 GHz bandwidth enables us to investigate
in this paper the security performance of wideband (WB)
channels centered at either 2.4625 GHz or 5.4 GHz (typical
of the WIFI band) with, for example, a bandwidth of either

20, 40, 80, or even 160 MHz, according to the series of WIFI
(IEEE 802.11) standards.

3. Channel Quantization
In a Time Division Duplex (TDD) system, such as for IEEE
802.11, Alice and Bob successively estimate their channel
state information (CSI) by successively sending each other
a known probe signal, using the same frequency band.
Owing to the electromagnetic reciprocity law, the CSIs at
both Alice and Bob are very similar. Therefore, assuming
they use a common quantization algorithm, they are able to
jointly translate their continuous CSI into a shared string of
cryptographic key bits which may be used by the upper-layer
protocols in order to strengthen security.
However, some mismatches between Alice-Bob keys may
occur, especially for ordinary commercial wireless devices
in the case of TDD and additive noise or channel estimation inaccuracies. Fortunately, such key mismatches may be
diminished by an efficient quantization algorithm, employing
suitable censoring schemes. While some algorithms increase
Alice-Bob’s key agreement by dropping down samples falling
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Figure 5: Correspondence between symbols and QR: (a) 𝑀 = 4, (b) 𝑀 = 16.

into a predefined guardband region [6, 24], the time required
to construct a long secret key increases, which reduces the
effectiveness of such algorithms. Alternatively, a more efficient protocol adapts the quantization scheme to the channel
observation [6, 21], for example, the channel quantization
alternating (CQA) algorithm using two alternative maps [6].
Since key mismatches may still occur, a reconciliation step
[3], using, for example, LDPC codes, is required to obtain
exactly the same shared key bits between Alice and Bob.
This part of the whole SKG mechanism is not considered
in the present work, since it is not expected to specifically
impact the SKG performance in relation to the radio channel
characteristics.
Although the most common channel metric used in SKG
is the received signal strength [13, 14, 18, 24] because this
parameter is widely accessible in most radio receivers, it only
partially exploits the channel information and the entropy
of the generated keys is not very high. Alternatively, the
channel phase information has been investigated and found
to generate more random and secure stream of bits, such as
in [25, 26]. Another candidate for SKG is the channel impulse
response (CIR) of UWB channels, whose ability to support
SKG techniques has been proved experimentally [8, 27, 28].
Nevertheless, we can efficiently establish sufficient long and
random key bits by exploiting more channel information at
once, which is achieved by making use of the joint real and
imaginary parts of channel coefficients (complex CSI) [6].
In the present work, we chose this option and based the
SKG mechanism on the CQA algorithm [6]. At each time
instant, Alice chooses and sends Bob publicly an adaptive
map index, for which the current channel observation is less
sensitive to mismatches between Alice and Bob keys, without
revealing any relevant information to Eve. To that aim, the
quantization regions (QRs) of Alice’s map are computed by
quantifying the cumulative distribution functions (CDFs) of
each of the aggregated real and imaginary parts of CSI into
√𝑀 statistically equal quantization intervals, resulting in 𝑀

QRs. Then, each alternative map of Bob results from the
shifting of quantization thresholds with the same probability
in a different direction (please refer to [6] for further
insights).
Figures 5(a) and 5(b) depict a particular channel realization in the complex 𝐼-𝑄 plane and show Alice’s map by
presenting the correspondence between symbols and QRs,
both for 𝑀 = 4 and 𝑀 = 16. The interest of increasing
𝑀 is to establish a certain length of key with less required
channel samples. However, as seen in [29], this yields an
increase in the bit disagreement between legitimate users
keys, which complicates in turn the key reconciliation step.
Hence, increasing 𝑀 requires an improvement in the signalto-noise ratio (SNR) in order to alleviate the key reliability
issue [29].
In [6], the effectiveness of the CQA algorithm for complex
Gaussian channels is analyzed first in terms of bit disagreement between keys extracted by Alice, Bob, and Eve and secondly in terms of randomness, without testing, but by relating
it to the independence between the real and imaginary parts
of Gaussian channels. In a previous preliminary work [29],
we have studied the reliability and the confidentiality of the
wireless data transmission by computing the disagreement
between keys bits, employing CQA on the channels whose
measurements are explained in Section 2. The keys have been
extracted from spatially variant channels at 5.4 GHz and the
results have been discussed in terms of the impact of narrow
band or WB channels on key randomness based security.
In [11], the lack of spatial stationarity between Bob and
Eve is addressed in terms of both theoretical bounds and
keys bits disagreement. In [30], a novel security mechanism
combining SKG and “tag signals” has been proposed, without
deep analysis on key randomness quality. Here, we focus on
a global understanding of the key randomness and security
performance, according to the various features of the radio
channel. Further, we do not consider the presence of Eve,
which has been already considered in [10, 11, 29, 30].

International Journal of Antennas and Propagation

5

Table 2: NIST tests limitations.
𝑁 ≥ 100
𝑁 ≥ 100
𝑁 ≥ 100
𝑚 < ⌊log2 𝑁⌋ − 2
𝑚 < ⌊log2 𝑁⌋ − 5

Monobit frequency
Block frequency
Runs
Serial
Approximate entropy

4. NIST Test Suite for Key
Randomness Evaluation
The fact that key bits are not statistically independent reduces
the key quality since in an information-theoretic framework
Eve may exploit any useful information to collapse the key
space. In this context, the source of randomness, in addition
to the admitted quantization algorithm, is the most critical
aspect that mainly affects the key robustness behavior. Hence,
we aim to assess the security performance in terms of
randomness, which can be achieved using the NIST test suite
[16]. We notice that these tests are not able to prove the perfect
randomness of a key. However, each test shows whether the
key bits follow a certain expected behavior owing to key
generation process [20]. There are 16 statistical tests in total,
but we are not able to apply all these tests owing to limitations
on the requirement of each tested key length. Table 2 shows
length limitations for some tests applied in this paper where
𝑚 is the length in bits of the bit strings used in each test and
𝑁 is the key length in bits. The remaining tests require very
long keys and do not apply to the physical layer based wireless
security scheme we here target.
Some tests try to show whether the sequence of bits has
the statistical properties of a random sequence. Consistently,
the “monobit frequency” and the “block frequency” tests
investigate these randomness criteria on, respectively, the
entire key bits and in subblocks. For example, if we consider
the following sequence of 𝑁 bits,
⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
10 ⋅ ⋅ ⋅ 10 ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
11 ⋅ ⋅ ⋅ 11 ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
01 ⋅ ⋅ ⋅ 01,
00 ⋅ ⋅ ⋅ 00 ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
𝑁/4

𝑁/4

𝑁/4

𝑁/4

(1)

we notice that it passes the monobit frequency test since 0 and
1 are equiprobable bits in the whole sequence whereas it is not
the case in subblocks where too many bits equal either to 0 or
to 1 may be present, leading to failure of the block frequency
test. Another test, that is, the “runs” test, checks whether the
frequency of runs, that is, uninterrupted strings of identical
bits either 0 or 1, is as expected for a random sequence. In
other words, it determines whether the transition between
bits 0 and 1 is too fast or too slow. Accordingly, the sequence
in the above example is considered random since the number
of runs is very close to that expected for a random sequence
(i.e., 𝑁/2 runs). However, the sequence
⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
11 ⋅ ⋅ ⋅ 11 ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
00 ⋅ ⋅ ⋅ 00
00 ⋅ ⋅ ⋅ 00 ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
𝑁/3

𝑁/3

𝑁/3

(2)

is not random since only 3 runs are computed.
Both the “approximate entropy” (ApEnt) test and the
“serial” test focus on the frequency of occurrences of all
possible overlapping 2𝑚 strings of 𝑚-bit length each, across

the entire key bits. Their purpose is to compare the frequency
of overlapping strings of several consecutive lengths against
the expected result for a random sequence. For that, the
ApEnt test uses two consecutive lengths (𝑚 and 𝑚 + 1) while
the serial test uses three consecutive lengths (𝑚, 𝑚 − 1, and
𝑚 − 2). Moreover, the serial test differs from the ApEnt test by
the fact that longer bit strings can be used in the former for
the same key length, as shown in Table 2. According to both
the ApEnt test with 𝑚 = 1 and the serial test with 𝑚 = 2,
the first sequence example is supposed to be random since
strings of 2 bits are almost equiprobable whereas the second
key example fails these two tests. Furthermore, if we consider
strings of higher lengths, the first sequence may fail the tests.
More information about these statistical tests can be found in
[16].
For a single key, each randomness test indicates whether
the key is accordingly random or not. Furthermore, in order
to relate the quality of the randomness to the features of
the radio channel, a set of generated keys is tested by each
randomness test, which returns a percentage of sequences
passing the test. Then, we computed the “mean pass rate” by
averaging the percentages of sequences passing each NIST
test and thus over all the applied statistical tests, which
provides a global assessment of the randomness for each
specific scenario. In the computation of the mean pass rate,
we exclude the monobit frequency test for reasons explained
in Section 6.

5. Channel Variability in SKG
In practice, a long secret key results from the concatenation
of symbols derived from several estimated channel samples.
Hence, channel variability is a crucial requirement to establish long random secret key bits. The quality of the key in part
depends on the statistical independence between key bits,
which to some extent can be reduced to the lack of correlation
between channel samples. Such independence stems from
sufficiently separated samples, in whatever domain sampling
might be, which involves the physical propagation mechanisms and characteristics of the radio environment. In this
part, we investigate the impact of the space, time, frequency,
and joint space-frequency degrees of freedom on the SKG
performance.
5.1. Space versus Time Variability. Space variability stems
from several differing positions for a single antenna or
(although coupling and other effects can disturb this simple
picture) from several antennas (multiantenna channel). Time
variability can simply result from one given antenna being
moved over differing positions, in which case it is generally
equivalent to spatial variability. This is valid in, so far
as the velocity is small enough, that when multiplied by
the CIR delay spread, the result is much smaller than the
wavelength (in other words, the channel can be assumed
to be static over the CIR duration). Time variability can
also come from movement of scatterers (such as vehicles in
outdoor scenarios or pedestrians in indoor scenarios [31]) in
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Table 3: Frequency channel characteristics for each BW.

BW
(MHz)
20
40
80
160

Number of
subcarriers

Number of data
subcarriers

Subcarrier
separation
(MHz)

64
128
256
512

52
108
243
468

0.3125
0.3125
0.3125
0.3125

the surroundings of the transmitter and the receiver. This type
of time variability is not equivalent to spatial variability.
In TPT measurements, spatial variability is provided by
the movement of Alice over the 11 × 11 square grid as
explained in Section 2, which is equivalent to the first type
of time variability. These 121 antenna positions allow testing
the SKG performance provided by spatial degrees of freedom,
where Alice’s antenna can take random positions over the
grid, providing as many 𝑁𝑆 complex channel coefficients
in order to construct (𝑁 = 𝑁𝑆 log2 𝑀)-bit key at a given
frequency. Hence, we randomly choose to construct 60 sets
of random Alice positions for each Bob’s position and each
available frequency in the 20 MHz bandwidth. A statistical
distribution can then be computed over Bob’s positions, over
the frequencies in the 20 MHz bandwidth, and over the 60
random sets of Alice positions.
5.2. Frequency Variability. In real world applications, a spatial
degree of freedom may not always be available (e.g., in single
antennas links with very stable channels). In such a case, SKG
is not applicable unless we find another source of channel
variability, hence the need to exploit the frequency variability
existing in WB channels.
In order to investigate SKG performance in frequency
variant channels, the data has been processed consistently
with the 802.11a/g/n/ac standard, that is, in order to obtain
complex channel coefficients at the required number of
subcarriers for each bandwidth BW as shown in Table 3. For
that purpose, the measurements were frequency interpolated.
Moreover, for the same WIFI standard consistency, we
discarded the channel coefficients at frequencies responsible
for transmitting pilot bits and we kept only those at data transmitting frequencies. Table 3 shows some frequency channel
characteristics for each bandwidth and according to the same
standard.
Given these parameters, not all the subcarriers need to be
used to generate keys of enough bit length; then comes the
question of how to choose the subcarriers. Intuitively, more
correlation is likely to occur when the frequency difference
between two channel coefficients is reduced. Unless the ratio
between the number of available and the number of required
subcarriers is an integer, there is no unique and obvious way
to choose the subcarriers used in the SKG process. Hence,
Alice chooses randomly a set of 𝑁𝑓 frequency subcarriers,
from which (𝑁 = 𝑁𝑓 log2 𝑀)-bit key is extracted, and she
sends publicly this set to Bob. Although this information is
transmitted also to Eve, it is not very relevant since it does not

indicate any information about the key. Finally, a set of secret
keys is obtained over Bob’s positions, over the 121 positions
of Alice, and over the random sets of subcarriers (arbitrarily
taken to be 10 sets).
5.3. Joint Space-Frequency Variability. Intuitively, with
smaller coherence bandwidth, the SKG will be able to more
efficiently exploit frequency variability. Unfortunately, the
coherence bandwidth changes from an environment to
another and is out of control. SKG performance should
be achieved also in environments where the coherence
bandwidth is small, which is a difficulty when no sufficient
spatial variability is provided. As a way of mitigation, we
here consider the possibility to exploit jointly the space and
frequency degrees of freedom, so as to relax the requirements
on each of both individually. A potential use case is that of
MIMO systems (such as IEEE 802.11n/ac), providing spatial
variability, together with OFDM technology providing
frequency variability.
Based on the features of the TPT campaign, spatial
variability is provided by considering either every two consecutive Alice positions on each row of the grid or each foursquare consecutive Alice position on every two consecutive
rows of the grid, as an array antenna resulting, respectively,
in either 110 sets of 2-array antennas or in 100 sets of 4-square
array antennas. More clearly, the vector
𝑉
𝑁

𝑁ant

1
1
= [𝑋1 , . . . , 𝑋1 ant ⋅ ⋅ ⋅ 𝑋𝑖 , . . . , 𝑋𝑖

𝑁

1
⋅ ⋅ ⋅ 𝑋𝑁
, . . . , 𝑋𝑁𝑓ant ]
𝑓

(3)

is used to construct a single key of length 𝑁 = 𝑁ant 𝑁𝑓 log2 𝑀,
𝑁
where 𝑁ant is the number of array antennas. 𝑋𝑖1 , . . . , 𝑋𝑖 ant
together form 𝑁ant -array antennas at the 𝑖th chosen frequency. Finally, a set of keys is obtained over Bob’s positions,
over the sets of 𝑁ant -array antennas, and over the 10 sets of
randomly chosen subcarriers.

6. Results
In the following, we use a fixed key length (𝑁 = 128) in
the key randomness quality evaluation, with the exception
of the pure spatial variability case where a comparison
between different key lengths is carried out. For each channel
variability type, a statistical distribution over the extracted
keys is formed, as explained in Section 5, in order to compute
a mean pass rate using the NIST tests. Table 4 shows the
number of tested keys for each type of channel variability.
Whatever the source of channel variability used to generate the key, our results show that all the keys pass the
monobit frequency test. This is due to the statistically equal
quantization intervals on each 𝐼 and 𝑄, used to transform
channel coefficients into discrete sequences of bits through
CQA. Consequently, all the strings (of length log2 √𝑀)
have the same probability to occur and, equivalently, the
probability to have either bit 0 or bit 1 is 1/2. Accordingly,
we exclude the monobit frequency test when we compute the
mean pass rate.
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0.995

Table 4: Size of key set versus the variability type.

Space
Frequency
Joint space-frequency
𝑁ant = 2
𝑁ant = 4

LOS
36720
82280

Number of keys
NLOS
13500
30250

Total
50220
112530

74800
68000

27500
25000

102300
93000

For 𝑁 = 128 and according to Table 2, we chose 𝑚 = 1
for the ApEnt test and both 𝑚 = 3 and 𝑚 = 4 for the serial
test. CQA results in equiprobable nonoverlapping strings of
length 2 bits for 𝑀 = 16, while it is not the case for 𝑀 = 4.
Consequently, on the one hand, the percentage of sequences
passing the ApEnt test is very high for 𝑀 = 16 whatever the
channel variability type while that of the serial test is smaller
especially for frequency variability with BW = 20 MHz
(starting from a percentage of 0.3533). On the other hand, for
𝑀 = 4, the passing of the ApEnt test depends mainly on the
correlation between 𝐼 and 𝑄 of the channel coefficients. It also
depends on the correlation of the used subsequent channel
coefficients. Therefore, the worst case is considered for LOS
case exploiting frequency variability with BW = 40 MHz and
thus with a percentage of 0.7273. Moreover, small mean pass
rates for 𝑀 = 4 stem from the approximately complete fail of
serial tests.

0.99
0.985
Mean pass rate

Variability

0.98
0.975
0.97
0.965
0.96

2.4625
5.4
Frequency (GHz)
N = 242
N = 128

Figure 6: Mean pass rate exploiting spatial variability for both 𝑁 =
128 and 𝑁 = 242.
0.992
0.99

6.1. Spatial Variability

0.988

Mean pass rate

6.1.1. Key Length Effect. Figure 6 represents the mean rate of
key sequences passing the chosen selection of NIST tests and
for both 𝑁 = 128 and 𝑁 = 242. The spatial channel variability
is used here to construct the key of 𝑁 bits with 𝑀 = 4. 𝑁𝑆 =
64 and 𝑁𝑆 = 121 channel samples are needed to, respectively,
construct a 128-bit key and 242-bit key. Whatever the used
frequency, it is shown that shorter keys better profit from
the channel randomness. While maintaining the same 𝑀,
we need more channel samples in order to construct a
longer secret key and consequently the probability to have
more correlated samples increases, yielding bits with more
correlations.

0.986
0.984
0.982
0.98
0.978
0.976

6.1.2. Carrier Frequency Effect. Figure 7 shows the mean pass
rate for 𝑁 = 128, for both 5.4 GHz and 2.4625 GHz bands,
and with respect to LOS/NLOS cases. The impact of carrier
frequency is not really meaningful in Figures 6 and 7 since the
mean pass rates are very high, that is, nearly 1, in good part
owing to the random positions taken by Alice over the grid.
Nonetheless, this impact may be shown for the worst-case
scenario corresponding to consecutive Alice positions over
the regular grid, and thereby the 5.4 GHz band offers more
random keys than 2.4625 GHz band. Indeed, the distance
between two adjacent Alice positions on the grid corresponds
almost to 𝜆/2 at 5.4 GHz and to 𝜆/4 at 2.4625 GHz, while 𝜆/2
typically corresponds to the coherence distance over which
channels are statistically well decorrelated in omnidirectional

2.4625

5.4
Frequency (GHz)

LOS
NLOS

Figure 7: Mean pass rate exploiting spatial variability with respect
to LOS/NLOS and for 𝑁 = 128.

scenarios, resulting in extracted bits with a good level of
independence.
6.1.3. LOS/NLOS Effect. The key randomness is enhanced in
NLOS propagation conditions, as shown in Figure 7, due to
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Figure 8: Examples of PDPs and channel transfer functions: (a) LOS, (b) NLOS.

the lack of a dominant path yielding then more fluctuation of
the channel transfer function than in LOS cases.
Briefly speaking, it is noteworthy that in all cases the
mean pass rate is very high, indicating that the spatial
degree of freedom is suitable for random key generation.
As discussed above, spatial variability can be translated into
time variability through a random movement of Alice in
space, providing adequate key randomness. As an extra
advantage, such a time variant scheme would make it difficult
for Eve to track accurately Alice’s positions, reducing her
ability to gather deterministic information about the channel
characteristics and to guess the sequence of bits.
6.2. Frequency Variability. A quantitative measure of the
key randomness behavior with respect to the frequency
variability domain can be found from the analysis of the root
mean square (RMS) delay spread 𝜏rms and consequently of the
coherence bandwidth which typically varies inversely to the
RMS delay spread. For each position of Alice over the square
grid, CIR is computed by taking inverse Fourier transforms of
the frequency responses recorded over 500 MHz bandwidth
centered on either 2.4625 GHz or 5.4 GHz band and filtered
with a Hamming window. The power delay profile (PDP) 𝑃(𝜏)
is then the average of the 121 squared CIRs computed over the
grid. Therefore,
𝑃 (𝜏) = 𝐸 {|ℎ (r,⃗ 𝜏)|2 } ,

(4)

where ℎ(r,⃗ 𝜏) and 𝜏 are, respectively, the space-varying complex CIR and the path delay. 𝐸{⋅} denotes the expectation over
the space domain r.⃗ Subsequently, 𝜏rms is calculated as follows:
𝜏

𝜏rms = √

∫0 max (𝜏 − 𝜏)2 𝑃 (𝜏) 𝑑𝜏
𝜏

∫0 max 𝑃 (𝜏) 𝑑𝜏

,

(5)

where 𝜏max and 𝜏 are, respectively, the maximum excess delay
and the mean delay. The latter is defined as follows:
𝜏

𝜏=

∫0 max 𝜏𝑃 (𝜏) 𝑑𝜏
𝜏

∫0 max 𝑃 (𝜏) 𝑑𝜏

.

(6)

Only multipath components with amplitude within 20 dB
from the peak of each PDP are included in the computation
of 𝜏rms and 𝜏. Figure 8 shows two examples of normalized
measured PDPs and their corresponding frequency responses
for both LOS and NLOS cases. It is clear that the NLOS
PDP is rich in multipath components and thereby exhibits
higher delay spread than the LOS one having a few dominant
peaks at short delays. Figure 9 plots the variation of 𝜏rms as a
function of the distance, both for LOS and NLOS cases.
We assess key randomness exploiting frequency variability while maintaining the same key length; that is, 𝑁 =
128 bits. To this end, we determine the number of subcarriers
𝑁𝑓 used for SKG according to 𝑀; that is, 𝑁𝑓 = 64 for 𝑀 = 4
and 𝑁𝑓 = 32 for 𝑀 = 16. Figure 10 shows the variation of the
mean pass rate as a function of the distance between Alice
and Bob at 5.4 GHz band, for different bandwidths and for
both LOS and NLOS conditions. We note that 128 key bits
cannot be extracted by exploiting the frequency variability in
BW = 20 MHz when 𝑀 = 4. Figure 11 considers the impact
of the carrier frequency on the key randomness behavior for
BW = 40 MHz and 𝑀 = 16.
6.2.1. Both LOS/NLOS and Distance Effect. Figure 10 shows
that the higher the separation distance between Alice and
Bob, the higher the mean pass rate, especially for LOS
channels or for small values of 𝑀. Moreover, NLOS channels
provide statistically more random secure key bits as seen in
Figures 10 and 11. The same behaviors are noticed in Figure 9
with respect to the delay spread. Hence, the improvement
of the mean pass rate is explained by an increase of 𝜏rms
indicating a reduction in the coherence bandwidth, which
yields less channel correlations for close frequency responses.
Furthermore, the advantage of NLOS channels over the LOS
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Figure 10: Mean pass rate as a function of the distance for 5.4 GHz and for frequency variability: (a) 𝑀 = 4, (b) 𝑀 = 16.

ones in providing random keys comes from the multipaths
richness of the former: the lack of proper Rayleigh fading
reduces the channel variability in the frequency domain and
creates insufficient randomness for a satisfactory success to
NIST tests. Nonetheless, 𝜏rms takes relatively small values
ranging from 5 ns to 30 ns due to the open and little cluttered
environment of TPT investigated locations. These values are
consistent with typical ones for indoor environments; see,

for example, [32]. An improvement in mean pass rate is thus
expected for richer scattering environments.
6.2.2. Bandwidth Effect. Larger available bandwidths yield
larger separation of the subcarriers used for SKG and consequently smaller correlations. This results in improved key
randomness, as seen in Figure 10. Figures 12 and 13 illustrate
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for LOS channels where higher mean pass rates are seen
for the smallest carrier frequency (i.e., 2.4625 GHz). This
is explained by the decrease in the coherence bandwidth
or equivalently by the increase in the RMS delay spread,
when the frequency gets lower, as shown in Figure 9(a).
Furthermore, as displayed in Figure 9(b), 𝜏rms does not
change with the frequency for NLOS channels. The behavior
of 𝜏rms with the carrier frequency is consistent with results
obtained in [33, 34]. However, the difference in mean pass
rates is weak, implying that there is no strong preference
between the low and high WIFI band from this point of
view. Still, the fact that the low band is limited to 20 MHz
bandwidth while the high band reaches 160 MHz provides a
clear advantage for SKG, given the above results.
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Figure 12: Example illustrating SKG from very close channel
responses, for 𝑀 = 4.

two examples of key generation from, respectively, very
close and very far spaced channel responses, for 𝑀 = 4.
It is clear that more randomness is provided by the case
where the channel coefficients are very far spaced where the
SKG profits from the whole bandwidth while the efficient
bandwidth is reduced in the other case yielding a key with
poor randomness.
6.2.3. Carrier Frequency Effect. As seen in Figure 11, the
carrier frequency affects the key randomness behavior just

6.3. Joint Space-Frequency Variability. Figure 14 compares the
mean pass rate for the three types of channel variability
in the 5.4 GHz band for both 𝑀 = 4 and 𝑀 = 16.
The full space variability provides the most robust keys and
thereby the most suitable source for SKG. However, such
a scheme either would require the terminal mobility over
all the scanned positions before generating a key or would
need those many antennas in a stable scenario. Therefore, we
now assess the security provided by joint space-frequency
variability, for both 𝑁ant = 2 and 𝑁ant = 4, which
relaxes such requirements. Indeed, this scheme provides
more random keys, especially with 𝑁ant = 4, than the
pure frequency domain variability, which stems from the
larger average difference between frequency channels and the
resulting reduced correlations between channel coefficients.
Simply stated, for fully decorrelated antenna signals, the
increase in 𝑁ant reduces the bandwidth requirements. This
is a very encouraging result for the effectiveness of SKG
toward physical layer security. Since many wireless devices
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(for 3G, 4G, WIFI, etc.) tend to be multiantenna systems,
such a solution will certainly be more and more feasible in the
short term future. We also stress the importance of increasing
𝑀, which well improves the key randomness despite the
requirement of a high SNR.

7. Conclusion
In this paper, we presented a study of SKG and of key
randomness by exploiting different degrees of freedom in
the channel characteristics, based on space, frequency, and
joint space-frequency variability. The random character of the
key has been evaluated using the statistical NIST tests and
the analysis has been targeted to relate this randomness to
major channel features such as LOS/NLOS propagation and
the nature of the radio environment. To this end, a set of
indoor radio channel measurements have been carried out
and the data coefficients have been processed using the CQA
algorithm in order to construct secure keys of suitable length.
The results showed that the spatial variability, in particular in small area confined to spatial fading, is very efficient
in ensuring random keys for the shared secret key. However,
since the spatial variability is a difficult requirement to occur
in real daily life, it is better to exploit another channel variability which could be the frequency variability. In this work,
we have specifically focused on 802.11a/g/n/ac standards,
which impose limitations on the bandwidth and on the set
of usable subcarriers. Under this constraint, we showed that
the frequency variability by itself may not be enough to support high randomness SKG, especially when the coherence
bandwidth is large for short distances in environments with
little scattering/reverberation. An alternative approach is to
exploit jointly the spatial and frequency degrees of freedom,
which relaxes the constraints on the frequency variability of

the channel or, said differently, on the nature of the radio
environment.
We noticed that randomness is improved for NLOS
scenario cases but also that the presence of a strong or
significant LOS component reduces the variability, especially
in the frequency domain, and makes the extracted keys less
random. While we have used in this work omnidirectional
antennas, it can be expected that directional antennas will
further impact the level of security brought about by SKG,
although this will very much depend on the type of antennas
used by Alice/Bob/Eve and will need further investigations.
Finally, we stress the importance of applying a multibit
extraction algorithm when the SNR and channel estimation
errors allow, since this effectively improves key randomness.
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