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Two hypotheses for the blocking effect mechanisms under the electromagnetic radiation are presented, and the corresponding dual-
frequency interference prediction models are proposed, which can be used to predict the working state of equipment under the
condition that the single-frequency susceptibility is known. By taking a radar and a communication radio as the EUT, the ex-
periments of dual-frequency continuous wave electromagnetic radiation are designed and carried out to verify the predictionmodels.
(e test results show that the sensitive bandwidth of blocking interference effect for the tested radar and the communication station is
consistent with their working bandwidth, respectively. By substituting the test data into the proposed prediction models, the
prediction errors of themodels are less than 13%.Moreover, it can be found that the tested radar is more sensitive to the peak value of
electric field, and the tested communication station is more sensitive to the effective value of electric field.

1. Introduction

With the rapid development of information technology and
wide application of electronic equipment, the electromag-
netic environment is getting worse and worse, which is
characterized by a variety of electromagnetic signals over-
lapped intensively in the space domain, time domain, fre-
quency domain, and energy domain. (e working reliability
of electronic equipment is seriously threatened. Once the
interference signal frequency falls in the operating band-
width of the receiver, the interference will lead to the receiver
saturation and loss of working ability, even causing damage
to the receiver. Accurately predicting the survivability of
electronic equipment in complex electromagnetic envi-
ronment is the basic work to improve its electromagnetic
protection performance, which has great application value.

At present, the electromagnetic radiation susceptibility
test specified in many electromagnetic compatibility stan-
dards is still based on single-source radiation, which cannot
fully reflect the possible impact of complex electromagnetic
environment. It is likely that the frequency equipment will

be interfered in the evaluation of safety range. Many scholars
at home and abroad have pointed out the shortcomings of
traditional radiation susceptibility test methods and carried
out the corresponding research [1–3]. In the complex space
electromagnetic environment, the tested equipment may be
affected within the known single-frequency interference
safety margin, and the existing single-frequency suscepti-
bility test cannot meet the requirements [4, 5]. (ere are
limitations in the existing EMC test of vehicle functional
safety, without considering the simultaneous interference,
including dual-frequency or multifrequency continuous
wave interference, RF superimposed electrostatic pulse, or
conducted interference, and the multisource intermodula-
tion interference is also ignored [6]. Some scholars proposed
a test method of electromagnetic compatibility with multiple
sources, which proves that the microwave darkroom and
dual-source network analyzer are the best equipment to
study the signal integrity problems caused by the leakage of
intermodulation products [7]. (e above literature points
out the shortcomings of traditional researchmethods, but no
specific solutions are proposed. Some scholars studied the
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interference prediction method of radio fuze under the
electromagnetic radiation of dual-source continuous wave,
but there are specific requirements for the frequency dif-
ference of the two interference signals [8]. An interference
prediction method of communication station for dual-
source continuous wave is proposed, but the method is only
suitable for out-of-band interference [9]. Other related re-
searches are mainly from the macro perspective, taking into
account the factors that cause interference to the equipment
in the complex electromagnetic environment and using the
methods of expert evaluation and statistical analysis to
evaluate the survivability of the equipment [10–17].

For this reason, based on the blocking jamming
mechanism, two in-band dual-frequency prediction models
of receiver are proposed, which are verified by the radar and
communication station. Firstly, in Section 2, two assump-
tions about the mechanism of receiver blocking interference
are proposed, and corresponding in-band dual-frequency
prediction models are established. (en, in Sections 3 and 4,
two experiment platforms are built to validate the prediction
model with a certain type of radar and communication
station as the subjects. Finally, some conclusions are drawn
in Section 5.

2. Two Types of Prediction Models

Blocking interference is one of the effects of electromagnetic
radiation field. It means that when strong interference signal
and useful signal are joined to the RF front end simulta-
neously, the receiver gain decreases, even the useful signal
cannot be received. Generally speaking, under the same
interference frequency, the interference effect is positively
correlated with the effective value of the interference signal
field strength [18]. Some scholars pointed out that when the
interference signal is out of band, if we want to cause ef-
fective interference to the receiver, the amplitude of its field
strength needs to be large enough to make the nonlinear
elements work in the special areas such as saturation and
cutoff [9]. (erefore, two hypotheses are proposed for the
blocking effect mechanism of the receiver: one is that the
receiver is sensitive to the effective value of electromagnetic
radiation field intensity, and the other is that the receiver is
sensitive to the amplitude of electromagnetic radiation field
intensity. Next, the above two assumptions will be used to
establish the corresponding prediction model.

2.1. Field Intensity Effective Value Sensitive Prediction Model.
It is assumed that the receiver is sensitive to the effective
value of the electromagnetic radiation field intensity; that is,
as long as the field intensity effective value of the interference
signals is higher than the critical interference field intensity,
it will cause effective interference to the receiver. (e
electromagnetic wave in space is generally coupled to the
receiver through the antenna. Considering the single-fre-
quency interference, the coupling voltage can be expressed
as

ur(t) � us(t) + uj(t) � AsEs cosωst + AjEj cosωjt, (1)

where Es and Ej are the field intensity amplitude of useful
signal and interference signal in space; ωs and ωj are the
angular frequency of useful signal and interference signal;
and As and Aj are the amplitude-frequency coefficients,
which can be considered as constants.

Considering that the interference is sensitive to the ef-
fective value of the field intensity; that is, it is sensitive to the
effective value of the coupling voltage. (e effective value of
the voltage formed by the interference signal whose angular
frequency is ωj after frequency-selective filtering can be
expressed as

Ue �
AjEj
′

�
2

√ , (2)

where Ej
′ is the amplitude of the critical interference field

intensity under the independent action of the interference
signal with the angular frequency ωj. When Ue reaches a
certain threshold U0, it will cause interference to the re-
ceiver; that is,

AjEj
′

�
2

√ � U0. (3)

When the receiver is subjected to in-band interference
with angular frequencies ω1 and ω2 separately, the critical
interference state satisfies the following formula:

A1E1′�
2

√ � U0,

A2E2′�
2

√ � U0,

⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

(4)

where A1 and A2 are amplitude-frequency coefficients; E1′
and E2′ are the amplitudes of single-frequency critical in-
terference field intensity. When the receiver is subject to the
above dual-frequency interference at the same time, ig-
noring the contribution of interference intermodulation, the
critical interference condition can be expressed as

A1E1�
2

√ 

2

+
A2E2�

2
√ 

2

� U
2
0, (5)

where E1 and E2 are the field intensity amplitudes of the
dual-frequency signals. From the combination of equations
(4) and (5), there is

E2
1

E′21
+

E2
2

E′22
� 1. (6)

(erefore, the effect index of field intensity effective
value sensitive prediction model can be defined as

S1 �
E2
1

E′21
+

E2
2

E′22
. (7)

When S1 < 1, it can be determined that the receiver
works normally. When S1 ≥ 1, it can be determined that the
receiver is effectively interfered and cannot work normally.
According to Parseval’s theorem [19], equation (7) can also
be written as
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S1 �
P1

P1′
+

P2

P2′
, (8)

where Pi
′(i � 1, 2) is the average power of single-frequency

critical interference of the receiver and Pi(i � 1, 2) is the
average power of in-band dual-frequency interference.

2.2. Field Intensity Amplitude Sensitive Prediction Model.
Assuming that the receiver is sensitive to the amplitude of
electromagnetic radiation field intensity, that is, as long as
the field intensity amplitude of the interference signals is
higher than the critical interference field intensity, it will
cause effective interference to the receiver. (e coupling
voltage on the receiver due to the electromagnetic radiation
in space is shown in equation (1). It can be seen from the
above assumptions that the coupling voltage can replace the
field strength to reflect the sensitive characteristics of the
receiver. If the coupling voltage reaches a certain threshold
U0, the receiver will be interfered effectively. (at is to say,

AjEj
′ � U0. (9)

When the receiver is subjected to in-band interference
with angular frequencies ω1 and ω2 separately, there is

A1E1′ � U0,

A2E2′ � U0.

⎧⎨

⎩ (10)

When the receiver is subject to the above dual-frequency
interference at the same time, the maximum value of voltage
amplitude can be expressed as A1E1 + A2E2 under the
harshest conditions. If the critical interference condition is
satisfied, there is

A1E1 + A2E2 � U0. (11)

From the combination of equations (10) and (11), there is
E1

E1′
+

E2

E2′
� 1. (12)

So, the effect index of field intensity amplitude sensitive
prediction model can be defined as

S2 �
E1

E1′
+

E2

E2′
. (13)

Whether the receiver is effectively interfered can be
determined according to the relationship between S2 and 1
shown in Section 2.1. According to Parseval’s theorem [19],
the following equation still holds:

S2 �

��
P1

P1′



+

��
P2

P2′



. (14)

3. ContinuousWave Electromagnetic Radiation
Experiment of a Certain Radar

3.1. Experiment Layout. (e radar under test is a Ku band
stepped frequency continuous wave radar, with a working
bandwidth of ±100MHz, which has the function of static

target ranging. In the process of signal processing, the I/Q
channel data collected by the radar is processed by inverse
Fourier transform to obtain the one-dimensional range
profile of the target echo, forming a peak spectrum at the
target distance. (e echo intensity of different targets is
normalized. Typical detection image generated by the radar
under test is shown in Figure 1.

(e experiment is carried out in the open field, and the
specific layout is shown in Figure 2. (e signal generators 1
and 2 can, respectively, generate interference signals to feed
the radiation antenna, and the spectrum analyzer monitors
the interference power through the directional coupler. (e
gain of the radiation antenna has a higher flatness in the
frequency band required by the subsequent experiment, and
the change of gain here can be ignored. Adjust the position
of the radiation antenna and the radar receiving antenna to
meet the far-field conditions, and let the polarization di-
rection of the radiation antenna be the same as that of the
radar receiving antenna. A 50 dB attenuator is connected
between the radar receiving antenna and the radar host,
which makes the tested radar more vulnerable to interfer-
ence and convenient for experiment. At the same time, the
radiation antenna acts as the detection target of the radar.

Since the purpose of the experiment is to verify the
proposed prediction model, the actual output power of the
signal generator is used to replace the interference power
received by the tested radar. It has been proved by other
experiments that the above two are linear, so there is no
additional error for the verification model. (e same is true
for the later experiments using communication stations.

3.2. Susceptibility Criterion of Blocking Effect for the Radar
under Test. (e susceptibility criterion is mainly used to
verify the model, and it is required to accurately reflect
whether the radar under test is disturbed. (at is to say, in a
certain area, the small change of the interference power will
cause a large change of the susceptibility parameters of the
equipment under test. According to the blocking effect
mechanism, the radar will produce blocking effect under
electromagnetic interference, thus reducing the dynamic
range. For the radar under test, the minimum normalized
level of range profile will increase due to the electromagnetic
interference. (at is to say, the dynamic range of the output
range profile will be reduced. (e dynamic range com-
pression of range profile is determined by experiment, and
the specific susceptibility criterion is given.

Build the test platform shown in Figure 2. Turn on the
signal generator 1 to generate interference signal and in-
crease the output power gradually. Detect and record the
minimum value of interference power and normalized level
after each radiation. Select different interference frequency
offset (relative to the operating frequency), and repeat the
test. (e changes of the minimum value of normalized level
with the interference field intensity under different fre-
quency offsets are shown in Figure 3.

It can be seen from Figure 3 that the dynamic range of
the radar is more sensitive to the interference power. Under
the interference of different frequency offsets, the change
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rule of the dynamic range with the interference power is
basically the same: the dynamic range compression increases
gradually from zero with the increase of the interference
power.

In addition, under the same interference power, the
smaller the frequency offset, the more sensitive the radar
under test, which conforms to the general cognition. It can be
concluded from the radar equation that when the dynamic
range is reduced by 12 dB, the maximum detection range of
the radar will be reduced by half, which can be used as a
susceptibility criterion for the blocking effect of the radar.

(e single-frequency susceptibility of the radar under
test is shown in Figure 4. (e sensitive bandwidth of elec-
tromagnetic radiation blocking effect of the radar is within
±100MHz, which is consistent with its working bandwidth.
When the radiation frequency offset is about ±100MHz, the
critical interference power increases sharply with a change of
more than 30 dB. When the radiation frequency offset is
greater than 105MHz, the critical interference power fluc-
tuates and increases. It can be seen that using the dynamic
range compression 12 dB as the susceptibility criterion can
effectively reflect the interference state of the radar under
test.

3.3. Experimental Verification. In order to verify the cor-
rectness of the predictionmodel, the in-band dual-frequency
electromagnetic radiation experiment was carried out. (e
experiment layout is shown in Figure 2, and the specific test
steps are as follows:

(1) Set the signal generators 1 and 2 to output the in-
terference signals with different frequency offsets.
Test the critical interference power under the given
single-frequency interference.

(2) Reduce the output power of the signal generator 1
and keep it unchanged. Gradually increase the power
of the signal generator 2 until the radar under test
reaches the critical jamming state, and record the
corresponding power through the spectrum
analyzer.
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Figure 4: Single-frequency susceptibility of the radar under test.
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Figure 1: Image generated by the radar under test.
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Figure 2: Layout of continuous wave electromagnetic radiation
experiment on the radar.
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(3) Increase the power of signal generator 1 in a certain
step and keep it unchanged. Adjust the output power
of signal generator 2 until the radar reaches the
critical interference state, and record the corre-
sponding power.

Two groups of dual-frequency interference combina-
tions are selected, and their frequency offsets are −20MHz
and 40MHz; −40MHz and 60MHz, respectively. (e test
results are substituted into (8) and (14) to obtain the effect
indices S1 and S2, as shown in Tables 1 and 2.

It can be seen from Tables 1 and 2 that the radar under
test is sensitive to the dual-frequency signals. (e critical
interference power under the dual-frequency jamming is
lower than the critical power of each single-frequency in-
terference. When the interference frequency offset is −20
and 40MHz, the effect index S2 is basically close to 1, with
the maximum error of 16% and the average error of 7%. (e
effect index S1 is basically between 0.5 and 0.7, with the
maximum error of 43% which is higher than S2. When the
interference frequency offset is −40 and 60MHz, the cal-
culated S2 is also close to 1. (us, the field intensity am-
plitude sensitive model is suitable for the radar under test,
and the test verifies the correctness of the model.

4. ContinuousWave Electromagnetic Radiation
Experiment of a Certain
Communication Station

4.1. Experiment Layout. (e specific experiment layout is
shown in Figure 5. In the experiment, the sine wave signal
generated by the signal generator is used as the interference
source.(e polarization direction of the interference source is
the same as that of the receiving antenna of communication
station. When the dual-frequency interference experiment is
carried out, two signal generators with the same model are
used to feed the radiation antenna through the power syn-
thesizer. By adjusting the power of the signal generator,

observe the working state of the radio station under test. Note
that the radio station has three kinds of working modes: high-
power, medium-power, and low-power. Different transmit-
ting power is mainly adapted to different working distances.
During the experiment, the radio station is selected to work in
the low-power mode. In order to simulate the long-distance
communication conditions, an attenuator is connected at the
output terminal of the transmitting station.

4.2. Susceptibility Criterion of Blocking Effect for the
Communication Station underTest. In general, the bit error
rate can be used to judge the interference degree of the
communication station. (e bit error rate is directly related
to the strength of interference signal. In order to determine
the susceptibility criterion, the bit error rate at the maximum
change rate in the field strength and bit error rate curve is
selected as the critical interference criterion. (e result
shows that when the bit error rate reaches 10%, the radio
station will be in a critical interference state [20]. Set up the
experimental platform according to Figure 5, and test the

Table 1: Critical interference power when the frequency offset of interference signal is −20MHz and 40MHz.

Δf1 � −20MHz Δf2 � 40MHz S1 Error (%) S2 Error (%)
Single-frequency critical interference power (dBm) −28.0 −18.3 — — — —

Dual-frequency critical interference power (dBm)

−36.0 −20.8 0.73 27 1.15 15
−34.0 −21.9 0.69 31 1.16 16
−32.0 −28.8 0.49 51 0.93 7
−30.0 −30.9 0.69 31 1.03 3

Average value — — 0.65 35 1.07 7

Table 2: Critical interference power when the frequency offset of interference signal is −40MHz and 60MHz.

Δf1 � −40MHz Δf2 � 60MHz S1 Error (%) S2 Error (%)
Single-frequency critical interference power (dBm) −25.0 −11.1 — — — —

Dual-frequency critical interference power (dBm)

−33.0 −14.2 0.65 35 1.10 10
−31.0 −16.0 0.57 43 1.08 8
−29.0 −18.3 0.59 41 1.07 7
−27.0 −23.9 0.68 32 1.03 3

Average value — — 0.62 38 1.07 7
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Figure 5: Layout of continuous wave electromagnetic radiation
experiment on the communication station.
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single-frequency susceptibility of the communication radio
station under test. Select two working frequency points of
the communication radio: 80MHz and 40MHz.(e specific
test method is similar to that given in Section 2.2 and will not
be described in detail. (e test results are shown in Figure 6.

According to Figure 6, the sensitive bandwidth of elec-
tromagnetic radiation blocking effect of the communication
under test is about 60 kHz, which is consistent with its working
bandwidth. (e difference of the critical interference power
value between in-band and out-of-band is at least 40 dB, which
indicates that the bit error rate in the link test can be used as the
criterion to reflect whether the radio station is interfered.

4.3. Experimental Verification. In order to verify the cor-
rectness of the predictionmodel, the in-band dual-frequency
electromagnetic radiation experiment is carried out on the
communication station.

Adjust the working frequency of the communication
station to 80MHz, and the two interference signals are
generated by signal generators 1 and 2, respectively. (e
frequency offsets are −20 kHz and 10 kHz.(e test method is
similar to that in Section 3.3 and will not be repeated. (e
results are shown in Table 3.

(e interference threshold in Table 3 is inconsistent with
that in Figure 6, because the attenuators connected between
the transmitting station and the antenna are different in the
two tests. It can be seen from Table 3 that the communication
station under test is also sensitive to the dual-frequency in-
terference. When the interference frequency offset is −20 kHz
and 10 kHz, the effect index S1 is basically close to 1, and its
maximum error is 25%, with an average of 13%. However, the
maximum error of effect index S2 is 58%, with an average of
41%. (e result shows that the communication station under
test is more sensitive to the effective value of field intensity.
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Figure 6: Single-frequency susceptibility of the communication station under test. (a) (e communication station is working at 80MHz.
(b) (e communication station is working at 40MHz.

Table 3: Critical interference power when the communication station is working at 80MHz.

Δf1 � −20 kHz Δf2 � 10 kHz S1 Error (%) S2 Error (%)

Single-frequency critical interference power (dBm) −1.2 −2.6 — — — —

Dual-frequency critical interference power (dBm)

−12.0 −2.6 1.06 6 1.28 28
−10.0 −2.7 1.09 9 1.34 34
−8.0 −2.8 1.14 14 1.42 42
−6.0 −3.2 1.18 18 1.50 50
−4.0 −3.9 1.25 25 1.58 58
−2.0 −7.3 1.17 17 1.49 49

Average value — — 1.13 13 1.41 41

Table 4: Critical interference power when the communication station is working at 40MHz.

Δf1 � −25 kHz Δf2 � 5 kHz S1 Error (%) S2 Error (%)

Single-frequency critical interference power (dBm) −1.5 −8.2 — — — —

Dual-frequency critical interference power (dBm)

−12.0 −8.3 1.07 7 1.29 29
−10.0 −9.1 0.95 −5 1.28 28
−8.0 −9.7 0.93 −7 1.31 31
−6.0 −8.5 1.29 29 1.56 56
−4.0 −14.4 0.81 −19 1.25 25

Average value — — 1.01 13 1.34 34
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In order to further verify the prediction model, another
working frequency of the communication station under test is
set at 40MHz, and the frequency offsets of the two interference
signals are −25 kHz and 5kHz, respectively. According to the
above method, the experiment results are shown in Table 4.

It can be seen from Table 4 that the communication
station is also sensitive to the dual-frequency interference
when the working frequency is 40MHz, and its effect index
S1 is also close to the theoretical value 1. According to the
above data, the field intensity effective value sensitive pre-
diction model is suitable for the radio station under test.

5. Conclusion

In order to accurately predict the survivability of the elec-
tronic equipment under the in-band dual-frequency elec-
tromagnetic environment, two hypotheses on the
mechanism of the electromagnetic radiation blocking effect
to the receiver are presented, and corresponding prediction
models are established, respectively. Taking a radar and a
communication station as the tested object, the prediction
models are verified. (e conclusions are as follows:

(1) (e susceptibility criterion of blocking effect for the
equipment under test is given. 12 dB drop in the
dynamic range and 10% bit error rate are used as the
blocking effect susceptibility criterion of radar and
communication station, respectively. (e sensitive
bandwidth of them is basically consistent with their
respective working bandwidth.

(2) (e radar under test is more sensitive to the amplitude
of the interference field intensity. (e field intensity
amplitude sensitive prediction model can be used in
the prediction of dual-frequency blocking effect on it.

(3) (e communication station under test is more
sensitive to the effective value of the interference field
intensity. (e field intensity amplitude sensitive
prediction model can be used in the prediction of
dual-frequency blocking effect on it.

(4) (e prediction models proposed in this paper can be
further extended to multifrequency interference in
theory. However, due to the limitations of test
conditions, no further verification is carried out,
which needs to be further explored in the next study.
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