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With the widespread use of embedded systems, chaos is a nonlinear system with certainty and complexity. It is an important topic
in the field of information security at present, and it is an effective way to apply to embedded systems. It has great practical value
in theory and in practice. This research mainly focuses on the encryption technology of SQLite embedded database and proposes
an improved sparrow algorithm (Logistic Chaos Sparrow Search Algorithm, LCSSA) based on Logistic Chaos Map. It shows that
the security level of SQLite in web development is higher than that of conventional Access. The population is initialized by the
logistic chaotic mapping method, which improves the quality of the initial solution, increases the diversity of the population,
and reduces the risk of premature maturity of the algorithm. The initial value y0 determines the encryption method of the
nonlinear function. Taking the integer variable (int) as an example, the value range is -231~231. It can be seen that the key
space is sufficient to prevent various conventional attacks. When the key is the wrong key, decryption will not yield any data.
It can be found that encryption and decryption are very sensitive to the key, which is also determined by the sensitivity of
chaotic encryption system to the initial value. The benchmark function compares the performance of the improved algorithm
with the algorithm before the improvement and compares it with the SSA. The LCSSA has better convergence performance,
higher accuracy, and better stability.

1. Introduction

With the advent of the 21st century, embedded technology
has been widely used and has gradually become a develop-
ment trend in communication and consumer electronic
devices, where analogue technology has been completely
replaced by digital technology in communication [1]. Euro-
pean DVB technology has been commonly adopted interna-
tionally. Dab has started commercial trials, and software,
integrated circuits, and new electronic components are gain-
ing prominence in industrial development [2], all of which
are inextricably linked to embedded technology. In individ-
ual applications, embedded products will be the means of
transmission and delivery of personal information [3].
Chaos is an inherently stochastic and nonlinear system that
will not be swayed by any external factors [4]. The most
important feature of chaotic systems is their sensitivity to
initial conditions, which makes them more uncertain. Cha-
otic signals have a strong influence on the initial values, with

good pseudorandomness and spectral characteristics, and
the simple structure and fast computation of chaotic com-
munication systems make them a more desirable solution
for the design of symmetric key ciphers [5]. Based on this,
the study is aimed at proposing a chaos algorithm-based
SQLite encryption method for embedded databases, thus
improving it based on logistic chaotic sequences, adding
optimal nonlinear operations, increasing the complexity
of the algorithm, and greatly enhancing the security of
chaotic ciphers.

2. Related Work

Chaotic cryptography is an important branch in the field of
chaos, which is developing rapidly and has made great prog-
ress both theoretically and practically. Especially in recent
years, a large number of new ideas and methods have
emerged in terms of both practicality and security, thus
accelerating its application. Mabrouki et al. proposed an
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embedded system based on Internet technology, whose main
goal is to sense climate parameters such as temperature,
humidity, and the presence of certain gases based on sensors
and then send the captured values to a remote application or
database for visualization [6]. Yang et al. proposed a novel
class-level joint representation framework to exploit the
uniqueness of different facial features and class-level com-
monality in the proposed class-level joint representation
with region-adaptive convolutional features, leveraging
robust representations of discriminative facial features with
robustness to facial variation and classification with generic
facial variation. Experimental results show that the proposed
method has higher robustness and effectiveness compared
with state-of-the-art methods [7]. Rezaei et al. studied the
production of miRNAs in the F8 gene by bioinformatic pre-
diction and experimental validation and hoped to confirm
the exogenous and endogenous expression of the predicted
miRNAs by changing the experimental conditions, design-
ing new primers, or changing the expression of cell lines as
well as vectors [8]. Mama and Machkour proposed a simple
and intelligent method to extend the SQL language to allow
us to write flexible conditions in queries without translation
in order to use fuzzy language values in all clauses of the
select statement [9]. Espinosa et al. analyzed Smac/DIABLO
mRNA expression in 57 frozen tissues by qPCR, while
immunohistochemistry was used to assess 82 protein levels
in paraffin-embedded tissues. It shows that their mRNA
and protein levels of Smac/DIABLO are elevated in ER-
positive breast tumours compared with ER-negative sam-
ples, but the mechanism of this regulation is unclear. Public
databases suggest that the association may have clinical rel-
evance [10].

Zhao et al. developed a method for solving the 3D
irregular packing problem. A three-mesh approximation
technique was first introduced to approximate the irregu-
lar objects, and then, a hybrid heuristic was developed to
embed chaotic search into the firefly algorithm for each
individual object placement and compression to enhance
the versatility of the algorithm to optimize the packing
order and orientation [11]. Tuerxun et al. used a Supervi-
sory Control and Data Acquisition (SCADA) system to
obtain operation and maintenance data, which contains
rich information related to the operating characteristics
of wind turbines. Experiments showed that the SSA-SVM
diagnostic model can be used for fault diagnosis in practi-
cal engineering applications [12]. Wang et al. used Ber-
noulli chaos method to solve for the economics of
microgrid clusters, and experiments proved that this
method has fast convergence, high computational accu-
racy, and better overall performance. Finally, the effective-
ness of the improvement was verified by calculating
examples that yielded an improvement of nearly 20% in
the benefits of microgrid clustering [13]. Liu et al. pro-
posed a computer-aided system for the automatic diagno-
sis of brain tumours, where the CNN was optimized by a
newly designed Sparrow Search Algorithm classification
(ESSA). Finally, the results of this method were compared
with three state-of-the-art techniques on the Whole Brain
Atlas (WBA) database, which were shown to be more effi-

cient [14]. Yuan et al. proposed a distributed maximum
power point tracking (DMPPT) method based on the
Improved Sparrow Search Algorithm (ISSA) for the prob-
lem of power mismatch loss under local shading in photo-
voltaic microgrid system (DMPPT) method. The model
results in MATLAB show that ISSA is more accurate than
the regenerative observation (P&O) and particle swarm
optimization (PSO) algorithms [15].

The Sparrow Search Algorithm (SSA) iterates through
individual sparrows searching for food and antipredation
and has the advantages of few adjustment parameters, fast
convergence, and simple computation; however, like other
swarm intelligence algorithms, it tends to be “premature”
when solving complex engineering optimization problems,
resulting in poor convergence accuracy and easy to fall into
local optimum solutions. When solving complex engineer-
ing optimization problems, resulting in low convergence
accuracy and easy to fall into the local optimal solution,
the update mode of SSA can be roughly divided into two
kinds: (1) close to the current optimal position and (2) close
to the origin. Through simulation experiments, it can be
seen that when performing the optimal trajectory solution
of the trajectory model, each convergence is a direct jump
to the vicinity of the current optimal solution, which is
easy to lose the global optimal trajectory solution, and it
is only possible to obtain a feasible solution that satisfies
the constraints, and there is a probability that no feasible
solution will be obtained. It can be seen through the
research of scholars at home and abroad on embedded
databases and chaotic algorithms that there is relatively lit-
tle research on combining the two. Therefore, this study
focuses on the SQLite encryption method for embedded
databases based on chaotic algorithms. A linear decreasing
weighting method is used, which can effectively reduce the
risk of premature maturity of the group intelligence algo-
rithm and reduce the vibrations generated near the global
optimal solution.

3. Construction of SQLite Encryption
Method for Embedded Database Based on
Chaos Algorithm

3.1. Establishment of the SQLite Architecture for Embedded
Databases. SQLite is a powerful embedded relational data-
base management system invented by D. Richard Shipp in
2000. Firstly, the SQL database engine is a fully, integrable,
zero-configuration SQL database engine with the following
features, even after a system failure or power failure. Sec-
ondly, there is zero configuration, which means that there
is no need for installation and administration. Thirdly, the
system uses most of the standards of SQL92. Each individual
hard disk file can hold a complete database and can be freely
shared between different computers. We can see that SQLite
builds well on the above features for embedded develop-
ment. SQLite is licensed under copyright without any
restrictions, including commercial products. Compiled soft-
ware for SQLite can be downloaded from the official SQLite
website (http://www.sqlite.org) [16].
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Figure 1 shows the SQLite architecture. It consists of
interface, which is a library in C that accepts instructions
from an interface and then passes them to the compiler. It
consists of three distinct steps: a token processor, a parser,
and a code generator. The virtual machine is an abstract
computer engine for running database files. SQLite uses
a layer of abstraction in the virtual machine and the lower
memory reduction to complete the B-tree, the web buffer,
and the OS interface. The third part is the database for
data storage. SQLite is a lightweight database for embed-
ded use and is currently used in many embedded prod-
ucts. SQLite is used in other applications that are also
widely used. For example, MySQL is no longer supported
by default in PHP5, but SQLite is supported by default.
The widespread use of SQLite provides ample assurance
of database security, and SQLite takes a smart and effi-
cient approach to securing data in Windows [17]. With
an understanding of the Windows API, it can be seen that
a strong cryptographic feature can easily be added to the
application through a Cryptography API provided by
Microsoft, without having to take into account the under-
lying algorithms. SQLite uses this approach to protect
databases under Windows. In effect, CryptoAPI is a set
of features that provides the programmer with an inter-
face to access cryptographic algorithms that pass through
an operating system and finally through a CSP, which is
a standalone component that enables real cryptographic
operations. At the operating system level, Microsoft has
also introduced a CSP, the public key cryptographic algo-
rithm from RSA, which allows more CSPs to be added to
the program. At present, Microsoft has developed hard-
ware products compatible with the CryptoAPI for several
companies, such as the uKey300 USB port from Quandian
and the iSecure XCSP [18].

Figure 2 above shows the architecture of CryptoAPI.
Using CryptoAPI, operations such as encryption, exchange
of public keys, message aggregation, and electronic signa-
tures can be performed on data. It is also possible to provide
advanced management operations, such as selecting a set of
town energy CSPs [19]. Since SQLite does not perform any
type of inspection, it makes automatic determinations based
on user input. When users use SQLite to create data tables, it
is best to set the data category to communicate with other
designers. SQLite supports the following five data types,

NULL, INTEGER, TEXT, REAL, and BLOB, to conduct
most common data processing in SQL statements. SQLite
is a document-based database. SQLite enables access to the
file system through the operating system, and its access
methods have certain security issues. Password-based
authentication technology is the primary guarantee of secu-
rity management of the database. To access the database,
users must enter the appropriate password to modify, delete,
insert, and query the database before accessing it. Figure 3
shows the basic principles of internal and external encryp-
tion and decryption of an embedded database management
system.

In order to ensure the security of embedded databases, it
is essential to choose appropriate encryption techniques.
The security of a password is determined by the robustness
of the cryptographic algorithm. A good encryption algo-
rithm must be secure and effective, otherwise the user will
not be able to afford a sluggish response to data processing,
and the key management of a good encryption algorithm
must not be overly complex and must have simplicity, other-
wise the key management issues will become very tricky [20].

3.2. Embedded Database SQLite Encryption Algorithm
Design and Implementation. When communication is car-
ried out, it is inevitable that data will be invaded, so encryp-
tion of the product’s performance is a must. Due to the large
amount of data transmission and high speed, encryption
algorithms must be carried out on the basis of ensuring basic
security. Because they cannot be too complex, complex
encryption techniques such as DES and asymmetric public
key ciphers are not suitable for inclusion in embedded sys-
tems. However, the traditional chaotic encryption method
is a relatively simple encryption method with poor security
performance, so it becomes a new encryption method based
on the existing chaotic cryptosystem and optimizing it. The
study proposes a sparrow search encryption method based
on logistic chaos optimization, which calculates the chaotic
sequence, the key, and the encrypted ciphertext. Then, to
improve the randomness and security of the cipher, the data
is further encrypted, and the main encryption flow is shown
in Figure 4.

As shown in Figure 4, the algorithm uses chaotic
sequences and nonlinear operations of the cipher to achieve
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Figure 1: Structure of an SQLite database.
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better hiding effects. At the beginning of the file, an initial
password, i.e., an encrypted password, is set. The key to this
method is the selection of an appropriate nonlinear function,
which reduces the computational effort of the algorithm and
improves the encryption efficiency. The study introduces the
basic principles of the Sparrow Search Algorithm (SSA) [21]:
(1) the Sparrow Search Algorithm divides the colony into a

discovery colony and an input colony. The more resources
the discovery colony has, the greater the direction the colony
will search, while the join colony will follow the actions of
the discovery colony. (2) The sparrow colony contains a cer-
tain percentage of warning sparrows. In warning sparrows of
prey sightings, or if the warning value exceeds the alert
value, discoverers will lead the colony in other possible
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directions. Within the safety zone, sparrows on the periph-
ery of the colony will move quickly towards safety, while
those in the middle of the colony will wander around as
the colony moves. (3) The status of discoverers and joiners
changes with each iteration, with those having more
resources become discoverers. However, the overall ratio of
the two remains unchanged. (4) The fewer resources a par-
ticipant has, the lower its status in the group and the easier
it is to access resources in other areas. (5) During the group
search, participants always look for food around the discov-
erer and compete with the discoverer for resources [22]. A
matrix is used to describe a n × d-dimensional vector popu-
lation that includes n sparrows, as shown in the following
equation:

X =

X11 X12 ⋯ X1d

X21 X22 ⋯ X2d

⋮ ⋮ ⋮ ⋮

Xn1 Xn2 ⋯ Xnd

0
BBBBB@

1
CCCCCA
: ð1Þ

In Equation (1), Xij is the coordinates of the i sparrow in
the j dimension, n is the number of sparrows in the popula-
tion, and d is a variant dimension of the target function that
can be used to describe the fitness of the sparrow population
as shown in the following equation:

FX =

f X11 X12 ⋯ X1dð Þð Þ
f X21 X22 ⋯ X2dð Þð Þ

⋮

f Xn1 Xn2 ⋯ Xndð Þð Þ

0
BBBBB@

1
CCCCCA
: ð2Þ

In Equation (2), f is its sparrow individual fitness. When
the SSA is optimized, individuals with higher fitness will
preferentially pick food as the found individual gives the
whole colony direction to look and find, so the finder’s
search range is greater than the selected one, and the equa-
tion for updating the finder’s position at iteration is shown
in the following equation:

Xt+1
Fi,j =

Xt
Fi,j ⋅ exp −

i
αT

� �
R < ST,

Xt
Fi,j +Q R ≥ ST:

8><
>:

ð3Þ

In Equation (3), t is the current number of iterations; T
is the maximum of the iterations; α ∈ ð0, 1� is a uniform ran-
dom number; R ∈ ½0, 1� and ST ∈ ½0:5, 1� are the alert value
and safety, respectively; and Q is a random variable that fol-
lows the normal assignment.

When R < ST, the species is surrounded by no natural
predators and its foraging environment is relatively safe, so
the finder can conduct an extensive search. When R ≥ ST,
some sparrows in the group have detected a prey, started
to notify the rest of the group, put the group into “antipred-
ator” mode, and must quickly find a safe area [23]. The

inductees, on the other hand, influence their behavioral
characteristics, and their position update formula is shown
in the following equation:

Xt+1
Ji,j =

Q ⋅ exp
Xt
L − Xt

Ji,j

i2

 !
, i > 0:5n,

Xt+1
P + Xt

Ji,j − Xt+1
P

���
��� ⋅ L ⋅ A+, i ≤ 0:5n:

8>>><
>>>:

ð4Þ

In Equation (4), XP is the best position of the person
currently found, XL is the worst position in the current
global picture, L is a matrix with the dimension 1 × d,
and all elements are 1, A is a matrix with the dimension
1 × d, and each cell element is either 1 or -1, A+ = ATð
AATÞ. When i > 0:5n, the ith joiner is poorly adapted
and does not have enough food. It is in a very hungry
state and must fly elsewhere to replenish [16]. When, i ≤
0:5n, the ith participant will randomly search around Xp.
Within the colony, there are sparrows that act as scouts
and early warnings, alerting the whole colony and guiding
the colony into a new safe zone. 10%-20% of the sparrows
are randomly selected for early warning in each genera-
tion, and their position update formula is shown in the
following equation:

Xt+1
Di,j =

Xt
B + β ⋅ Xt

Di,j − Xt
B

���
���, f i > f g,

Xt
Di,j + K ⋅

Xt
Di,j − Xt

L

���
���

f i − f wð Þ + ε

0
@

1
A, f i ≤ f g:

8>>>><
>>>>:

ð5Þ

In Equation (5), XB is the current global best posi-
tion, f i is the current adaptation of the sparrow, f g and
f w are the current best and worst individual adaptations
of the sparrow, β is a random number that is parametri-
cally controlled for step size and normally distributed
with a variance of 1 and a mean of 0, and K ∈ ½−1, 1�
is a random number. ε is an infinitesimal constant,
mainly to prevent the denominator of the equation from
generating 0. When f i > f g, such sparrows are at the edge
of the colony and are vulnerable to predators. When f i
≤ f g, sparrows in the center of the flock feel in danger
and must stay close to other sparrows in the flock in
order to reduce their chances of being hunted. The logis-
tic chaos algorithm is one of the most representative ones
with simple mathematical expressions and wide applica-
tions. The encryption steps of the chaos algorithm are
shown below, first for logistic mapping, as shown in the
following equation:

xn+1 = λxn 1 − xnð Þ, λ ∈ 0, 4ð Þ, xn ∈ 0, 1½ �: ð6Þ

As shown in Equation (6), when λ ≥ 3:61, the system
is in chaotic mode. Assuming that λ is 3.7 and xn is 6 sig-
nificant digits after the decimal point, a particular chaotic
sequence can be obtained at Xn. Therefore, in order to
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make the cryptographic algorithm better suited to the
needs of the system, it is necessary to choose the appropri-
ate function. The simplest quadratic function is first given
here as Equation (7); then, the nonlinear function used for
this cipher is Equation (8).

Y = X2, ð7Þ

yn = yn−1 + xn
∗1000000ð Þ2 + an

h i
%256: ð8Þ

As shown in Equations (7) and (8), yn+1 is its currently
encrypted data, yn−1 is its currently last encrypted data,
and xn is its nth chaotic order. Because xn is a floating
point number with 6 decimal digits, it must be multiplied
by 1,000,000 to make it an integer. an is its current origi-
nal data, satisfying the conditions. an ∈ ½0, 255� is the data
after plaintext encryption. At the start of encryption, each
value is first initialized, soxn ∈ ½0, 1�andx1 ∈ ½0, 1�. Assuming
x1 = 0:5yn−1 is its last encrypted data, but since the data y0
has not been encrypted before y1, an arbitrary data is cho-
sen (0~255 is recommended) and used as the encryption
key [24]. Equation (9) and Equation (10) are for reasoning
until the end of encryption.

y1 = y0 + x1
∗1000000ð Þ2 + a1

h i
%256,

x2 = λx1 1 − x1ð Þ, λ = 3:7,

8<
: ð9Þ

yn = yn−1 + xn
∗1000000ð Þ2 + an

h i
%256,

xn+1 = λxn 1 − xnð Þ, λ = 3:7:

8<
: ð10Þ

Decryption is a kind of antiencryption process that
starts with the first data, which otherwise cannot be
decrypted. At the same time, decryption requires knowl-
edge of the chaotic sequence used in encryption, the pre-
vious encrypted data (containing the key y0), so the same
chaotic sequence needs to be generated at the decryption
end as at the encryption end. Namely, the initial data
used in encryption x1 and the parameter λ are necessary
to find the corresponding decryption formula as shown in
Equation (11), in the case of the above encryption
method.

an = yn−1 + xn
∗1000000ð Þ2 + yn

h i
%256,

xn+1 = λxn 1 − xnð Þ, λ = 3:7:

8<
: ð11Þ

Following the above formula, the entire data can be
decrypted in sequence until it is all decrypted. Generally,
due to hardware resource constraints, applications in
embedded systems are unlikely to run a program compiler
such as gcc on the target system, and there is a strong
desire to write the OS and programs into the embedded
environment. In addition, developers are reluctant to
develop or purchase special packages to develop a dedi-
cated embedded hardware platform. Therefore, in most
embedded systems, crossdevelopment becomes the best

solution. Thanks to cross-disciplinary development, pro-
grammers can write software for other different hardware
systems on the general-purpose PC platform of the X86
[22, 25, 26]. Although the hardware environment of
CN1010 allows compilation and debugging on a specific
platform, the aim is to simplify, save resources, and facil-
itate debugging. CN1010 can still be used for application
development on a PC. The crosscompilation principle of
CN1010 is shown in Figure 5.

It is possible to run a program or an executable on
two systems simultaneously in the same development envi-
ronment if the following conditions are met. The first is
that the executable is dynamically linked, and the second
is using the same glibc with the -mhard-float compile
option turned on for compiling libraries. The third is on
the Linux kernel, where floating point operations are emu-
lated. After meeting the above conditions, it is possible to
share programmable resources between the embedded sys-
tem and the general PC.

4. Performance Evaluation of SQLite
Encryption Methods for Embedded
Databases Based on Chaotic Algorithms

Because the application of SQLite in the web is similar to the
function of Access database, here, we compare SQLite and
Access to verify the security of SQLite in web development.
The test environment is Windows XP, IE6.0, and the net-
work speed is 10mbps. The test content is a comparison of
SQLite and Access databases are compared. The results of
the tests are shown in Table 1 (in seconds).

As can be seen from Table 1, SQLite is more secure
than regular Access in web development and is very differ-
ent from large DBMS such as Oracle and IBM DB2, but
SQLite is only a small database and it is difficult to achieve
such security performance, so the embedded database
SQLite architecture proposed in this study is feasible,
and the following is a performance analysis of the
improved sparrow algorithm based on logistic chaos. The
improved sparrow algorithm based on logistic chaos is
compared with the original sparrow algorithm, where the
number of correlation coefficients between SSA and
LCSSA is the same. The algorithm discovery rate is set
to 20% for both groups. The probability of warning is
20%, and the warning value is 0.6. The team size is 50
with 100 repetitions. After setting the parameters, refer-
ence functions were selected to test the performance of
the sparrow algorithm before and after the improvement,
and four reference functions were selected to reflect the
reasonableness of the test, as a way to conduct a specific
performance analysis of the improved algorithm. Each ref-
erence function was set as shown in Table 2.

In order to overcome the randomness of the test results,
eight reference functions were tested in the same environ-
ment. The test was set to I5-8265U CPU@1.60GHz and
1.80GHz, with 4.00GB of memory, and 20 independent
runs were performed using MATLAB R2018a to obtain the
mean and standard deviation, as shown in Table 3.
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As can be seen from Table 3, LCSSA is more stable than
SSA under the same test conditions. After analyzing its per-
formance, for the functions F1, F2, F3, and F4, the mean and
standard deviation of LCSSA are tens of orders of magnitude
lower than those of SSA, which indicates that LCSSA has
greatly improved its optimization-seeking accuracy and
reduced volatility and randomness while finding the overall
suboptimal solution. Therefore, LCSSA enhances the algo-
rithm’s stability and global optimization-seeking perfor-
mance. The convergence of the SSA and LCSSA was
compared, and their iterative convergence rate curves were
derived, as shown in Figure 6.

As can be seen in Figure 6, with reference to the func-
tions F1, F2, F3, and F4, the LCSSA converges much faster
than SSA in the initial stage and can perform better search
for optimal solutions in the search space. The algorithm is
improved by using logistic chaos mapping and the LCSSA,

which makes the global search performance of LCSSA better
than that of SSA and also better than SSA in terms of jump-
ing out of local optimization. Moreover, the LCSSA algo-
rithm converges faster than the SSA algorithm.

Figure 7 shows the phase space of the logistic mapping
and the improved algorithm for comparison. From
Figure 7(a), it can be seen that the phase space of the
logistic mapping is constructed as a single-peak structure
and therefore can be used for approximate analysis and
prediction of chaotic signals using neural networks,
reconstructed phase space, nonlinear regression, etc. The
study has improved the algorithm, so that LCSSA has a
global search in better performance and thus overcomes
this challenge. The improved algorithm has a larger key
space and mapping space compared to the logistic map-
ping. In the encryption algorithm of this paper, the initial
values of chaotic encryption y0 and the parameter λ are
used as the key of the encryption system. The parameter
determines the difference of the generated chaotic
sequence. The value range is 3.57~4.0, valid after six dec-
imal places. The initial value y0 determines the encryp-
tion method of the nonlinear function. Taking the
integer variable (int) as an example, the value range is
-231~231. It can be seen that the key space is sufficient
to prevent various conventional attacks. When the key
is the wrong key, decryption will not yield any data. It
can be seen that encryption and decryption are very sen-
sitive to the key, which is also determined by the sensi-
tivity of chaotic encryption system to the initial value.
Finally, the study compared the accuracy of the random
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Figure 5: CN1010 crosscompilation diagram.

Table 1: Compare experimental results.

Database SQLite Access

Easy to
get

Download directly from the Internet Download directly from the Internet

Easy to
decrypt

The encryption mechanism is relatively complete, the password has no fixed
rules, and it is difficult to decrypt

The encryption mechanism is relatively simple;
even if a password is set, decryption is easy

Data read Notepad, etc. Office tools

Data
storage

Binary stream Mdb file, easy to read

Table 2: Eight benchmark function parameter settings.

Benchmark
function

Ranges Dimension
Optimal extreme

value

F1
[-110,
110]

35 0

F2 [-20, 20] 35 0

F3
[-110,
110]

35 0

F4
[-110,
110]

35 0
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decision forest (RDF) algorithm and LCSSA, and the
results are shown in Figure 8.

From the relative error histogram in Figure 8, it is
clear that none of the absolute values of the relative
errors of the LCSSA proposed in this study exceed the
5% limit for each evaluation indicator. Only the relative
errors of the individual evaluation indicators are prob-
lematic with values of 4.52% and -3.84%, while the rela-

tive errors of the rest of the indicators remain at a low
level and their errors are much smaller than those of
the RDF algorithm. In summary, it can be seen that
the LCSSA proposed in the study has excellent results
in targeting English education and assessment in univer-
sities and colleges, and the evaluation model has faster
learning rate, higher prediction accuracy, and more stable
performance.
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(a) Iterative convergence curve when F1 is used as the benchmark function
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(b) Iterative convergence curve when F2 is used as the benchmark function
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(c) Iterative convergence curve when F3 is used as the benchmark function
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(d) Iterative convergence curve when F4 is used as the benchmark function

Figure 6: Iterative curves of SSA and LCSSA under 4 benchmark functions.

Table 3: Test results of SSA and LCSSA under 8 benchmark functions.

Benchmark function
SSA LCSSA

Average value Standard deviation Average value Standard deviation

F1 5.945E-32 2.631E-31 0:001E + 01 0:000E + 00
F2 4.895E-08 4.130E-06 4.695E-50 7.533E-42

F3 2.135E-13 9.453E-13 2.693E-91 3.963E-82

F4 1.485E-09 2.698E-06 1.315E-48 7.931E-41
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5. Conclusion

With the increasing popularity of embedded systems, the
research of embedded systems has also received increasing
attention, and the security of embedded systems is a new
and important aspect. The study proposes an improved
Sparrow Search Algorithm (SSA) based on chaos algorithm
for SQLite encryption of embedded database, i.e., LCSSA;
constructs a suitable cross-compilation environment; imple-
ments chaos encryption through software programming in
the crosscompilation environment; and performs debugging
analysis to optimize the encryption algorithm. The study
shows that SQLite is more secure than regular Access in
web development. The improved sparrow algorithm based
on logistic chaos is then compared with the original sparrow
algorithm. Setting the algorithm discovery rate for both
groups to 20%, warning rate to 20%, alert value to 0.6, pop-
ulation size to 50, and iteration number to 100, the results
show that the chaotic mapping of logistic can improve the
quality of the original solution and make it have better global
optimisation seeking performance. The linear decreasing
weighting method is used to improve the application of

LCSSA on population precociousness and global coordina-
tion and local mining ability, and the improved LCSSA has
fast convergence and high optimisation seeking accuracy
compared to the SSA, while still maintaining better stability.
The improved algorithm has a larger key space and mapping
space. The research gives a recursive algorithm for network
weight calculation, which avoids repeated calculation after
obtaining new learning data, and saves computing resources
and computing time. The wavelet neural network designed
according to the algorithm has better network structure
and operation efficiency, which has great significance for
the real-time application of wavelet neural network.
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Figure 8: The average relative error of the two models.
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