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Change-oriented risk management is the key content of civil aviation safety management. Hazard identification is considered as
one of the most difficult and flexible parts. To address the risk management due to changes introduced in existing systems, in this
paper, a system change-oriented hazard identification (SCOHI) model is firstly proposed.*e SCOHI model identifies hazards by
integrating “5M” (mission-man-machine-management-medium), and hazard and operability (HAZOP) techniques specify
changes in a system and the associated impacts on the surrounding environment. Compared with the traditional brainstorm
process, the SCOHI model provides an explicit way for hazard identification in a dynamic environment. *en, taking an air
navigation service provider (ANSP) in Northwest China as an example, a case study of system changes from nonradar control
operations to radar control operations is analyzed. *e effectiveness and applicability of the SCOHI model are tested with a risk
assessment. *e results from the preliminary evaluation show that the four key system change-oriented hazards are air traffic
control (ATC) skills, staff capacity, control procedures, and airspace structure. In addition, the “Man” category accounts for
around 55% of the total risk, ranking number 1, followed by “Management,” “Medium,” and “Machine” categories. Finally, a
sound risk control strategy is provided to the ANSP to help in controlling the risk and maintaining an acceptable level of safety
during system changes.

1. Introduction

Safety assessment and risk management play an important
role in civil aviation safety. *ey continuously help identify
and trace hazards and suggest mitigation against risks in
order to maintain an acceptable level of safety and enable
systems to function in a proper manner. Hazard identifi-
cation aims to find adverse sources and unsafe conditions
that may lead to the occurrence of undesired events. Hazard
identification is considered one of the most difficult and
flexible parts for safety analysis and hazard prevention [1].

In an air transportation system, there are a set of pro-
cedures, people, and equipment. Explorations regarding
hazard identification have been undertaken by numerous
researchers, scholars, aviation experts, airline managers, and
policy makers. Depending on the hazard identification
sources and the approach to hazard identification, three

groups of methods for identifying hazards in civil aviation
are defined in the International Civil Aviation Organization
(ICAO) Doc. 9859 Safety Management Manual (SMM). (1)
Reactive: A reactive method collects hazards by looking into
incidents and accidents that have already occurred. (2)
Proactive: A proactive way uses all possible means to address
hazards before it brings out any adverse effect. *ese
techniques may include safety survey, safety audit, or vol-
untary safety reporting system. (3) Predictive: Predictive
refers to the applications of statistics with the purpose of
predicting future potential hazards [2]. However, due to the
fact that there are no two identical systems in the world, the
one-size-fits-all hazard identification technique does not
exist. As a result, various researchers and practitioners and
aviation industries such as airport, airlines, and air navi-
gation service providers (ANSPs) developed their unique
methods and techniques for hazard identification. For
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example, in the field of ANSPs, the European Organization
for the Safety of Air Navigation (Eurocontrol) released its
regulatory document named risk assessment and mitigation
in air traffic management (ATM) in early 2001, which
mandated the safety assessment in the ATM industry.
Eurocontrol also established a set of methodologies and tools
called the safety assessment methodology (SAM) to guide
the implementation of the ATM safety assessment in Europe
[3]. In the U.S., the System Safety Handbook (SSH) was
published by the Department of Defense (DoD) and the
Federal Aviation Administration (FAA) [4].

As air transportation is a highly technology-driven in-
dustry, upgrading existing systems is frequently happening
in operational centers.*e changes to a systemwill definitely
lead to changes of system risk. *us, safety assessment in
civil aviation should find out what could be the new risks
caused by system changes and to what extend the system
safety output could be affected. *e conventional hazard
identification techniques, such as failure mode and effect
analysis (FMEA), fall short. First, current hazard identifi-
cation techniques are designed to apply to an existing
system, and the changing risk and impacts are generally not
included in hazard identification procedures. Second, the
aviation operation system is a large-scale, embedded, real-
time, and safety-critical system, with a complex human-
machine-environment interaction. System changes are
recognized to be a difficult and costly problem and a major
source of risk in terms of cost, schedule, and quality. A
change analysis is generally conducted at the last stage of
current safety assessment. A more proactive approach
should be taken to the hazard identification and analysis of
changes and the associated risk.

*erefore, the objective of this study is to propose an
effective risk management method for hazard identification
and risk control under system changing circumstances.
Taking an ANSP center in Northwest China as a study case,
the main tasks are to identify new risks associated with the
operational changes of the existing system, subsystem, or
system components, measure the associated risk, and finally
provide an efficient guideline for risk control.

2. State of the Art

2.1. Civil Aviation Safety Management System. Nowadays, a
great number of methods and techniques have been suc-
cessfully developed for safety practitioners to enhance avi-
ation safety in real world applications [5–8]. In particular,
the PDCA cycle ( plan-do-check-action), total quality
management (TQM), quality management system (QMS),
and safety management system (SMS) have archived great
impacts on air safety improvement [9–11]. *e ICAO has
mandated the implementation of a SMS in airlines, airports,
ANSPs, and aircraft manufactures [12]. A SMS includes
necessary organization structure, accountability, policy, and
procedures [13]. It not only employs the PDCA cycle and
deals with safety issues in quality, environment, and finance
sectors, but also incorporates safety under a general man-
agement framework [14]. In 2006, the ICAO developed a
comprehensive framework named Doc. 9859 safety

management manual for SMS. *en in 2013, the ICAO
further upgraded the requirements of SMS by releasing a
new Annex 19 Safety Management. Annex 19 discusses state
safety program (SSP), SMS, and other safety management
practices and establishes an aviation safety management
framework for the ICAO’s contracting states [2, 13]. In SMM
and Annex 19, the ICAO outlines four fundamental pillars of
SMS; they are safety policies and objectives, safety risk
management, safety assurance, and safety promotion. Safety
policies and objectives provide a framework and benchmark
for the SMS achievement. Safety risk management plays an
important role in identifying hazards, assessing related risks,
and developing appropriate mitigation. Safety assurance
monitors the compliance with standards and regulations in
conjunction with the routine usage of gap analysis (GA). It
also provides a confidence level for SMS operations and
evaluates the effectiveness of SMS strategies. Safety pro-
motion provides training and other necessary activities in
order to increase safety awareness and generate positive
safety culture within the organization [2, 13].

2.2. Safety Assessment Process. As shown in Figure 1, the
general process of safety assessment includes hazard iden-
tification, risk analysis, risk control, and assessment docu-
mentation or report [1]. *eoretically, identified hazards are
assessed in terms of severity (S) and likelihood/probability
(P) of consequences, and they are prioritized in the order of
risk-bearing potentials. *en, hazards are generally assessed
by a group of experienced professionals through stan-
dardized techniques and analytical procedures. If the risk
(S × P) is considered acceptable, operation continues
without any intervention. If it is not acceptable, a risk
mitigation process will be engaged. During these processes,
documents that record the whole process are generally
produced as evidence to show that all risks have been
identified and managed and will not bring any unexpected
consequences [1, 4].

2.3. Conventional Hazard Identification. Even though there
is a large body of research dealing with hazard identification
and management [1, 15, 16], predictive studies are com-
monly used in the aviation industry; they are presented as
follows:

(i) Functional hazard assessment (FHA). *e FHA is a
predictive technique that attempts to explore the
effects of functional failures of parts of a system.
Hazards are extracted through consequence analysis
on certain functions lost or degraded. Eurocontrol
uses the FHA as part of the safety assessment
methodology (SAM). As a primary hazard identi-
fication tool, the FHA is usually used in the early
stage of system design. It is directive and excessive
information is not mandatory. Meanwhile, it has
limitations, for instance, it may not go thoroughly
throughout the system, and external conditions are
not fully considered.
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(ii) Hazard and operability (HAZOP). *e HAZOP
methodology is a process hazard analysis (PHA)
technique used worldwide for studying not only the
hazards of a system, but also its operability prob-
lems, by exploring the effects of any deviations from
design conditions [17].*e technique takes different
parts of a system into consideration, such as
hardware, software, procedures, and human oper-
ators. An important feature of the technique is the
application of a combination of parameters and
guide words, which are used as the hazard index.
*e parameter pressure, for example, is generally
combined with the guide words “more,” “less,” or
“other than.” *e HAZOP is widely adopted in
safety-critical industries; however, it is sometimes
subject to participants’ expertise and experience.

(iii) Failure mode and effect analysis (FMEA). *e
FMEA aims at analyzing potential failure modes of a
system and evaluating possible negative effects re-
lated to systems, designs, and processes [18, 19].*e
FMEA generally works out a worksheet, which
includes descriptions of components, failure modes,
failure rate, causal factors, effects, detection, and
actions. *e FMEA is one of the earliest structured
reliability and risk analysis methods, and its ad-
vantages and disadvantages are also obvious. De-
cades of application provide helpful guidance to
users. However, properly executing a FMEA gen-
erally means lots of paperwork and is time-con-
suming. In some instances, information missing or
incorrect output may also exist due to an expert’s
“blind spots.”

(iv) Fault tree analysis (FTA). *e FTA uses a binary
tree-structured notation based on Boolean logic to
identify root causes of an undesired event and to
calculate related probability. *e purpose of the
technique is to graphically present a tree repre-
senting possible normal and abnormal events that
can result in a top-level undesired event. *e FTA is
commonly regarded as a classic quantitative tech-
nique in reliability and risk analysis. It provides a
powerful tool to let people see the paths between
causes and accidents; thus, it can find key points to
accidents prevention. *e FTA starts with a fault or
a failure, not a process or parts of the system, so its

result may not present a holistic view. On the other
hand, when a system is huge and/or complex, the
FTA will be difficult to finish without professional
software.

Most of these hazard identification and analysis tech-
niques originated from industry and work well in a hardware
system. However, things become quite different when ap-
plying them in a complex system with a more human-
machine-environment interaction. On the other hand, these
techniques are generally designed to apply to an existing
system or daily operation. As for the safety assessment
caused by system changes, especially changes that happen in
complex system such as aviation, these techniques normally
fall short.

3. SystemChange-OrientedHazardIdentification

3.1. System Changes. In this paper, a conceptual framework
for system change-oriented hazard identification (SCOHI) is
developed that is intended to have the effect of facilitating
the changes from the current 5M model to one in which the
change is anticipated and managed in an informed way (see
Figure 2). *e framework illustrates the relationship be-
tween them in the influence of system changes.

*e “5M” refers tomission, man, machine, management,
and medium; those are the five core areas in which accident/
incident causing factors may appear. *e “5M” provides a
clear frame for the description of the system and its working
environment. Each element of the “5M” could be broken
down into subelements or factors based on the specific
system that needs to be assessed. As shown in Table 1, the
relevant factors in the ANSP field are listed as an example.
*e “C” refers to changes. *e changes are a difficult and
costly element because of the uncertainties and risks asso-
ciated with them. *e Hazard and operability (HAZOP)
methodology will be applied to support the system change
analysis. First, a list of key features or elements is developed
in the identification of the malfunction of a specific process.
Second, a set of guide words, such as “more or less,” “early or
later,” and “increased or decreased,” are used to reflect the
changes of system in different 5M areas. Table 2 provides a
framework to identify any changes of a system in the civil
aviation ANSP field.

3.2. Hazard Identification and Risk Assessment. Hazard
identification is regarded as the key for safety assessment.
Developing a rational change identification worksheet is
extremely important for hazard identification when using
the SCOHI. To assess the risk associated with a change, it is
necessary to be able to assess both the probability of change
and the impact of that change [20]. *erefore, the change
analysis should consist of both the sensitivity analysis and
impact analysis. *e sensitivity analysis predicts which
changes are highly sensitive to the system. *e impact
analysis predicts the consequences of change. *e com-
bination of sensitivity and impact provides a measure of
risk consequence. Based on the general safety assessment
procedure, the SCOHI model employs a three-step hazard

Hazard identification

Risk analysis

Severity (S)

Probability (P)

Acceptable? Risk acceptance criteria

End

No
Yes

Risk control

D
oc

um
en

ta
tio

n

Figure 1: General process of safety assessment.
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identification approach (see Figure 3). In the first step, a
system and its environment should be clearly described so
that the system, its subsystems, and components are well
understood by the people working on the task of safety
assessment. All factors within the working environment
that may affect the operational result are required to be
clearly identified and defined as well. *e second step will
work on the change identification worksheet, i.e., to
identify changes that might happen pertaining to the
system and its working environment. *e third step will be
based on the information provided by the sensitivity
analysis and impact analysis of changes to define the
consequence score of the risk.

After the application of the SCOHI model, the risk
assessment could be conducted. Assuming that there are risk
consequences c ∈ N 0, 1, 2, 3, 4, 5{ } and the likelihood as-
sociated with this risk p ∈ N 0, 1, 2, 3, 4, 5{ }, then, the
normalized risk score r of this hazard is

r �
(c × p)

μ
, (1)

where μ is a measure of scale; here, we use the maximum
value of μ � 25. If c � 0and p � 0, it means there is no
system-oriented change happening. *en for all r, three
levels of risk R are designed for this hazard:

Man

Mission

M
ed

ium
M

achine

Management

Changes

Figure 2: SCOHI-5M1C model.

Table 1: “5M” and its implications.

Elements Factors
Mission *e type of task implemented, such as conflict detection and resolution, traffic planning, and coordination..
Man Human elements inclusive of physiological, psychological, proficiency, skills, and qualifications.
Machine *e design, manufacture, operation, and maintenance of aircraft and related aviation equipment.
Management A set of policies, procedures, and regulations involved in operating, maintaining, installing, and decommissioning a system.
Medium *e environment where the task is to be conducted inclusive of airspace, weather conditions, terrain, and navaids.

Table 2: System change analysis process.

Elements Guide words

Mission Task Increased/decreased
Function More/less

Man

ATC ratings Up/down
ATC skill Enhanced/abated

Staff capacity Increased/decreased
Training Increased/decreased

Machine
ATC automated system Enhanced/nonenhanced
Surveillance system Enhanced/nonenhanced

Communication system Enhanced/ nonenhanced

Management Control procedures Change/unchanged
SOS procedures Change/unchanged

Medium Airspace structure Change/unchanged
Meteorological condition Change/unchanged
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R �

Acceptable, if r< 0.2,

Tolerant, if 0.2≤ r≤ 0.4,

Unacceptable, if r> 0.4.

⎧⎪⎪⎨

⎪⎪⎩
(2)

4. Case Study

*e case study is conducted on an air navigation service
provider (ANSP) named “Z” in China. *e ANSP is an
organization that provides the air navigation service on
managing the aircraft in flight or on the maneuvering area of
an airport. Air traffic control (ATC) service is the most
important service provided by an ANSP, which is to prevent
collisions, organize, and expedite the flow of air traffic and
provide information and other support for pilots. Con-
trollers provide instructions, clearances, and flight infor-
mation to guide the flights from one point to another point.
*e separation between aircraft depends on the commu-
nication, navigation, and surveillance technologies. *e
accuracy of aircraft position provided to controllers directly
affects the minimum separation between aircraft; thus, the
number of aircraft that could be handled by one controller.
In our study case, “Z” manages one of the busiest airspaces in
China. Along with the fast growth of daily flights, air traffic
controllers’ workloads have been complex and stressful.
*erefore, operational optimization and effective means are
expected to maintain or even smoothly expedite air traffic
flow. Transition from a traditional procedural control (or
nonradar control) to a radar control is considered as one of
the important approaches that have been taken to accom-
modate the rapid growth of air traffic in the airspace. *us,
radar control implementation is identified as a vital change
to the current system.

Some background knowledge needs to be understood
before the application of the SCOHI method.*e traditional
nonradar control runs based on pilots’ position reports and
time-speed calculation from point to point and solves the
conflicts between aircraft by applying complex separation
standards. Under the nonradar control situation, controllers
require pilots to continuously report their position when
passing by specific navaids or waypoints and send

instructions to pilots based on the reports. *e fact is that
due to invisibility of aircraft by line of sight, controllers have
limited the holistic picture of the entire air traffic situation.
For safety purposes, controllers have to separate aircraft with
a little more-than-needed separation (or safety margin),
which means less capacity in the airspace. On the other side,
when radar control is applied, the position reports are no
longer considered as a mandatory action performed by
pilots. With the direct monitoring airplanes on the radar
screen, controllers could vector aircraft effectively and
manage more aircraft, which reduce largely the air to ground
communication. Moreover, as radar provides a much more
precise position to controllers, compared with pilot’s oral
position reports, the required minimum separation between
aircraft is largely reduced. Consequently, the capacity in the
airspace could be increased.

4.1. Application of SCOHI. First, a group of 12 participants
were formed as a safety assessment working team. A relevant
air traffic managerial department was notified to provide
support for the working team. *e working team consists of
air traffic controllers and aviation experts (their expertise
ranges from aeronautical telecommunication, navigation,
and radar to ATC-integrated automation system). In ad-
dition, safety experts from universities and experienced air
traffic controllers from other air traffic control centers are
invited to work together. Second, a general safety assessment
procedure was followed in the safety assessment for the
transition of the air traffic control surveillancemethod in “Z”
air traffic control center. Together with the application of the
proposed SCOHI model, safety assessment requirement for
ANSPs issued by the Civil Aviation Administration of China
(CAAC) was applied in the assessment, particularly for the
classification of the hazard severity, likelihood, and risk
classification matrix. *ird, within the “5M” framework, a
safety assessment worksheet was developed to find changes
at different levels of the system. Parts of the safety assessment
worksheet and its outputs, the “Man” part, is showed in
Table 3. Several sessions of brainstorming processes that
involve controllers, technicians, and safety experts had been
undertaken, and possible changes and derivative hazards

Step 3: hazards
identification

related to system
changes

Step 1: system,
subsystem, and
environment
identification Assess the

risk
Implement risk

controls

Monitor
and

review
Hazards

identification

Step 2: system
changes

identification
worksheet

Figure 3: *ree-step hazard identification approach in the SCOHI model.
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were addressed and analyzed through free and open
discussions.

4.2. Results and Discussion. *e safety assessment results
were obtained after several meetings that were guided by
safety experts, and documents were recorded afterwards.
*ey are shown in Table 4 and Figures 4(a) and 4(b).

As shown in Table 4, four key hazards were identified
with the risk level labelled as “Unacceptable,” and they cover
man, management, and environment categories. *e four
key system change-oriented hazards are ATC skills, staff
capacity, control procedures, and airspace structure. One
hazard was identified with a risk level labelled as “Tolerant,”
that is training. It is found that for risk titles with func-
tionality and task, the risk score r is 0. It means that no
changes are found in this area, so the risk level R is ac-
ceptable. In total, the risk assessment heat map with all the
thirteen risk items is shown in Figure 4(a). It is easier to find
out the relative position of different risk titles in terms of
likelihood and consequence. In addition, different risk
categories have different risk impact due to system changes.
As shown in Figure 4(b), the “Man” category counts for
around 55% of the total risk, ranking number 1, followed by
“Management,” “Medium,” and “Machine” categories.

*e most important 5 hazards associated with trans-
formation from the nonradar control operation to the radar
control operation and the risk control suggestions to mit-
igate those risks could be described as follows:

(i) ATC skills: controllers’ previous working expe-
rience is not suitable for radar control operations;
they need to improve their skills on radiotele-
phony communication, conflict detection, and
resolution with the application of radar separa-
tion standard, situation awareness, and radar
screen scanning. To control the risk, first, the
associated simulation training must be accom-
plished before the implementation of radar
control on-site. Second, several supervisor posi-
tions should be open at the beginning of the test
phase of radar control operation. *ird, training
should be updated to target new problems
emerging during the radar operation.

(ii) Staff capacity: in radar control operations, the traffic
flow volume will be much higher than that in
nonradar control operations. Due to a workload
issue, the required number of controllers must be
increased. However, there is a long cycle to train a
controller in the field; thus, it is necessary to develop
the workforce gradually in several years. *e
number of sectors in future radar-control airspace
should be carefully considered due to staff capacity.

(iii) Control procedure: most of the control procedures
will be modified to adapt to radar control opera-
tions, especially the transference of flights between
two sectors, coordination between different control
units, flowmanagement procedure, minimum radar
vectoring altitude, and flight procedures. To control
the risk, simulation training and theoretical as-
sessment are necessary.

(iv) Airspace structure: under radar control airspace,
sufficient maneuvering airspace is necessary to solve
the conflict. Well designing the airspace structure,
routes, and sectors makes a foundation for the
future operation. A better airspace structure will
increase the airspace capacity and safety. Tomitigate
the risk associated with airspace structure, a team
that consists of controllers, airspace design experts,
and different airspace users should be set up to
discuss and find a suitable solution for the future
airspace structure.

(v) Training: training is vital for the successful trans-
formation of nonradar operations to radar opera-
tions. *e training schedule and topics should be
designed in consideration of controllers’ workload.
According to the CAAC aviation law, no less than
40 hours radar training is mandatory for each
controller. *e performance of each controller must
be assessed at the end of training.

Following the CAAC aviation law, planning the training
program is important to control the associated risk because
the aforesaid risk control processes have different risk
control impacts on the time scale. Based on experiences, it
may take several years to mitigate those hazards from
“Unacceptable” or “Tolerant” levels to an “Acceptable” level.

Table 3: Safety assessment of “MAN” category worksheet.

No. Risks Change Details Hazards Risk
level

Risk
control

1 ATC
rating Y Radar control license is required for the

controllers that operate under radar control.
Person without a radar control license on

control position.

2 ATC
skills Y Skills and experience of aircraft vectoring and

deconflicting are required.

Flying out of or close to the boundary of the
designated sector, or conflict caused by the
controller’s nonproficiency of radar control.

3 Training Y Radar control training is required. Lack of or inadequate training

4 Staff
capacity Y

According to the China civil aviation
regulation (CCAR), on-console time cannot
exceed 2 hours and breaks between works
cannot be less than 30minutes for the radar

control.

Being short of controllers when 2 sectors are
open simultaneously.
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Table 4: Results of case study.

Risk Risk title Changes Risk category Consequence c Likelihood p Risk score r Risk level R

1 Functionality 0 Mission 0 0 0 Acceptable
2 Task 0 Mission 0 0 0 Acceptable
3 ATC rating 1 Man 4 1 0.16 Acceptable
4 ATC skills 1 Man 3 4 0.48 Unacceptable
5 Training 1 Man 1 5 0.2 Tolerant
6 Staff capacity 1 Man 3 5 0.6 Unacceptable
7 ATC-automated system 1 Machine 1 4 0.16 Acceptable
8 Surveillance system 1 Machine 1 4 0.16 Acceptable
9 Communication system 0 Machine 0 0 0 Acceptable
10 Control procedures 1 Management 3 4 0.48 Unacceptable
11 SOS procedures 0 Management 0 0 0 Acceptable
12 Airspace structure 1 Medium 3 3 0.36 Unacceptable
13 Meteorological condition 0 Medium 0 0 0 Acceptable
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Figure 4: Risk assessment results. (a) Risk assessment heat map. (b) Risk category by total risk rating.
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Figure 5: Risk control plan for next five years.

Journal of Advanced Transportation 7



In the case study, the risk control plan for the next five years
is illustrated in Figure 5. In this plan, we attempt to control
the risk step by step. In one year, the four key hazards should
be mitigated to a “Tolerant” level, then to an “Acceptable”
level in the next two or three years. It should be emphasized
that staff shortage problem is a mid to long term issue; so, it
takes more time to finally decrease the risk of “Staff capacity”
to an “Acceptable” level.

5. Conclusion

*is paper mainly focused on hazard identification that is
commonly regarded as one of the most important consid-
erations in aviation risk management and safety assessment.
In order to deal with the system-oriented changes and the
associated risk, a hazard identification SCOHI model
combining the “5M” model and HAZOP techniques was
proposed. By applying the proposed methods on a real
ANSP in China associated with professionals, it is found that
the “Man” category should be paid extreme attention for risk
control in comparison with the other four categories: ma-
chine, management, medium, and mission. Moreover, re-
ferring to the four key system change-oriented hazards, such
as ATC skills, staff capacity, control procedures, and airspace
structure, and one tolerant hazard, such as training, a risk
analysis and a control plan were discussed. In the end, the
SCOHI model was regarded as effective in an on-site safety
assessment activity of an air traffic operation center in
China. *is study was one of the first of safety assessment
probes in China’s civil aviation industry, and it was regarded
very useful to the upgrade of air traffic control operation in
other regions.
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