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Currently, the smartphone contains lots of sensitive information. The increasing number of smartphone usage makes it more
interesting for phishers. Existing phishing detection techniques are performed on their speciﬁc features with selected classiﬁers to get
their best accuracy. An eﬀective phishing detection approach is required to adapt the concept drift of mobile phishing and prevent
degradation in accuracy. In this work, an adaptive phishing detection approach based on case-based reasoning technique is proposed
to handle the concept drift challenge in phishing apps. Several experiments are conducted in order to demonstrate the design decision
of our proposed model. The proposed model is evaluated with a large feature set containing 1,065 features from 10 diﬀerent
categories. These features are extracted from more than 10,000 android applications. Five combinations of features are created in
order to mimic new real-world Android apps to evaluate our experiments. Moreover, a reduced feature set is also studied in this work
in order to improve the eﬃciency of the proposed model. Both accuracy and eﬃciency of the proposed model are evaluated. The
experimental results show that our proposed model achieves acceptable accuracy and eﬃciency for the phishing detection.

1. Introduction
Mobile communication is becoming more and more important within the context of Industry 4.0 [1]. The topmost
security concern for mobile services is the phishing attack
which can violence all conﬁdential information of the mobile
user [2]. Phishing attacks are increasing and evolving from a
variety of newer methods despite the use of a number of
detection approaches to battle mobile phishing attacks.
Wombat Security revealed that 83% of organizations experienced phishing attacks in 2018 [3]. Figures published by
the UK cyber security ﬁrm Alert Logic cited that phishing
attacks, ransomware, and data loss as the top concerns [4].
Moreover, cybercrimes such as advanced persistent threats
(APTs) and ransomware often start from phishing [5].
Currently, the phishers certainly try to hide their malicious
payloads from a detection system using methods such as
emulator detections, applications icon hiding, and reﬂection.
APWG Phishing Attack Trends Reports released in March
2019 said a detection of phishing sites has become harder
because phishers were obfuscating phishing URLs with

multiple redirections [6]. In the context of machine learning,
this phenomenon is known as concept drift and it becomes
the main challenge to mobile phishing detections. Thus, the
machine learning classiﬁers, applied in phishing detection
models, must adapt to this concept drift in order to prevent
any degradation in their detection accuracy.
In earlier phishing detection works, the variation of
individual machine learning classiﬁcation algorithm was
applied. Each earlier phishing detection approaches showed
an acceptable detection accuracy while using speciﬁc feature
patterns with selected detection algorithms in their speciﬁc
application domain [7, 8]. Currently, the usage of individual
classiﬁcation algorithm in phishing detection is developing
to a combination of multiple classiﬁers in the form of ensemble methods to produce a better accuracy with more
eﬃciency [9–11]. Unfortunately, most existing ensemble
classiﬁcation techniques in phishing detection could not
aﬀord to adapt automatically on the variation of input
feature patterns, and it remains as a challenging issue in the
phishing detection works [12]. Therefore, ﬁnding a way to
make automatic adaptation classiﬁers based on the variation
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of input features pattern will improve the key quality criteria
of phishing detection, accuracy, and eﬃciency.
The main objective of this work is to create a mobile
phishing detection system using a case-based reasoning
approach for an automatic adaptation of classiﬁers
according to the incoming feature patterns. By addressing
the optimal selection of the suitable classiﬁer to the incoming
features using a case-based reasoning approach, the proposed mobile phishing detection system could provide the
best performance by combining the good performance of all
used methods appropriately. An adaptive phishing detection
system based on a case-based reasoning (CBR) technique,
which can handle the concept drift challenge in phishing
apps, is proposed in this work. CBR is applied to construct a
phishing detection model. A knowledge base or case base
will control the detection algorithm by utilizing phishing
features as cases. Moreover, an experimental analysis to
verify that our proposed case-based phishing detection is
suitable for handling concept drift of mobile phishing attacks than existing detection approaches will be conducted.
The rest of the paper is organized as follows. In Section 2,
the background information of phishing attacks on
smartphone is presented. The machine learning techniques
on phishing detection and the background of case-based
reasoning which models the ensemble of classiﬁer approaches as cases in a knowledge base are also illustrated.
Next, the overview architecture of the proposed adaptive
phishing detection system and their detail processes are
described in Section 3. The accuracy and performance
analysis of the proposed system is presented in Section 4. The
conclusions are described in Section 5.

2. Theoretical Background
The background technologies are described in this section.
The nature of phishing attacks on smartphones and their
attack techniques are presented in Section 2.1. Section 2.2
presents the literature review on existing phishing detection
solutions based on machine learning techniques and their
frequently used features. Lastly, case-based reasoning classiﬁcation techniques are explained in Section 2.3.
2.1. Phishing on Smartphone. Nowadays, phishers are motivated to target smartphones due to several diﬀerent reasons. A smartphone today is as powerful as a desktop or
laptop computer. Smartphones usually contain lots of
sensitive information of their owners. The increasing
number of smartphone usage makes it more interesting for
attackers. The phishing attack techniques are based on two
categories including application-oriented phishing attacks
and website-oriented phishing attacks.
The application-oriented phishing attacks can be categorized into two types based on their launching methods.
First, the phishing application attempts to hijack (task interception) existing legitimate applications and continuously
performs task polling. The phishing application will launch
itself as long as it detects the launch of the target applications. These task interception attacks are specially based on
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the fake graphical user interface (GUI) techniques, which
can easily impersonate and are hard to detect since a large
touch screen is used as the primary user interface on most
smartphones. As a result, the fake login interface is layered
over the top of the real one, and the phishing app appears to
be the target app. Second, the phishing application
(repackaged applications) can directly present itself as the
targeted legitimate app. This event may occur when the user
downloads the fake applications from an unoﬃcial app
market. The website-oriented phishing attacks can also be
categorized into two types based on their techniques. First, a
phishing website hides (spoof) the URL bar of the targeted
websites. Second, a phishing website attempts to overlay the
genuine website with a crafted pop-up window. The spooﬁng
URL is the process of creating a fake or a forged URL which
impersonates a legitimate and secure website. This kind of
URL spooﬁng attack is harmful and dangerous because the
website looks exactly like the original one [13]. The fake
website asks the user to enter his/her username, password,
credit card number, or other information. For a legitimate
mobile app that includes an embedded web page served over
HTTP or a legitimate mobile app that allows the overlaying
pop-up window, the network attacker can change the login
button on the page or substitute a crafted pop-up window so
that there is a link to a page owned by the attacker. When the
user clicks the button, the user will be taken to the phishing
page within the embedded web frame. This way, the attacker
can steal the user credentials. The attacker can then relay the
credentials to the valid website in order to mimic the normal
work ﬂow.
Existing solutions in phishing detection show an acceptable accuracy in their speciﬁc domain using their targeted features and their speciﬁed machine learning
techniques. Thus, an eﬀective phishing detection that is less
dependent on the features pattern is still needed in this age.
This work aims to propose an adaptive phishing detection by
combining many existing techniques.
2.2. Current Phishing Detection Solutions. Existing phishing
countermeasures use techniques such as content ﬁltering,
visual matching, and blacklist or whitelist matching [14].
Content ﬁltering system examines the content of webpages
for suspected URLs. Content ﬁltering can be achieved by
identifying statistical diﬀerences between legitimate and
suspected phishing contents or constructing a set of rules
[15, 16]. Visual matching computes a visual similarity between the phishing and the legitimate pages, based on the
images, blocks, and layout [17, 18]. For a blacklisting system,
the known phishing URLs are listed based on a human
veriﬁcation method. The very low false positive rates will be
resulted in this approach. For a whitelisting system, users
specify the links of trusted sites and frequently accessed
websites. By contrary, other new websites will be suspected
as phishing attacks [15].
Possible phishing attacks on mobiles which can launch
during the control transfers are discussed in [19]. An indicator for the applications identity upon the navigation bar
of the system to show the currently running application or
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the current web page was implemented in [20]. The personalized security indicators to mobile apps are proposed in
[21]. However, the user-driven decision-making process is
still needed.
The uniﬁed and trusted login user interface is used in
another group of antiphishing techniques. A software
keyboard which can be used safely for login input is provided
in [22]. For the purpose of handling the credential, the
hardware and software certiﬁcates that are used to conﬁrm
the login is proposed in [23]. However, these approaches
require some modiﬁcations to the client application and the
user eﬀort. An antiphishing system for mobile platforms was
presented in [24]. The work was continued in [4] to detect
the persistent account registry phishing attacks. They used
OCR technique, and their database needs to save every
snapshot of the protected applications and webpages. Using
the QR code in phishing attacks was demonstrated and
analyzed in [25]. They combined the client-server architecture with a digital signature to perform an integrity
checking and authentication. However, the work only focused on the QR code phishing attacks while the phishing
malware was not considered. Phishing Detective [26] was
created to identify whether or not a link in the user e-mail
might send the user to a phishing page. However, the work
was totally relied on the blacklist URL of Phish Tank database; it might not be able to satisfy other types of phishing
attacks such as activity hijacking and repackaging attacks.
MP-Shield [27] is an Android application that aims to
inspect the ﬂow of IP packets between the origin and the
destination of mobile user applications. Their work mainly
emphasized on the monitoring URL for detection purposes.
The types of phishing attack that can be mounted on mobile
devices were identiﬁed in [19]. The authors conducted an
analysis of ways in which the mobile applications and the
web sites link to each other. The common control transfer on
mobile and how phishing attacks can be mounted against the
control transfer scenarios were discussed. The authors
presented possible types of phishing attacks along with their
legitimate behaviors as summarized in Table 1.
According to Table 1, the mobile sender means a mobile
application that sends the user to a website or another
mobile application, while the web sender means a website
that sends the user to a mobile application or other web sites.
Our work will cover these attack models with ten groups
of selected feature categories. Each phishing detection approach showed an acceptable detection accuracy while using
diﬀerent features. Unfortunately, majority of phishing detections may suﬀer the lack of features for eﬃcient detection
of phishing malwares. An optimized solution which used
diﬀerent kinds of features of Android applications to prevent
the phishing and malware on Android smartphone is still
needed. Our work will contribute to the ﬁnding of an optimal solution for mobile phishing detection in the sense of
using the feature independently with various classiﬁers.
2.3. Case-Based Reasoning. Case-based reasoning (CBR) is a
problem-solving approach that solves new problems by
adapting or reusing old solutions that were used to solve
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similar problems [28]. The past experience or previous
problems are saved as cases, and each case contains representative features, characteristics of the problem, and its
solution. The case base is a collection of these cases. The
knowledge base of the problem-solving experience is used
for the new problem solving [29]. The solutions in the retrieved cases are reused as a proposed solution to the new
problem. Thus, the solution to the new problem can be
found from similar known solution in the past.
If the new problem situation is exactly the same as the
previous cases, then the reuse is simple. CBR systems start
their reasoning from the knowledge unit, called cases, while
the data-mining systems most often start from the raw data.
CBR systems also belong to the instance-based learning
systems in the ﬁeld of machine learning, that are deﬁned as
systems that are capable of automatically improving their
performance over time. As long as the CBR systems learn
new cases in the retain step, they are qualiﬁed as the learning
systems, thus belonging to the machine learning system [30].
The learning process of a case-based reasoning approach is
shown in Figure 1.
Case-based reasoning system performs the learning
process as follows:
(1) Retrieving the most similar case or cases from the
case base to the new problem
(2) Reusing the previous solutions of the similar cases to
solve the new problem
(3) Revising the proposed solution (if necessary)
(4) Retaining the solution of the new case for future
problem solving
A new problem to the system is represented as a case and
is compared with existing cases in the case base. The most
similar case or cases are retrieved based on the similarity
comparison of case representations. These retrieved cases are
adapted (i.e., combined and reused) to propose a solution for
the new problem. The suggested solution may need to be
evaluated and corrected (i.e., revised) in some cases if it is
not the best solution. This veriﬁed solution can be added
back as a new case to the case base (i.e., retained) or as
amendments to existing cases in the case base to be used in
future problem solving [28].

3. Architecture Overview
A case-based reasoning model is proposed as an automatic
adaptation of classiﬁers for mobile phishing detection. The
information on how to design the case-based adaptive
classiﬁcation system is presented in this section. The proposed system consists of two main parts, including the
application on Android smartphones and the detection
system on the cloud environment. Figure 2 shows the overall
system design.
As shown in Figure 2, the feature will be extracted from
the Android application for the phishing detection process.
The detailed information of features will be discussed in
Section 3.1. Then, the extracted features will be sent to the
cloud environment for phishing detection processes. As the
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Table 1: Legitimate behaviors and their respective phishing attack techniques.
Legitimate behavior

Mobile sender

Social sharing, upgrades, game credits, opening a target
in the browser, send user to embedded http page in
browser that links to https login

Web sender

Link to mobile e-mail or Twitter, payment via PayPal or
Google checkout and user follows link from http to https

Deﬁne new problem

New

Respective attack techniques
Fake mobile login screen, task interception, scheme
squatting, keylogging, URL bar hiding/spooﬁng, fake
browser, using active network attack plus URL bar
spooﬁng.
Website spoofs mobile app, task interception, scheme
squatting, URL bar hiding/spooﬁng, active network
attack plus URL bar spooﬁng.

New problem
New problem

Retrieve

Stored cases
New case added to learn

Retrieved
Case base

Retain

Reuse
Revised
Corrected solution

Solved

Evaluate and revise

Suggested solution

Figure 1: Case-based reasoning approach.

Android application

Case base

Extracted features

Case selection

Show result

Classifiers

Reuse

Adaptive classiﬁcation

Android smartphone

Cloud

Figure 2: Overall system design.

main objective of this work is to enhance the phishing
detection processes, the detection will be performed on the
static and dynamic feature from Android malware dataset
(described in Section 4.1). The detailed process of feature
extraction is out of this paper scope.
The contribution of our work starts on the receiving of the
extracted features by the detection system. The ﬁrst process is
to retrieve the most similar case from the case base (which
stored previous Android phishing detection approach along
with the corresponding features). The case-retrieving process
will be described in Section 3.3. The case base must be set up
before the case-retrieving process. The case base setting up
process is shown in Figure 3. The details of the case base
setting up process are presented in the following section.
According to the retrieved case, the most suitable
classiﬁcation techniques will be used for the adaptive classiﬁcation. If the feature set extracted from the Android
application does not match the sets of features stored in the

case base, the adaptive classiﬁcation will select the suitable
methods to process the extracted feature set according to the
similarity ratio score. The selection of suitable methods
means choosing the multiple classiﬁers for the extracted
feature set. Finally, the ﬁnal result of the active Android
application will be sent to the application on Android
smartphone to be displayed to the user.
3.1. Feature for Mobile Phishing. Existing antiphishing solutions on mobile environments were collected, and their
features were extracted to identify a phishing attack. Under
an Android environment, the features can be extracted from
miscellaneous sources such as program entities and program
outputs of the runtime monitoring. The list of frequently
used features by existing antiphishing solutions can be
classiﬁed into ten classes including Android components,
Android API counts, API usage action, security-sensitive
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Retrieve

A set of feature pattern

Retain

Monitor and
complete the system

5

The most similar case

Calculate the similarities

Case base

Reuse

Identification of potential
exception in feature patterns

Revise

Figure 3: Setting up case base.

data ﬂow, hardware components, intent actions, permissions, shell command and strings, contents, and visual, and
URLs. The details of each feature are given below.
(1) Android components: a variety of component types
with speciﬁc functionalities (e.g., components for
providing GUIs, and others for running background services) are declared within an Android
app’s manifest, and these features are collected in
[31–33].
(2) API count: the number of invocations of a speciﬁc
Android API method (e.g., the malicious apps access the location APIs twice and the telephony
package 8 times) are collected in [4, 24, 27, 32].
(3) API usage actions: APIs can be used to develop
applications in Android platform and also misused
by malicious purposes. There are many approaches
to submit the web requests and to ex-ﬁltrate the
captured data via the API without the Internet
permission. Some existing phishing detection works
[27, 31, 32, 34] collect the API calls (e.g., API calls to
access the sensitive data; API calls to access the
network communications; API calls to send and
receive the SMS messages; API calls to execute the
external commands, and API calls frequently used
for obfuscation).
(4) Security-sensitive data ﬂows: a few approaches for
Android malware detection [31, 34, 35] use data
ﬂows between security-sensitive Android interfaces
to determine if an app is malicious. Tracking this
form of information is particularly useful for
identifying privacy leaks.
(5) Hardware components: the hardware components
are listed in AndroidManifest.xml that is used in the
app (e.g., to access the camera, an app needs to
include android.hardware.camera feature) and
these features are collected in [4, 36].
(6) Intent actions: Android malwares are known to rely
upon tracking of an Intent (e.g., whether a package
is installed, or if a device has recently completed
booting) to determine when to perform a malicious
behavior. These features are used in [32, 36].
(7) Permission: speciﬁc permissions, provided by Android to execute some risky operations, are acquired
by Android malwares. These features are collected
in [34, 37, 38].

(8) Shell command and strings: the features of interested strings associated with malicious behaviors
and potential risky shell commands are collected in
[36, 39]. Some of the structural attributes of APK
ﬁle, such as size of code, presence of zip ﬁle, binary
ﬁle, and related information, are also included in
this feature group.
(9) Contents and visual: the main display channel for
the deception of phishing is the web content which
expresses the intention of the website. These features consist of the page elements, such as the page
title, the submitted form, and the contained links.
Some researchers also extract the logo icon and the
contained pictures from the web page and use an
image recognition algorithm to identify the
phishing website [16–18].
(10) URLs: web link features for phishing fraud is collected based on ﬁve criteria, including URL and
Domain Identity, Security and Encryption, Source
Code and Java script, Page Style and Contents, and
Web Address Bar. These features are collected in
[4, 13, 40].

3.2. Case Representation. A case represents an experience at
an operational level. Typically, a case includes the problem
speciﬁcation, the solution, and sometimes the outcome. This
is the most common representation used. However, more
elaborate case representations can be employed. Depending
on the information included in a case, diﬀerent types of
results can be achieved from the system. Cases that describe
a problem and its solution can be used to derive solutions to
new problems.
In general, a case speciﬁcation is described as a set of
features. The features are those aspects of the domain and the
problem that are considered to be most signiﬁcant in determining the solution and/or outcome. A case represents an
experience. In this situation, a case should represent the
features of the application that is used to determine a
phishing attack.
In our model, a case includes the combination of feature
sets, ensemble method of classiﬁers, or individual classiﬁcation algorithm with their speciﬁc parameters, the accuracy
and performance of the solution, and potential facilitations.
A case description stored in the phishing detection system is
shown in Table 2.
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Table 2: Case description for mobile phishing detection system.
No.
1
2
3

Name
Case ID
Feature pattern
Ensemble methods of
classiﬁers (or) classiﬁcation
algorithm

4

Accuracy

5

Performance

Value
Case identiﬁcation number
Combination of feature sets
Boosting/bagging/bayesian
(or) algorithm name and
their speciﬁc parameters
Percentage of correct
classiﬁcation
Runtime (seconds)

To deﬁne a new case in case base, the input features have
to pass through diﬀerent machine learning classiﬁers, and
the results from each classiﬁers are calculated to produce the
ﬁnal result. Then, the input features, the classiﬁers with
parameters, the activation function, and the ﬁnal result are
stored in the case base (knowledge base) as a new case. The
process of deﬁning a new case to be stored in the case base is
shown in Figure 4.
3.3. Case Retrieval. Case-based reasoning (CBR) solves a
new problem by retrieving the previously solved problems
and their solutions from a knowledge source of cases, called
the case base. There are challenges related to retrieving
process that still need to be addressed. One issue is the
computation of similarity, which is particularly important
during the retrieving process. The eﬀectiveness of a similarity measurement is determined by the usefulness of a
retrieved case in solving a new problem.
The aim of using the CBR approach is the selection of the
most similar past phishing detection cases to the new
problem. A set of similar cases is selected from the case base
according to a similarity criterion that requires the speciﬁcation of weights corresponding to attributes. The assessment of case similarity involves the comparison of
attribute values of the new case and that of the past cases,
stored in the case base. The retrieved old cases are ranked
according to their similarity scores to the attributes of the
new case. In this work, the nearest neighbor method is
applied to calculate the similarity score and the total similarity score of a potentially useful case.
3.4. Adaptive Classiﬁcation System Design. The main objective of case-based adaptive classiﬁcation is to assign a
suitable classiﬁcation technique to the target case (a feature
set extracted from Android application) by identifying and
analysing the training case (sets of features that are stored in
the case base) that is similar. The proposed case-based
adaptive classiﬁcation is shown in Figure 5. If the feature
set extracted from the active Android application do not
match with any set of features, stored in the case base (that
means the extracted feature set is not complete for the caseretrieving process), the adaptive classiﬁcation will select
suitable methods to process the extracted feature set. The
selection of suitable methods has two options. First, the
possible features are added to the extracted feature set in
order to perform the case-retrieving process and to choose a

suitable classiﬁer. Second, multiple classiﬁers are selected to
process the extracted incomplete feature set. Under the
second option, multiple answers, resulted from multiple
classiﬁers, are collected in order to produce a ﬁnal answer by
the way of weighted sum of all answers.

4. Detection Model and Evaluation
This section explains how our detection model performs
adaptively on the combination of individual classiﬁers and
ensemble classiﬁer. To verify that our proposed model can
improve the accuracy of the mobile phishing detection, an
experiment is conducted using the feature sets (which has
been described in Section 3.1). The experiment was conducted by running Weka 3.8 on a Laptop computer with
core i7 processor, 8 GB RAM, and Windows8.1 64 bit
operating system. The cross-validation method is used as an
evaluation technique to estimate the error rate eﬃciently
and in an unbiased way by running repeated percentage
splits. Firstly, the dataset is divided into 10 pieces. Each
piece is used as a testing dataset in turn while the remaining
9 pieces together are used as a training dataset. We preformed 10 simulations (i.e., experiments are repeated 10
times). Then, all these results are averaged as a single estimation result. Six of the existing machine learning algorithms are chosen from diﬀerent categories and used
with 10-fold cross-validation methods to evaluate the
variation of accuracy and eﬃciency.
4.1. Dataset. The features are extracted from more than
10,000 Android malware samples which are collected from
Android malware repositories including VirusShare [41],
AndroZoo [42], Droid screening [43] and Reveal droid [44].
There are 76 extracted features of Android components,
including 31 features of API counts, 82 features of API usage
actions, 421 features of security-sensitive ﬂows, 6 features of
hardware components, 109 features of intents, 82 features of
permissions, 190 features of malicious shell command and
strings, 19 features of content visual, and 49 features of
URLs. Thus, there are 1,065 features in total. The information of the feature sets used in this experiment is
shown in Table 3.
4.2. Machine Learning Classiﬁers. To detect and classify the
phishing applications, diﬀerent machine learning classiﬁcation techniques are used with an adaptive method. An
adaptive classiﬁcation system is proposed to automatically
choose a combination of suitable classiﬁers for the extracted
features of an active Android application. Various machine
learning techniques were used as the classiﬁer in existing
works [31, 32, 34, 35]. Among them, six algorithms were
selected from diﬀerent categories for the coverage usage of
all classiﬁcation nature. The six algorithms include C4.5
(J48), decision table (DT), k-nearest neighbors (IBK), logistic regression (LR), naive Bayes (NB), and support vector
machine (SVM). According to the pretesting on the eﬀectiveness of parameter on these classiﬁers [45], naive Bayes
(NB) classiﬁer with supervised discretization function, the
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Input feature pattern

ML algorithm 1

ML algorithm 2

ML algorithm n

Result 1

Result 2

Result n

Take the maximum accuracy

Final result
Deﬁne and store a case in case base

Figure 4: Case deﬁning process (deﬁne a new case and store in case base).

Classifier 1

Target APK

Decision
making

Classifier 2

Display
result

Feature extraction
Classifier n
Decision
making

Retrieve and reuse

Add feature

Figure 5: Adaptive classiﬁcation.

Table 3: Feature sets.
Feature sets

Number
of features

1

Android components

76

2

API counts

31

3

API usage actions

82

4

Security-sensitive ﬂows

421

5

Hardware components

6

6

Intent_action

109

7

Permission

82

8

Shell_command_strings

190

9

Content_visual

19

10

URLs

49

No

Total

Example features
android.media, android.media.eﬀect, android.media.audiofx, android.service.textservice,
android.service.notiﬁcation
account_information, account_settings, audio, bluetooth, bluetooth_information
android.util, android.widget, android.renderscript, android.webkit, android.os,
android.os.storage, android.content
system_settings____audio, system_settings____phone_connection, system_settings____voip,
system_settings____database_information
android.hardware.display, android.hardware, android.hardware.usb,
android.hardware.location, android.hardware.input
action_main, action_view, action_default, action_attach_data, action_edit,
action_insert_or_edit
android.permission.access_cache_ﬁlesystem, android.permission.access_checkin_properties,
android.permission.access_coarse_location, android.permission.access_gps
runtime.exec, createSubprocess, cipher-classes, longstring, SecretKey, method.invoke,
small_code_size
HostnameLength, PathLength, QueryLength, DoubleSlashInPath, NumSensitiveWords,
EmbeddedBrandName, PctExtHyperlinks,
having_ip_address, url_length, shortining_service, having_at_symbol,
double_slash_redirecting, preﬁx_suﬃx,

1,065

default maximum number of iterations in logistic regression
(LR), the conﬁdence factor of 0.5 for pruning tree for J48
classiﬁer, and a 1-nearest neighbors (IBK) classiﬁer are
chosen for our experiment. SVM and decision table classiﬁers are used with their default parameters.

4.3. Experimental Results and Analysis. The accuracy comparison of six classiﬁers on the 10 feature sets is shown in
Table 4. The italicized values shown in Table 4 represent the
maximum detection accuracy among six classiﬁers for each
feature set. It can be seen that the accuracy of each
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Table 4: Accuracy comparison of classiﬁers on 10 features.

1
2
3
4
5
6
7
8
9
10

Feature sets
Android components
API count
APIusage_actions
Flow
Hardware components
Intent_action
Permission
Shell_command_strings
Content_visual
URLs

J48 (%)
93.23
95.85
95.20
93.05
89.00
86.89
94.30
75.40
97.20
96.03

DT (%)
89.02
93.02
91.86
91.03
89.06
85.73
91.92
71.18
95.79
93.24

classiﬁcation algorithm depends on the features. IBK can
provide a better accuracy in 6 features, and J48 can provide a
better accuracy in other 4 features. Our work aims to detect
mobile phishing in the nature of feature independent with
various classiﬁers. To create a real-world application, a
random feature combination is created because a new
Android application can consist of any combination of
features. In this experiment, 5 random combinations of
features are created, as shown in Table 5.
These 5 feature combination patterns are tested with individual six classiﬁers and three models of ensemble classiﬁers
to develop a case for our adaptive model. Each model is an
ensemble of six classiﬁers with diﬀerent methods in providing
the ﬁnal answer. The ﬁnal answer ﬁnding methods of ensemble
classiﬁers include the average of probabilities, majority voting,
and maximum probabilities. The detection results for 5 scenarios of random feature combination sets with the six base
classiﬁers and three ensemble classiﬁers are described in Table 6. The italicized values shown in Table 6 represent the
maximum detection accuracy of 5 cases among nine classiﬁers.
According to the results shown in Table 6, some feature
patterns are more suitable with ensemble techniques while
some are better used with individual classiﬁcation techniques. It can conclude that the accuracy variation of
classiﬁcation techniques in mobile phishing detection
heavily relies on the input features.
The adaptive method used in our model will choose the
most suitable classiﬁcation approach for a set of input
features. Based on the results presented in Table 6, we can
develop a case to be stored in case base for an adaptive choice
of suitable classiﬁers. The tentative cases for building our
case-based phishing detection model is shown in Table 7.
Performing the classiﬁcation process on these large
numbers of features takes a long runtime. The comparison of
runtime to build the detection model on 6 base classiﬁers
and 3 ensemble approaches before selecting the feature is
shown in Table 8.
To reduce the detection time, some features may be
omitted because the features may not provide a high impact
on the result. Therefore, some experiments are conducted to
select a set of eﬀective features in order to reduce the number
of required features.
4.4. Selecting the Features. Feature selection is necessary to
reduce the dimension of the feature space. With the aim of

IBK (%)
93.40
95.66
95.32
93.32
89.12
87.13
94.65
74.08
95.53
97.18

LR (%)
90.16
91.90
91.97
87.18
89.06
84.64
93.95
70.28
94.49
93.99

NB (%)
84.67
89.20
89.02
87.45
89.02
83.75
88.54
68.74
95.77
92.98

SVM (%)
87.95
85.25
91.24
83.17
89.06
85.53
94.14
70.22
93.87
93.80

getting the beneﬁts of performing a feature selection technique on a large data set such as reducing an overﬁtting
issue, improving accuracy, and reducing a processing time,
two feature selection techniques are performed in this experiment by comparing their results to get the optimized
results. The process of selecting the features can be described
by the following steps.
Let U be the universe of feature sets U � D1 ,
D2 , . . . , Dv }. And, the dataset Di ∈ U, with number v of
attributes A, be Di � A1 , A2 , . . . , Av . Then, the attributes
can be grouped into feature group FGi as FGi �
Aa , Ab , . . . , An . Some attribute evaluation is performed
and selected on the worth of each attribute, which becomes a selected feature set FSi � Aa , Ab , . . . , Am , where
FSi ∈ FGi .
Two methods of feature selection techniques are used in
this experiment to conﬁrm the advantages of selecting the
features in phishing detections. The ﬁrst method is a
correlation-based feature selection with a ranker search
method that evaluates each attribute and lists the results in a
ranked order. The worth of each attribute is evaluated by
measuring the correlation (Pearson’s) between it and the
class [46].
Pearson’s correlation coeﬃcient is described in equation
(1), where all variables have been standardized. The correlation between a composite and a class label is a function of
the number of component variables (attributes) in the
composite and the magnitude of the intercorrelations
among them, together with the magnitude of the correlations between the attributes and the class label.
If the correlation between each of the attributes in a test
and the class label is known, and the intercorrelation between each pair of attributes is given, then the correlation
between a composite test consisting of the summed attributes and the class label can be predicted from the following
equation:
krzi
�,
rzc � �����������
k + k(k − 1)rii

(1)

where rzc is the correlation between the summed attributes
and the class label; k is the number of attributes; rzi is the
average of the correlations between the attributes and the class
label; and rii is the average intercorrelation between attributes.
We get the ranked attributes listed with their corresponding class correlation. Some attributes, which owned no
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Table 5: Scenarios for random combinations of features.
Case ID
01
02
03
04
05

Feature pattern
Pattern 1
Pattern 2
Pattern 3
Pattern 4
Pattern 5

Combination of feature sets
API count + API usage + hardware
API count + intent
API count + API usage + intent + hardware
Flow + intent
Flow + intent + API usage + hardware

Number of features
112
139
220
529
610

Table 6: Detection accuracy of 5 scenarios on randomly combined feature patterns.
Case ID
01
02
03
04
05

J48 (%)
95.93
94.72
96.32
90.56
95.33

DT (%)
93.07
91.62
92.67
86.38
89.69

IBK (%)
95.45
94.04
95.60
90.45
94.37

LR (%)
92.47
90.18
94.89
88.51
93.97

NB (%)
89.42
86.44
90.69
81.55
92.28

Table 7: Tentative cases for mobile phishing detection system.
Case ID
1
2
3
4
5

Run time
Feature
Adaptive
Accuracy (%)
(seconds)
pattern
method
Pattern 1
J48
95.93
4.43
Pattern 2
J48
94.72
4.54
Pattern 3
AVG
96.43
95.18
Pattern 4 AVG, MAJ
90.64
174.4, & 174.6
Pattern 5
MAJ
95.69
205.50

or less values on the class correlation measures, are eliminated. The resulting reduced feature sets are shown in
Table 9.
The second method is an information gain attribute
evaluation-based feature selection with a ranker search
method. Information gain ratio evaluation is calculated
by using the following equations. In the attribute
evaluation processes, I index measures the impurity of D;
a data partition or a set of training tuples is calculated
using
m

I(D) � 1 −  p2i ,

(2)

i�1

where pi is the probability that a tuple in D belongs to class
Ci and is estimated by (|Ci,D |/|D|). The sum is computed
over m classes when I index considers a binary split for each
attribute. First, the case where A is a discrete-valued attribute
having v distinct values, A1 , A2 , . . . , Av  occurring in D is
considered. The expected information provided by that split
is calculated by
 
v D 
 j
(3)
× IDj .
IA (D) � 
|D|
i�1
In this equation, Dj represents the observations that
contain the jth attribute. The information gain of a binary
split on attribute A is calculated by
Gain(A) � I(D) − IA (D).

(4)

SVM (%)
91.62
89.27
92.57
87.88
91.61

AVG (%)
95.31
94.26
96.43
90.64
95.68

MAJ (%)
95.31
94.20
96.41
90.64
95.69

MAX (%)
92.87
91.38
94.31
88.52
92.68

Information gain ratio attempts to correct the information gain calculation by introducing a split information value. The mathematical formulation for split
information is provided in  
 
 
D 
v D 
 j
⎛ j ⎠
⎞.
(5)
× log2 ⎝
SplitInfoA (D) � − 
|D|
|D|
i�1
This value represents the potential information generated by splitting the training dataset, D, into v partitions,
corresponding to the v outcomes of a test on attribute A. The
gain ratio is deﬁned in
Gain(A)
Gain ratio (A) �
.
(6)
SplitInfoA (D)
The attribute with the maximum gain ratio is selected as
the highest ranked attribute. The low-ranked attributes that
provide a gain ratio less than 0.0003 are eliminated. After
performing the two feature selection techniques on the dataset,
the reduced feature sets are generated as shown in Table 9.
The same detection experiments are conducted with 9
classiﬁcations on each selected feature set. The detection
results of 5 cases on selected feature sets are described in
Tables 10 and 11. In this experiment, 9 classiﬁcation approaches with their related parameters are set up as the same
as that of previous experiments (described in Section 4.2).
According to the results of the reduced datasets with a
correlation attribute evaluation method shown in Table 10, the
classiﬁcation approaches with the best detection accuracy are
slightly changed in 2 cases (feature patterns 3 and 4). Feature
pattern 3 is a combination of API count, API usage, Intent, and
Hardware. The italicized values shown in Table 10 represent the
maximum detection accuracy of 5 cases among nine classiﬁers.
The highest detection accuracy is now provided by ensembles
with AVG and MAJ ﬁnal answer methods, while the highest
detection accuracy is provided by ensembles with the AVG
ﬁnal answer method when full feature set is used. The detection
accuracy is slightly increased for most classiﬁers in feature
pattern 4 which is a combination of ﬂows and Intents features.
According to the results shown in Table 11 of the reduced datasets with an information gain attribute evaluation
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Table 8: Runtime comparison of 5 scenarios on 9 classiﬁcation approaches (in seconds).

Case ID
01
02
03
04
05

J48
4.43
4.54
9.44
12.09
17.09

DT
18.63
31.80
58.80
148.32
167.14

IBK
0.01
0.0001
0.01
0.0001
0.01

LR
1.93
2.57
7.22
5.28
7.86

NB
0.64
0.66
1.14
1.39
1.93

SVM
3.01
39.24
18.94
6.25
3.61

AVG
29.87
76.20
95.18
174.4
203.62

MAJ
29.52
76.35
96.09
174.6
205.50

MAX
26.16
75.90
97.41
174.61
203.51

Table 9: Information of selected feature sets for 5 cases.
Case
ID
01
02
03
04
05

Feature combination
pattern
Pattern 1
Pattern 2
Pattern 3
Pattern 4
Pattern 5

Features before feature
selection
112
139
220
529
610

Features selected by Pearson’s
correlation
96
114
180
164
227

Features selected by information
gain
100
120
185
265
250

Table 10: Detection accuracy of 5 cases after correlation attribute evaluation feature selection.
Case ID
01
02
03
04
05

J48
95.87
94.68
96.37
90.73
95.38

DT
93.10
91.53
92.70
86.51
89.54

IBK
95.45
94.04
95.60
90.45
94.37

LR
92.47
90.18
94.90
88.51
93.96

NB
89.42
86.44
90.69
81.55
92.28

SVM
91.61
89.28
92.57
87.89
91.61

AVG
95.31
94.24
96.38
90.73
95.68

MAJ
95.32
94.18
96.38
90.72
95.69

MAX
92.82
91.33
94.37
88.64
92.72

Table 11: Detection accuracy of 5 cases after information gain attribute evaluation feature selection.
Case ID
01
02
03
04
05

J48
95.96
94.66
96.38
90.52
95.46

DT
93.10
91.53
92.59
86.36
89.44

IBK
95.62
94.16
95.55
90.24
94.50

LR
92.54
90.15
95.02
88.70
93.98

method, the detection accuracy is increased in 4 cases
(feature patterns 1, 3, 4, and 5). The italicized values shown
in Table 11 represent the maximum detection accuracy of 5
cases among nine classiﬁers. Moreover, the classiﬁcation
approaches which produced the best detection accuracy are
changed in 3 cases (feature patterns 3, 4, and 5). That is, an
ensemble with AVG ﬁnal answer ﬁnding method provides
the best accuracy for feature patterns 3, 4, and 5.
The detection accuracy percentages of 5 cases by using
diﬀerent algorithms are comparatively described in Figure 6.
This ﬁgure represented the detection results from Tables 6,
10, and 11. Each case is represented in 3 situations such as no
features selection, after correlation attribute evaluation
feature selection, and after information gain attributes
evaluation feature selection. There are 15 points in the ﬁgure,
representing the 5 cases with 3 conditions. The best classiﬁer
for case 01 and case 02 is J48 classiﬁer while ensemble
classiﬁer AVG is the best one for case 03, case 04, and case
05. The cases with the best algorithm are used in the casebased reasoning detection method.
With the aim of highlighting the performance of feature
selection techniques, the runtime results of reduced feature
sets are collected as described in Tables 12 and 13. The

NB
89.42
86.44
90.69
81.55
92.28

SVM
91.66
89.19
92.61
87.86
91.56

AVG
95.37
94.19
96.45
90.77
95.80

MAJ
95.37
94.12
96.45
90.76
95.79

MAX
92.83
91.30
94.34
88.69
92.82

information gain attribute evaluation method results in a
large number of features than the correlation attribute
evaluation method. The runtime of the information gain
attribute evolution method is also slightly larger than that of
the correlation attribute evaluation method.
The runtime on 5 cases by selecting the features are
showed in Figure 7. This ﬁgure compared the runtime from
Tables 8, 12, and 13. There are 15 points in the ﬁgure
representing the 5 cases with 3 conditions.
Selecting the features with the information gain attribute
evaluation approach is applied on our feature sets to improve our model for better accuracy and eﬃciency. The
percentages of detection accuracy on 4 feature patterns are
improved as shown in Table 11 while the performances of
the detection on all feature patterns are improved as shown
in Table 13. Table 14 shows the comparison of accuracy and
eﬃciency of full feature sets and reduced feature sets of our
proposed adaptive model. The italicized values shown in
Table 14 represent the accuracy values when a reduced
feature set is used, and the accuracy values are improved
over their counterpart when a full feature set is used.
The phishing malware detection task is an imbalanced
classiﬁcation problem. That is, there are two classes to be
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J48
DT
IBK

LR
NB
SVM

Case 05, info gain

Case 05, correlation

Case 05, no f- selection

Case 04, info gain

Case 04, correlation

Case 04, no f- selection

Case 03, info gain

Case 03, correlation

Case 03, no f- selection

Case 02, info gain

Case 02, correlation

Case 02, no f- selection

Case 01, info gain

Case 01, correlation

100
99
98
97
96
95
94
93
92
91
90
89
88
87
86
85
84
83
82
81
80
Case 01, no f- selection

Accuracy (%)
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AVG
MAJ
MAX

Figure 6: Accuracy comparison of 9 classiﬁers on 5 cases before and after feature selection.
Table 12: Runtime comparison after correlation attribute evaluation feature selection (seconds).
Case ID
01
02
03
04
05

J48
3.94
3.84
8.06
5.60
8.84

DT
18.36
25.35
45.85
44.75
69.88

IBK
0.01
0.0001
0.01
0.0001
0.0001

LR
1.97
2.43
7.20
5.15
7.65

NB
0.64
0.50
1.03
0.56
1.00

SVM
3.38
39.46
19.55
6.27
3.20

AVG
27.45
72.07
83.10
61.95
90.23

MAJ
26.92
72.12
83.52
61.99
90.06

MAX
27.18
71.19
83.34
62.00
90.45

Table 13: Runtime comparison after information gain attribute evaluation feature selection (seconds).
Case ID
01
02
03
04
05

J48
4.05
3.86
9.77
6.83
8.42

DT
20.25
29.43
55.46
87.36
104.52

IBK
0.01
0.001
0.01
0.01
0.001

LR
1.63
2.35
6.31
2.25
5.37

identiﬁed, including phishing and benign, with one category
representing the overwhelming majority of the data points.
In these cases, the positive class “phishing” is greatly outnumbered by the negative class. These types of problems are
examples of the fairly common case in the data science when
the accuracy is not a good measure for assessing the model
performance. Intuitively, proclaiming all data points as
negative in the phishing detection problem is not helpful
and, instead, we should focus on identifying the positive
cases.
In order to assess the eﬀectiveness of our proposed
model, the confusion matrix evaluation is applied: accuracy,
precision, and sensitivity. While sensitivity expresses the

NB
0.54
0.56
0.95
0.93
1.21

SVM
3.02
31.96
17.06
6.76
3.95

AVG
29.02
67.63
87.31
102.86
111.80

MAJ
27.49
66.52
90.63
93.21
107.53

MAX
27.27
66.40
90.69
93.15
108.07

ability of a model to ﬁnd all relevant instances in the dataset,
precision expresses the proportion of the instances that our
model predicts as positive and they are actually positive. The
following formulas represent their deﬁnitions:
Accuracy �

TP + TN
,
TP + FP + TN + FN

Precision �

TP
,
TP + FP

Sensitivity �

TP
.
TP + FN

(7)
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200
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J48
DT
IBK

LR
NB
SVM

Case 05, info gain

Case 05, correlation

Case 05, no f- selection

Case 04, info gain

Case 04, correlation

Case 04, no f- selection

Case 03, info gain

Case 03, correlation

Case 03, no f- selection

Case 02, info gain

Case 02, correlation

Case 02, no f- selection

Case 01, info gain

Case 01, correlation

Case 01, no f- selection

0

AVG
MAJ
MAX

Figure 7: Runtime comparison of 9 classiﬁers on 5 cases before and after feature selection.
Table 14: Accuracy and eﬃciency of proposed adaptive model.
Adaptive (before)
J48
J48
AVG
AVG, MAJ
MAJ

Adaptive (after)
J48
J48
AVG, MAJ
AVG
AVG

Accuracy (before)
95.93
94.72
96.43
90.64
95.69

True positive (TP) is the amount of correct positive
prediction; false positive (FP) is the incorrect positive
prediction; true negative (TN) is the amount of correct
negative prediction; and false negative (FN) is the amount of
incorrect negative prediction. These four outcomes form the
confusion matrix as shown in Figure 8.
The evaluation of eﬀectiveness on our proposed model
by means of accuracy, precision, and sensitivity is described
in Table 15. According to the results shown in Table 15, our
adaptive model achieves a good detection accuracy for the
phishing features. Meanwhile, the performance of all the
classiﬁers gets an acceptable precision and sensitivity ratio.
According to the previous experiments, our adaptive
phishing detection model using case-based reasoning can
perform well on the diversely distributed features.

Accuracy (after)
95.96
94.66
96.45
90.77
95.80

Runtime (before)
4.43
4.54
95.18
174.4, & 174.6
205.50

Runtime (after)
4.05
3.86
87.31, & 90.63
102.86
111.80

Predicted

Actual

Case ID
01
02
03
04
05

Positive

Negative

Positive

TP

FN

Negative

FP

TN

Figure 8: Confusion matrix.
Table 15: Detection results achieved by the proposed model.
Case Classiﬁer Accuracy (%) Precision (%) Sensitivity (%)
01
J48
95.96
83
79
02
J48
94.66
87
86
03
AVG
96.45
92
75
04
AVG
90.77
84
62
05
AVG
95.80
90
74

5. Conclusions
An adaptive mobile phishing detection model based on a
variation of input feature patterns using a case-based reasoning (CBR) technique is proposed in this work. An experimental analysis is conducted to demonstrate the design

decision of our model and to verify the performance of our
proposed model in handling the concept drift of mobile
phishing attacks. The proposed model is evaluated with a
large feature set that contains 1,065 features from 10 feature
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groups which are frequently collected from Android apps.
Moreover, 5 cases of randomly combined patterns of features are created in order to provide a diversity of unknown
patterns to mimic new real-world mobile apps. Six classiﬁcation algorithms are chosen from diﬀerent categories for
the coverage usage of all classiﬁcation nature on the diversion of feature sets. Three ensembles of six base classiﬁers
are used, each of which uses diﬀerent ﬁnal answer-ﬁnding
methods including average, majority voting, and maximum.
In total, there are 9 classiﬁers. Due to the involvement of
eﬃcient features in the dataset and the uses of multiple
classiﬁers, the eﬃciency degradation happened. To overcome this hurdle, 2 feature selection techniques are applied
on the dataset in order to reduce the size of the features
which is the size of the input to the classiﬁers. The two
feature selection techniques used are information gain attribute evaluation method and Pearson’s correlation coeﬃcient attribute evaluation method. By addressing the
optimal selection of the suitable classiﬁer to the incoming
features using a case-based reasoning approach, the proposed mobile phishing detection model could provide an
accuracy improvement with an acceptable runtime
increment.
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