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'is paper introduces a new integrated learning approach towards developing a new network intrusion detection model that is
scalable and adaptive nature of learning. 'e approach can improve the existing trends and difficulties in intrusion detection. An
integrated approach of machine learning with knowledge-based system is proposed for intrusion detection. While machine
learning algorithm is used to construct a classifier model, knowledge-based system makes the model scalable and adaptive. It is
empirically tested with NSL-KDD dataset of 40,558 total instances, by using ten-fold cross validation. Experimental result shows
that 99.91% performance is registered after connection. Interestingly, significant knowledge rich learning for intrusion detection
differs as a fundamental feature of intrusion detection and prevention techniques.'erefore, security experts are recommended to
integrate intrusion detection in their network and computer systems, not only for well-being of their computer systems but also
for the sake of improving their working process.

1. Introduction

Nowadays, network-based computer systems are becoming
a common place for modern society, because of this a
network intruder has focused on them.'erefore, we need to
have a new protection approach for computer networks.
From different literatures, we understood that the concept of
intrusion detection system (IDS) was introduced by
Anderson for the first time in 1980 [1] and later dignified by
Dorothy Denning [2].

According to Farid et al. [3], in the beginning, host-based
intrusion detection system (HIDS) was implemented as
intrusion detection system that had located in different end
systems, but the attention of researchers has been gradually
shifted towards a network-based intrusion detection system
as the use of network systems grow rapidly.

As illustrated in different scientific works, both internal
and external attacks are increasing in institutions with the
fast growth of Internet and network services [3]. According
to Heady et al. [4], an intrusion is defined as a kind of

attempt that tries to negatively affect the normal functioning
of network and computer systems such as illegal use of super
user account for gaining access, repudiating services on
computer systems.

Talwar and Goyal [5] defined intrusion detection system
as “a phenomenon or device that analyses system and
network activity for unauthorized activity.” As defined by
Talwar and Goyal, intrusion detection system is any process
or software that monitors a system or network of systems
against any intrusion activity. So, an attempt to catch the
abnormal action before they do damage on the computer
system is the final goal of any intrusion detection system. So,
an IDS safeguards a system from attack, misuse, and any
nasty activity.

'ere are mainly two types of intrusion detection
techniques based on the approach followed for detecting
network intrusion: signature and anomaly-based intrusion
detection model [6, 7]. On the basis of a computer system,
anomaly-based intrusion detection approach identifies ab-
normal behavior of the network traffic by creating baseline
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on the normal behavior of network traffics. 'e signature-
based intrusion detection approach uses a knowledge base
that stores a signature of known network intrusions and
performs a comparison of knowledge base with incoming
network traffics to identify known attack only.

On the other side, intrusion detection can be categorized
as network and host-based intrusion detection on the basis
of intrusion audit data analysis [7]. Network-based intrusion
detection system (NIDS) monitors the network traffic that
crosses the entire network. To make effective detection of
network intrusions, it should have the ability of standing
against large amount of network traffic. It must collect all the
network traffic and analyze it quickly while the volume of
network traffic increases. Host-based intrusion detection
system (HIDS), on the other hand, collects record of the
audit data that is tracked within the single host.

Classical intrusion prevention systems such as infor-
mation protection using encryption and authentication have
been used as a first line of defense. 'ere are exploitable
weaknesses in every system because of the complexity of
systems, configuration, and design errors [8]. Moreover,
most intrusion detection systems have been constructed and
implemented based on the knowledge and understanding of
the systems designer and developers about known intru-
sions. 'us, the successes of the intrusion detection systems
are limited to the novel attacks.

Previous research suggests that intelligence is very likely
to help security experts to detect and prevent them easily [7].
An extensive reading of various literatures from different
leading electronic journal databases suggests that no aca-
demic research has examined how to make training data
scalable, how to train the machine learning algorithms
adaptively from past experience, and how to provide cor-
rective actions for detected attack. Existing research has
addressed several aspects of intrusion detection, such as
modeling intrusion detection using machine learning
techniques [9–11], optimal attribute selection and classifi-
cation [12], and adaptive intrusion detection [8, 13, 14]. But
research on intrusion detection has concentrated only on
constructing a predictive model using machine learning
algorithms with a static data. Considering the issues of a
detection model with scalable and adaptive learning features
in particular, the literature is almost silent on the details of
investigating intrusion detection systems with a scalable
data, adaptive learning, and knowledge base collaboratively.
'us, there is no complete picture of the way adaptive and
scalable intrusion detection systems are developed.

Although extensive research has explored the charac-
teristics and dynamics of intrusion detection systems using
different methods and techniques [3, 7, 11, 15], much less
research has investigated intrusion detection system with a
scalable data, classifier pattern, and adaptive learning ap-
proach. 'e explosive growth of network-based economy
conveys the need for the research that extends the traditional
intrusion detection trained on a stationary data for con-
structing detection model.

Several network intrusion detection systems have been
built manually [16]. So, these systems have been dependent
on the understanding and knowledge of the experts who

designed them. Consequently, the performance of previous
intrusion detection systems depends on the knowledge and
skills of those experts about the computer systems and
characteristics of network intrusions.'ey are also limited in
identifying novel attacks that come from different network
environment. So far, scalability has received relatively little
attention in intrusion detection research and can be broadly
categorized in terms of network and temporal and traffic
scalability [17].

'e main purpose of this research is therefore to ap-
proach a model for analyzing large volume of data to get
hidden patterns, constructing a scalable and adaptive clas-
sifier for intrusion detection; that is, the study explored the
effect of combining machine learning- and knowledge-based
systems to address the problem of static data and detection
model for network intrusion detection. In this approach,
classifiers are inductively trained on the selected attributes
using the prepared and preprocessed training data. So, the
classifiers can construct a network intrusion detectionmodel
for identifying whether the given instance is “normal” or
“abnormal.” In the meantime, the knowledge-based system
plays a vital role in updating the predicted instances to
original training data and suggesting corrective action for
predicted attack. Because previous researches only apply
machine learning algorithms on the given data to come up
with a predictive model, this approach has no way to update
training data and predictive model as well. 'is approach is
significantly different from the traditional signature-based
approaches. Due to this, previous works are not scalable and
adaptive in their learning approach on a given data.
Moreover, previous works have no capability to use new
audit data tried on themodel for next learning. So, the model
can update the pattern based on the updated dataset. 'is
research is experimented on the offline data collected from
NSL-KDD [18] intrusion detection dataset.

'e rest of the article is structured as follows. Section 2
provides reviews of related works. Section 3 presents
methods and algorithms with experimental analysis. Section
4 shows NSL-KDD intrusion dataset. Sections 5 and 6 de-
scribe the methodology, result, and discussion of scalable
and adaptive learning approach. Finally, Section 7 provides
concluding remarks of the work.

2. Related Works

'ough researchers have contributed and lay down a base
towards developing an intrusion detection system using
different techniques, much of the previous work in network
intrusion detection focuses on constructing a predictive
model [19] for detecting the network traffic either as normal
or abnormal. Omar et al. [13] proposed a hybrid machine
learning model by combining the unsupervised and su-
pervised classification algorithms for intrusion detection
which uses a combination of K-means, fuzzy C-means, and
GSA clustering algorithms to obtain similar patterns of a
user’s activity. 'en, a combination of support vector ma-
chine and gravitational search algorithm are implemented as
a hybrid classification to improve the detection accuracy of
the proposed method. Farid et al. [14, 16] proposed an
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adaptive learning approach for network intrusion detection
which calculates and identifies best attributes from dataset
using a combined ID3 decision tree algorithm and näıve
Bayesian classifier. 'eir experimental results showed that
the proposed approach achieves high classification accuracy
and reduces false positive rate using KDD99 benchmark
intrusion detection dataset. Ye and Li [20] presented a
slightly different approach called scalable clustering tech-
nique for intrusion signature recognition. In this paper, a
combination of supervised machine learning algorithms,
namely, clustering and classification algorithms, were
implemented for predicting network intrusions. Xu and
Shelton [21] presented a general intrusion detection tech-
nique for both host-based and network-based intrusion
detection systems. 'e paper presents a hierarchical CTBN
model for the network packet traces which was constructed
and used Rao-Blackwellized particle filtering to learn the
parameters. At the same time, they developed a novel
learning method to deal with the finite resolution of system
log file time stamps for host-based intrusion detection
system.

In literature, we understood that using different machine
learning techniques, a number of intrusion detection sys-
tems are developed. For instance, some research studies
apply single learning techniques, such as self-organizing
map [22], neural networks [23], genetic algorithms [24],
decision tree [25, 26], and pattern matching algorithms [27]
to develop intrusion detection model. On the other hand,
some intrusion detection systems such as hybrid approach
or ensemble techniques are [28] developed by combining
different machine learning techniques and ensemble clas-
sifiers by combining multiple weak learners [29]. 'ese all
techniques aforementioned are constructed as a predictive
model in particular, tangibly to detect or classify whether an
incoming network traffic is intrusion or normal access.
However, there is no attempt to design scalable and adaptive
learning approach for intrusion detection.

3. NSL-KDD Dataset

Nowadays, knowledge discovery in database (KDD) is a
standard intrusion dataset used in various intrusions
detection design and implementation research works for
mitigating network intrusions [30]. NSL-KDD dataset is
an improvement of KDD’99 with a fundamental change
made to solve the doubt and problems found in previous
KDD’99; however, still there is a problem in the new
version of KDD but with great advantages over KDD’99.
As stated by Talwar and Goyal [5], this version of the
dataset has been more applicable for real networks as
well. As claimed by Aggarwal and Sharma [30], the new
version of KDD dataset (NSL-KDD) modified and de-
veloped from the fundamental problem existed in the old
KDD’99 benchmark intrusion dataset. 'e problem of
redundancy and missing values existed in KDD’99 are
alleviated in new NSL-KDD benchmark intrusion data-
set. In this empirical study, NSL-KDD intrusion dataset
which is similar with KDD’99 dataset with 42 attributes is
used.

As stated in various literatures [5, 30–32] similar to
KDD’99 dataset, the classes in NSL-KDD are categorized
into five main classes, namely, 4 main intrusion classes (such
as DOS, probe, R2L, and U2R) and 1 normal class.

(1) Denial of service (DoS) attack which blocks legiti-
mate user requests unreasonably depletes the com-
puting resource such as power or memory of a victim
machine to make it too busy or too full to handle
legitimate requests.

(2) Remote-to-user (R2L) is an attack that unauthorized
access from a remote machine to a local account by
sending a kind of packets to gain a local access of a
victim machine through a network.

(3) User-to-root (U2R) is an attack that an intruder uses
a normal login account and tries to gain an ad-
ministrator account by using a vulnerability of the
victim system.

(4) Probing (probe) is an attack that scans and gathers
information from remote victim machine through
network with the objective to gain information and
find the vulnerabilities for exploits.

So, for this work, we downloaded the NSL-KDD dataset
in CSV format and converted it to ARFF format for ex-
perimental analysis. Following preprocessing step, the data
are cleaned to get correct input to feed to classification
algorithm so as to construct a predictive model.

4. Methodology

In this paper, a scalable and adaptive learning network
intrusion detection system is presented. 'e system is
designed by integrating machine learning model with
knowledge base. Approach and procedures followed in this
study are described as follows.

4.1. A Scalable and Adaptive Learning Approach.
Literature on constructing a predictive model for network
intrusion detection (NID) is rich, but the state-of-the-art
NID does not cover the scalability and adaptive charac-
teristics of the intrusion detection model. Scalability is be-
coming increasingly required for today’s network intrusion
detection [17]. 'is is because of the rapid growth of the
large volumes of modern network traffic that needs fast
monitoring with a continually changing attack activity. In
the meantime, the new approach adjusts and adapts itself
with the newly updated network connections. Accordingly,
the machine learning automatically learns the new problem
when there is change in network connection properties.

'e implementation for the proposed approach is
conducted with the help of Prolog programming language
and WEKA 3.8 machine learning tool, and WEKA library
functions are used for feature selection and classifier con-
struction techniques.

'e proposed approach for scalable and adaptive net-
work intrusion detection is presented in Figure 1. It consists
of two major modules. 'erefore, in this section, we tried to
discuss the details of the proposed approaches.
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Figure 1 shows the architecture of new network intru-
sion detection model representing its main modules and
subsystems. As described in Figure 1, the new approach is
the constitute of two major subsystems: the supervised
learning (SL), connector, and the knowledge-based system
(KBS). In fact, the learning subsystem is a collective result of
database, pattern extraction, and update detection modules.
'e learning subsystem is mainly responsible for learning
from the dataset incrementally and adaptively using ma-
chine learning algorithm. On the other hand, the knowl-
edge-based system represents the machine learning result to
detect the type of incoming network connection, and it
automatically updates the new network connection as an
instance in original training dataset.

To implement the above proposed approach (see Figure 1),
we design the algorithm depicted in Algorithm 1 that incor-
porates machine learning and knowledge base for detecting
network intrusion. For the experiment, NSL-KDD dataset is
downloaded from “KDD Cup 1999 Data,” http://kdd.ics.uci.
edu/databases/kddcup99/kddcup99.html (accessed on March
12, 2018).

So, the following tasks are performed to develop a
scalable and adaptive intrusion detection system using an
integrated approach to develop machine learning-based
knowledge-based system.

4.2. Data Preprocessing Section. As stated by Aggarwal and
Sharma [30], NSL-KDD benchmark intrusion detection
dataset is a refined version of KDD′99 in which there are
494021 instances in the 10% training dataset. In NSL-KDD
intrusion dataset, four classes of attacks are incorporated,
such as remote-to-user (R2L), user-to-root (U2R), denial of
service (DoS), and probe in which 22 different attacks are
included specifically. In NSL-KDD dataset, 41 total attri-
butes are identified and incorporated. For the dataset to be
suitable for experimentation using machine learning algo-
rithms, the data need to undergo data preprocessing step,
where data cleaning, data size balancing, data size reduction,
and dimensionality reduction (feature reduction) are
performed.

During data cleaning activities such as handling missing
values, avoiding duplications and handling outliers are
performed. Moreover, sampling and feature selection
techniques are applied on the NSL-KDD intrusion dataset to
produce manageable NSL-KDD dataset appropriate for the
experiment. Finally, based on the aforementioned activities
such as sampling methods, a total of 40,558 instances are
prepared for the experiment.

4.3. Attribute Selection. In constructing high performance
intrusion detection systems, one of the important research
challenges is effective attributes selection from intrusion
detection datasets. Accuracy of intrusion detection model
has been greatly affected by the presence of irrelevant and
redundant attributes in the intrusion detection dataset. As
described by Lee et al. [8], 41 attributes were constructed for
each network connection on NSL-KDD intrusion detection
dataset. To filter best attributes used in constructing in-
trusion detection model to identify abnormal network
connections from a given dataset, attribute selection
methods have been applied.

By applying forward attribute selection, the best attri-
butes among the candidate subsets have been identified.
'erefore, building any intrusion detection system based on
all attributes is not cost effective and requires more com-
putational resources [33–35]. Hence, it becomes very im-
portant to strategically sample data that may work well for
intrusion detection system. In view of that, best performing
19 representative sample attributes (see Table 1) have been
selected from a total of 41 attributes in NSL-KDD bench-
mark intrusion dataset. 'erefore, the performance of in-
trusion detection systems can be improved by using attribute
selection methods.

4.4. Classification Modeling. According to Neethu [16],
constructing classification model is one of the main chal-
lenges for intrusion detection system, which is to construct
effective models to identify normal behaviors from abnormal
behaviors of network connection by observing collected
audit data. In addition, one of the main challenges in in-
trusion detection systems is learning from static intrusion
data to construct a classifier. To solve this problem, various
researchers are working continually but former intrusion
detection systems are analyzed and constructed by human
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Figure 1: Scalable and adaptive learning approach for NID.
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experts manually on network audit data [8, 16]. Analyzing
and drawing intrusion detection rules from a large and
growing volume of audit data using human security experts
are very tedious and boring. Also, it may be possible to
identify known attacks by using human experts, but it is
totally difficult for human security experts to identify novel
attacks from dynamic and large size of intrusion data [16].

Nowadays, many machine learning algorithms have be-
come very common and attracted more and more interests in
recent years for classifying network connections into normal
and abnormal [16]. Some of the popular machine learning
algorithms used for classifying a given intrusion audit data
include decision tree, support vector machine, neural net-
work, genetic algorithm, Näıve Bayesian, and Fuzzy logic.
Since the attackers and behavior of network attacks are be-
coming complicated and continuously changing their way of
attacking and patterns, it is very difficult to detect several new
attacks that come through the network. 'erefore, Neethu
[16] acclaims that machine learning algorithms applied in
different intrusion detection researches need an improvement
in their classification accuracy.

In this paper, more algorithms are experimented with a
NSL-KDD intrusion dataset for intrusion detection to get
the best classifier. Accordingly, Bayes Net, random forest,
and SMO classification algorithms were experimented to
construct and select the best classifier for the next steps. 'e
algorithms are experimented using 40,558 instances with 19

attributes. 10-fold cross-validation is selected as test mode
for classification. To evaluate the algorithms, various per-
formance measures were used. 'e results of the experi-
ments are compared with different evaluation criteria. 'e
comparison results are given in Table 2.

'e comparative analysis of the classifiers in Table 2
shows that the random forest classifier registered the best
performance of 99.91 %, 99.9%, and 0.1% classification
accuracy, true positive rate, and false positive rate, respec-
tively. 'e SMO came second best with 98.12 %, 99.9, and
3.8% classification accuracy, true positive rate, and false
positive rate, respectively. Bayes Net however came out last
with 97.57%, 99%, and 3.5% classification accuracy, true
positive rate, and false positive rate. Empirical result
therefore shows that the random forest gives better per-
formance for detecting attacks than the two other classifiers.

'e performance of the random forest (RF) is illustrated
in Tables 1 and 2. Random forest (RF) works better than both
SMO and Bayes Net for normal, DoS, probe, and R2L classes.
For R2L classes, it performed less than Bayes and SMO
classifiers.

Our experiments show that the random forest (RF) gives
better accuracy for normal, DoS, probe, and R2L classes
compared to SMO and Bayes Net and it gives the worst
accuracy for detecting U2R class of attacks. For U2R class,
both SMO and Bayes Net methods give the same perfor-
mance. 'ere is only a small difference in the accuracy for

Input: original training dataset D
Output: classification instance as attack or normal
Use features selection and extract best features
Train machine learning algorithms ML, where ML is machine learning
Select best classifiers such as random forest (RF)
Incorporate RF with D as KB, where KB is the knowledge base
While (new instance�� true)
{
Apply classifier RF,
Get class of instance I, as attack or normal, where I is the classified instance
For (I�� true)
{

KB fetch classified instance I, where KB consists ML and D
string comp�compare I with D
If (comp is not true)
{
new instance is not added to D, where D is training dataset
training dataset not updated
}

Else
{

new instance is not added to D, where D is training dataset
training dataset is updated and ready for next training
New pattern P is generated
Applied for next classification

}
}

}

ALGORITHM 1: Scalable and adaptive learning approach for network intrusion detection.
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DoS classes for SMO and Bayes Net but there is a significant
difference for probe classes. Since U2R and R2L classes have
small training data compared to other classes, it seems that
SMO and Bayes Net classifiers give good accuracy with small
training datasets. 'e R2L class for RF is better for the RF
compared to both SMO and Bayes Net.

As evident from Tables 2 and 3, all the classifiers con-
sidered so far could not perform well for detecting all the
attacks. To take advantage of the performance of the three
classifiers, a random forest (RF) is selected for next inte-
gration with knowledge base to come up with a scalable and
adaptive learning approach for intrusion detection.

Based on experimental results depicted in Table 2,
random forest classifier gives better performance with a
prediction accuracy of 99.91% for detecting attacks than
SMO and Bayes Net algorithms. After all, random forest
(RF) classifier is selected as a best performed classifier to
integrate with knowledge base. From the empirical
results, we can understand that random forest has scored
better performance in terms of classification accuracy in
which RF is better in simple and linearity structure of the
dataset.

5. Connecting Supervised Learning with
Knowledge Base

To connect machine learning- and knowledge-based system,
different programming languages, libraries, and tools are
applied. So, WEKA class libraries, SWI_WEKA package,
Java Prolog Interface library (JPL), Java programming
language, and Prolog logical programming have been used
in the integration process. To come with scalable and
adaptive intrusion detection model, the following modules
have been implemented. All modules in the approach are
affected when new network connection was initiated. 'e
modules are described as follows:

We further analyze confusion matrix to assess the ef-
fectiveness of the proposed approach. Table 4 represents the
confusion matrix for the proposed model.

According to the result in Table 4, the confusion matrix
shows our scalable and adaptive detection model can per-
form well on all classes. From the confusion matrix, one can
understand that random forest classifies 40,521 instances out
of 40,558 correctly and 27 instances incorrectly. So, the
confusion matrix shows that random forest achieves better
with 99.91% of classification accuracy.

6. Discussion of Result

'is study investigates that scalable and adaptive learning
approach for intrusion detection is possible through
combination of machine learning- and knowledge-based
system. To our knowledge, this study is the first study which
gives practical demonstration on the possibilities of scal-
able and adaptive learning approach for improving in-
trusion detection. 'e average accuracy of the three
algorithms across the datasets is shown in Figure 2. Firstly,
as presented in Figure 2, SMO, Bayes Net, and random
forest classifiers have the best average accuracy, i.e., 98.12%,
97.57%, and 99.91%, respectively, when using supervised
learning. According to the experiment result shown in
Table 2, our approach achieves a better prediction accuracy
for all classes of network connection categories. In the
meantime, the performance of the classifiers gets an ac-
ceptable TP, precision, and sensitivity ratio as well. 'ese
results further prove that among the three classifiers,
random forest has a weighted comparative advantage over
others for intrusion detection. In general, better detection
accuracy has been registered on the NSL-KDD datasets; on
the average, 99.91% accuracy is obtained. 'is is because
the linearity and qualities of dataset were reasonably good.
But we faced problem in the approach, which is latency

Table 1: 'e list of selected attributes.

SNO Attributes Data type Description
1 num_failed_logins Continuous Number of failed login attempts
2 logged_in Discrete 1 if successfully logged in, 0 otherwise
3 Urgent Continuous Number of urgent packets
4 dst_bytes Continuous No. of data bytes from destination to source
5 root_shell Discrete 1 if root shell is received, 0 otherwise

6 dst_host_srv_diff_host_rate Continuous % of connections to different destination machines, among the connections aggregated
in dst_host_srv_count

7 Service Discrete Network service on destination like http and telnet
8 serror_rate Continuous % of connection with SYN errors
9 srv_serror_rate Continuous % of same connection with SYN errors
10 same_srv_rate Continuous % of connection with same services
11 rerror_rate Continuous % of connection with REJ errors
12 Count Continuous No. of cons to same host as the current con in past 2 sec
13 protocol_type Discrete Type of protocol like tcp and udp
14 num_file_creations Continuous No. of file creations
15 srv_diff_host_rate Continuous % of con to diff. host
16 Duration Continuous Length of connections in seconds
17 is_guest_login Discrete 1 if guest is logged in, 0 otherwise
18 wrong_fragment Continuous No. of wrong fragments
19 is_host_login Discrete 1 if host is logged in, 0 otherwise
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Table 2: Performance comparison of algorithms with different evaluation metrics.

Performance metrics SMO (%) Bayes Net (%) Random forest (%)
TP rate 98.1 97.6 99.9
FP rate 2.0 2.2 0.1
Precision 98.2 97.6 99.9
Recall 98.1 97.6 99.9
F-measure 96.4 97.6 99.9
Accuracy 98.1 97.6 99.91
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Table 3: Performance comparison of the three classifiers.

Attack type SMO (%) Bayes Net (%) Random forest (%)
Normal 99.90 98.98 99.94
DoS 96.2 96.3 99.98
Probe 96.6 88.66 98.08
U2R 85.7 85.7 85.14
R2L 75.96 79.8 91.34

Table 4: Confusion matrix for random forest.

Predicted classes

Actual classes

Normal DoS Probe U2R R2L —
21355 3 4 1 2 Normal
7 18464 1 0 0 DoS
3 3 614 0 0 Probe
3 0 0 4 0 U2R
8 0 0 2 84 R2L

98.12% 97.57% 99.90%

1.88% 2.43% 0.10%

SMO Bayes Net Random forest

Accuracy of classifiers

Correctly classified instances (%)
Incorrectly classified instances

Figure 2: Classification accuracy of classifiers.
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after connecting the machine learning result with the
knowledge-based system. After connecting the machine
learning result and knowledge-based system, the time taken
to detect the network connection is slightly reduced. 'e
other challenge we faced in this work is unavailability of
instant data to test the approach. So, the approach is tested
on offline data publicly available online. Generally, the
study empirically proof the possibility of incorporating
machine learning- and knowledge-based system for the
sake of developing scalable and adaptive learning approach
for intrusion detection at the same time. We observed that
machine learning- and knowledge-based systems are es-
sential to each other. So, our experiment result shows that
after integration of machine learning and knowledge base,
99.89% classification accuracy is achieved on the pre-
processed NSL-KDD intrusion dataset.

7. Conclusion

While the impact of intrusion detection and prevention
techniques has typically been studied in terms of the benefit it
brings to organization to protect their systems from network
intrusions, various previous studies have been studied to
implement intrusion detection system. 'is study provides
knowledge on implementing scalable and adaptive intrusion
detection that is not emphasized by former researchers. As we
presented, what makes our system scalable and adaptive is
that whenever the dataset is updated, the system is also au-
tomatically updating the model such that the new pattern is
also taken into account during next prediction.

'e empirical result shows that the proposed approach
achieves 99.91% classification accuracy using random forest
machine learning algorithm as classifier, and the modified
version of intrusion dataset, that is, NSL-KDD was suitable
for the experiment. Consequently, this work reveals a new
benefit of combining machine learning and knowledge base
for implementing intrusion detection system, strengthening
the security of organizational computer systems in that
intrusion detection system is becoming an important
practice for organizational success. 'us, such kinds of
security appliance should be added to the network infra-
structure of organizations to improve organizational work
flow and performance and to secure their computer systems.
Improving an efficiency of the approach is one of our future
works, parallelly improving the machine learning algorithms
towards the detection of other instant datasets. 'is needs
instantly capturing any network connection data for
extracting patterns and knowledge for updating the
knowledge-based system.

Data Availability
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authors upon request. All the supporting open-source codes
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