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A reliability assessment method based on evidential reasoning (ER) rule and semiquantitative information is proposed in this
paper, where a new reliability assessment architecture including four aspects with both quantitative data and qualitative knowledge
is established. The assessment architecture is more objective in describing complex dynamic cloud computing environment than
that in traditional method. In addition, the ER rule which has good performance for multiple attribute decision making problem
is employed to integrate different types of the attributes in assessment architecture, which can obtain more accurate assessment
results. The assessment results of the case study in an actual cloud computing platform verify the effectiveness and the advantage
of the proposed method.

1. Introduction
Cloud computing, as the Pay-Per-Use computing service
model which has the capacity for large-scale resource
scheduling, is attracting more and more attention. Currently,
scheduling strategy of cloud computing can be divided
into 3 types: performance-driven scheduling strategy [1, 2],
profit-driven scheduling strategy [3, 4], and reliability-driven
scheduling strategy [5, 6]. With the upsurge of commercial
operation, the requirements for the cloud computing systems
reliability are more stringent than ever. The cloud systems are
more dangerous because the data, services, and computing
resource are highly clustered, which is more easily to be
broken by the outside hackers or internal users with unstable operation. Recently, the failure events of cloud service
frequently occurred. For instance, Azure cloud services of
Microsoft had two times interrupt service due to the system
failure in March 2015, which affected most parts of the
central and eastern United States service areas. In Apple
Cloud Services, about 11 iCloud-related features had experienced serious technical issues on May 20, 2015, including
iCloud Account and iCloud mail, by which 2 million iCloud
users were affected. Therefore, the first 2 strategies are not

practicable because the reliability is not considered. Thus,
as one of the significant factors of the task scheduling, the
reliability assessment should be deeply considered in the
cloud computing platforms [7].
Current assessment methods for cloud computing reliability mainly focus on the security assessment method [8],
the risk assessment method [9], and the service assessment
method [10]. But these approaches make the reliability
assessment only in a narrow aspect point of view. The
cloud computing system with huge computing process and
complex structure is hard to establish the comprehensive
assessment model because of the high heterogeneity in the
infrastructure nodes. In cloud computing platform, a large
number of reliability factors need to be considered, and
the information between these factors is closely linked and
mutually restricted. More intractably, most reliability factors
include uncertainty information, which increase the difficulty
for reliability assessment [11].
The essence of reliability assessment is to obtain a reasonable security state through the rational integration of multiattributes [12]. But in actual cloud computing operation, the
available knowledge is incomplete and uncertain due to the
limitation of information acquisition and resolution. Thus,
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the corresponding assessment models must have capability to
deal with this uncertain information in assessment process.
The current methods of reliability assessment include factor
analysis [13], utility theory analysis [14], analytic hierarchy
process [15, 16], Bayesian inference [17, 18], fuzzy logic
reasoning [9, 19], hybrid method [20], and artificial intelligence reasoning [21–23]. The factor analysis can express the
relationship between multiple attributes by a few weighted
factors, which aims to reflect the comprehensive information
of the system. But this method has a strict standard on
the testing data. The utility theory analysis establishes the
utility maximum function by analysis various factors. But
the capability of information analysis is not good, and the
solution of the utility function is too complicated to deal
with a large amount of attributes. The analytic hierarchy
process can effectively use the combination knowledge which
includes both qualitative and quantitative information. After
the quantification of the qualitative attributes, the weight
vectors are determined to make corresponding assessment.
But this method could not give the appropriate results when
dealing with the incomplete information. Bayesian inference
is a classical method of probabilistic reasoning, which can
deal with uncertain problems. A statistical conclusion is
obtained by using prior knowledge and sample information,
but a large number of repeated trials are needed to obtain the
probabilities; thus the training difficulty is increased. Fuzzy
logic reasoning has a significant effect on the processing of
a large number of inaccurate data, and it is suitable for the
complex fuzzy systems. However, the precise membership
function is hard to establish, which would produce large
deviation of the results. Hybrid method is the combination
of two or more computational approaches which can provide
better advantages than single approaches. But it is hard
to solve the conflict of the attributes in cloud computing
systems, because of its parameter adjustment mode. D-S
theory [24, 25] not only can deal with both qualitative
knowledge and quantitative data very well, but also can
deal with various types of uncertain information. Compared
with Bayesian inference, the D-S theory can deal with the
uncertainty due to the limitation of expert abilities or prior
knowledge. After that, Wang et al. [26, 27] proposed evidential reasoning (ER) rule in late 1990s. ER rule is developed
as a multicriteria decision analysis (MCDA) approach on the
basis of belief decision and D-S theory [28, 29]. It has been
widely employed in different fields [30, 31]. Compared to the
D-S theory of evidence, the calculation process of the ER
rule is linear, which reduces the computational complexity
[32]. Moreover, the most important thing is that it can deal
with the conflict of evidence attributes which cannot be
solved by using D-S theory [33]. The conflict of evidence
refers to the basic probability assignment of the two empty
focal elements when the evidence is synthesized. The reliability assessment of cloud computing has different types of
information needed to be integrated, which is the advantage
of ER rule.
According to above description, the innovations of this
paper are shown: (1) ER rule is first employed to establish the
reliability assessment model of the cloud computing platform
in this paper; (2) a new reliability assessment architecture
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including four aspects is proposed. A case study is given in
the last section, and it demonstrates the good performance on
assessing the reliability of a real cloud computing platform by
using the proposed method.
The paper is organized as follows. In Section 2, the
principle of ER rule is described. In Section 3, the reliability
assessment of cloud computing platform is described, and
the new reliability assessment architecture is proposed. In
Section 4, a case study for assessing the reliability of an actual
cloud computing platform is given, and the simulation results
are analyzed. Finally, this paper is concluded in Section 5.

2. The Evidential Reasoning Rule: Basics
As mentioned above, ER rule can integrate different types
of information, which include qualitative knowledge and
quantitative data. It can also express various types of uncertainties such as fuzzy uncertainty, probabilistic uncertainty,
and ignorance uncertainty [34]. The basic principle of the ER
rule is introduced in this section.
Assume that there are 𝑀 basic attributes {𝑟1 , 𝑟2 , . . . ,
𝑟𝑖 , . . . , 𝑟𝑀} of a general attribute 𝑅 in a two-level hierarchy,
and {𝑤1 , 𝑤2 , . . . , 𝑤𝑖 , . . . , 𝑤𝑀} denotes the weights of the basic
attributes, where 0 ≤ 𝑤𝑖 ≤ 1. There are 𝑁 assessment grades;
then the basic step of the ER rule can be concluded as follows.
(1) The belief degree should be converted into the basic
probability mass. The process is shown as follows:
𝑃𝑖,𝑗 = 𝑤𝑖 𝛽𝑖,𝑗 ,

(1)
𝑁

𝑃𝑖,Θ = 1 − 𝑤𝑖 ∑ 𝛽𝑖,𝑗 ,

(2)

𝑃𝑖,Θ = 1 − 𝑤𝑖 ,

(3)

𝑗=1

𝑁

̃ 𝑖,Θ = 𝑤𝑖 (1 − ∑𝛽𝑖,𝑗 ) ,
𝑃

(4)

𝑗=1

where 𝑃𝑖,𝑗 denotes the basic probability mass which refers to
the degree of the 𝑖th basic attribute supporting the hypothesis
that the attribute is assessed to the 𝑗th grade. 𝑃𝑖,Θ denotes the
rest of probability mass which has not been assigned to any
consequent according to the 𝑖th basic attribute. 𝑃𝑖,Θ denotes
the unassigned basic probability mass which refers to the
̃ 𝑖,Θ denotes
unimportant degree of the 𝑖th basic attribute. 𝑃
the unassigned basic probability mass which refers to the
incomplete degree of the 𝑖th basic attribute.
(2) ER rule is used to combine the first 𝑖 basic attributes;
the detailed process is described as follows:
𝑃𝐼(𝑖+1),𝑗
= 𝐾𝐼(𝑖+1) [𝑃𝐼(𝑖),𝑗 𝑃𝑖+1,𝑗 + 𝑃𝐼(𝑖),𝑗 𝑃𝑖+1,Θ + 𝑃𝐼(𝑖),Θ 𝑃𝑖+1,𝑗 ] ,
̃ 𝐼(𝑖),Θ ,
𝑃𝐼(𝑖),Θ = 𝑃𝐼(𝑖),Θ + 𝑃
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̃ 𝐼(𝑖+1),Θ
𝑃
̃ 𝑖+1,Θ + 𝑃
̃ 𝑖+1,Θ ] ,
̃ 𝐼(𝑖),Θ 𝑃
̃ 𝐼(𝑖),Θ 𝑃𝑖+1,Θ + 𝑃𝐼(𝑖),Θ 𝑃
= 𝐾𝐼(𝑖+1) [𝑃
𝑃𝐼(𝑖+1),Θ = 𝐾𝐼(𝑖+1) [𝑃𝐼(𝑖),Θ 𝑃𝑖+1,Θ ] ,
(5)
where 𝑃𝐼(𝑖),𝑗 denotes the probability mass which refers to the
degree of the first 𝑖 basic attributes supporting the hypothesis
that the attribute is assessed to the 𝑗th grade. 𝐾𝐼(𝑖+1) can be
calculated as
𝐾𝐼(𝑖+1) =

1
1−

∑𝑁
𝑘=1

∑𝑁
𝑗=1,𝑧=𝑘
̸

𝑃𝐼(𝑖),𝑘 𝑃𝑖+1,𝑗

.

(6)

(3) Thus, the final belief degree to the 𝑗th consequent and
the remaining belief degree can be calculated as
̂ =
𝛽
𝑗
̂ =
𝛽
Θ

𝑃𝐼(𝑀),𝑗

(𝑗 = 1, 2, . . . , 𝑁) ,

1 − 𝑃𝐼(𝑀),Θ
̃ 𝐼(𝑀),Θ
𝑃
1 − 𝑃𝐼(𝑀),Θ

(7)
.

3. Reliability Assessment of Cloud Computing
Platform with ER Rule
3.1. Problem Formulation. In this section, the assessment
attributes can be divided into 2 categories: quantitative data
and qualitative knowledge. The quantitative data represents
the data that can be expressed as certain quantity, amount,
or range, such as Mean Time to Failures (MTTF) of central
units, frequency of network attack, fault tolerant rate of cloud
computing platform, and Mean Time to Repair (MTTR)
of service. These attributes can be collected by the data
monitoring systems. However, the qualitative knowledge is
associated with the subjective quality of a situation or phenomenon, such as scalability of cloud system, controllability
of access terminal, completeness of service, and stability of
service. Qualitative knowledge is abstract and it either does
not require measurement or cannot be measured because the
reality they represent can only be approximated. Thus the
decision making may be associated with uncertainty. Because
the knowledge of these aspects is gained through observation
combined with interpretative understanding, the uncertainty
usually occurs because information is not clearly described
or only described by partial and imprecise evidence, such
as ability of personalized service and capability of disaster
recovery [35]. ER rules can make full use of qualitative
knowledge and quantitative data and can also express various
types of uncertainties. In this section, a new reliability
assessment architecture including four aspects is established,
and then the ER rule is used to assess the reliability of the
cloud computing platform.
3.2. The Basic Attributes of Cloud Computing Platform Reliability. A four-level reliability attributes structure of cloud

computing platform is established, including both quantitative data and qualitative knowledge. Reliability of cloud computing platform is categorized in 4 distinct aspects: network
reliability, hardware reliability, software reliability, and service
reliability. For each attribute, the symbol “𝑟” is numerically
labeled according to the hierarchy, while the symbol “𝑤” is
valued as the weight which is one of the important parameters
in the process of ER rule. In the aspect of the network
reliability, all the attributes are measured as the quantitative
data. In particular, considering the significance of network
attack frequency in assessing the network reliability, the 4th
level attributes are added. In the aspect of hardware reliability,
most attributes are scalability of the cloud system and fault
tolerance rate of the cloud platform. Scalability is the ability
of cloud system to continue to run well when it is changed
in volume in order to meet a requirement. The controllability
of access terminal is the only qualitative attributes which is
defined as an ability of access terminal in aspect of software
reliability. Service reliability is an assessment for the Quality
of Service (QoS); thus most of attributes are defined as
qualitative knowledge. In this paper, we introduce 4-grade
assessment levels as the frame of discernment of the reliability
assessment model. The basic attributes of cloud computing
platform reliability are shown in Table 1.
3.3. The Assessment Grades of the Attributes. In this paper,
the assessment grades of the attributes of cloud computing
platform are established. For the quantitative attributes, the
data range is divided into 4 grades, determined as “excellent,
good, common, and bad.” The setting up of the interval of
quantitative attributes is obtained by the expert experience
and practical investigation, which ensure the data precision
and traceability. For the qualitative attributes, the grade
of assessment can be determined by experts according to
the experience or investigation. The assessment rules can
be established through the assessment grades, as shown in
Table 2.
3.4. The Belief Degree of the Attributes. When the value of an
attribute of the assessment is determined, the corresponding
belief degree should be calculated in order to obtain the basic
probability mass in ((2)-(1)), as shown in the following:
𝛽𝑖,𝑗 =

𝑅𝑖,𝑗+1 − 𝑈 (𝑟𝑖 )
𝑅𝑖,𝑗+1 − 𝑅𝑖,𝑗

(𝑅𝑖,𝑗 ≤ 𝑈 (𝑟𝑖 ) ≤ 𝑅𝑖,𝑗+1 ) ,

𝛽𝑖,𝑗+1 = 1 − 𝛽𝑖,𝑗 ,
𝛽𝑖,𝑘 = 0

(8)

(𝑘 = 1, . . . , 𝑁, 𝑘 ≠ 𝑗, 𝑗 + 1) ,

where 𝑈(𝑟𝑖 ) denotes the value of the attribute 𝑟𝑖 and 𝑅𝑖,𝑗
denotes the reference value of the 𝑗th grade for attribute 𝑟𝑖 .

4. Case Study
In order to illustrate the detailed process of the reliability
assessment, a case which uses the proposed reliability assessment architecture and ER rule to assess the reliability of an
actual cloud computing platform is studied in this section.

Network reliability (𝑟1 ), (𝑤1 = 0.25)

Hardware reliability (𝑟2 ), (𝑤2 = 0.25)

Software reliability (𝑟3 ), (𝑤3 = 0.25)

Service reliability (𝑟4 ), (𝑤4 = 0.25)

Reliability of cloud
computing platform (𝑅)

Reliability of cloud
computing platform (𝑅)

Reliability of cloud
computing platform (𝑅)

1st level

Reliability of cloud
computing platform (𝑅)

Reliability

Service stability (𝑟43 ), (𝑤43 = 0.4)

Service availability (𝑟42 ), (𝑤42 = 0.3)

Performance reliability (𝑟41 ), (𝑤41 = 0.3)

Cloud operating system reliability (𝑟32 ), (𝑤32 = 0.6)

Application reliability (𝑟31 ), (𝑤31 = 0.4)

Cloud platform reliability (𝑟22 ), (𝑤22 = 0.5)

Cloud infrastructure reliability (𝑟21 ), (𝑤21 = 0.5)

Network system reliability (𝑟12 ), (𝑤12 = 0.5)

Network equipment reliability (𝑟11 ), (𝑤11 = 0.5)

2nd level

3rd level
4th level
MTTF of central units (𝑟111 ), (𝑤111 = 0.6)
MTTF of common units (𝑟112 ), (𝑤112 = 0.4)
Dos attack (𝑟1211 ), (𝑤1211 = 0.4)
Probe attack (𝑟1212 ), (𝑤1212 = 0.3)
Frequency of network attack (𝑟121 ), (𝑤121 = 0.6)
U2R attack (𝑟1213 ), (𝑤1213 = 0.2)
R2L attack (𝑟1214 ), (𝑤1214 = 0.1)
Vulnerability of network system (𝑟122 ), (𝑤122 = 0.4)
MTTF of cloud server (𝑟211 ), (𝑤211 = 0.4)
MTTF of virtual machine (𝑟212 ), (𝑤212 = 0.3)
Scalability of cloud system (𝑟213 ), (𝑤213 = 0.3)
MTTF of cloud platform I/O (𝑟221 ), (𝑤221 = 0.5)
Fault tolerant rate of cloud platform (𝑟222 ), (𝑤222 = 0.5)
Failure rate of web application (𝑟311 ), (𝑤311 = 0.5)
Controllability of access terminal (𝑟312 ), (𝑤312 = 0.5)
MTTF of cloud operating system (𝑟321 ), (𝑤321 = 0.6)
Vulnerability of cloud operating system (𝑟322 ), (𝑤322 = 0.4)
Capacity of throughput (𝑟411 ), (𝑤411 = 0.2)
Average response time of the service (𝑟412 ), (𝑤412 = 0.3)
Failure rate of service (𝑟413 ), (𝑤413 = 0.2)
MTTR of service (𝑟414 ), (𝑤414 = 0.3)
Completeness of service (𝑟421 ), (𝑤421 = 0.3)
Access success rate (𝑟422 ), (𝑤422 = 0.4)
Ability of personalized service (𝑟423 ), (𝑤423 = 0.3)
Service continuity and stability (𝑟431 ), (𝑤431 = 0.4)
Disaster recovery capability (𝑟432 ), (𝑤432 = 0.4)
Service transparency (𝑟433 ), (𝑤433 = 0.2)

Table 1: The basic attributes of cloud computing platform reliability.
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Table 2: The reference values of the assessment grades.
𝑟111
𝑟112
𝑟1211
𝑟1212
𝑟1213
𝑟1214
𝑟122
𝑟211
𝑟212
𝑟213
𝑟221
𝑟222
𝑟311
𝑟312
𝑟321
𝑟322
𝑟411
𝑟412
𝑟413
𝑟414
𝑟421
𝑟422
𝑟423
𝑟431
𝑟432
𝑟433

E
90/kh
60/kh
0 times/h
0 times/h
0 times/h
0 times/h
0 times/mon
30/kh
15/kh

G
60/kh
40/kh
10 times/h
10 times/h
10 times/h
10 times/h
50 times/mon
20/kh
10/kh

9/kh

6/kh

0/fit

20/fit

9/kh
0 times/mon

6/kh
200 times/mon

0/ms
0/fit
0/h

100/ms
30/fit
10/h

100%

90%

4.1. The Actual Cloud Computing Platform. In this case,
a cloud computing platform of Innovation Lab in HUST
is investigated. The architecture of the platform can be
divided into 4 layers and 2 centers. The layers consist of
cloud infrastructure layer, cloud platform layer, cloud bus
layer, and cloud application layer. The centers include cloud
management center and cloud data center. The cloud infrastructure layer consists of hardware level and virtual level,
including computers, servers, storage units, and network
units. Employing technology of virtualization, the virtual
level is a solution of IaaS service, which forms a virtual cluster
from underlying hardware resources. The cloud platform
layer includes service level and computing level. The purpose
of the service layer is to provide the basic data or information
to the upper layer through the processing of the form of
service. The computing level includes distributed computing
engine, concurrent computing engine, and utility computing
engine. The cloud bus design includes service adapter level,
bus level, and application adapter level. The service adapter
provides an adapter for the service and bus communication in
the cloud platform. The cloud bus is a kind of basic structure
that interacts with the service through the service adapter.
The application adapter provides an adapter for application
software and bus communication in the cloud platform. The
cloud application layer can be categorized into three types,

C
30/kh
20/kh
20 times/h
20 times/h
20 times/h
20 times/h
100 times/mon
10/kh
5/kh
Given by experts
3/kh
Given by experts
40/fit
Given by experts
3/kh
400 times/mon
Given by experts
200/ms
60/fit
20/h
Given by experts
80%
Given by experts
Given by experts
Given by experts
Given by experts

B
0/kh
0/kh
30 times/h
30 times/h
30 times/h
30 times/h
150 times/mon
0/kh
0/kh
0/kh
60/fit
0/kh
600 times/mon
300/ms
90/fit
30/h
70%

such as inner application, external application, and platform
of secondary development interface.
The cloud management center includes supercomputing center and security center. The supercomputing center
can achieve rapid deployment, automation installation, and
upgrade. The security center is responsible for user registration, user authentication, access control, and so forth. The
cloud data center is in charge of processing and storage of
data in the cloud platform. The architecture of the platform
is shown in Figure 1.
4.2. The Process of the Reliability Assessment. The corresponding attributes described in Table 1 are collected from the cloud
computing platform described above. Taking the frequency of
network attack (𝑟121 ) as an example, assume that Dos attack
𝑟1211 = 2 times/h, Probe attack 𝑟1212 = 13 times/h, U2R attack
𝑟1213 = 8 times/h, and R2L attack 𝑟1214 = 21 times/h. Thus, the
belief degrees of these attributes which are assessed to a grade
can be calculated by (8):
𝛽1211,1 = 0.8,
𝛽1211,2 = 0.2,
𝛽1211,3 = 0,
𝛽1211,4 = 0,
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Cloud
management
center

Cloud data
center
Cloud application layer
Inner application
level
ERP

Supercomputing
center

Automation
installation

Automation
upgrade

OA system

External application
level
Web portal

Secondary development
interface
SDK
API

Storage application

Relational
database
Cloud bus layer
Application adapter
level
.NET application
J2EE application

Bus level
Service registration

Service adapter level
.NET platform service

Service monitoring
J2EE platform service

Message routing

Document
database

Cloud platform layer
Security
center

Computing level
Distributed computation

Service level
Storage service
Computing service

Concurrent computation

Security authentication service

Utility computation

Registration
Object
database

Cloud infrastructure layer
Authentication

Hardware level
Computers
Servers

Virtual level
Virtual memory
Virtual storage

Network units

Access
control

Virtual operating system

Storage units

Figure 1: The architecture of the cloud platform.

𝛽1212,1 = 0.7,

The above belief degrees should be converted into the
basic probability mass by (1)–(4) and the corresponding
weights given in Table 1:

𝛽1212,2 = 0.3,
𝛽1212,3 = 0,
𝛽1212,4 = 0,

𝑃1211,1 = 0.32,

𝛽1213,1 = 0.2,

𝑃1211,2 = 0.08,

𝛽1213,2 = 0.8,

𝑃1211,3 = 0,
𝑃1211,4 = 0,

𝛽1213,3 = 0,

𝑃1211,Θ = 0.6,

𝛽1213,4 = 0,
𝛽1214,1 = 0.9,

𝑃1211,Θ = 0.6,

𝛽1214,2 = 0.1,

̃ 1211,Θ = 0,
𝑃

𝛽1214,3 = 0,

𝑃1212,1 = 0.21,

𝛽1214,4 = 0.

𝑃1212,2 = 0.09,
(9)

𝑃1212,3 = 0,
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𝑃1212,4 = 0,

𝑃𝐼(1212),3 = 𝐾𝐼(1212) [𝑃𝐼(1211),3 𝑃1212,3 + 𝑃𝐼(1211),3 𝑃1212,Θ

𝑃1212,Θ = 0.7,

+ 𝑃𝐼(1211),Θ 𝑃1212,3 ] = 1.0478 × [0 × 0 + 0 × 0.7

𝑃1212,Θ = 0.7,

+ 0.6 × 0] = 0,

̃ 1212,Θ = 0,
𝑃

𝑃𝐼(1212),4 = 𝐾𝐼(1212) [𝑃𝐼(1211),4 𝑃1212,4 + 𝑃𝐼(1211),4 𝑃1212,Θ

𝑃1213,1 = 0.04,

+ 𝑃𝐼(1211),Θ 𝑃1212,4 ] = 1.0478 × [0 × 0 + 0 × 0.7

𝑃1213,2 = 0.16,

+ 0.6 × 0] = 0,

𝑃1213,3 = 0,

̃ 1212,Θ
̃ 𝐼(1211),Θ 𝑃
̃ 𝐼(1212),Θ = 𝐾𝐼(1212) [𝑃
𝑃

𝑃1213,4 = 0,

̃ 1212,Θ ] = 1.0478
̃ 𝐼(1211),Θ 𝑃1212,Θ + 𝑃𝐼(1211),Θ 𝑃
+𝑃

𝑃1213,Θ = 0.8,

× [0 × 0 + 0 × 0.7 + 0.6 × 0] = 0,

𝑃1213,Θ = 0.8,

𝑃𝐼(1212),Θ = 𝐾𝐼(1212) [𝑃𝐼(1211),Θ 𝑃1212,Θ ] = 1.0478

̃ 1213,Θ = 0,
𝑃

× [0.6 × 0.7] = 0.4401,

𝑃1214,1 = 0.09,

̃ 𝐼(1212),Θ = 0.4401.
𝑃𝐼(1212),Θ = 𝑃𝐼(1212),Θ + 𝑃

𝑃1214,2 = 0.01,

(12)

𝑃1214,3 = 0,

Next, in order to integrate the third probability mass,
𝐾𝐼(1213) should be calculated:

𝑃1214,4 = 0,
𝑃1214,Θ = 0.9,
𝑃1214,Θ = 0.9,

𝐾𝐼(1213) =

̃ 1214,Θ = 0.
𝑃
(10)
Then, in order to integrate the above probability masses
and get the upper attribute, 𝐾𝐼(𝑖+1) = 𝐾𝐼(1212) should be
calculated at first:
𝐾𝐼(1212) =

1−

∑𝑁
𝑗=1,𝑗=𝑘
̸

1−

∑𝑁
𝑗=1,𝑗=𝑘
̸

𝑃𝐼(1212),𝑘 𝑃1213,𝑗

1
1 − 0.4371 × 0.16 + 0.1228 × 0.04

= 1.0809.
Then, the new integration masses can be obtained:
𝑃𝐼(1213),1 = 𝐾𝐼(1213) [𝑃𝐼(1212),1 𝑃1213,1 + 𝑃𝐼(1212),1 𝑃1213,Θ

1
∑𝑁
𝑘=1

=

1
∑𝑁
𝑘=1

𝑃𝐼(1211),𝑘 𝑃1212,𝑗

1
=
= 1.0478.
1 − 0.32 × 0.09 + 0.08 × 0.21
Thus, the integration masses can be obtained by (5):
𝑃𝐼(1212),1 = 𝐾𝐼(1212) [𝑃𝐼(1211),1 𝑃1212,1 + 𝑃𝐼(1211),1 𝑃1212,Θ
+ 𝑃𝐼(1211),Θ 𝑃1212,1 ] = 1.0478 × [0.32 × 0.21 + 0.32
× 0.7 + 0.6 × 0.21] = 0.4371,
𝑃𝐼(1212),2 = 𝐾𝐼(1212) [𝑃𝐼(1211),2 𝑃1212,2 + 𝑃𝐼(1211),2 𝑃1212,Θ

(11)

+ 𝑃𝐼(1212),Θ 𝑃1213,1 ] = 1.0809 × [0.4371 × 0.04
+ 0.4371 × 0.8 + 0.4401 × 0.04] = 0.4159,
𝑃𝐼(1213),2 = 𝐾𝐼(1213) [𝑃𝐼(1212),2 𝑃1213,2 + 𝑃𝐼(1212),2 𝑃1213,Θ
+ 𝑃𝐼(1212),Θ 𝑃1213,2 ] = 1.0809 × [0.1228 × 0.16
+ 0.1228 × 0.8 + 0.4401 × 0.16] = 0.2035,
𝑃𝐼(1213),3 = 𝐾𝐼(1213) [𝑃𝐼(1212),3 𝑃1213,3 + 𝑃𝐼(1212),3 𝑃1213,Θ
+ 𝑃𝐼(1212),Θ 𝑃1213,3 ] = 1.0809 × [0 × 0 + 0 × 0.8
+ 0.4401 × 0] = 0,
𝑃𝐼(1213),4 = 𝐾𝐼(1213) [𝑃𝐼(1212),4 𝑃1213,4 + 𝑃𝐼(1212),4 𝑃1213,Θ

+ 𝑃𝐼(1211),Θ 𝑃1212,2 ] = 1.0478 × [0.08 × 0.09 + 0.08

+ 𝑃𝐼(1212),Θ 𝑃1213,4 ] = 1.0809 × [0 × 0 + 0 × 0.8

× 0.7 + 0.6 × 0.09] = 0.1228,

+ 0.4401 × 0] = 0,

(13)
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̃ 1213,Θ
̃ 𝐼(1213),Θ = 𝐾𝐼(1213) [𝑃
̃ 𝐼(1212),Θ 𝑃
𝑃

Finally, the belief degrees of frequency of network attack
(𝑟121 ) can be calculated by (7):

̃ 1213,Θ ] = 1.0809
̃ 𝐼(1212),Θ 𝑃1213,Θ + 𝑃𝐼(1212),Θ 𝑃
+𝑃

̂ =
𝛽
1

× [0 × 0 + 0 × 0.8 + 0.4401 × 0] = 0,
𝑃𝐼(1213),Θ = 𝐾𝐼(1213) [𝑃𝐼(1212),Θ 𝑃1213,Θ ] = 1.0809

̂ =
𝛽
2

× [0.4401 × 0.8] = 0.3806,
̂ =
𝛽
3

̃ 𝐼(1212),Θ = 0.3806.
𝑃𝐼(1213),Θ = 𝑃𝐼(1212),Θ + 𝑃
(14)

̂ =
𝛽
4

Then, 𝐾𝐼(1214) should be calculated:
𝐾𝐼(1214) =

̂ =
𝛽
Θ

1
𝑁
1 − ∑𝑁
̸ 𝑃𝐼(1213),𝑘 𝑃1214,𝑗
𝑘=1 ∑ 𝑗=1,𝑗=𝑘

1
=
1 − 0.4159 × 0.01 + 0.2035 × 0.09

(15)

= 1.0230.
Thus, the new integration masses can be obtained:
𝑃𝐼(1214),1 = 𝐾𝐼(1214) [𝑃𝐼(1213),1 𝑃1214,1 + 𝑃𝐼(1213),1 𝑃1214,Θ

𝑃𝐼(1214),1
1 − 𝑃𝐼(1214),Θ
𝑃𝐼(1214),2
1 − 𝑃𝐼(1214),Θ
𝑃𝐼(1214),3
1 − 𝑃𝐼(1214),Θ
𝑃𝐼(1214),4
1 − 𝑃𝐼(1214),Θ
̃ 𝐼(1214),Θ
𝑃
1 − 𝑃𝐼(1214),Θ

=

0.4563
0.4563
=
= 0.7024,
1 − 0.3504 0.6496

=

0.1933
0.1933
=
= 0.2976,
1 − 0.3504 0.6496

=

0
= 0,
1 − 0.3504

=

0
= 0,
1 − 0.3504

=

0
= 0.
1 − 0.3504

(17)

Through the above conclusions, when 𝑟1211 = 2 times/h,
𝑟1212 = 13 times/h, 𝑟1213 = 8 times/h, and 𝑟1214 = 21 times/h,
the final belief degrees of 𝑟121 can be expressed by {𝐸(70.24%),
𝐺(29.76%), 𝐶(0%), 𝐵(0%)}, which means that the frequency
of network attack (𝑟121 ) can be considered as “good.”
The other attributes in Table 1 can be integrated by the
method described in above process, and the final conclusion
of reliability assessment of cloud computing platform can be
obtained.

+ 𝑃𝐼(1213),Θ 𝑃1214,1 ] = 1.0230 × [0.4159 × 0.09

5. Conclusion

+ 0.4159 × 0.9 + 0.3806 × 0.09] = 0.4563,

Considering the complex attributes, this paper first employed
ER rule to make a comprehensive assessment for the reliability of cloud computing platform. ER rule has a good
performance in multiple attribute decision making. It can
process the evidence with high conflict and complete conflict
and then make a more accurate assessment result. Moreover,
a new reliability assessment structure of cloud computing for
multiple attribute decision making is proposed in this paper.
The 4-level reliability attributes mainly include four aspects,
where the views of cloud computing servers and users are
both taken into account, and the actual situation of reliability
in cloud computing platform can be completely expressed. In
conclusion, the innovation points of this paper can be concluded: (1) ER rule is first employed to establish the reliability
assessment model of the cloud computing platform in this
paper; (2) a new reliability assessment architecture including
four aspects is proposed. Thus, the above two innovative
researches cause a good result for reliability assessment in the
complex dynamic cloud computing platform.

𝑃𝐼(1214),2 = 𝐾𝐼(1214) [𝑃𝐼(1213),2 𝑃1214,2 + 𝑃𝐼(1213),2 𝑃1214,Θ
+ 𝑃𝐼(1213),Θ 𝑃1214,2 ] = 1.0230 × [0.2035 × 0.01
+ 0.2035 × 0.9 + 0.3806 × 0.01] = 0.1933,
𝑃𝐼(1214),3 = 𝐾𝐼(1214) [𝑃𝐼(1213),3 𝑃1214,3 + 𝑃𝐼(1213),3 𝑃1214,Θ
+ 𝑃𝐼(1213),Θ 𝑃1214,3 ] = 1.0230 × [0 × 0 + 0 × 0.9
+ 0.3806 × 0] = 0,
𝑃𝐼(1214),4 = 𝐾𝐼(1214) [𝑃𝐼(1213),4 𝑃1214,4 + 𝑃𝐼(1213),4 𝑃1214,Θ
+ 𝑃𝐼(1213),Θ 𝑃1214,4 ] = 1.0230 × [0 × 0 + 0 × 0.9
+ 0.3806 × 0] = 0,
̃ 1214,Θ
̃ 𝐼(1213),Θ 𝑃
̃ 𝐼(1214),Θ = 𝐾𝐼(1214) [𝑃
𝑃

(16)

̃ 1214,Θ ] = 1.0230
̃ 𝐼(1213),Θ 𝑃1214,Θ + 𝑃𝐼(1213),Θ 𝑃
+𝑃
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× [0 × 0 + 0 × 0.9 + 0.3806 × 0] = 0,
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𝑃𝐼(1214),Θ = 𝐾𝐼(1214) [𝑃𝐼(1213),Θ 𝑃1214,Θ ] = 1.0230
× [0.3806 × 0.9] = 0.3504,
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