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Based on the discrete event-triggered communication scheme (DETCS), a codesign method of dual security control and
communication for the non-linear cyberphysical system (CPS) with denial-of-service (DoS) attack and actuator fault is studied
under multi-objective constraints. First, to effectively distinguish DoS attacks with different energy levels, the DoS attack detection
method is established based on the maximum allowable delay of the system. Second, a non-linear CPS dual security control
framework that integrates active-passive attack tolerance for DoS attack and active fault tolerance for actuator fault is constructed.
*ird, the low-energy DoS attack is regarded as a special kind of time delay, and a robust observer for the estimation of system
states and actuator fault is designed, and a codesign method of passive attack tolerance, active fault tolerance, and communication
is proposed. Furthermore, a correction compensation algorithm of control quantity is proposed for high-energy DoS attack based
on the PID idea to make active-passive attack tolerance more effective. Finally, the effectiveness of the proposed method is verified
by the simulation of a quadruple-tank model.

1. Introduction

With the wide application of the cyber physical system (CPS)
in aerospace, intelligent manufacturing, smart grid, and
other fields, its security problems have become increasingly
prominent. For example, BlackEnergy3 attacked the
Ukrainian power grid [1] and Bitcoin Ransomware (Wan-
naCry) attacked global public and commercial systems [2],
which have caused immeasurable losses to national security
and economy [3]. In general, CPS insecurity factors mainly
come from two aspects. First, the communication network
becomes open and interconnected from the traditional
closed and isolated, which makes it more vulnerable to
various types of cyber attacks and indirectly affects the se-
curity of physical plants or even the whole system [4, 5].
Second, the physical components operate under high load or
in harsh environment for a long time, resulting in the
degradation of core components such as fail of actuators,

thus destroying the stability of the system [6, 7]. In addition,
most of the actual systems have non-linear characteristic, so
it is important to study the security control for a non-linear
CPS.

Cyber attacks on the CPS mainly include denial-of-
service (DoS) [8, 9] and false data injection (FDI) attack
[10, 11]. DoS attacks are non-stealthy attacks that often block
communication channels and make system communication
impossible [12], and the Ukraine power grid incident was
caused by using DoS attacks to block communication
transmission. Scholars usually model DoS attacks in the CPS
as network time delay or packet loss [13–16]. In [17], DoS
attack is modeled as bounded packet loss by defining attack
frequency and duration. In [18], the packet loss is regarded
as a random Bernoulli distribution. In [19], DoS attack is
modeled as a Markov process. After the attack model is
established, the methods based on control theory are further
used to ensure the system security, such as state estimation
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[20, 21], game theory [22, 23], predictive control [24, 25],
and resilient control [26, 27], among which the resilient
control has fruitful achievements and it is also the focus of
attention. In [28], the asynchronous attack signal is de-
scribed by recursive characteristics, and a dynamic event-
triggered resilient control method is proposed to resist DoS
attack. In [29], a resilient control strategy is studied under
DoS attack, and furthermore, an H∞ observer is constructed
based on the periodic event-triggered control framework.
*e resilient control problem is studied in [30] based on the
sampling data model under DoS attacks, and in order to
receive the sampling signal and obtain the attack duration, a
logic processor is introduced into the controller. *e defense
against DoS attacks in that mentioned above is essentially
robust to packet loss or time delay caused by finite-energy
DoS attacks, and it is a passive attack-tolerant strategy that
can only cope with low-energy DoS attacks. Once the packet
loss or delay caused by a DoS attack exceeds the maximum
allowable range, the system security will not be guaranteed.
*e active attack-tolerant method can be further used to
reconstruct or correct the loss of control quantity caused by
high-energy DoS attack, i.e., the combination of active and
passive attack tolerance will better guarantee the CPS se-
curity. *is is one of the motivations in this paper.

Although there aremany results to deal withDoS attack in
the CPS, there is a lack of common consideration of DoS
attack and physical system fault. In [31–33], passive, active,
and active-passive hybrid fault-tolerant control methods are
proposed, respectively, to suppress the impact of faults on the
system. In [34], a novel dynamic fault-tolerant control model
is proposed. *erefore, the fault-tolerant control provides an
effective solution to component faults. However, the impact of
DoS attack on the system is not considered in that mentioned
above. How to take into account the attack tolerance in a
cyber system and the fault tolerance in a physical system and
carry out the codesign of dual security control is undoubtedly
of great significance for the improvement of CPS security.
*is is another motivation for the research.

*e CPS is the integration of the cyber and physical
system, and a network communication scheme is important
for the coordination of control and communication. *e
traditional time-triggered communication scheme not only
wastes network resources but also the design of the control
strategy lacks proper correlation with the communication
[35]. *e discrete event-triggered communication scheme
(DETCS) proposed in [36, 37] relies on “events” rather than
“time” for data transmission, which can save network re-
sources and make the collaboration of control and com-
munication possible. Recently, the adaptive event-triggered
communication scheme proposed in [38, 39] is able to satisfy
the control requirements while saving network resources
more effectively, but it is still difficult to achieve the coor-
dination of security control and communication under DoS
attack. Besides, the practical engineering has other perfor-
mance requirements in addition to security. *e T-S fuzzy
model is a powerful method for the analysis and synthesis of
a non-linear system [40]; therefore, based on the T-S fuzzy
model and DETCS, it is more challenging and valuable to
study the codesign of dual security control and

communication for a non-linear CPS with DoS attacks and
actuator fault under multi-objective constraints. *is is the
third research motivation of this study.

Based on previous studies, in this paper, the codesign
method of dual security control and communication for a
non-linear CPS with DoS attacks and actuator fault is in-
vestigated. *e contributions are as follows:

(1) A DoS attack detection method is proposed based on
the maximum allowable delay of the system to
distinguish high- and low-energy DoS attacks, and a
passive attack-tolerance strategy is used for low-
energy DoS attack. Based on the PID idea, the active
compensation strategy is designed for the lack of
control quantity caused by high-energy DoS attacks,
the combination of active and passive attack toler-
ance strategies can more effectively resist the impact
of DoS attacks on the CPS.

(2) A dual security control framework with active-
passive attack tolerance and active fault tolerance is
constructed for the coexistence of DoS attacks and
actuator fault in the CPS. Furthermore, a non-linear
CPS closed-loop T-S fuzzy model integrating DoS
attack, actuator fault, and attack-tolerant and fault-
tolerant control is established, which lays a foun-
dation for the dual security control.

(3) Based on the DETCS, considering the multi-objective
constraints, such as α−stability and H∞ performance,
the design methods of the observer for state and fault
and dual security controller are given, respectively,
with the help of less-conservative techniques. Finally,
the codesign between dual security control and
communication resource saving is realized, and a
classical quadruple-tank model is used to verify the
effectiveness of the proposed method.

*e remainder of this paper is organized as follows. *e
system description is presented in Section 2. In Section 3, an
observer for system state and actuator fault with multi-
objective constraints under DoS attack is designed. *e dual
security controller is presented in Section 4.*e strategy and
algorithm of DoS attack detection and active attack tolerance
are given in Section 5. Section 6 is the simulation research
and result analysis, and the conclusion is presented in
Section 7.

2. System Description

2.1. System Framework. In order to keep the non-linear CPS
which suffers from DoS attack and continuous time-varying
actuator fault stable, a dual security control framework with
active-passive attack tolerance and active fault tolerance is
established, as shown in Figure 1.

In Figure 1, the system consists of a non-linear con-
trolled plant, an intelligent sensing unit, a control unit, an
intelligent execution unit, and dual-end networks.

*e intelligent sensing unit is composed of a sensor, a
sampler, an observer, and an event generator. *e control
quantity and system output are measured by using a sensor,
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the measured values are sampled by using a sampler in an
equal periodic manner, and the sampled data are observed
by the observer to obtain the estimations of system state and
fault. After screening by using the event generator, the data
that meet the trigger condition are transmitted to the control
unit through the sensor network in a non-uniform manner.

*e control unit includes a dual security controller with
passive attack tolerance and active fault tolerance. It mainly
completes the calculation of control quantity based on re-
silient control for DoS attack with low energy and actuator
fault, and then, the calculated quantity is transmitted to the
execution unit through the control network. Obviously, the
calculation of control quantity is also carried out in a
nonuniform periodic manner.

*e intelligent execution unit includes a data buffer, an
attack detector, an attack compensator, a zero-order holder
(ZOH), and an actuator. *e data buffer stores the received
control quantity and further implements attack detection. If
it is detected that the time delay caused by DoS attack is
greater than the maximum allowed value, then it is a high-
energy DoS attack. It will be updated and corrected with the
help of appropriate compensation algorithm according to
the original value of control quantity stored in the early
stage. It is further sent to the actuator to achieve active attack
tolerance for high-energy DoS attacks. If the time delay is
less than the maximum allowed value, it is a low-energy DoS
attack, the received data will be directly sent to the actuator,
and finally, the control quantity will act on the controlled
plant.

Remark 1: if the time delay caused by DoS attack
approaches or exceeds the maximum allowable delay of
the system, the attack is called high-energy DoS attack;
otherwise, it is called low-energy DoS attack.
Remark 2: the passive attack-tolerant strategy may fail
when the system suffers from high-energy DoS attack.

At this time, to ensure the system is stable, the active
attack-tolerant strategy is implemented to compensate
and update the loss of control quantity caused by high-
energy DoS attack, so the system has the ability of
active-passive attack-tolerant control.
Remark 3: according to the characteristic of DoS attack,
it can be regarded as a special packet loss and trans-
formed into time delay through the following timing
analysis. Based on the maximum allowable delay of the
system, the DoS attack detection method is proposed. If
the time delay caused by the DoS attack is within the
allowable range, the passive attack tolerance is used. On
the contrary, the active attack-tolerant strategy is used
to compensate the loss of control quantity caused by the
DoS attack. Finally, the system remains stable under
both high- and low-energy DoS attacks.

Assumption 1. *e energy of DoS attack is limited, and its
impact on the system is regarded as a special kind of packet
loss, and the amount of packets lost is limited.

Assumption 2. Natural packet loss rarely occurs during data
transmission, and a single packet with time stamp is used for
data transmission.

2.2. Description of the Controlled Plant. As shown in
Figure 1, it can be seen that the output of the continuous
non-linear controlled plant is sampled and transmitted to
the intelligent sensing unit and control unit, and then, both
estimation and calculation are digital quantities. *erefore,
the system is a typical sampling data system [41]. Based on
the T-S fuzzy model, the non-linear CPS with actuator
continuous time-varying fault is modeled as follows:

Non-linear plant
Sampler

Observer

Event 
generator

Active fault tolerance
Passive attack tolerance

Network

ZOH

Actuator

Intelligent sensing unit

y (t)

DoS

u (t)

DoS

y (t) perception

Attack detector

Active compensator

Date buffer

u (jk3 h) State feedback

Dual security controller

Network

Sensor

Intelligent execution unit

u (t) perception

Control unit

N
Y

f (ik1 h) x (ik1 h)

u (ik1 h) y (ik1 h)

f (tk2 h) x (tk2 h)

Figure 1: Dual security control framework for a non-linear CPS under DoS attack.
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r

i�1
ξi(θ(t)) Aix(t) + Biu(t) + Efif(t) + Ewiw(t) ,

y ikh(  � 
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i�1
ξi(θ(t)) Cix ikh(  + Eviv ikh(  ,

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(1)

where ξi(θ(t)) � ai(θ(t))/
N
i�1 ai(θ(t)), ξi(θ(t)) is the

weight ratio representing each fuzzy rule,
ai(θ(t)) � 

N
j�1 Mij(θj(t)), Mij(θj(t)) is the membership

function of θj(t) with respect to Mij, let ai(θ(t))≥ 0(i �

1, 2, · · · , N) and 
N
i�1 ai(θ(t))> 0, and then, ξi(θ(t)) ≥ 0 and


N
i�1 ξi(θ(t)) � 1. Ai,Bi,Efi,Ewi,Ci,Evi are matrices with

known appropriate dimensions, and x(t) ∈ Rn, u(t) ∈ Rnu

are the system state and the control input vector, respec-
tively. f(t) ∈ Rnf is a continuous time-varying actuator fault,
and its derivative is assumed to be bounded; i.e., there is a
constant f1 such that ‖ _f(t)‖≤f1. w(t) ∈ Rnw , y(ikh) ∈ Rm,
and v(ikh) ∈ Rnv are the system disturbance, output sam-
pling, and measurement noise.

In order to effectively save network resources and realize
the codesign of communication and control, the following
classic DETCS [36] is adopted:

eT
ik1h Φe ik1h ≤ σsx

T
tk2

h Φx tk2
h . (2)

In the trigger condition equation (2), the trigger pa-
rameter σs is given in advance, δs ∈ [0, 1), and it is related to
the expected performance of the system. *e positive def-
inite symmetric matrix Φ is to be designed.
e(ik1h) � x(ik1h) − x(tk2

h) is the state estimation error,
x(ik1h) is the system state estimation at the current time, and
x(tk2

h) is the system state estimation that meets the event
trigger condition at the previous time.

Assumption 3. *e sampler is clock driven in an equal
period, the sampling period is h, and the corresponding
sequence is ik1 , k1 � 0, 1, 2, · · ·. *e controller and actuator
are event driven, and the filtered data trigger period is
recorded as htk2

, htk2
� (tk2+1 − tk2

)h, and the transmission
sequence is tk2

 , k2 � 0, 1, 2, · · ·. After the DoS attack in-
vasion, the period of successful transmission of the filtered
data by the event generator is hjk3

, hjk3
� (jk3+1 − jk3

)h, the
transmission sequence is jk3

 , k3 � 0, 1, 2, · · · , and the in-
terval satisfies tk2

� mik1, jk3
� nik1, where m, n are integers.

2.3.Analysis ofTime-Delay Interval. Although the controlled
plant is continuous, the calculation of the observer and
controller is carried out in the form of digital quantity. In
addition, the introduction of the DETCS makes the filtered
data transmitted in a non-uniform manner. Based on the
time-delay system theory method in [42], the non-uniform
transmission property is transformed into time delay for the
typical sampling data system, and the design method of
observer and controller are studied in a continuous manner.

*e output sampling of the intelligent sensing unit is
carried out in an equal periodic manner, and its period is h.
With the help of time-delay system theory, the sampling
period in adjacent sampling points is transformed into time
delay, and then, the system is designed and analyzed in a
continuous manner.

*e delay function is defined as

τ1(t) � t − ik1h, (3)

where t ∈ [ik1h, ik1+1h) and 0< τ1(t)≤ h1 � h. *e time se-
quence of the sampled, filtered, and transmitted data is
shown in Figure 2.

As shown in Figure 2, the amount of consecutive packet
losses caused by DoS attack is τDo S

tk2
∈ [0, τDo S

M ]. hmax
tk2

is the
non-uniform maximum trigger period, and then, the actual
maximum duration of DoS attack is τDo S

M hmax
tk2

. ik1h is the
sampled data sequence, and tk2

h is the triggered data se-
quence. jk3

h is the transmitted sequence to the ZOH
(without considering transmission delay), and it satisfies the
relationship jk3

h � tk2
h + τDo S

tk2
htk2

.
When x(jk3

h) and f(jk3
h) are transmitted to the front

end of the ZOH, while x(jk3+1h) and f(jk3+1h) are not sent
to the ZOH, the transmission interval is Λ � [jk3

h, jk3+1h).
*e delay function is defined as

τ2(t) � t − jk3
h. (4)

*en, its upper bound is

h2 � max htk2
+ τDo S

tk2
htk2

  � h
max
tk2

+ τDo S
M h

max
tk2

. (5)

*e lower bound is 0< τmin � min τDo S
tk2

htk2
 , where the

time-delay function satisfies 0< τmin ≤ τ2(t)≤ h2. For the
convenience of analysis, ik1h, tk2

h, and jk3
h will be recorded

as ik1, tk2
, and jk3

.

3. Observer Design for System State and
Actuator Fault with Multi-Objective
Constraints under DoS Attack

Design objective: under the DETCS, considering DoS attack
and actuator fault, the designed observer can accurately
estimate the system state and actuator fault in real time with
α− stability and H∞ performance.

According to the dual security control framework for a
non-linear CPS in Figure 1 and the analysis in Section 2.3,
the output characteristics of the system are considered as
time delay in one sampling period [43], and the system
output is obtained as follows by combining with equations
(1) and (3):

y(t) � 
r

i�1
ξi(θ(t)) Cix t − τ1(t)(  + Eviv t − τ1(t)(  . (6)

Constructing an observer for the estimation of state and
fault,
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_x(t) � 
r

i�1
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y(t) � 
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i�1
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(7)

where x(t), y(t), f(t) represent the estimations of system
state, observer output, and fault, respectively, and Lj, Fj are
the observer and fault estimation gain matrix.

We define ex(t) � x(t) − x(t), ey(t) � y(t) − y(t), and
ef(t) � f(t) − f(t), and the following error system is
obtained:

_ex(t) � _x(t) − _x(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Aiex(t) + Efief(t) − LjCiex t − τ1(t)(  + LjEvi t − τ1(t)(  − Ewiw(t) ,

ey(t) � 
r

i�1
ξi(θ(t)) Ciex t − τ1(t)(  − Eviv t − τ1(t)(  .

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(8)

*e derivative of the fault estimation error with respect
to time is

_ef(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) −FjCiex t − τ1(t)( 

+FjEviv t − τ1(t)(  − _f(t).

(9)

Equations (8) and (9) are augmented to the following
system:

_e(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Aie(t) − Ewiw(t)

−LjCie t − τ1(t)(  + LjEviv t − τ1(t)( ,

(10)

where

Ai �
Ai Efi

0 0
 ,

�e(t) �
ex(t)

ef(t)
 ,

Ci � Ci 0 ,

Lj �
Lj

Fj

 ,

Ewi �
Ewi 0
0 I

 ,

w(t) �
w(t)

_f(t)
 .

(11)

Theorem 1. Considering the augmented error system in
equation (10) with actuator fault and DoS attacks, given
positive numbers α1, h1, and c1, ni, i � 1, 2, 3, if there exist

Sampled data 

Triggered data 

Transmitted 
data to ZOH

Sampled data
Triggered data
Front-end packet of ZOH

i0h

t0h …

… ik1h

tk2h

ik1+1h ik1+2h

tk2+1h tk2+2h …

…

…

jk3+1hjk3hj0h …

ik1+3h

τt2
DoS

Figure 2: Time sequence of updated data for a non-linear CPS under DoS attack.
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symmetric matrix P> 0 and appropriate dimensional ma-
trices X,Y, the following matrix inequalities hold:

Γ11 Γ12 Γ13 Γ14 0

∗ Γ22 Γ23 Γ24 h1n1e
2α1τ1(t)

C
T
i Y

T
j

∗ ∗ Γ33 Γ34 0

∗ ∗ ∗ Γ44 0

∗ ∗ ∗ ∗ −h1n1e
2α1τ1(t)P

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0, (12)

Γ’11 Γ
’
12 Γ13 Γ14 X

∗ Γ’22 Γ23 Γ24 X

∗ ∗ Γ33 Γ34 X

∗ ∗ ∗ Γ44 X

∗ ∗ ∗ ∗ −
15n1

23h1
P

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
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< 0, (13)

Λ11 Λ12 Λ13 Λ14 Λ15 Λ16 0
∗ Λ22 Λ23 Λ24 Λ25 Λ26 Λ27

∗ ∗ Λ33 Λ34 0 0 0
∗ ∗ ∗ Λ44 0 0 0
∗ ∗ ∗ ∗ Λ55 Λ56 Λ57

∗ ∗ ∗ ∗ ∗ Λ66 0
∗ ∗ ∗ ∗ ∗ ∗ Λ77
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< 0, (14)

Λ11′ Λ12′ Λ13′ Λ14′ Λ15′ Λ16′ X
∗ Λ22′ Λ23′ Λ24′ 0 0 X
∗ ∗ Λ33′ Λ34′ 0 0 X
∗ ∗ ∗ Λ44′ 0 0 X
∗ ∗ ∗ ∗ Λ55′ 0 0
∗ ∗ ∗ ∗ ∗ Λ66′ 0
∗ ∗ ∗ ∗ ∗ ∗ Λ77′

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0. (15)

*en, the system equation (10) has α− stability andmeets
the following H∞ performance index:

eα1(t)
�����

�����
2

2
≤ c

2
1 wα1(t)

�����

�����
2

2
+ 

+∞

k1�0
ik1+1 − ik1  vα1 ik1 

�����

�����
2

2
⎡⎢⎢⎢⎣ ⎤⎥⎥⎥⎦. (16)

*e gainmatrix Lj and Fj can be obtained by Lj �
Lj

Fj
 ,

where

Γ11 � PAi + A
T

i P − n2P − 3X − 3XT
+ h1n1A

T

i PAi

+ h1n2 PAi + A
T

i P ,

Γ13 � 2X − 3XT
,

Γ14 � 6X − 3XT
,

Γ12 � −e
α1τ1(t)YjCi + n2P + X − 3XT

− h1n2A
T

i P

− h1n2e
α1τ1(t)YjCi − h1n1e

α1τ1(t)
A

T

i YjCi,

Γ22 � h1n3P − n2P + X + XT
+ h1n2e

α1τ1(t)YjCi

+ h1n2e
α1τ1(t)

C
T

i Y
T
j ,

Γ23 � 2X + XT
,

Γ24 � 6X + XT
,

Γ33 � 2X + 2XT
,

Γ34 � 6X + 2XT
,

Γ44 � 6X + 6XT
,

Γ11′ � PAi + A
T

i P − n2P − 3X − 3XT
, (17)

Γ12′ � −e
α1τ1(t)YjCi + n2P + X − 3XT

,

Γ22′ � −h1n3P − n2P + X + XT
,

Λ11 � PAi + A
T

i P − n2P − 3X − 3XT
+ I + h1n1A

T

i PAi

+ h1n2 PAi + A
T

i P ,

Λ12 � Γ12,
Λ13 � Γ13,
Λ14 � Γ14,

Λ15 � e
α1τ1(t)YjEvi + h1n1e

α1τ1(t)
A

T

i YjEvi

+ h1n2e
α1τ1(t)YjEvi,

Λ16 � −PEwi − h1n1A
T

i PEwi − h1n2PEwi,

Λ22 � Γ22,
Λ23 � Γ23,
Λ24 � Γ24,

Λ25 � −h1n2e
α1τ1(t)YjEvi ,

Λ26 � h1n1e
α1τ1(t)

C
T

i Y
T
j Ewi + h1n2PEwi,

Λ55 � −c
2
1I,

Λ27 � h1n1e
2α1τ1(t)

C
T

i Y
T
j ,

Λ33 � Γ33,
Λ34 � Γ34,
Λ44 � Γ44,

Λ56 � −h1n1e
α1τ1(t)ET

viY
T
j Ewi,

Λ57 � h1n1e
2α1τ1(t)ET

viY
T
j ,

Λ66 � −c
2
1I + h1n1E

T

wiPEwi,

Λ77 � −h1n1e
2α1τ1(t)P,
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Λ11′ � Γ11′ + I,
Λ12′ � Γ12′ ,
Λ13′ � Γ13,
Λ14′ � Γ14,

Λ15′ � e
α1τ1(t)YEvi,

Λ16′ � −PEwi,

Λ23′ � Γ23,
Λ24′ � Γ24,

Λ22′ � −h1n3P − n2P + X + XT
,

Λ33′ � Γ33,
Λ34′ � Γ34,
Λ44′ � Γ44,

Λ55′ � −c
2
1I,

Λ66′ � −c
2
1I,

Λ77′ � −
15n1

23h1
P. (18)

Proof. Introducing the state transformation
x(t) � e− α1tζ(t), equations (1) and (6) can be transformed
into the following forms:

_ζ(t) � 
r

i�1
ξi(θ(t)) Aiζ(t) + Βiuα1(t) + Efifα1(t) + Ewiwα1(t) ,

yα1(t) � 
r

i�1
ξi(θ(t)) Ciζ t − τ1(t)(  + Evivα1 t − τ1(t)(  ,

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(19)

where
Ai � Ai + α1I,

uα1(t) � e
α1tu(t),

fα1(t) � e
α1tf(t),

wα1(t) � e
α1tw(t),

yα1(t) � e
α1 t− τ1(t)( )y(t),

vα1 t − τ1(t)(  � e
α1 t− τ1(t)( )v t − τ1(t)( .

(20)

*e state transformation x(t) � e− α1tζ(t) is also intro-
duced to obtain an observer for system state and fault es-
timation with α− stability:

_ζ(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Ai

ζ(t) + Biuα1(t) + Efi
fα1(t) − Lje

α1τ1(t)
yα1(t) − yα1(t)  ,

yα1(t) � 
r

i�1
ξi(θ(t)) Ci

ζ t − τ1(t)(  ,

_fα1(t) � 
r

i�1
ξj(θ(t)) −e

α1τ1(t)Fjeyα1
(t) ,

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(21)

where ζ(t), yα1(t), and fα1(t) are the estimations of system
state, the observer output, and the actuator fault,
respectively.

We define eyα1(t) � yα1(t) − yα1(t), efα1(t) � fα1(t)−

fα1(t), and then, the following error system can be obtained:

_exα1(t) � 

r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Aiexα1(t) + Efiefα1(t) − Ewiwα1(t) − LjCie

α1τ1(t)exα1 t − τ1(t)(  + LjEvie
α1τ1(t)vα1 t − τ1(t)(  ,

eyα1(t) � 

r

i�1
ξi(θ(t)) Ciexα1 t − τ1(t)(  − Evivα1 t − τ1(t)(  .

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(22)

*e derivative of the fault estimation error with respect
to time is

_efα1(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) −e

α1τ1(t) FjCiexα1 t − τ1(t)(  + FjEvivα1 t − τ1(t)(   − _fα1(t) . (23)
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*e estimation errors of system state and fault are
augmented into the following system:

_eα1(t) � 

r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Aieα1(t) − Ewiwα1(t) − LjCie

α1τ1(t)
eα1 t − τ1(t)(  + LjEvie

α1τ1(t)vα1 t − τ1(t)(  . (24)

We define

Ai �
Ai Efi

0 0
⎡⎣ ⎤⎦,

eα1(t) �
exα1(t)

efα1(t)
⎡⎣ ⎤⎦,

Ci � Ci 0 ,

Lj �
Lj

Fj

⎡⎣ ⎤⎦,

wα1(t) �
wα1(t)

_fα1(t)

⎡⎢⎢⎣ ⎤⎥⎥⎦,

Ewi �
Ewi 0

0 I
 .

(25)

According to the definition of α− stability, when the
system equation (24) is asymptotically stable, the augmented
error system equation (10) has α− stability.

In order to ensure the system equation (24) is asymp-
totically stable, let wα1(t) � 0 and vα1(t − τ1(t)) � 0, and the
following Lyapunov functional is constructed:

V1(t) � e
T
α1

(t)Peα1(t) + h1 − τ1(t)( φT
1 (t)Sφ1(t)

+ h1 − τ1(t)( τ1(t)e
T
α1 t − τ1(t)( Qeα1 t − τ1(t)( 

+ h1 − τ1(t)(  
t

t−τ1(t)

_e
T

α1
(s)R_eα1(s)ds,

(26)

where

P � PT > 0,

Q � QT > 0,

R � RT > 0,

S � ST > 0,

φ1(t) � eα1(t) − eα1 t − τ1(t)( .

(27)

Derivation of V1(t) along the system equation (24):

_V1(t) � 2e
T
α1(t)P_eα1(t) − 

t

t−τ1(t)

_e
T

α1(s)R _eα1(s)ds

− h1e
T
α1 t − τ1(t)( Qeα1 t − τ1(t)( 

+ 2 h1 − τ1(t)( e
T
α1

t − τ1(t)( Qeα1 t − τ1(t)( 

+ h1 − τ1(t)( _e
T

α1(t)R_eα1(t) − φT
1 (t)Sφ1(t)

+ 2 h1 − τ1(t)( φT
1 (t)S_eα1(t).

(28)

In order to deal with the integral term in equation (28),
the affine Bessel–Legendre inequality in [44] is adopted; i.e.,

− 
t

t−τ1(t)

_e
T

α1(s)R_eα1(s)ds≤ − ψT
1 (t)Δψ1(t), (29)

where

ψT
1 (t) �

e
T
α1

(t)e
T
α1

t − τ1(t)( 
1

τ1(t)
ΓT
0
1

τ1(t)
ΓT
1 ],

Γ0 � 
t

t−τ1(t)
eα1(s)ds,

Γ1 � 
t

t−τ1(t)
2

s − t + τ1(t)

τ1(t)
− 1 eα1(s)ds,

Δ � XH2 + HT
2X

T
− τ1(t)XRXT

,

H2 �

I −I 0 0

I I −2I 0

I −I 0 −6I

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

R � diag R− 1 1
3
R− 1 1

5
R− 1 .

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

(30)

Substituting the inequality in equation (29) into equation
(28), let

Ν11 � I 0 0 0 ,

Ν12 � Ai −e
α1τ1(t)

LjCi 0 0 ,

Ν13 � 0 I 0 0 ,

Ν14 � I −I 0 0 ,

(31)

8 Journal of Control Science and Engineering



and then,

eα1(t) � Ν11ψ1(t),

_eα1(t) � Ν12ψ1(t),

eα1 t − τ1(t)(  � Ν13ψ1(t),

φ1(t) � Ν14ψ1(t),

(32)

so

_V1(t)≤ψT
1 (t) Ω11 + h1 − τ1(t)( Ω12 + τ1(t)Ω13 ψ1(t),

(33)

where

Ω11 � 2ΝT
11PΝ12 − h1Ν

T
13QΝ13 − ΝT

14SΝ14 − XH2 − HT
2X

T
,

Ω12 � 2ΝT
13QΝ13 + ΝT

12RΝ12 + 2ΝT
14SΝ12,

Ω13 � XRXT
.

(34)

When Ω11 + (h1 − τ1(t))Ω12 + τ1(t)Ω13 < 0 is estab-
lished, according to Lyapunov stability theory, the system
equation (24) is asymptotically stable; i.e., the augmented
error system equation (10) has α−stability.

Using the linear convex combinatorial lemma [45], it is
obtained that the necessary and sufficient conditions for
(h1 − τ1(t))Ω12 + τ1(t)Ω13 < 0 are as follows:

Ω11 + h1Ω12 < 0,

Ω11 + h1Ω13 < 0.
(35)

Under the zero initial condition, when
vα1(t − τ1(t))≠ 0, wα1(t)≠ 0, considering the H∞ perfor-
mance index function,

J1 � _V1(t) + e
T
α1(t)eα1(t)

− c
2
1 w

T
α1

(t)wα1(t) + vT
α1

t − τ1(t)( vα1 t − τ1(t)(  < 0.

(36)

Let

ψT
2 (t) � e

T
α1(t) e

T
α1 t − τ1(t)( 

1
τ1(t)

ΓT
0

1
τ1(t)

ΓT
1 vT

α1 t − τ1(t)(  w
T
α1(t) ,

Ν21 � I 0 0 0 0 0 ,

Ν22 � Ai −e
α1τ1(t)

LjCi 0 0 e
α1τ1(t)

LjEvi −Ewi ,

Ν23 � 0 I 0 0 0 0 ,

Ν24 � I −I 0 0 0 0 ,

Ν25 �

I 0 0 0 0 0

0 I 0 0 0 0

0 0 I 0 0 0

0 0 0 I 0 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Ν26 �

0 0 0 0 I 0

0 0 0 0 0 I
⎡⎢⎢⎢⎣ ⎤⎥⎥⎥⎦,

(37)

and then,

eα1(t) � Ν21ψ2(t),

_eα1(t) � Ν22ψ2(t),

eα1 t − τ1(t)(  � Ν23ψ2(t),

φ1(t) � Ν24ψ2(t)),

ψ1(t) � Ν25ψ2(t),

vT
α1

t − τ1(t)(  wT
α1

(t) 
T

� Ν26ψ2(t).

(38)

*erefore, the following can be obtained:
J1 ≤ψ

T
2 (t) Ω21 + h1 − τ1(t)( Ω22 + τ1(t)Ω23 ψ2(t)< 0,

(39)
where

Ω21 � 2ΝT
21PΝ22 − h1Ν

T
23QΝ23 − ΝT

24SΝ24
− c

2
1Ν

T
26Ν26 − ΝT

25 XH2 + HT
2X

T
 Ν25 +ΝT

21Ν21,

Ω22 � 2ΝT
23QΝ23 + ΝT

22RΝ22 + 2ΝT
24SΝ22,

Ω23 � ΝT
25XRXTΝ25.

(40)
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Furthermore, according to the linear convex combina-
tion lemma, the necessary and sufficient conditions forΩ21 +

(h1 − τ1(t))Ω22 + τ1(t)Σ23 < 0 are

Ω21 + h1Ω22 < 0,

Ω21 + h1Ω23 < 0.
(41)

Let R � n1P, S � n2P,Q � n3P,PLj � Yj, the non-linear
matrix inequalities in equations (35) and (41) can be
changed into linear, and furthermore, equations (12)–(15)
can be obtained by using the Schur complement lemma.

Integrating equation (36) from 0 to +∞,

V1(+∞) − V1(0)≤ − 
+∞

0
e

T
α1

(t)eα1(t)dt + c
2
1


+∞

0
w

T
α1(t)wα1(t)dt + 

+∞

k1�0
ik1+1 − ik1 vT

α1 ik1 vα1 ik1 ⎡⎢⎢⎢⎣ ⎤⎥⎥⎥⎦,

(42)

where V1(0) � 0, V1(+∞)≥ 0, wα1(t) ∈ L2[0, +∞).
vα1(ik1) ∈ L2[0, +∞); thus,


+∞

0
e

T
α1

(t)eα1(t)dt

≤ c
2
1 

+∞

0
w

T
α1

(t)wα1(t)dt + 
+∞

k1�0
ik1+1 − ik1 vT

α1
ik1 vα1 ik1 ⎡⎢⎢⎢⎣ ⎤⎥⎥⎥⎦.

(43)

So, ‖eα1(t)‖22 ≤ c2
1[‖wα1(t)‖22 + 

+∞
k1�0(ik1+1 − ik1) ‖vα1

(ik1)‖
2
2] is established, and the relevant H∞ performance

index is verified. □

Remark 4. As demonstrated in [44], although the addition
of matrix X increases the decision variable and the com-
putational complexity when affine Bessel–Legendre in-
equality deals with the integral term, the conservatism can be
significantly reduced, which can increase the solution space
and enhance the attack defense ability of the system.

4. Dual Security Controller for a Non-Linear
CPS with Multi-Objective Constraints under
DoS Attack

Design objective: under the DETCS, in order to maintain the
closed-loop fault system is asymptotically stable and has
α−stability, the dual security controller gain and event
trigger matrix are obtained cooperatively, and finally, the
system has good dual security under the dual threat of DoS
attacks and actuator fault, and network resources can be
saved at the same time.

Under the DETCS, the non-uniform transmission pe-
riod is transformed into time-varying delay τ2(t), and taking
into account the fault accommodation and the ability of
attack tolerance, the dynamic output feedback security
controller is adopted as follows:

u(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Kjx t − τ2(t)(  − B+

i Efi
f t − τ2(t)(  , (44)

where t ∈ [jk3
, jk3+1), the dual security controller gain matrix

is Kj ∈ Rnu×n, and Kjx(t − τ2(t)) is the dynamic output
feedback term. *e fault accommodation matrix B+

i ∈ R
nu×n

satisfies (I − BiB+
j )Efi � 0, rank(Bi,Efi) � rank(Bi), and

−B+
i Efi

f(t − τ2(t)) is the fault compensation term.
Substituting equation (44) into equation (1), a non-linear

closed-loop CPSmodel integrating attack-tolerant and fault-
tolerant control can be obtained:

_x(t) � 
r

i�1


r

j�1
ξi(θ(t))ξj(θ(t)) Aix(t) + BiKjx t − τ2(t)( 

+ BiKjex t − τ2(t)(  − Efief t − τ2(t)( 

+ Ewiw(t) + τ2(t)Efi
_f(t)].

(45)

Theorem 2. Considering the non-linear CPS in equation (45)
with actuator time-varying fault f(t) and DoS attacks, under
the DETCS, given positive numbers ni, mi, i � 1, 2, 3,

α2, h2, c2, δs, if there are symmetric positive definite matrix
P> 0 and appropriate dimensioned matrices
X,K1j,Q1,Q3,Q5, the following matrix inequalities hold:

Π11 Π12 Π13 Π14 0 0

∗ Π22 Π23 Π24 Π25 Π26

∗ ∗ Π33 Π34 0 0

∗ ∗ ∗ Π44 0 0

∗ ∗ ∗ ∗ Π55 0

∗ ∗ ∗ ∗ ∗ Π66

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0, (46)

Π’
11 Π’

12 Π13 Π14 0 X

∗ Π’
22 Π23 Π24 Π25

X

∗ ∗ Π33 Π34 0 X

∗ ∗ ∗ Π44 0 X

∗ ∗ ∗ ∗ Π55 0

∗ ∗ ∗ ∗ ∗ Π’
66

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0, (47)

Τ11 Τ12
∗ Τ22

 < 0, (48)

Τ11′ Τ12′
∗ Τ22′

 < 0, (49)
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Q1 ET
fi

P

∗ m1
P

 > 0,

Q3 n1E
T
fi

P

∗ m2
P

 > 0,

Q5 n2E
T
fi

P

∗ m3
P

 > 0.

(50)

*en, the system equation (45) has α−stability and meets
the H∞ performance index

‖η(t)‖
2
2 ≤ c

2
2 wα2(t)

�����

�����
2

2
+ 

+∞

k3�0
jk3+1 − jk3

 ⎡⎢⎢⎢⎣

exα2 jk3
 

�����

�����
2

2
+ efα2 jk3

 
�����

�����
2

2
 ,

(51)

and dual security controller gainKj � (PBi)
+K1j and trigger

weight matrix Φ are obtained cooperatively.
Here,

Π11 � PA
⌣

i + A
⌣T

i
P − n1

P +
h
2
2
4

m3A
⌣T

i
PA

⌣

i +
h
2
2
4

m2
P

+ h2n2A
⌣T

i
PA

⌣

i + h2n1
PA

⌣

i + A
⌣T

i
P  − 3 X − 3 X

T
,

Π12 � e
α2τ2(t)K1j + n1

P + h2n1K1j − h2n1A
⌣T

i
P + X − 3 X

T

+
h
2
2
4

m3e
α2τ2(t)

A
⌣T

i K1j −
h
2
2
4

m2
P + h2n2e

α2τ2(t)
A
⌣T

i K1j,

Π13 � 2 X − 3 X
T
,

Π14 � 6 X − 3 X
T
,

Π22 � h2n3
P − n1

P +
h
2
2
4

m2
P − h2n1 K1j + KT

1j  + X + X
T
,

(52)

Π23 � 2 X + X
T
,

Π24 � 6 X + X
T
,

Π25 �
h
2
2
4

m3e
2α2τ2(t)KT

1j,

Π26 � h2n2e
2α2τ2(t)KT

1j,

Π33 � 2 X + 2 X
T
,

Π34 � 6 X + 2 X
T
,

Π44 � 6 X + 6 X
T
,

Π55 � −
h
2
2
4

m3e
2α2τ2(t) P,

Π66 � −h2n2e
2α2τ2(t) P,

Π11′ � PA
⌣

i + A
⌣T

i
P − n1

P +
h
2
2
4

m3A
⌣T

i
PA

⌣

i +
h
2
2
4

m2
P

+ h2m1
P − 3 X − 3 X

T
,

Π12′ � e
α2τ2(t)K1j + n1

P + X − 3 X
T

+
h
2
2
4

m3e
α2τ2(t)

A
⌣T

K1j −
h
2
2
4

m2
P,

Π’
66 � −

15n2

23h2

P,

Π22′ � −h2n3
P − n1

P +
h
2
2
4

m2
P + X + X

T
,

Ψ11 � Π11 + I,
Ψ12 � Π12,

Ψ13 � Π13,

Ψ14 � Π14,

Ψ15 � e
α2τ2(t)K1j + h2n2e

α2τ2(t)
A
⌣T

i K1j + h2n1e
α2τ2(t)K1j,

+
h
2
2
4

m3e
α2τ2(t)

A
⌣T

i K1j,

Ψ16 � −
h
2
2
4

m3e
α2τ2(t)

A
⌣T

i
PEfi

− e
α2τ2(t) PEfi − h2n2e

α2τ2(t)
A
⌣T

i
PEfi − h2n1e

α2τ2(t) PEfi,

Τ11 �

Ψ11 Ψ12 Ψ13 Ψ14 Ψ15 Ψ16
∗ Ψ22 Ψ23 Ψ24 Ψ25 Ψ26
∗ ∗ Ψ33 Ψ34 0 0
∗ ∗ ∗ Ψ44 0 0
∗ ∗ ∗ ∗ Ψ55 Ψ56
∗ ∗ ∗ ∗ ∗ Ψ66

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Τ12 �

Ψ17 0 0 0 0

Ψ27 0 0 0 h2n2e
2α2τ2(t)KT

1j

0 0 0 0 0
0 0 0 0 0

Ψ57 0 0 0 h2n2e
2α2τ2(t)KT

1j

Ψ67 0 0 0 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

(53)

Τ22 �

Ψ77 0 0 0 0
∗ σsΦ 0 0 0
∗ ∗ −Φ 0 0
∗ ∗ ∗ 0 0
∗ ∗ ∗ ∗ −h2n2e

2α2τ2(t) P

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Ψ17 � PBwi +
h
2
2
4

m3A
⌣T

i
PEwi + h2n1

PEwi,

Ψ22 � h2n3
P − n1

P + X + X
T

+
h
2
2
4

m2
P

− h2n1e
α2τ2(t) K1j + KT

1j ,

Ψ23 � Π23,

Ψ24 � Π24,

Ψ25 � −h2n1e
α2τ2(t)K1j,

Ψ26 � h2n1e
α2τ2(t) PEfi −

h
2
2
4

m3e
2α2τ2(t)KT

1jEfi
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− h2n2e
2α2τ2(t)KT

1jEfi,

Ψ27 � −
h
2
2
4

m3e
α2τ2(t)KT

1jEwi,

(54)

− h2n2e
α2τ2(t)KT

1jEwi − h2n1
PEwi,

Ψ33 � Π33,

Ψ34 � Π34,

Ψ44 � Π44,

Ψ55 � −c
2
2I,

Ψ56 � −
h
2
2
4

m3e
2α2τ2(t)KT

1jEfi − h2n2e
2α2τ2(t)KT

1jEfi,

Ψ57 �
h
2
2
4

m3e
α2τ2(t)KT

1jEwi + h2n2e
α2τ2(t)KT

1jEwi,

Ψ66 �
h
2
2
4

m3e
2α2τ2(t)ET

fi
PEfi + h2n2e

2α2τ2(t)ET
fi

PEfi − c
2
2I,

Ψ67 � −
h
2
2
4

m3e
α2τ2(t)ET

fi
PEwi − h2n2e

α2τ2(t)ET
fi

PEwi,

Ψ77 � −c
2
2I +

h
2
2
4

m3E
T
wi

PEwi + h2n2E
T
wi

PEwi,

Τ’11 �

Ψ’
11 Ψ’

12 Ψ’
13 Ψ’

14 Ψ’
15 Ψ’

16

∗ Ψ’
22 Ψ’

23 Ψ’
24 0 Ψ’

26

∗ ∗ Ψ’
33 Ψ’

34 0 0

∗ ∗ ∗ Ψ’
44 0 0

∗ ∗ ∗ ∗ Ψ’
55 Ψ’

56

∗ ∗ ∗ ∗ ∗ Ψ’
66

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Τ’12 �

Ψ’
17 0 0 X 0

Ψ’
27 0 0 X

h
2
2
4

m3e
2α2τ2(t)KT

1j

0 0 0 X 0

0 0 0 X 0

Ψ’
57 0 0 0

h
2
2
4

m3e
2α2τ2(t)KT

1j

Ψ’
67 0 0 0 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

(55)

Τ’22 �

Ψ’
77 0 0 0 0

∗ σsΦ 0 0 0

∗ ∗ −Φ 0 0

∗ ∗ ∗ −
15n2
23h2

P 0

∗ ∗ ∗ ∗ −
h
2
2
4

m3e
2α2τ2(t) P

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Ψ’
11 � Π’

11 + I,

Ψ’
12 � Π’

12,

Ψ’
13 � Π13,

Ψ’
14 � Π14,

Ψ’
15 � e

α2τ2(t)K1j +
h
2
2
4

m3e
α2τ2(t)

A
⌣T

i K1j,

Ψ’
16 � −e

α2τ2(t) PEfi

−
h
2
2
4

m3e
α2τ2(t)

A
⌣T

i
PEfi,

Ψ’
17 � PEwi +

h
2
2
4

m3A
⌣T

i
PEwi,

Ψ’
22 � −h2n3

P − n1
P + X + X

T
+

h
2
2
4

m2
P,

Ψ’
23 � Π23,

Ψ’
24 � Π24,

Ψ26 � −
h
2
2
4

m3e
2α2τ2(t)KT

1jEfi,

Ψ’
27 � −

h
2
2
4

m3e
α2τ2(t)KT

1jEwi,

Ψ’
33 � Π33,

Ψ’
34 � Π34, (56)

Ψ’
44 � Π44,

Ψ’
55 � Π55,

Ψ’
56 � −

h
2
2
4

m3e
2α2τ2(t)KT

1jEfi,

Ψ’
57 �

h
2
2
4

m3e
α2τ2(t)KT

1jEwi,

Ψ66 � −c
2
2I +

h
2
2
4

m3e
2α2τ2(t)ET

fi
PEfi,

Ψ’
67 � −

h
2
2
4

m3e
α2τ2(t)ET

fi
PEwi,

Ψ’
77 � −c

2
2I +

h
2
2
4

m3E
T
wi

PEwi.

(57)

Proof. *e proof of *eorem 2 is similar to *eorem 1, and
it will not be elaborated here. □

Remark 5. When the performance index α2 and c2 are
limited, the maximum allowable delay hm

2 can be obtained by
the following formula:

max
P,X,K1 ,Q1 ,Q3 ,Q5 ,α2 ,c2

h
m
2

s.t. P> 0, (46), (47), (48), (49), (50).

(58)

Furthermore, the maximum allowable consecutive
packet losses under DoS attacks can be obtained through
equation (5).
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τDo S
Ma �

h
m
2 − h

max
tk2

h
max
tk2

⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦, (59)

where ⌊⌋ is the downward rounding symbol and τDo S
Ma is the

upper bound of the maximum consecutive packet losses
caused by DoS attack.

5. Strategy and Algorithm of DoS Attack
Detection and Active Attack Tolerance

5.1. Strategy of Attack Detection and Attack Tolerance.
After the maximum allowable time delay hm

2 is obtained
through equation (58), in the process of data transmission, it
is assumed that the control quantities u(jk3

h) and u(jk3+1h)

are transmitted to the intelligent execution unit at instant
jk3

h and jk3+1h, respectively, and set hjk3
� jk3+1h − jk3

h as
the transmission interval of two consecutive received control
quantities. In order to ensure that the non-linear CPS has a
certain security margin when DoS attack occurs, the security
factor β is set, and β ∈ (0, 1).

When hjk3
< βhm

2 , the non-linear CPS is not subject to
DoS attack or is subject to a low-energy DoS attack, and it is
sufficient to implement a passive attack-tolerance strategy at
this time. When hjk3

≥ βhm
2 , it is detected that the duration of

DoS attack is close to or exceeds the maximum allowed time
delay; i.e., this is a high-energy DoS attack intrusion. *e
passive attack-tolerant strategy can no longer meet the
system requirements, and a more targeted active attack-
tolerant strategy needs to be adopted. *e strategy of DoS
attack detection and attack-tolerance is shown in Figure 3.

5.2. Active Attack-Tolerant Algorithm for DoS Attack. At
instant jk3+1h, the latest control quantities stored in the data
buffer of the intelligent execution unit are u(jk3

h) and
u(jk3−1h). Whether the current control quantity u(jk3+1h) is
transmitted or corrected depends on whether a DoS attack is
high energy.

Once hjk3
≥ βhm

2 , it means that high-energy DoS attack
invaded the system, and the current control quantity is
blocked from transmission. At this time, if the system can
compensate for the lack of control quantity caused by high-
energy attack based on the previously stored in the data
buffer, then the system can tolerate high-energy DoS attack
in an active way.

Based on the PID control idea, the following is adopted
to correct and compensate the current control quantity
u(jk3+1h) in real time:

u jk3+1h  � u jk3
h  + kp u jk3

h  − u jk3−1h  . (60)

*rough equation (60), the loss of control quantity
caused by DoS attack can be corrected and compensated, so
as to realize the active attack tolerance. *e specific algo-
rithm of active attack tolerance for high-energy DoS attacks
is shown in Table 1.

Remark 6. In equation (60), the first term u(jk3
h) represents

the control quantity transmitted successfully at the last time,
and the second term kp[u(jk3

h) − u(jk3−1h)] represents the
change of the control quantity successfully transmitted for
two consecutive times, where kp is the proportion coeffi-
cient. *e selection of kp directly affects the state of the
control quantity and system performance, so it is necessary
to select it reasonably.

Remark 7. If hjk3
≥ βhm

2 , then the CPS suffers from a high-
energy DoS attack, and the lack of control quantity caused by
the high-energy attack is updated with the help of the
correction compensation algorithm in equation (60) based
on the PID idea, so as to achieve active attack tolerance for
the high-energy DoS attack. If hjk3

< βhm
2 , then it is a low-

energy DoS attack, and the received control quantity will be
sent directly to the actuator and act on the controlled plant
to passively tolerate attack in a resilient and robust manner.
*e introduction of security factor β enables a seamless
integration of the active and passive attack-tolerance
strategy, so as to achieve a more effective defense against
limited-energy DoS attacks.

6. Simulation Research and Result Analysis

6.1. Example Description. A classic quadruple-tank simu-
lation example in [46] is used to verify the effectiveness of the
results in this study, where

A1 �

−0.016 0 0.042 0

0 −0.011 0 0.033

0 0 −0.042 0

0 0 0 −0.033

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

A2 �

−0.022 0 0.061 0

0 −0.018 0 0.049

0 0 −0.064 0

0 0 0 −0.049

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

A3 �

−0.031 0 0.053 0

0 −0.021 0 0.067

0 0 −0.083 0

0 0 0 −0.061

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

A4 �

−0.039 0 0.106 0

0 −0.0276 0 0.0826

0 0 −0.107 0

0 0 0 −0.0827

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

B1 �

0.083 0

0 0.063

0 0.048

0.031 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,
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B2 �

0.1246 0

0 0.093

0 0.071

0.045 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

B3 �

0.165 0

0 0.125

0 0.097

0.063 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

B4 �

0.2076 0

0 0.1576

0 0.13

0.0776 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Eω1 �

0.01

0.01

0

0.01

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,Eω2 �

0.016

0.016

0

0.016

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Eω3 �

0.02

0.02

0

0.02

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,Eω4 �

0.024

0.024

0

0.024

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

,

Ef1 � − 0.083 0 0 0.031 
T
,

Ef2 � − 0.1246 0 0 0.0464 
T
,

Ef3 � − 0.167 0 0 0.061 
T
,

Ef4 � − 0.2076 0 0 0.0774 
T
,

C1 � diag 0.5 0.5 0.5 0.5 ,

C2 � diag 0.48 0.48 0.48 0.48 ,

C3 � diag 0.46 0.46 0.46 0.46 ,

C4 � diag 0.52 0.52 0.52 0.52 ,

Ev1 � 0.015 0 0.015 0.015 
T
,

Ev2 � 0.0224 0 0.0224 0.0224 
T
,

Ev3 � 0.030 0 0.025 0.027 
T
,

Ev4 � 0.0374 0 0.031 0.0326 
T
,

(61)

f(t) �
0, t≤ 200,

2 + 2 sin 0.01 π(t − 100), 200< t≤ 800.
 (62)

*e system disturbance w(t) and noise v(ik) obey the
independent white noise process, N(0.1, 0.01), the initial
state is x(0) � 4 4 2 2 

T, and the sampling period is
h � 0.1 s. Let n1 � 0.01, n2 � 18, n3 � 0.2, c1 � 2.7, α1 � 0.05,

according to *eorem 1, the observer gain matrix Lj and
fault estimation gain matrix Fj are obtained as follows:

L1 �

9.5113 3.5349 −4.1339 −2.4718
0.0136 8.4589 −0.0698 −0.0059
1.0766 3.4778 4.1001 −2.1848
1.1366 3.5093 −4.7315 6.5135

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

L2 �

9.7161 4.4964 −8.0880 −0.0016
0.0152 8.4591 −0.0601 0.0170
1.3895 4.6108 2.8128 −2.7352
1.1995 4.5500 −6.7495 7.0760

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

L3 �

10.0753 5.9208 −10.4613 −0.1115
0.0325 8.3092 −0.0655 0.0021
1.2245 4.7889 2.9127 −3.0578
1.2248 5.2170 −7.5728 6.7892

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

(63)

L4 �

8.1833 4.6009 −9.9365 1.1258
0.0294 6.2444 −0.0747 0.0237
0.7383 3.5723 1.8274 −1.8031
0.7586 3.7818 −6.8698 6.5342

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

F1 � −39.7821 3.7636 172.2936 −131.9049 ,

F2 � −25.1256 7.2979 184.2543 −163.6605 ,

F3 � −26.3933 −4.4336 196.1008 −158.0372 ,

F4 � −19.6671 −2.4067 159.5523 −131.8709 .

(64)

In*eorem 2, we set n1 � 0.6, n2 � 2, n3 � 0.01, c2 � 3.2,
σs � 0.001, α2 � 0.06, m1 � m2 � m3 � 0.2, h2 � 2.4s, and
the matrices Φ and Kj are obtained cooperatively according
to *eorem 2.

Φ � diag 241.9598 241.9598 241.9598 241.9598 ,

K1 �
−30.3849 14.5296 −24.0429 1.6240
9.1219 −36.4748 9.3747 −18.1854

 ,

K2 �
−25.1803 11.5594 −18.6989 1.2964
7.4759 −29.7709 7.2379 −14.4292

 ,

K3 �
−15.5510 7.3717 −12.5899 1.1794
4.8103 −17.9664 4.9429 −10.0849

 ,

K4 �
−14.0035 7.1503 −11.7226 1.5742
4.1782 −16.8248 4.4879 −9.6635

 .

(65)

*en, the maximum allowable delay hm
2 � 2.592 s is

obtained through equation (58), and the corresponding
maximum number of consecutive packet losses is τDo S

Ma � 5.

6.2.Estimationsof StateandActuatorFault. In order tomake
the system stable operation with a certain attack-tolerance
security margin, taking the security factor β � 0.9, and
combining with hjk3

≥ βhm
2 in DoS attack detection algo-

rithm, hjk3
� 2.33 s. According to equation (58), the maxi-

mum number of consecutive packet losses within the
corresponding security margin is τDo S

M � 4. If the number of
packet losses is greater than the allowedmaximum value, i.e.,

14 Journal of Control Science and Engineering



τDo S
M � 7 and hm

2 � 3.2 s, then the DoS attack is of high
energy. *e sequence of DoS attack is shown in Figure 4,
where 0 means no attack and 1 means there is an attack.

In order to compare the effectiveness of the proposed
method, this paper compares it with the passive attack-
tolerant strategy using the same deduction process in [13].
For the convenience of subsequent analysis, it is specified
that the active-passive attack-tolerant and active fault-tol-
erant control strategy in this study is dual security control
strategy I, and the passive attack-tolerant and active fault-
tolerant strategy in [13] is dual security control strategy II.
When dual security control strategies I and II are adopted,
respectively, the curves of system state estimation errors,
continuous time-varying fault estimation, fault estimation
error, and system output are obtained, as shown in
Figures 5–8.

In Figures 5(a), 6(a), and 7(a), let kp � 1.3, and dual
security control strategy I is adopted to deal with high-
energy DoS attacks. *e system states and actuator fault

estimation can remain stable. *e reason is that the active-
passive attack-tolerant method corrects and compensates
the control quantity that cannot be transmitted because the
system delay exceeds the maximum allowable value.
*erefore, the system defense capability is effectively
improved.

When dual security control strategy II is adopted, the
state estimation errors, continuous time-varying fault esti-
mation, and error are as shown in Figures 5(b), 6(b), and
7(b), respectively. It can be seen that the state errors, actuator
fault estimation, and error begin to fluctuate after 300 s, and
the maximum fluctuation has exceeded ±2. It shows that
when the actual time delay is greater than the maximum
allowable value, i.e., the system suffers from DoS attack with
high energy, dual security control strategy II has been unable
to effectively cope with high-energy DoS attack and actuator
fault at this time. If the time delay continues to increase, the
system fluctuation will further increase and even become
unstable.

The control unit completes 
active fault-tolerance and
passive attack-tolerance

The control quantity is 
stored in the data buffer 

Attack detection
Judge hjk3

 ≥βh2
m?

To compensate
control quantity

To receive
control quantity

The control quantity is 
transmitted to ZOH

Y

N

Figure 3: Schematic diagram of the strategy of DoS attack detection and attack-tolerance.

Table 1: Algorithm of DoS attack detection and control quantity compensation.

Step 1: the time interval between two consecutive received control quantities is obtained, and it is assumed that the transmission interval is
hjk3

� jk3+1h − jk3
h

Step 2: we judge hjk3
≥ βhm

2 ?
Step 3: if Step 2 is true, the control quantity is corrected and compensated online according to (60); otherwise, Step 4 is directly executed
Step 4: the control quantity u(jk3+1h) is output at instant jk3+1h

Step 5: we return to Step 1
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6.3. Analysis of the Trigger Parameter on System Security
Performance. Compared with Figures 8(a) and 8(b), when
dual security control strategy I is adopted, even if the system
suffers from high-energy DoS attack and actuator fault, the
system output remains stable at about 300 s, while the system

begins to fluctuate at 300 s when dual security control
strategy II is adopted. In order to collaboratively analyse the
dual security and communication resources, the data
transmission amount and system security state under dif-
ferent trigger parameters are given in Table 2.
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Figure 4: Sequence of DoS attack.
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Figure 6: Actuator fault and its estimation under different attack-tolerance strategies. (a) Dual security control strategy I and (b) dual
security control strategy II.
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Figure 5: State estimation errors under different attack-tolerance strategies. (a) Dual security control strategy I and (b) dual security control
strategy II.
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On the one hand, with the increase of trigger parameter
δs, the amount of data transmission n and the corresponding
transmission rate n decrease, and the average transmission
period h increases, but the system has become unstable. *e
continuous increase of δs helps to save network resources,
but it is at the expense of system security. *erefore, by
balancing the relationship between system security and
network resources, the trigger parameter δs � 0.001 is finally
selected in the study. On the other hand, when the trigger
parameter is δs � 0, i.e., the periodic time trigger commu-
nication scheme is adopted, the transmitted data amount is

5672, while under the DETCS, the data transmission amount
is 3163. Obviously, the DETCS greatly reduces the amount of
data transmission and effectively saves network resources.

7. Conclusions

A codesign of dual security control and communication for a
non-linear CPS with actuator fault and DoS attack under the
DETCS is studied, and the effectiveness of the proposed
method is verified by a practical engineering case of a
quadruple-tank system. *e conclusions are as follows:
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Figure 7: Actuator fault estimation error under different attack-tolerance strategies. (a) Dual security control strategy I and (b) dual security
control strategy II.
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Figure 8: System output response under different attack-tolerance strategies. (a) Dual security control strategy I and (b) dual security
control strategy II.

Table 2: Data transmission amount and system security state under different trigger parameters.

δs n n (%) h (s) System state

0 5672 70.9 0.141 Stable
0.0004 4059 50.73 0.197 Stable
0.0007 3641 45.51 0.22 Stable
0.001 3163 39.54 0.253 Stable
0.0013 2907 36.34 0.275 Unstable
n is the data transmission amount, n is the data transmission rate, and h is the average data transmission period.

Journal of Control Science and Engineering 17



(1) In order to effectively distinguish DoS attacks with
different energy levels, an attack detection method is
designed based on the maximum allowable delay. In
addition, an active attack-tolerant strategy is pro-
posed based on the PID idea for the lack of control
quantity caused by high-energy DoS attack, which
can effectively defend against high-energy DoS
attack.

(2) Under multi-objective constraints, the design
methods of an observer for state and fault and a
controller with passive attack tolerance and active
fault tolerance are given, respectively, which can
effectively tolerate DoS attack with low energy and
actuator fault. *e methods can not only effectively
save network resources but also have better dynamic
performance, so as to improve the dual security
control capability of the system.

(3) *e active-passive attack-tolerance strategy expands
the defense range of DoS attacks, and the intro-
duction of security factor makes the intersection
between active and passive attack tolerance, and it
further improves the security degree of system attack
tolerance.

In this study, the classical discrete event-triggered
communication scheme is used, and although the network
resources have been saved, the security and communication
performance still need to be further optimized. In the future,
more effective research on attack tolerance, fault tolerance,
and communication resource saving will be carried out
based on the adaptive event-triggered scheme. In addition, it
is challenging to apply machine learning algorithms to ef-
fectively reconstruct and compensate for the data loss caused
by DoS attacks.
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