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/e Internet of things (IoT), including power meters, water meters, natural gas meters, and meter collectors in an open metering
system (OMS), which is dispersed around the user side, relies on wireless virtual private networks (VPNs) to communicate with
head end, and thus it is exposed to malicious cyber attacks./e General Packet Radio Service (GPRS), which is vulnerable to rogue
femtocells, is widely used for communication among meter collectors and the head end. Because telecommunication fraud related
to rogue femtocells is a serious offence, rogue femtocells will be turned on for some time and immediately turned off and moved
from here to there to escape from being caught. /e signal strength (SS) of rogue femtocells is characterized by abrupt changes.
Because meter collectors and lawful femtocells are deployed at the fixed location, there is a notable difference between signal
strength profile of lawful and rogue femtocells. Prior knowledge of variation of signal strength is utilized to formulate rules to
detect rogue femtocells. An expert system is developed to detect rogue femtocells and prevent meter collectors from attaching to
them. Numerical simulation indicates that the proposed approach can detect both stationary and moving rogue femtocells online.
Since computation load of the proposed approach is not high, it can be implemented in existing IoTmeter collectors with limited
computation resource and the proposed approach can harden cyber security of OMS.

1. Introduction

Open metering system (OMS) is an infrastructure in-
tegrating natural gas meters, water meters, and electricity
meters together with advanced metering infrastructure
(AMI) [1]. /e natural gas meters and water meters com-
municate with meter collectors in the same way as electricity
meters./emeter collectors collect electricity, water, and gas
usage data and upload them to the head end of OMS [2, 3].
IoT electricity/water/gas meters and meter collectors in the
OMS are the most visible parts of the smart grid, which plays
a key role in communication between customers and the
utilities [4]. /ey send electricity/water/gas consumption to
head end, receive tariff data, and update account deposit
according to electricity/water/gas charge [1, 5].

In an OMS, while water/gas meters communicate with
meter collectors via wireless M-Bus, electricity meters
communicate via power line communication (PLC) or

RS-485. /e meter collectors communicate with the head
end of OMS via the General Packet Radio Service (GPRS)
[4, 5]. It is required to keep the integrity and privacy of user
consumption data when transmitted between dispersed
meters and the utilities [6]. Symmetric data encryption/
decryption integrated circuits (ICs) are embedded in elec-
tricity/water/gas meters to facilitate identity authentication
and encrypted communication. Since IoT devices have
limited computation resource, light key management pro-
tocol for IoTmeters is developed in [7, 8]. Because the public
shared network is vulnerable to cyber attacks, such as
spoofing, eavesdropping, and man-in-the-middle attacks,
Internet service providers offer a virtual private network
(VPN) for secured communication of OMS [9]. Commu-
nication beyond the VPN tunnel remains exposed to
malicious adversaries. Because General Packet Radio Service
(GPRS) supports only one-way subscriber authentication, it
is feasible for a malicious adversary to take control of meter

Hindawi
Journal of Engineering
Volume 2019, Article ID 4910232, 9 pages
https://doi.org/10.1155/2019/4910232

mailto:578119620@qq.com
https://orcid.org/0000-0003-0317-5204
https://orcid.org/0000-0003-3201-0193
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2019/4910232


collectors with rogue femtocells [10]. Once forced to attach
to a rogue femtocell, themeter collectors as well as associated
meters are in great danger [11]. According to [12], once lots
of smart meters are under malicious control, an adversary
could cause extensive power outage and dramatic changes in
load, which could trigger cascading outage to blackout and
result in disorder of society.

Unlike GPRS, both Universal Mobile Telecommunica-
tions System (UMTS) and Long-Term Evolution (LTE)
support two-way authentication [13]. Hence, it is widely
believed that the threat of rogue femtocells can be eliminated
once meter collectors are replaced by the ones that com-
municate with UMTS and LTE mobile network. However,
meter collectors are designed to be backward compatible,
and many of them can communicate via GPRS, UMTS, and
LTE. Malicious adversaries can broadcast an interference
signal to disable UMTS and LTE communication. Conse-
quently, meter collectors fall back to communicate by GPRS
and can be compromised according to the aforementioned
approach. /erefore, threat of rogue femtocells will exist till
meter collectors are replaced with the ones that do not
support GPRS./erefore, ways to detect rogue femtocells for
IoTmeter collectors with limited computational resource are
desirable.

Unlike mobile communication terminals such as mobile
phones, both meter collectors and lawful femtocells are
located in the fixed places. /erefore, signal strength of
neighboring lawful femtocells sensed by a meter collector
has similar profile, which is notably different from that of a
rogue femtocell. /e difference in the signal strength (SS)
profile of rogue and lawful femtocells is utilized as a radio
fingerprint, and an expert system is developed to detect
rogue femtocells in this paper.

Our contribution is two-fold. /e first consists of pre-
senting similarity of signal strength profile of lawful fem-
tocells and their difference to that of rogue femtocells, which
lay the foundation to detect rogue femtocells. /e second
contribution consists of developing a signal strength profile
clustering based on an expert system to detect rogue
femtocells.

/e remaining part of the paper is organized as follows.
/e structure of OMS, threat of rogue femtocells, and related
work to detect a rogue femtocell are given in Section 2.
Differences among SS of lawful and rogue femtocells are
investigated in Section 3. A prior knowledge-based expert
system is developed in Section 4 to detect rogue femtocells.
Numerical simulation of proposed approach is shown in
Section 5. Section 6 concludes the paper.

2. Threat of Rogue Femtocells Hijacking

2.1. Structure of OMS. An OMS is composed of electricity/
water/gas meters, meter relays, meter collectors, the head
end system, and communication system [14] as shown in
Figure 1.

/e communication system of OMS is composed of 4
parts, i.e., neighborhood area network, wireless access
network, data transmission network, and power core net-
work [14]. /e function of each part is depicted as follows:

(i) Neighborhood area network: most electricity meters
and meter relays communicate with meter collec-
tors via PLC or RS-485 while water/gas meters
communicate with the meter collector via wireless
M-Bus.

(ii) Wireless access network: meter collectors com-
municate with the head end of an OMS via public
shared networks provided by Internet service pro-
viders. Meter collectors are attached to femtocells,
and then encrypted meter data are transmitted from
meter collectors to the carrier network of the In-
ternet service provider.

(iii) Data transmission network: it is a carrier network
provided by the Internet service provider. In order
to keep the integrity and privacy of metering data,
IPSec VPN is utilized to establish a VPN tunnel.
Channel encryption and end-to-end encryption are
employed to guarantee security of the data trans-
mitted within VPN tunnel [14].

(iv) Power core network: it is a private network of power
utility. Firewall is deployed between the access
router device and the head end of OMS to prevent
malicious external connection [15].

2.2. Rogue Femtocells +reat. /ere are usually several
femtocells in the neighborhood of a meter collector. /e
meter collector compares communication parameter of all
available femtocells and chooses to attach to the best
available femtocell, usually the one with the strongest signal
strength. GPRS-Attach initiated by a meter collector has 3
phases as shown in Figure 2.

/e first phase is the Radio Resource Control (RRC). A
request of a GPRS-Attach initiated by a meter collector will
be sent to Serving GPRS Support Node (SGSN) to establish a
RRC connection between the meter collector and radio
network controller. /e second phase is authentication and
encryption. /e SGSN authenticates the identity of the user
and equipment to start ciphered data exchange. In the third
phase, SGSN address will be registered with the Home
Location Register (HLR), a database containing pertinent
data regarding subscribers authorized to use a global system
for communications network. /ereafter, SGSN gets the
services which the meter collector can use from HLR [16].

It can be observed from Figure 2 that there is only one-
way authentication of meter collectors in GPRS while there
is no authentication for femtocells towards meter collectors.
/erefore, communication over wireless access network is
exposed to hijacking of rogue femtocells-based cyber attack.

Malicious adversaries could measure and collect the
carrier frequency of the targeted cell as described in [16, 17].
/ereafter, it could broadcast the same carrier frequency
using rogue femtocells with higher power. In this case, meter
collectors would be forced to detach from the lawful fem-
tocell and attach to the rogue femtocell due to its better
communication parameters and stronger SS. Furthermore,
malicious adversaries could get International Mobile Sub-
scriber Identity (IMSI) and International Mobile Equipment
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Identity (IMEI) of meter collectors via the rogue femtocells
to implement further attack [18]. According to [19], the
smart meters using encryption algorithm AES-128 could be
cracked and meters can be attacked by bypassing encryption
that was designed to secure their communications.

/ereafter, the malicious intruder could take full control of
the meter and shut down power supply of the user.

2.3. Related Works on Detecting Rogue Femtocells. Since
communication security has become increasingly prominent
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Figure 2: Attach process of a meter collector.
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in modern society, various approaches have been developed
to detect rogue femtocells. An observation-based detection
technique is proposed in [19] to detect attacks on femto-
cells. Smart phones are used as observers to provide re-
quired information of femtocells. /ereafter, observation
management server could identify attack from femtocells
including location movement attack, impersonating sub-
scriber attack, etc. However, IoTmeters of OMS are notably
different from average mobile intelligent terminals. For
example, meter collectors usually upload data to the head
end system once an hour. Even though a management
system in the head end of OMS could detect a rogue
femtocell with uploaded data of meter collectors, it is too
late. /erefore, IoTmeters should identify rogue femtocells
by themselves.

Since the signal of a femtocell can cover only a small area
and physical location of femtocells can be queried with its
Location Area Code (LAC), the distance between femtocells
and the user communication device can be estimated.
/ereafter, the femtocells with an unreasonable distance can
be detected as rogue ones [21]. However, it is rather difficult
to identify a rogue femtocell once it duplicates the LAC of
neighboring lawful femtocells with rational distance.

In recent years, radio frequency fingerprinting (RFF) is
considered as one of the promising techniques to enhance
wireless security of IoT devices. Since wireless communi-
cation devices have slim differences in their communication
signal induced by the variance in component parameters, the
RFF is utilized to authenticate identity of a wireless device
[13]. Once we establish a database that records RFF of all
lawful femtocells, the femtocell that is not in the white list
can be identified as a rogue one [22]. However, IoT meter
collectors have limited computational resource, and they
cannot detect and extract the RFF of IoT devices, currently.

Since the threat of rogue femtocells originates from one-
way authentication of GPRS, UMTS and LTE support two-
way authentication between communication terminals, and
it seems to be possible for meter collectors to prevent
hijacking of rogue femtocells [23]. However, meter collec-
tors are designed to be backward compatible. Malicious
adversaries can broadcast interference signal to disable
UMTS and LTE communication./erefore, meter collectors
that communicate with UMTS and LTE can be compro-
mised with aforementioned approach once they support
GPRS communication. Hence, threat of rogue femtocells
will exist till meter collectors are replaced with the ones that
do not support GPRS.

What is worse, LTE communication may not be as se-
cure as expected, either. Recent investigation indicates that
LTE RRC redirection attacks [24], aLTEr attacks, and so on
[25] could compromise communication terminals using
LTE, too.

3. Differences in SS of Lawful and
Rogue Femtocells

With limited computation and memory resources, IoT de-
vices have a computation bottleneck to limit the support for
advanced applications involving complex algorithms [4, 9].

/erefore, the aforementioned ways to detect hijacking of
rogue femtocells may not fit for resource-constrained IoT
meter collectors.

Unlike mobile intelligent terminals, IoT meter col-
lectors locate in the fixed places. A meter collector could
detect several femtocells in its neighborhood. It chooses to
attach to the one with the best communication parameters,
usually the one with the strongest SS. /e SS of neigh-
boring femtocells detected by a meter collector could be
influenced by the distance, buildings, and meteorological
factors at large. /e former two are constant and thus will
not result in the variation of sensed SS of neighboring
femtocells. /erefore, the sensed SS is usually determined
by the meteorological factors. Consequently, variations of
sensed SS of neighboring lawful femtocells have similar
profiles.

/e SS around a meter collector is measured with a base
station analyzer./e SS profiles measured consecutively for
24 hours is shown in Figure 3. /e horizontal axis denotes
time span of a day, and the vertical axis denotes signal
strength of femtocells in dBm. /e SS of neighboring
femtocells varies according to their distance from the meter
collector. /e SS of all neighboring lawful femtocells
fluctuates slightly, and they have similar profiles around the
clock.

Rogue femtocells-related telecommunication fraud is
one of the most serious crimes affecting the safety of
people’s personal property, which has been heavily
cracked down and punished by Chinese courts [26]. In
order to provide a secure communication circumstance
for their customers, Internet service providers will track,
locate, and crack rogue femtocells. In this case, a rogue
femtocell will be turned on for some time and imme-
diately turned off, now and then, here and there, to
escape from being caught. Once a rogue femtocell is
turned on, its SS escalates much higher than that of a
lawful femtocell. Consequently, meter collectors near to
a rogue femtocell will seamlessly hand over from the
lawful femtocell to the rogue femtocell if there is not any
approach to stop it.

/e SS profiles of a rogue femtocell and several lawful
femtocells are plotted in Figure 3. It can be observed that
there is notable difference among the SS profiles of lawful
femtocells and that of the rogue femtocell. Unlike lawful
femtocells in the neighborhood with similar SS profiles, SS of
a rogue femtocell is characterized by abrupt changes.
/erefore, SS profile of femtocells sensed by a meter col-
lector could be used as a steady-state RFF and clustered to
identify rogue femtocells.

4. Expert System to Detect Rogue Femtocells

An expert system is a computer system that emulates the
decision-making ability of a human expert and is designed to
solve complex problems by reasoning through bodies of
knowledge, represented mainly as if-then rules [27, 28]. An
expert system is employed to identify rogue femtocells
whose SS profile is notably different from that of lawful
femtocells.
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4.1. Rule to Identify a Rogue Femtocell. Once a rogue fem-
tocell appears, it broadcasts stronger signal power to hijack
wireless communication devices. When a meter collector
communicating by GPRS reselects to attach to a femtocell
with higher SS, the identity of the femtocell should be
verified.

Unlike lawful femtocells in the fixed location, a rogue
femtocell will be turned on and off from time to time or
kept moving here and there to prevent the rogue femtocell
from being caught. /erefore, its SS profile sensed by a
meter collector in the fixed location is fickle and unstable.
Difference in SS profile of two femtocells can be reflected
with their Euclidean distance. /e Euclidean distance
between lawful femtocells is small since they have similar
SS profiles, whereas the Euclidean distance between lawful
and rogue femtocells is much larger. /is can be used as
prior knowledge to formulate a rule to identify rogue
femtocells.

/e average Euclidean distances among all sensed
femtocells can be used to determine the threshold to detect
a rogue femtocell. Once there is a rogue femtocell, it can be
picked out since its Euclidean distances to the other
femtocells are notably higher than the threshold. Without
rogue femtocells, Euclidean distances among lawful fem-
tocells are lower than the threshold, and meter collectors
can hand over to the femtocell with higher SS without
difficulty. We find that the threshold can be set to 1.5 times
the average Euclidean distances of all femtocells by trial
and error.

4.2. Length of TimeWindow. In order to prevent from being
cracked, a rogue femtocell will not stay in the same place for
a long time. According to reported activity of rogue fem-
tocells related to fraud, most rogue femtocells operate
consecutively for several hours [26]. /erefore, we set a 24-
hour time window to identify rogue femtocells in this paper.
/at is, the SS of the past 24 hours would be recorded and
calculated to detect rogue femtocells. Once a rogue femtocell
does not stay for a day, it can be identified and meter
collectors will not attach to it.

Once a meter collector reselects the femtocell it attaches
to, the way to determine its identity can be demonstrated as
shown in Figure 4 with the following steps:

Step 1. Calculate Euclidean distances of SS between
every two femtocells in the previous 24 hours.
Step 2. Calculate average Euclidean distances of SS of
each femtocells to all other femtocells.
Step 3. Calculate average Euclidean distances of SS of all
femtocells and then multiply them by 1.5 to obtain the
threshold.
Step 4. If the average Euclidean distance to all other
femtocells of the femtocells with highest SS is larger
than the threshold, it is identified as a rogue one and the
meter collector is not allowed to attach to it. Otherwise,
it is a lawful femtocell, and the meter collector hands
over to it.

5. Numerical Simulation

5.1. Identifying Stationary Rogue Femtocells. A meter col-
lector prefers to attach to the femtocell with stronger SS.
Once there is a femtocell with stronger SS than the one that
meter collector attaches to for 5 seconds, the meter con-
nector will hand over to it. In order to avoid frequent cell
reselection, meter collectors will implement cell reselection
with a random time span ranging from 20 seconds to 620
seconds. For simplicity, it is supposed that cell reselection
happens every 15 minutes in the paper.

/e SS of lawful femtocells and a stationary rogue
femtocell with 192 data points in 2 days is shown in Figure 5.

Detect femtocells with 
higher SS

Calculate Euclidean distances of SS between 
each femtocells in previous 24hours

Euclidean distances of femtocell 
with highest SS > threshold?

Calculate average Euclidean distances of SS 
of each femtocells to all other femtocells 

Calculate average Euclidean distances of SS 
of all femtocells (exclude the femtocells with 

the highest SS) and produce the threshold

Yes

No

Hand over to the femtocells 

Refuse to hand over 

Figure 4: Flowchart to detect a rogue femtocell.

00:00 00:0004:00 08:00 12:00 16:00 20:00

–40

–60

–80

–100

–120

–140

–160

–180

Si
gn

al
 st

re
ng

th
 (d

Bm
)

#1 femtocell
#2 femtocell
#3 femtocell

#4 femtocell
#5 femtocell
Rogue femtocell

Figure 3: Signal strength profile of lawful and rogue femtocells.

Journal of Engineering 5



/e SS of a femtocell can be normalized according to the
following equation:

x
∗
i �

xi − mini

maxi − mini

, (1)

where xi denotes SS of ith femtocell; mini and maxi denote
the weakest and strongest signals in the current time window
of investigated ith femtocell; and x∗i denotes the normalized
SS of ith femtocell./e Euclidean distances between the ith
and jth femtocells can be calculated according to the fol-
lowing equation:
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where Di,j denotes Euclidean distances between ith and jth
femtocells in the previous 24-hour time window.

According to Figure 5, a stationary rogue femtocell
appears at 23:30. /e Euclidean distances between SS of all
femtocells at that time are calculated according to equation
(2) and are listed in Table 1.

It can be observed from Table 1 that the Euclidean
distances between 2 lawful femtocells are usually small. For
example, the Euclidean distance between the 1st and 2nd

femtocells is 0.969 and that among lawful femtocells varies
around 0.95. However, the SS of the rogue femtocells is
notably far away from those of lawful ones in the state space.
Its average Euclidean distance to lawful ones is around 7.7,
which is notably larger than those among lawful ones.

Add up Euclidian distance of SS of the 1st femtocell to all
other femtocells (i.e., first row of Table 1) to produce the
average Euclidian distance of the 1st femtocell to all other
femtocells (2.302 of the 1st femtocell at that time). /e
average Euclidian distances of SS of femtocells are calculated

every 15 minutes to get a time series of Euclidian distance of
SS in Figure 6.

/e mean of all average Euclidean distances is 3.180.
Multiply it by 1.5 and get the threshold of 4.770. At 23:30, the
average Euclidean distances of all lawful femtocells are
around 2.25, and the average Euclidean distance of the rogue
femtocell is 7.727, which is notably larger than the threshold.
/erefore, it can be identified as a rogue femtocell.

Since the rogue femtocell has stronger SS throughout the
following 24 hours according to Figure 5, the meter collector
will keep on reselecting to attach to the rogue femtocell with
stronger SS. /e average Euclidean distances of every fem-
tocell to the others in the following day can be calculated and
are plotted as shown in Figure 6./e threshold of 4.770 can be
used in the following day to detect potential rogue femtocells.

(i) It is obvious that the average Euclidean distances of
SS of these lawful femtocells are rather close to each
other because their SS has the similar profile.
However, the average Euclidean distance of SS of the
rogue femtocell is significantly higher than the
lawful ones throughout the following day.

(ii) Since the average Euclidean distance of the SS of the
rogue femtocell is larger than the threshold, it can be
picked out in the following 24 hours.
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Figure 5: Signal strength profile of stationary rogue and lawful femtocells.

Table 1: Euclidean distances of SS between femtocells at 23:30.

i� 1 i� 2 i� 3 i� 4 i� 5 Rogue Average
distance

i� 1 0.969 0.918 0.898 1.015 7.710 2.302
i� 2 0.969 0.850 0.857 0.859 7.723 2.252
i� 3 0.918 0.850 0.941 0.809 7.721 2.248
i� 4 0.898 0.857 0.941 0.947 7.676 2.264
i� 5 1.015 0.859 0.809 0.947 7.803 2.287
Rogue 7.710 7.723 7.721 7.676 7.803 7.727
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(iii) Note that there is a notable escalation in the average
Euclidean distances of lawful femtocells from 8:00
a.m. to 9:00 a.m., while there is a sag in the average
Euclidean distance of the rogue femtocell. It is
speculated that this is because the fog dissipates
from 8:00 a.m. and disappears at 9:00 a.m.

(iv) /ere is a turning point of the average Euclidean
distance of the rogue femtocell at 4:00 a.m. It is
speculated that the turning point is caused by the
decline of SS of lawful femtocells when fog appears
at this time.

To conclude, average Euclidean distances of SS in the
time window of previous 24 hours could be utilized to detect
rogue femtocells. When a meter collector reselects to attach
to a new femtocell, it will compare the average Euclidean
distance of SS of the new femtocell with the threshold to
decide whether to attach or not. If it is larger than the
threshold, the femtocell is identified as a malicious one and
the meter collector will not attach to it. In the following 24
hours, the threshold remains unchanged and collectors will
not attach to it even though it has the strongest SS.

5.2. Identification of Moving Rogue Femtocells. Unlike sta-
tionary rogue femtocells, moving ones keep changing their
locations from time to time. At the beginning, the SS of a
moving rogue femtocell is as shown in Figure 7. It can be
observed that it emerges at 23:15, and its SS achieves its
maximum at 01:00 a.m. and then disappears gradually. /e
moving rogue femtocell forces the meter collector to attach
to it at 01:00 when its SS is higher than that of lawful ones.

Also, the average Euclidean distances between every fem-
tocell at 01:00 a.m. are calculated and are listed in Table 2.

/e average Euclidean distances of lawful and rogue
femtocells every 15 minutes are calculated and are listed in
Table 2. Meter collectors implement cell reselection to attach
to the rogue femtocell at 01:00, and the average Euclidean
distance of SS of all femtocells is 2.842. Multiply it by 1.5 and
then get the threshold of 4.263. /e rogue femtocell with an
average Euclidean distance of 7.637 can be picked out easily,
and the meter collector will not attach to it. /ereafter, SS of
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Figure 6: Average Euclidean distances of stationary rogue femtocells.
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the moving rogue femtocells declines and then disappears
after 2:00.

6. Conclusion

To defend against hijacking of rogue femtocells, a rogue
femtocell detection approach for IoT meters in the fixed
location is proposed in this paper. Prior knowledge of
difference in SS profile among rogue and lawful femtocells is
utilized to formulate a rule to identify rogue femtocells.
Numerical simulation suggests that the developed expert
system can pick out stationary and moving rogue femtocells,
and meter collectors will not attach to the malicious rogue
femtocell. Moreover, the developed system works on the
specific rule and requires limited computation and memory
resource, which are fit for resource-constraint IoT device.

Since the developed approach works with the premise
that the rogue femtocell does not stay for a long time,
malicious adversaries could subvert by sustained attack for
more than a day. In this way, the meter collector will attach
to the rogue femtocell and malware could mount on it.
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