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With the rapid development of GIS and computer techniques, vector map data has been widely used in many fields. Since the
production of map data is very costly, illegal copying will result in huge loss for data owners. In order to protect the copyright of
vector data, digital watermarking has been employed in recent years. In this paper, a zero-watermarking scheme for vector map data
is proposed. In the proposed scheme, FVDR (feature vertex distance ratio) is constructed based on the feature vertices of objects.
The feature data, FVDR, is combined with watermark to generate the zero-watermark. Due to the specially designed cover data,
the proposed scheme is robust to geometrical attacks, vertex attacks, and object attacks. The results of extensive experiments also

demonstrate the robustness of the proposed scheme.

1. Introduction

The digital map is one type of important digital resources
which has been widely used in navigation, urban planning,
and many other areas. Due to high processing cost in the
acquisition of digital map data, it becomes a valuable resource
to its owner and has high price. Nevertheless, as one kind of
digital data, a digital map could be easily copied. Therefore,
copyright protection techniques for digital map have received
extensive research attention in recent years.

As an effective approach for copyright protection, water-
marking has been naturally introduced in the protection of
digital map. Although many watermarking schemes have
been proposed [1-7], most of them modify the map more or
less to embed the watermark in it. For a vector map, which
is sensitive to the precision, any form of distortion is insuffer-
able. In order to make up for the shortage, zero-watermarking
has been employed in digital map watermarking [8]. Like
robust watermarking techniques, zero-watermarking comes
from the area of image watermarking. The concept of zero-
watermarking was first proposed in [9]. The main idea is
generating a watermark from the characteristics of data
without any modification on the host data. The generated
watermark will be registered in an IPR (Intellectual Property
Right) repository to facilitate future watermark detection.

However, the scheme proposed in [8] is only robust to geo-
metrical attacks.

In this work, we focus on a watermarking scheme for a
particular kind of object in digital map, polyline. Specifically,
our goal is to generate a watermark from a set of polylines,
without distortion of main characteristics and with resistance
to malicious attacks. To summarize, the major contributions
of this paper lie in the following aspects:

(1) We construct special cover data, called the feature ver-
tex distance ratio (FVDR), from the characteristics of
polylines and employ it to determine the watermark.
Also, FVDR has been proven to be invariable against
most of malicious attacks.

(2) Based on FVDR, we propose a method to map each bit
of the watermark to a polyline in the host data. Due
to FVDRS’s characteristics, the mapping relationship is
robust to most of malicious attacks.

(3) A majority voting mechanism is adopted to generate
watermark bits from corresponding groups of poly-
lines, which provides robustness to both vertex and
object attacks.

(4) Finally, we propose a zero-watermarking scheme for
polylines. The scheme employs the aforementioned



mapping method to determine corresponding water-
mark bit for each polyline. Then FVDRs are calculated
for generation of the corresponding bits. As shown
by the experimental results, the proposed scheme
is robust to geometrical attacks, vertex attacks, and
object attacks.

The remainder of this paper is organized as follows.
In Section 2, we present the proposed zero-watermarking
scheme for polylines. Then, generation and detection algo-
rithms are given in Section 3. In Section 4, we present
experimental results and discuss their implications. Finally,
the paper is concluded with final remarks and an outlook on
future work in Section 5.

2. Proposed Zero-Watermarking Scheme

In the proposed zero-watermarking scheme, the watermark
is a sequence of L bits. Each object in the vector map data,
that is, a polyline, will be mapped to one bit of the watermark.
Usually, since the number of objects is much bigger than
L, some objects would be mapped to one same bit. To
generate each bit of the watermark, the cover data of the
objects mapped to it should be extracted first. Then the bit
can be generated from the extracted cover data. Finally, the
generated watermark will be registered in an IPR repository.

In this section, we detail three essential steps of the
proposed scheme: (1) feature point selection; (2) cover data
extraction; (3) watermark generation. Then, we present the
watermark generation and detection algorithms based on the
proposed scheme in the next section.

2.1. Feature Point Selection. In the proposed scheme, we
employ cover data based on feature points. The feature
points of a polyline are the vertices that are most likely
to represent the objects structure and cannot be arbitrarily
added or removed under interpolation or simplification [10,
11]. Methods that extract their cover data based on feature
points take full advantage of this property to resist vertex
attacks [12, 13]. As a result, the cover data can properly
resist interpolation and simplification attacks under the
assumption that a successful attack should not violate the
maps validity. For a polyline, the most used simplification
algorithm is Douglas-Peucker (DP) algorithm. However, an
absolute threshold is employed in the DP algorithm to select
feature points. While the map has been scaled, the feature
points selected by the same threshold would not be the same
with those selected before scaling.

To solve this problem, in this paper, we use a relative
threshold instead of the absolute one. For a polyline G; =

. pl.. pij }, where p;‘ are the vertices of the object, given
a relative threshold «, the feature point selection is described
as follows.

Step 1. Find the first feature point f;' that is farthest from
the line segment (namely, reference line) between p; and p;.
The distance between f;' and the reference line is denoted by

acrh).
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Step 2. Apply a * d(f/') as the absolute threshold and select
the rest feature points by using DP algorithm.

In the DP algorithm with relative threshold, at least one
feature point will be selected for each object. Then the product
of its distance to the reference line and « is utilized as the
threshold for selection of the other feature points. By this
means, although the distances between vertices and their
reference lines are scaled, the computed threshold is also
scaled with the same magnitude. Thus, the exact same set of
feature points can be properly found even when the vector
map data has been scaled.

2.2. Cover Data Extraction. Since the set of feature points can
always be found as long as the object exists legally, now we can
construct our cover data based on the feature points set.

Angle and topological relation have been chosen as cover
data for they are insensitive to geometrical attacks [1, 14].
However, a small vertex distortion will contribute to a large
variation of the angle when the reference lines are short,
while any object attacks will violate the correspondences of
the objects used for topological relations extraction. Distance
can be extracted from individual objects and is less sensitive
to vertex distortion [13], but after scaling watermark covered
by distance will inevitably be violated. For the fact that ratio
between distances will not change under scaling, in this
paper, we extract cover data based on distance ratio.

Given a polyline object G;, suppose the set of feature
points is F;, = {fil,fiz,...,fi"}; the cover data, FVDR, is
constructed as follows:

n i
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n

; @
y, = Zfz (;V)
IR

Step 1. Use all points in F; to calculate the feature center
C;(x;, y;) as shown in (1).

Step 2. Calculate the distance between every feature point
fF and C;, denoted as feature distance d¥, and let D; =
{d!,d’,...,d’} represent the set of feature distances.

Step 3. Calculate the feature vertex distance ratio (FVDR), R;,
as shown in
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Clearly, FVDR has the property of geometrical invari-
ability and vertex independence. That is, the watermarking
scheme using FVDR as cover data can properly resist geo-
metrical attacks as well as interpolation and simplification
attacks.

2.3. Watermark Generation. Generally, in a zero-watermark-
ing scheme, the watermark should be extracted from the most
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stable characteristics of the host data in order to ensure the
robustness. In the proposed scheme, we employed FVDR
extracted in previous subsections to generate the watermark.
Basically, each FVDR is mapped to one bit of the watermark.
Generally, the number of FVDRs is larger than the length of
the watermark. Therefore, some FVDRs would be mapped to
the same bit. After the mapping process, each bit could be
generated from the FVDRs mapped to it.

2.3.1. Watermark Bit Mapping. The process of mapping
FVDRs to bits in the watermark is called “watermark bit
mapping.” The kernel idea is a hash function, as shown in

S, = H,, (H, (R, h) . L.K). )

In (3), S; is the index for the corresponding bit of FVDR,
R;; that is R; is mapped to the S;th bit in the watermark. H,,
is the mapping function which produces S; according to L, K
(secret key), and the highest h bits of R;. The highest / bits
are calculated by function Hy,. The reason of using Hy(R;, h)
rather than R, is the fact that the possible modification on the
object G; might result in slight difference between R; obtained
in watermark generation and detection. This difference would
afterwards defeat the watermark detection. However, such
difference only exists on the low bits of R;. With this
observation, we employ a truncation function H, to eliminate
the difference. With Hy, the highest & bits of R; are obtained
to ensure the same R; could be regenerated in watermark
detection. To guarantee the usability of the watermarked map,
the impact of the modification would be controlled below
the precision tolerance. With the precision tolerance A of the
map, the upper and lower bounds of R; (denoted as R} and

Ri, resp.) can be calculated by (4). Therefore,  is the largest
number by which H,(R;, h), H,(R}', h), and Hb(Rg, h) have the
same value:

a2l 2071,y
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The index of corresponding bit for each FVDR, R;, can be
obtained as follows.
(1) Calculate RY and Rf based on R;, and then the appro-
priate i can be determined with R;, R¥, and R..

(2) Calculate the index of the corresponding bit by (3)
and the h calculated above.

2.3.2. Watermark Bit Generation. For each group, we can
extract one watermark bit from it. A majority voting mech-
anism is employed. The generation of watermark is described
as follows.

Step 1. For each group, all hth position of FVDR is calculated.

Step 2. If there are more odd numbers than even numbers,
the corresponding watermark bit is “1.”

Step 3. If there are more even numbers than odd numbers,
the corresponding watermark bit is “0.”

After all watermark bits have been decided, they can
be formed to the watermark according to their sequence
number. And then the watermark can be registered into the
IPR repository.

3. Generation and Detection Algorithms

Based on the steps described above, we can give the genera-
tion and detection algorithms in this section.

Let G = {G;,G,,...,G;} be aset of polylines and let W =
{wy, w,, ..., w;} be the watermark.

The generation algorithm includes the following steps.
Step 1. For every G; in G, we calculate its FVDR, R;.

Step 2. Use the highest h positions of R; to map the object
into a set of L mutually exclusive groups ({9, g5, ->91}); g;
corresponds to watermark bit, w;.

Step 3. Generate the watermark bit, w;, for group g; and
assemble watermark bits into the final watermark.

Step 4. Finally, the watermark generated is registered in an
IPR repository.

The detection algorithm is similar to the generation
algorithm.

Step 1. For every polyline, after division, a watermark bit is
regenerated from each group. All regenerated watermark bits
are assembled to a detected watermark.

Step 2. Compare the detected watermark with the one regis-
tered in IPR repository.

For every polyline, the algorithms need to invoke the DP
algorithm for feature point selection. The time complexity of
DP algorithm is O(C), where C is the number of points of
the polyline. So, the time complexity of both the generation
and detection algorithm is O(CN), where N is the number of
polylines in the map.

4. Experiments and Analysis

To evaluate the performance of the proposed scheme, we
performed experiments using a map of China which contains
3407 objects and 1128242 vertices.

In the experiments, attacks were applied to the water-
marked map with different magnitudes. Then detection ratio
was calculated by dividing the watermark length by the
number of correct detected bits. Then the detection ratio was
used for robust evaluation.

4.1. Geometrical Attacks. To assess the resilience of our
algorithm to geometrical attacks, we apply a combination of
translation, rotation, and scaling attacks to the watermarked



map. Specifically, the magnitudes of the attacks are measured
using (relative) coordinate offset, rotation angles, and scaling
factors. And the ranges of the magnitudes were set to [-300%,
300%], [0, 360], and [0, 10], respectively. In this experiment,
attack magnitudes were gradually increased with certain steps
and all the detection ratios were the same and equal to 100%.
The experiment result verifies the good performance of our
method when facing geometrical attacks.

4.2. Vertex Attacks

4.2.1. Noise Distortion. In this experiment, we evaluate the
influence of noise distortion. Attacks were applied by ran-
domly modifying the coordinates with different magnitudes.
Here we suppose the noise distortion satisfies uniform distri-
bution and the range of the magnitudes was set to [0, 1.27],
where 7 is the positional accuracy. As shown in Figure 1,
even when the attack magnitude exceeds the positional
accuracy, the detection ratio remains acceptable. It verifies the
robustness of the proposed method to noise distortion attack.

4.2.2. Interpolation and Simplification. In this experiment,
interpolation and simplification were performed using Cubic
Spline Algorithm [I15] and Douglas-Peucker algorithm,
respectively. Watermark data was generated using different
relative thresholds. To evaluate the strength of the (inter-
polation and simplification) attack resistance, we gradually
increased the attack magnitude and recorded the detection
ratio of the corresponding thresholds. The results are pre-
sented in Figures 2 and 4, respectively. The attack magnitude
was represented by the percentage of the vertices added or
deleted due to interpolation or simplification. As we can
see, the larger the relative threshold is, the more robust
the algorithm is. And, given a properly selected relative
threshold, the algorithms detection rate can remain 100%
until the attack reaches a certain percentage of vertex addition
or deletion (e.g., if the threshold is 0.06, the percentage of
addition is 44% and the percentage of deletion is 36%).

4.3. Object Attacks

4.3.1. Reordering. Reordering of objects or their vertices is a
special kind of attack; it only affects the artificially assigned
identifiers of the objects and vertices. Figure3 gives an
example of reordering attack on vertices. However, neither
the identifier of the object nor the one of the vertex is involved
in the proposed scheme. Thus, the reordering attack could
not affect the FVDR and the generated watermark. In this
experiment, objects and their vertices in the watermarked
map were reordered randomly for several times. For every
reordering attack, the detection ratio is 100%. That is, the
proposed scheme is robust to reordering attacks.

4.3.2. Deletion and Addition. The resistance for object dele-
tion and addition relies on the number of objects in each
group. Figures 5 and 6 present the experimental results
of object deletion and addition, respectively. The results
demonstrate that the more objects each group has, the more
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FIGURE 2: Resistance to interpolation.

robustness we get. And when the number of objects in each
group is larger than six, the algorithm’s detection ratio is as
high as 98% even facing a magnitude of 50% object deletion
or addition. That is, the proposed scheme is robust to object
deletion and addition.

4.4. Assorted Attacks. We also designed an experiment to
verify the robustness of the proposed schema against assorted
attacks. In this experiment, all aforementioned attacks were
applied on the watermarked map. The range of magnitude
for every applied attack is listed in Table 1. The experiment
has been performed for ten times with different random
magnitude taken from the respective range. The detection
ratio of these executions is illustrated in Figure 7. In Figure 7,
the average and lowest detection ratios are 91.73% and
88.79%, respectively, which demonstrates that the proposed
schema is robust against assorted attack.

5. Conclusion

Focusing on polyline objects in vector maps, the Douglas-
Peucker algorithm with relative threshold is applied for
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TABLE 1: Magnitudes of attacks.
Attack Range of magnitude
Translation —300%-300% on x-axis or y-axis
Rotation 0°-360°
Scaling 0-10

10%-20%
10%-20%
0-1.27
10%-20%
10%-20%

Object insertion
Object deletion
Noise distortion
Interpolation
Simplification

feature point extraction, and then cover data is defined based
on the ratio between pairs of feature distances; finally, the
objects are partitioned into groups according to the cover data
and every bit of the watermark data is generated from objects
of a corresponding group. The proposed scheme is robust
to translation, rotation, scaling, simplification, interpolation,
noise addition, object addition, deletion, and reordering
attacks. In this paper, point and polygon objects are out of our
consideration. Moreover, attacks like collusion attack that can
only be resisted using protocols are not considered. These are
planned for our future works.
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