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The four-wing memristive chaotic system used in synchronization is applied to secure communication which can increase the
difficulty of deciphering effectively and enhance the security of information. In this paper, a novel four-wing memristive chaotic
system with an active cubic flux-controlled memristor is proposed based on a Lorenz-like circuit. Dynamical behaviors of the
memristive system are illustrated in terms of Lyapunov exponents, bifurcation diagrams, coexistence Poincaré maps, coexistence
phase diagrams, and attraction basins. Besides, the modular equivalent circuit of four-wing memristive system is designed and the
corresponding results are observed to verify its accuracy and rationality. A nonlinear synchronization controller with exponential
function is devised to realize synchronization of the coexistence of multiple attractors, and the synchronization control scheme is
applied to image encryption to improve secret key space. More interestingly, considering different influence of multistability on
encryption, the appropriate key is achieved to enhance the antideciphering ability.

1. Introduction

The memristor has been thought to be the fourth basic
element, and the concept was proposed by Professor Chua in
1971 [1].The firstmemristor physicalmodel was implemented
by HP Labs in 2008 [2], which has lots of advantages [3], such
as low energy consumption, small size, and high integration,
so that it has been investigated in memory storage [4, 5],
artificial neural networks [6, 7], chaotic circuits [8, 9], secure
communications [10–12], and so forth.

Nowadays, an in-depth study of connecting the mem-
ristors with chaotic systems has been conducted by many
scholars. Some researchers added the memristor model to
Chua’s circuit [13], and others combined the Lorenz system
with memristors [14]. In recent years, a lot of attention
has been paid to the research on the memristive chaotic
circuits applied to synchronization, and the synchronization
scheme ofmemristive chaos based on Lorenz systemhas been
developed initially [15, 16]. Master system and slave system
can achieve chaotic synchronization under controlled con-
straints, and it has beenwidely used in secure communication

and other fields [17, 18]. However, a lot of literature with
respect to the memristive chaotic system applied to secure
communication only extracted its own chaotic sequence,
without involving the memristive synchronization scheme
[12, 19, 20]. In addition, the multiwings [21, 22] and multista-
bility [23, 24] of memristive chaotic systems have been a hot
topic. Nevertheless, there were few studies on the multiwing
memristive circuit based on Lorenz system, and less literature
took the fact that the multistability may produce different
encryption effects into consideration. In contrast with the
aforementioned literature, the multiwing memristive circuit,
the synchronization control used in image encryption, and
different influences of multistability will be carried out in this
work.

In this paper, a novel four-wing memristive chaotic
system is proposed by introducing a smooth flux-controlled
memristor to Lorenz-like system. First of all, theoretical
analyses are investigated by means of calculating dissipa-
tion and equilibrium point set. Secondly, the conventional
dynamic analyses are carried out by Lyapunov exponents,
bifurcation diagrams, Poincaré maps, phase diagrams, and
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so forth. The circuit of new system is devised by utilizing
resistors, capacitors, op amps, andmultipliers, and the results
of circuit simulation are consistent well with those of numer-
ical simulations. Then, a nonlinear feedback controller for
synchronization of multistability is designed according to the
system equations. The error curves and timing diagrams are
used to illustrate the synchronization of different coexistence
states indicating that the synchronization effect is effective.
Finally, the synchronization scheme is applied to image
encryption, so that the key space is more complicated.
Taking the influence of different synchronization states on
encryption into account, it is beneficial to select suitable keys
and improve the antideciphering ability.

2. Four-Wing Memristive Chaotic System

Memristor is a basic circuit element describing the constitu-
tive relation between charge and flux as 𝑑𝜑(𝑞) = 𝑀(𝑞)𝑑𝑞 or
𝑑𝑞(𝜑) = 𝑊(𝜑)𝑑𝜑, where 𝑞, 𝜑,𝑀(𝑞),𝑊(𝜑) are charge, flux,
memristance, and memductance [1]. A cubic flux-controlled
memristor [25] described as 𝑞(𝜑) = 𝑎𝜑 + 𝑏𝜑3, 𝑊(𝜑) =
𝑑𝑞(𝜑)/𝑑𝜑 will be carried out in this paper, where 𝑎 and 𝑏 are
memristor parameters.

A new four-dimensional four-wing memristive chaotic
system is obtained by adding a memristor with the consti-
tutive relation of𝑊(𝜑) = 𝑑𝑞(𝜑)/𝑑𝜑 to a Lorenz-like system
deformed by classical Lorenz system [26]. The mathematical
model can be described as

�̇�1 = 36𝑦1𝑧1 − 𝛼𝑥1 − 𝑧1𝑊(𝑤1) ,
̇𝑦1 = 𝜉𝑦1 − 𝛽𝑥1𝑧1,
�̇�1 = 8𝑥1𝑦1 − 𝛾𝑧1,
�̇�1 = 𝑥1,

(1)

where 𝑤1 = 𝜑 is magnetic flux; besides,𝑊(𝑤1) = 𝑎 + 𝑏𝑤12 is
memductance. Both 𝑎 and 𝑏 are memristor parameters deter-
mining its characteristics, and𝛼, 𝛽, 𝜉, 𝛾 are systemparameters
which determine the motion states. All the parameters are
chosen as 𝑎 = −0.5, 𝑏 = 2.4, 𝛼 = 15, 𝛽 = 8, 𝜉 = 1.68, and
𝛾 = 15.15.When initial conditions are set as (0.1, 0.1, 0, 0), the
system in (1) produces four-wing chaotic attractors, as shown
in Figure 1. The four Lyapunov exponents (LE𝑖) of the system
in (1) are obtained by singular value decomposition as LE1 =0.1354, LE2 = 0.0076, LE3 = −0.2936, and LE4 = −25.6091.
It is clear that LE1 > 0, LE2 ≈ 0, LE3 < 0, and LE4 < 0
indicating that the attractor is a strange attractor with chaotic
characteristics. The Lyapunov dimension [27] of the new 4D
four-wing memristive system is

𝐷𝐿 = 𝑗 + 1LE𝑗+1

𝑗

∑
𝑖=1

LE𝑖 = 2 + (LE1 + LE2)LE3
= 2 + (0.1354 + 0.0076)|−0.2936| = 2.487.

(2)

It can be seen that the Lyapunov dimension is fractional
which means it is chaotic system. The phase diagrams listed

in Figure 1 show that the chaotic attractor trajectory has
ergodicity and boundedness in a specific attraction domain.

Equation (5) shows the dissipation of the system in (4):

∇𝑉 = 𝜕�̇�1𝜕𝑥1 +
𝜕 ̇𝑦1
𝜕𝑦1 +

𝜕�̇�1
𝜕𝑧1 +

𝜕�̇�1
𝜕𝑤1 = −𝛼 + 𝜉 − 𝛾 (3)

when these parameters involved in (3) are selected as 𝛼 = 15,
𝜉 = 1.68, and 𝛾 = 15.15; that is,∇𝑉 = −𝛼+𝜉−𝛾 = −15+1.68−
15.15 = −28.47 < 0. It means that system in (1) is dissipative,
and the system trajectories starting from the region converge
exponentially with time and form chaos asymptotically.

Let �̇�1 = ̇𝑦1 = �̇�1 = �̇�1 = 0; the equilibrium points in
(1) are obtained as a set 𝐴 = {(𝑥1, 𝑦1, 𝑧1, 𝑤1)|𝑥1 = 𝑦1 = 𝑧1 =0, 𝑤1 = 𝑙1}, where 𝑙1 is a real constant; thus all points on the
𝑤1-axis are equilibrium points. The Jacobi matrix 𝐽𝐴 of the
new four-wing memristive chaotic system at the equilibrium
point set is got:

𝐽𝐴 =
[[[[[
[

−𝛼 36𝑧1 36𝑦1 −𝑊(𝑤1) −𝑧1 (2𝑏𝑤1)
−𝛽𝑧1 𝜉 −𝛽𝑥1 0
8𝑦1 8𝑥1 −𝛾 0
1 0 0 0

]]]]]
]
. (4)

The eigenvalue equation of the equilibrium point set 𝐴 is

𝜆 (𝜆 + 𝛼) (𝜆 − 𝜉) (𝜆 + 𝛾)
= 𝜆 [𝜆3 + (𝛼 + 𝛾 − 𝜉) 𝜆2 + (𝛼𝛾 − 𝛼𝜉 − 𝛾𝜉) 𝜆 − 𝛼𝛾𝜉]
= 0.

(5)

Simplify (5) as

𝜆 [𝜆3 + 𝑎1𝜆2 + 𝑎2𝜆 + 𝑎3] = 0. (6)

Equation (6) reveals that system in (1) has one zero
eigenvalue and three nonzero eigenvalues, where

𝑎1 = 𝛼 + 𝛾 − 𝜉 = 28.47 > 0,
𝑎2 = 𝛼𝛾 − 𝛼𝜉 − 𝛾𝜉 = 176.598 > 0,
𝑎3 = −𝛼𝛾𝜉 = −381.78 < 0.

(7)

According to the stability condition, the set of the
unstable range of system in (1) can be obtained as the
whole real field due to 𝑎3 < 0. No matter the value of 𝑙1,
the eigenvalues of equilibrium set are calculated as 𝜆1 =0, 𝜆2 = −15, 𝜆3 = 1.68, 𝜆4 = −15.15. 𝜆2 and 𝜆4
correspond to two stable solutions, and 𝜆3 is consistent with
an unstable solution.Therefore, all the points on equilibrium
point set are unstable. Self-excited attractors are connected
with unstable equilibriums, but a hidden attractor is not
connected with equilibria, for instance, those in the systems
without equilibria or only one stable equilibrium [28, 29]. It
is clear that the attractors in (1) are closely related to unstable
equilibriums, so those are self-excited attractors.
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Figure 1: Phase diagrams: (a) x-w, (b) y-z, (c) x-z-w, and (d) w-z-y.

3. Dynamic Analyses and Circuit
Implementation of the New Chaotic System

3.1. Dynamic Analyses

3.1.1. The Effect of System Parameter Changing. The chaotic
system will present different dynamic behaviors with varying
system parameters. The bifurcation diagram for the state
variable 𝑦(𝑡) and the Lyapunov exponents are presented
in Figure 2 with the change of the system parameter 𝜉.
The initial values (0.1, 0.1, 0, 0) in (1) are taken as initial
conditions, and the range of 𝜉 is 0 < 𝜉 < 4.8. The
dynamics of system in (1) can be intuitively observed from
Figure 2. It is clear that this system is periodic with 𝜉 varying
in interval of (1.43, 1.46), (1.77, 3.41), and (3.50, 3.95). The
partial bifurcation diagram in Figure 2(b) shows that it is
period-3 motion when 𝜉 ∈ (1.43, 1.46) and generates saddle
bifurcation (SNB) at 𝜉 = 1.46. The phase diagram of 𝜉 = 1.44
is shown as Figure 3(a). With changing the parameter 𝜉 in

(0, 1.42), (1.47, 1.76), (3.42, 3.49), and (3.96, 4.65), the four-
wing memristive system is chaotic and the corresponding
largest Lyapunov exponent is positive. Figure 3(b) is the phase
diagram of 𝜉 = 1.68, and this system diverges in 𝜉 ∈
(4.66, 4.8).
3.1.2. The Effect of Initial Condition Changing. The memris-
tor-based chaotic system is extremely sensitive to initial
values, and its dynamic characteristics directly transform
with the variations of initial conditions. Fix the circuit
parameters as 𝑎 = −0.5, 𝑏 = 2.4, 𝛼 = 15, 𝛽 = 8, 𝜉 =
1.68, and 𝛾 = 15.15. The initial values (0.1, 0.1, 0, 𝑤1𝑜) are
selected as initial conditions, where 𝑤1𝑜 is initial value of the
state variable𝑤1.The Lyapunov exponent spectrumof system
in (1) varying with initial condition 𝑙1 = 𝑤1𝑜 is shown in
Figure 4(a), and the corresponding bifurcation diagram for
𝑦(𝑡) is illustrated as Figure 4(b) with 𝑙1 ∈ [−5, 5].

The multistability refers to a variety of stable states gen-
erating with changing initial values under the same system
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Figure 2: Lyapunov exponents and bifurcation diagramwith parameter 𝜉 changing (a) 𝑙1 = 0, Lyapunov exponents, and (b) 𝑙1 = 0, bifurcation
diagram.
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Figure 3: Phase diagrams of different system parameters 𝜉: (a) 𝜉 = 1.44 and (b) 𝜉 = 1.68.
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Figure 5: Coexistence of initial value 𝑙1 changing (a) coexistence phase diagram and (b) coexistence of Poincaré section.

parameters. Figure 4 reveals that the chaotic system in (1) has
a strong sensitivity to the transformation of 𝑙1. The dynamic
behaviors of system in (1) appear as the switch of periodic
and chaotic motions with the variable 𝑙1varying. To observe
the multistability clearly, select partial values for analyses
randomly. Figure 5(a) shows the coexistence of four phase
diagrams with different initial conditions. The black curves
correspond to asymmetric double scrolls for 𝑙1 = 1.7, and the
light blue curves are associated with a butterfly attractor for
𝑙1 = −3. In addition, the pink and red curves are relative to
period-1 with 𝑙1 = −1.7 and 𝑙1 = 3, respectively. Both periodic
states are symmetrical about the 𝑥-axis. The corresponding
coexistence of Poincaré sections is depicted in Figure 5(b).
The gray domain means the chaotic region as 𝑙1 = 1.7 (black
points) and 𝑙1 = −3 (light blue points). The local gray area
(𝑥 ∈ [−0.5, 0.5]) is enlarged to observe the discrete mapping
on Poincaré section clearly. The several successive curves can
be seen from the partialmagnification, proving that system in
(1) is indeed in chaotic motion. Each of the two-blue ellipses
in Figure 5(b) has a discrete point, corresponding to period-
1 as 𝑙1 = 3 (red) and 𝑙1 = −1.7 (pink). Two discrete points
are also symmetrical about the 𝑥-axis. Taking the length of
the article into consideration, only four coexistence states are
listed here.

3.1.3. Attraction Basins. The attraction basin is the distri-
bution of different states and it has been a hot topic in
the research on multiple attractors. In [9, 30], the attraction
basins were carried out with respect to initial conditions.
Similarly, the domains of initial conditions are analyzed in
which each attraction can be found. The system parameters
in (1) are set as 𝑎 = −0.5, 𝑏 = 2.4, 𝛼 = 15, 𝛽 = 8, 𝜉 = 1.68, and
𝛾 = 15.15, and the initial values are assigned as 𝑥1(0) = 0.1,𝑦1(0) = 0.1, 𝑧1(0) = 𝑝, 𝑤1(0) = 𝑙1, where 𝑝 and 𝑙1 are
the variables. The attraction basins with respect to 𝑝 and 𝑙1

are shown in Figure 6(a) which presented with the periods
(purple) and chaotic attraction (red).

In addition, the basins of attractions are investigated with
respect to initial condition 𝑙1 and system parameter 𝜉. The
parameters are set as 𝑎 = −0.5, 𝑏 = 2.4, 𝛼 = 15, 𝛽 = 8, 𝛾 =
15.15 and initial values are given as 𝑥1(0) = 0.1, 𝑦1(0) = 0.1,𝑧1(0) = 0, 𝑤1(0) = 𝑙1. The initial condition 𝑙1 and system
parameter 𝜉 are taken together to analyze the attraction
basins shown in Figure 6(b), which is also associated with the
periods (purple) and chaotic attraction (red).The boundaries
are marked by yellow in Figure 6 and they conform with the
analysis above; for example, the periodic motion (purple) as
𝑙1 = 3 and 𝑝 = 0 in Figure 6(a) corresponds to the red curves
in Figure 5(a) and the chaotic motion (red) as 𝜉 = 1.68 and
𝑙1 = 0 observed in Figure 6(a) matches the phase diagram
shown in Figure 3(b), which means that the phenomenon
of multistability indeed coexists in the proposed four-wing
memristive chaotic system.

3.2. Circuit Implementation. The dynamic analysis of the
four-wing memristive chaotic system shows its rich motion
states. The circuit construction of system in (1) has further
verified its complex dynamic behaviors by numerical simula-
tions with the software MULTISIM.11. The modular design
of the equivalent circuit is made up of basic components,
such as resistors, capacitors, op amps, and multipliers, as
shown in Figure 8. There are five channels: the first channel
aims to achieve the function of memristor and the other four
channels output 𝑥, 𝑦, 𝑧, and 𝑤, respectively. On the basis of
Figure 8 and circuit principle, the circuit realization equation
of four-wingmemristive chaotic system in (1) is shown in (8):

𝑑𝑥
𝑑𝑡 = −

1
10𝑅6𝐶1 𝑧𝑀 − 1

10𝑅7𝐶1 (−𝑦𝑧) −
1

𝑅8𝐶1 𝑥,
𝑑𝑦
𝑑𝑡 = −

1
10𝑅11𝐶2 𝑥𝑧 −

1
𝑅12𝐶2 (−𝑦) ,
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Figure 6: Attraction basins: (a) under initial conditions (0.1, 0.1, 𝑝, 𝑙1) and (b) under initial condition 𝑙1 and system parameter 𝜉.

𝑑𝑧
𝑑𝑡 = −

1
10𝑅15𝐶3 (−𝑥𝑦) −

1
𝑅16𝐶3 𝑧,

𝑑𝑤
𝑑𝑡 = −

1
𝑅17𝐶4 (−𝑥) .

(8)

Comparing (1) and (8), the parameters of the expression
can be obtained:

1
𝑅8𝐶1 = 𝛼,
1

10𝑅11𝐶2 = 𝛽,
1

𝑅12𝐶2 = 𝜉,
1

𝑅16𝐶3 = 𝛾,
1

10𝑅7𝐶1 = 36,
1

10𝑅15𝐶3 = 8,
1

10𝑅6𝐶1 =
1

𝑅17𝐶4 = 1.

(9)

Let 𝛼 = 15, 𝛽 = 8, 𝜉 = 1.68, and 𝛾 = 15.15; the values of
four capacitors in Figure 8 are taken as 𝐶1 = 𝐶2 = 𝐶3 =𝐶4 = 1 nF. The resistance values in circuit are calculated
as 𝑅1 = 1 kΩ, 𝑅2 = 48 kΩ, 𝑅3 = 24 kΩ, 𝑅6 = 100 kΩ,
𝑅7 = 2.78 kΩ, 𝑅8 = 66.7 kΩ, 𝑅11 = 12.5 kΩ, 𝑅12 = 596 kΩ,

𝑅15 = 16.7 kΩ, 𝑅16 = 67 kΩ, 𝑅17 = 1MΩ, 𝑅4 = 10 kΩ,
𝑅5 = 𝑅9 = 𝑅10 = 10 kΩ, 𝑅13 = 𝑅14 = 10 kΩ. The value
of system parameter 𝜉 is determined by resistor 𝑅12, and the
differentmotions can be got by adjusting the value of𝑅12.The
resistance𝑅12 can be accessed by a potentiometer in the actual
circuit. Take 𝑅12 = 596 kΩ, 𝐶2 = 1 nF when 𝜉 = 1.68, then
the circuit simulation result is illustrated in Figure 7(a). The
coexistence phase diagrams are shown as Figure 7(b) with the
variation of 𝑙1. Only two cases 𝑙1 = −3 (light blue) and 𝑙1 =−1.7 (pink) are listed here. It is possible to show that there is a
multistability characteristic in system in (1) as well.The result
in Figure 7(a) is in accordance with phase diagram plotted
in Figure 1(b), and coexistence phase diagrams shown in
Figure 7(b) agree with the light blue points (𝑙1 = −3) and pink
points (𝑙1 = −1.7) shown in Figure 5(a). Hence the results of
circuit and numerical simulation basically correspond under
the same conditions.

4. Synchronization of the Memristive System
and Its Application in Image Encryption

In 1990, a chaotic synchronization control method was firstly
proposed by Pecora and Carroll [31]. Then, lots of results of
chaos synchronization have been taken by scholars [32, 33].
With the gradual development of memristor, some scholars
have applied the synchronization control to memristive
chaotic systems, which has aroused a new upsurge in people’s
research. The nonlinear controller is designed according
to this new four-dimensional four-wing memristive chaotic
system for completing the synchronization of multistability.
Moreover, the reliability of secret keys has been improved and
the security of encryption has been enhanced by applying it
to the image encryption.
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4.1. Synchronization of Four-Wing Memristive Chaotic Sys-
tem. According to the dynamic analysis of this four-wing
memristive chaotic system, multistability will appear with
initial conditions varying. A reasonable controller is devised
to achieve the synchronization for coexistence attractors.
Equation (1) is set as master system, so slave system is given
by

�̇�2 = 36𝑦2𝑧2 − 𝛼𝑥2 − 𝑧2𝑊(𝑤2) + 𝑢1,
̇𝑦2 = 𝜉𝑦2 − 𝛽𝑥2𝑧2 + 𝑢2,
�̇�2 = 8𝑥2𝑦2 − 𝛾𝑧2 + 𝑢3,
�̇�2 = 𝑥2 + 𝑢4,

(10)

where𝑊(𝑤2) = 𝑎 + 𝑏𝑤22, 𝑎 = −0.5, 𝑏 = 2.4, 𝛼 = 15, 𝛽 = 8,𝜉 = 1.68, and 𝛾 = 15.15. 𝑢1, 𝑢2, 𝑢3, and 𝑢4 are synchronization
controllers. The synchronization error is described as

𝑒1 = 𝑥2 − 𝑥1,
𝑒2 = 𝑦2 − 𝑦1,
𝑒3 = 𝑧2 − 𝑧1,
𝑒4 = 𝑤2 − 𝑤1.

(11)

The equation of error system in (11) is

̇𝑒1 = 36 (𝑦2𝑧2 − 𝑦1𝑧1) − 15𝑒1
− [𝑧2 (−0.5 + 2.4𝑤22) − 𝑧1 (−0.5 + 2.4𝑤12)]
+ 𝑢1,

̇𝑒2 = 1.68𝑒2 − 8 (𝑥2𝑧2 − 𝑥1𝑧1) + 𝑢2,
̇𝑒3 = 8 (𝑥2𝑦2 − 𝑥1𝑦1) − 15.15𝑒3 + 𝑢3,
̇𝑒4 = 𝑒1 + 𝑢4.

(12)

Theorem 1. Select the following nonlinear feedback synchro-
nization controller functions:

𝑢1 = −𝑘1|𝑒1|𝑒1 + 0.5𝑒3 − 36 (𝑦2𝑧2 − 𝑦1𝑧1)
− 2.4 (𝑧2𝑤22 − 𝑧1𝑤12) ,

𝑢2 = −𝑘2|𝑒2|𝑒2 − 2𝑒2 + 8 (𝑥2𝑧2 − 𝑥1𝑧1) ,
𝑢3 = −𝑘3|𝑒3|𝑒3 − 8 (𝑥2𝑦2 − 𝑥1𝑦1) ,
𝑢4 = −𝑘4|𝑒4|𝑒4 − 𝑒1.

(13)

Master system in (1) is asymptotically synchronized with
slave system in (10) when the feedback control gain 𝑘𝑖 (𝑖 =1, 2, 3, 4) ≥ 0.
Proof. Synchronization controller in (13) is designed with the
specific form of error system in (12). The expressions with
−𝑘𝑖|𝑒𝑖|𝑒𝑖 (𝑖 = 1, 2, 3, 4) [34] are added to increase the speed
of synchronization and reduce the synchronization error in
transition process. The error system can be simplified from
(12) and (13) as

̇𝑒1 = −𝑘1|𝑒1|𝑒1 − 15𝑒1,
̇𝑒2 = −𝑘2|𝑒2|𝑒2 − 0.32𝑒2,
̇𝑒3 = −𝑘3|𝑒3|𝑒3 − 15.15𝑒3,
̇𝑒4 = −𝑘4|𝑒4|𝑒4.

(14)

Construct the Lyapunov function as 𝑉 = (1/2)𝑒𝑇𝑒, and
the derivative of 𝑉 is calculated as

�̇� = ̇𝑒𝑇𝑒 = 𝑒1 ̇𝑒1 + 𝑒2 ̇𝑒2 + 𝑒3 ̇𝑒3 + 𝑒4 ̇𝑒4
= −𝑘1|𝑒1|𝑒12 − 15𝑒12 − 𝑘2|𝑒2|𝑒22 − 0.32𝑒22 − 𝑘3|𝑒3|𝑒32
− 15.15𝑒32 − 𝑘4|𝑒4|𝑒42
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Figure 8: Circuit schematic.

= − (𝑘1|𝑒1|𝑒12 + 𝑘2|𝑒2|𝑒22 + 𝑘3|𝑒3|𝑒32 + 𝑘4|𝑒4|𝑒42)
− (15𝑒12 + 0.32𝑒22 + 15.15𝑒32) .

(15)

It is obvious that �̇� is negative owing to 𝑘𝑖 (𝑖 = 1, 2, 3, 4) ≥0, and the error system in (12) is large-scale asymptotic stable.
Master system (1) and slave system (10) can be synchronized
under the nonlinear synchronization controller in (13).
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According to the proof afore-discussed, the feedback
gain is chosen as 𝑘𝑖 (𝑖 = 1, 2, 3, 4) = 2 randomly.
(𝑥1, 𝑦1, 𝑧1, 𝑤1, 𝑥2, 𝑦2, 𝑧2, 𝑤2) = (0.1, 0.1, 0, 0, 1, −2, 3, −3) is
set to be the initial values of system (1) and system (10). The
response curves of system errors are shown in Figure 9, and
the synchronization errors converge to zero at about 4 s.

To realize the synchronization of multiple dynamics in
the four-wing memristive chaotic system, initial conditions
of master system in (1) are set to (0.1, 0.1, 0, 𝑤1𝑜) and those of
slave system in (10) are taken as (0.1, 0.1, 0, 𝑤2𝑜). It is clear
that the first three terms of two initial conditions remain
unified, and the fourth terms𝑤1𝑜 and𝑤2𝑜 are set as variables.
According to the aforementioned dynamics analyses above,
the system in (1) will produce a richmultistable phenomenon
along with initial condition 𝑙1 = 𝑤1𝑜 varying. The motion
of master system is a chaotic attractor as shown in Figure 1
as 𝑙1 = 0, and it is in period-1 motion with the red points
in Figure 5(b) as 𝑙1 = 3. Similarly, the same coexistence
attractors can be observed with the variable 𝑙2 = 𝑤2𝑜 without
regarding the influence of nonlinear synchronization con-
trollers. The following two cases will be used to demonstrate
the synchronization of coexistence states in the four-wing
memristive chaotic system.

Case 1: setting two variables as 𝑙1 = 0 and 𝑙2 = 3,
slave system in (10) can be synchronized with master system
in (1) as a chaotic state. The timing diagrams for variables
𝑙1 and 𝑙2 are depicted in Figure 10(a). Similarly, case 2: for
the variables above obtained as 𝑙1 = 3 and 𝑙2 = 0, the
slave andmaster systems are synchronized as a periodic state.
The state evolutions in this case are shown in Figure 10(b).
Figure 10 indicates that these two cases are fully synchronized
at about 4 s; that is, the multi-steady-state synchronization
of the four-wing memristive chaotic system can be realized.
Both different synchronization effects lay foundation for the
application of memristive chaotic synchronization in image
encryption.

4.2. Image Encryption. Chaotic system can provide
sequences for information encryption, and most of the
current researches on secure communication are for chaotic
system without memristor [35, 36]. As we all know, the
memristive chaotic circuit has a complex topology which can
extend the dimension of chaotic systems, and it is extremely
sensitive to the variation of initial condition that the better
sequence can be extracted. So far, there were few studies on
the application of synchronization of memristive chaotic
system in image encryption. The initial conditions of master
system in (1) and slave system in (8) are used as keys to
improve the complexity of secret keys and anticrack ability.
Figure 11 shows the process of encryption and decryption.
A chaotic synchronization control signal is generated by
the four-wing chaotic system to encrypt the original image,
and the discrete sequences are also obtained from it. The
encrypted image is got by the encryption transformation of
discrete sequences and original image. The encrypted image
will be transformed to the decryption terminal through
four channels, including all data of the encrypted image and
the data in each channel with unequal quantity to enhance
the difficulty of deciphering. The decryption terminal
receives encrypted signals and generates the decrypted
image according to the key and encryption transformation,
completing the synchronization of four-wing memristive
chaotic system applied in image encryption.

The typical image “cameraman” [37] is selected for image
encryption analysis, and the original image and its histogram
are presented in Figure 12. According to the above analysis
of the synchronization method, for the first case, initial
conditions of master system (1) and slave system (10) are
taken as (0.1, 0.1, 0, 0) and (0.1, 0.1, 0, 3), respectively. The
synchronization result of master and slave system is chaos,
and the encrypted image and its histogram are shown in
Figure 13. The encrypted image exhibits a fuzzy state, and
there is no feature of the original image. The histogram
exhibited in Figure 13(b) no longer has the statistical char-
acteristics of original image, so that the effect of encryption
is good. The same method is utilized for the second case,
and the initial values of system in (1) and system in (10) are,
respectively, sited as (0.1, 0.1, 0, 3) and (0.1, 0.1, 0, 0). Thus,
the result of synchronization is periodic motion in this case,
and the encrypted image and its histogram are plotted in
Figure 14. Contrasting Figure 14 with Figures 12 and 13,
the encrypted image depicted in Figure 14(a) retains some
features of original image exhibited in Figure 12(a). Similarly,
the histogram shown in Figure 14(b) still has some statistical
features of the original image, and the encryption is flawed.
Therefore, the synchronization control of different motions
will have different effects on image encryption, playing an
important role in the study of secure communication.

On the basis of different effects on image encryption,
it is better to apply case 1 to image encryption so that the
image encryptionwith case 1will be considered to analyze the
noise attack. It is a common phenomenon to add noise in the
process of information transmission.TheGaussian noisewith
the percentage of 1% is added to the encrypted image of case 1,
and the decrypted image is depicted in Figure 15(a). Similarly,
the salt-and-pepper noise with the percentage of 2% is put in
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the encrypted image in Figure 13, and the decrypted image
is exhibited in Figure 15(b). Although noise interference can
be observed in decrypted images, the main information of
original image presented in Figure 12(a) remains. The good
decryption effects prove that the encryption algorithm can
effectively resist different noise attacks.

5. Conclusion

In summary, a modified Lorenz system is obtained on the
basis of classical continuous Lorenz chaotic system, and a
new four-dimensional four-wing memristive chaotic system
is proposed by the addition of a smooth active flux-controlled
memristor. The rich dynamical behaviors are exhibited
through Lyapunov exponents, bifurcation diagrams, coex-
istence Poincaré sections, coexistence phase diagrams, and
attraction basins. The multistability can be observed with
respect to the sensitivity of initial conditions diametrically.
Moreover, a new nonlinear synchronization controller with
exponential term is designed to realize the synchronization
control of multiple attractors and applied to image encryp-
tion. The chaotic sequence based on the synchronization
scheme is extracted to increase the complexity of keys. At
the same time, it is analyzed that the keys generated in
different states have an important impact on encryption, and
the choice of appropriate key is valuable to improve security.
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