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Failure of vulnerable lines in the power system often results in tidal shifts, and triggering chain failures and their corresponding
transmission sections are concentrated manifestations of the weak links in the power system. It is very important to identify the
vulnerable lines and search the transmission section to prevent the chain faults as well as to analyze the stability of the power
system. Aiming at the problems of inaccurate search of vulnerable lines, difculties adapting to the complex and changing power
system as well as wrong selection and omission of transmission section search in the existing references, this paper proposes an
algorithm for searching vulnerable lines and their key transmission sections based on the graph theory and PMU (phasor
measurement unit) data. First, the method combines with the graph theory and PMU data to construct the grid topology map.
Second, the comprehensive indicators for screening vulnerable lines are proposed by fully considering the network topology and
line capacity, which combines with power exchange efciency and energy fuctuation probability.Tird, the distance matrix in the
Floyd algorithm is transformed into a unit group that can store more elements, which reduces the traversal times of the algorithm
and improves computational efciency. Te fast localization of transmission cross sections associated with vulnerable lines is
realized. Finally, the critical transmission cross sections are screened according to the line outage distribution factor and line safety
margin.Te IEEE 39-bus system is selected for simulation experiments, and the simulation results show that the key transmission
section search method proposed in this paper can better adapt to the variable power grid and is faster and more accurate than the
other common method.

1. Introduction

Large-scale power outages have been occurring time and
again, causing severe economic losses. For example, the 2012
Indian blackout afected more than 600 million people [1].
As recorded in reference [2], it was mentioned that a huge
blackout occurred in Brazil when two transmission lines
failed and tripped due to a mountain fre, resulting in the
unraveling of the Far Northwest grid. A large proportion of
such accidents were due to the tripping or disconnection of
lines in the grid due to faults. As soon as a fault occurred, the

protective device removed the component in question, while
the current of the component was diverted to the trans-
mission line of high correlation, leading to a chain of failures
[3, 4]. In addition, the disconnection of heavy-loaded lines in
the grid could also cause the current to be shifted, thus
causing a chain fault. And each event in the chain of failures
further weakened the power system which led to a complete
grid blackout [5, 6].

Vulnerable lines in the grid are the links in the network
transmission that need to be focused on. Te key trans-
mission section is a weak transmission link formed by the
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current transfer caused by the failure of the vulnerable lines.
It is very important to quickly and accurately locate the
vulnerable lines and their key transmission sections in the
complex power grid. In the past, the identifcation of vul-
nerable lines was often a single consideration, and the de-
termination of the transmission section could not be adapted
to the development of variable power grids [7–12]. And the
current power grid is developing towards digitalization and
intelligence, so it is necessary to propose a data-driven fast
identifcation method for transmission sections.

Taking DC modeling analysis as an example, researchers
have proposed a variety of vulnerable line assessment
methods, which can be roughly divided into two categories.
One is the analysis method based on the network structure.
For example, reference [7] considered the correlation be-
tween interconnected control regions decoupled by the
Schur complement matrix and applied the regional de-
composition method to decentralize the calculation of the
total transmission capacity of the power system. As men-
tioned in reference [8], a multiregion line transmission
calculation method based on the network decomposition
method of REI (radial, equivalent, and independent)-type
network equivalents was proposed, in which each region
could use the REI equivalents of the external regions to
calculate its total transmission capacity by continuous power
fow.Te other one analyzed the load from the line itself. For
example, reference [9] used a DC distribution factor to
calculate the thermal limit of the line and assess the line
transfer capability. However, the accuracy of a single eval-
uation metric for an increasingly complex grid needed to be
tested.

Te transmission section mainly refects the problems
that occur after the occurrence of interlocking faults. Rel-
evant researchers generally consider two aspects when
solving such problems. One is the structural problem rep-
resented by topological complementary graphs. For exam-
ple, a Markov tree-based chained fault assessment method
was proposed in reference [10].Tis type of approach tended
to ignore the efect of line capacity on the results. Te other
one analyzed the impact of the current transfer due to faulty
elements. Similarly, reference [11] identifed system in-
stability by analyzing the transfer of electrical quantities in
the critical section and thus obtaining the concavity and
convexity of the disturbed phase trajectory of the AC critical
branch. And reference [12] screened out the critical trans-
mission section by establishing the correlation matrix of
faulty elements and tidal current transfer channels based on
the open-break distribution factor. However, they all re-
quired high-level and time-consuming algorithm calcula-
tion, and the regional information under the decentralized
framework could not be fully accessed, which would in-
evitably afect the objectivity of the assessment results.

Graph theoretic methods are generally applied to solve
topological problems. And facing the complex power grid
structure, researchers have applied their knowledge of graph
theory to simplify it topologically. A series of related studies
have been further developed. For example, in the assessment
of vulnerable lines in power grids, reference [13] analyzed
the vulnerability of lines from the aspects of power

transmission capacity and load capacity of power grids by
using the topological complementary characteristics of the
network to fnd the electrical gaps between the nodes.
Reference [14] proposed a cascading fault model based on
the theory of complex networks, which could intuitively
refect the resistance to damage of the high-risk nodes in the
power grid. On the basis of which, reference [15] proposed
a vulnerable transmission line identifcation method using
K-shell decomposition depth, which fully took into account
the dynamic characteristics of the grid and the postfault
transmission capability. Reference [16] assessed the trans-
mission network vulnerability by converting the grid with
spatial information into a fault propagation map with
temporal information. Reference [17] added entropy and
Spearman rank correlation coefcients through a multi-
metric decision-making method based on interconditional
correlation, which could accurately identify the important
transmission lines with topological characteristics of com-
plex networks by utilizing the topological characteristics of
complex networks. However, this kind of research still
stayed in the frst-level network structure. Tus, reference
[18] proposed a weighted index applied to the second-level
correlation network to realize the identifcation of vulner-
able lines in the power grid. Te use of graph-theoretic
methods avoided errors caused by regional conditions and
greatly reduced the computational burden.

For the search of transmission sections that are sus-
ceptible to the infuence of the tidal shifts occurring in the
vulnerable lines under chained faults, the application of
graph theory methods not only improves the accuracy of the
results, but more importantly, it is able to refect the line
association. For example, reference [19] proposed a fast
search and identifcation method for weak transmission
sections based on the automatic subnetwork combination
technique, which automatically combined the subnets with
a more intuitive expression of their structural associations.
In order to further shorten the computation time and fully
consider multiple topological complementary changes,
reference [20] utilized a cut-set search algorithm based on
graph-theoretic matrix operations and used security margins
to quickly identify typical transmission sections in the grid.
Reference [21] combined a key section identifcation method
with multi-fault disturbances and a weak section identif-
cation method after multi-faults induced topological
changes to analyze multiple types of lines. A key trans-
mission section identifcation method considering multiple
predicted faults was proposed. Reference [22] accessed the
weighted network topology in an AC current model to
identify critical sections in the grid using complex network
centrality theory as well as line net capacity and vulnerability
indicators. Reference [23] transformed complex grids into
their dual graphs, utilized the improved structural hole
theory and M-Burt method to rank the vulnerability of
transmission lines, and designed a cascading mitigation
strategy that took into account vulnerable transmission
lines. Such methods simplify the tedious steps of compu-
tation and also make the correlation between lines more
explicit. Te above methods avoid the drawbacks of real
network partitioning and the loss of information in
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a decentralized framework. However, they do not capture
the characteristics of the new power system, thus failing to
achieve timely monitoring of the grid.

Synthesizing the shortcomings of previous literature, this
paper proposes a transmission section search method based
on graph theory and PMU data. Te main contributions of
this paper are as follows.

(1) Aiming at the single aspect considered in the pre-
vious evaluation indicator for vulnerable lines,
a comprehensive evaluation indicator for vulnerable
transmission lines is proposed. Te indicator fully
considers the system structure and the carrying
capacity of the line itself and can more compre-
hensively and accurately assess the condition of
the line.

(2) Te problems of wrong selection, omission, and long
calculation time exist in the search for key trans-
mission sections. In this paper, the Floyd algorithm
is improved to improve its calculation accuracy and
efciency, which can realize an accurate and fast
search of the transmission section.

(3) According to the results of transmission section
identifcation, combined with the line outage dis-
tribution factor and line safety margin indicator, the
determination of key transmission sections is
completed.

Te rest of this paper is organized as follows. Section 2
presents the construction of power grid topology and the
defnition of line weight. Section 3 frst introduces the
vulnerability line identifcation method and proposes the
comprehensive vulnerability determination indicator test
method. Ten, the search method for the frst k minimum
weight path is proposed. Finally, the method of searching the
key transmission section is proposed. In Section 4, an IEEE
39-bus system is selected for experimental simulation, and
the comparison of the operating time between the proposed
method and the traditional method is given. Section 5
summarizes.

2. NetworkModel and Identification Indicators

2.1.GraphTeory andModel. Te cascading failure of power
systems can be studied by using the topology of complex
power grids. Te topology diagram can directly refect the
coupling relationship of power systems. Tis paper mainly
uses similarity theory to construct the topological graph.
Tis will facilitate the use of spatial weighting ideas to assign
weights to lines. Tis will facilitate the use of spatial
weighting ideas to assign weights to lines. Tis process
greatly preserves the structural characteristics of the original
network and provides convenience for subsequent calcu-
lations. Considering the structural characteristics of the
power grid and the status characteristics of the line, the
topological map is constructed as shown in Algorithm 1.

As shown in Figure 1, this paper uses IEEE 9-bus to
illustrate. Layer A represents the original network structure,
and layer B refects the topological relationship. Te node in

B is the location of the line in A, and it is also the location of
PMU data.

Te spatial weighting matrix C can be interpreted as
a network that contains connections between measurement
points and PMUs, and it also contains an observation [24].
Matrix C is a pairwise Euclidean distance coefcient cij that
refects the relationship between nodes. Matrix C is denoted
as follows:

C � cij 

�
cij � minpij, i≠ j,

0, i � j,


(1)

where cij and pij are the distance and the shortest path from
node i to node j, respectively. Generally, the values in C are
normalized so that the range is 0∼1.

Similarity matrix S can be defned as follows [25]:

sij � 1 −
cij

max cij

 

2

� 1 +
dij

maxdij

 

2

,

(2)

and

S � sij 

� lnl
T
n −

C
∗

max c
∗
ij 

2,
(3)

where c∗ij � (dij)
2. dij is the similarity between lines. ln is the

n-dimensional vector of all elements 1. Te superscript T
represents the transpose. Te value range of the similarity
coefcient sij is from 0 to 1. Te larger the value sij is, the
higher the mild connection will be.

2.2. Line Weight. Let [x1, x2, . . ., xm] denote a set of system
voltage data measured at position [1, 2, . . ., m], and let xi
denote unknown data at unmonitored position xi in a study
area, as shown in Figure 2. Te location of PMUs is random.
Ten, when a set of measurement data is given at time tj, the
estimated value xi of a random process of an unobserved part
of xi(t) can be obtained by the weighted average of sampling
points [26].

xi(t) � 
m

l�1
ωilxl tj 

� 
m

l�1
ωil 

p

k�1
ak(t)φk(x).

(4)

In (4), i is the estimated position. l is the sensor position.
m is the number of PMUs around the measurement value
that afects the position i. ωil is the unknown prediction
weight between the measurement point l and the sampling
point i.
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Input: Grid Node Information
(1) Obtain spatial weighted matrix C.
(2) Construct the nonweighted graph.
(3) Normalize the value in matrix C.
(4) Convert to a similarity matrix S. Te value in matrix S represents the grid connection strength.
(5) Give the topology weight.

ALGORITHM 1: Construction of power system topography.
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Figure 1: IEEE 9-bus topology network case.

area 1 area m

Spatial
predictor 

area k

m

k

j

i

2

1

key
points 

unobserved
point

Epitaxy

Unobserved points outside the study area 
Unobserved points inside the study area 
key points

Figure 2: Example of a monitoring system.
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Weights can be divided into two categories, including
realistic physical weights represented by electrical dis-
tances and abstract weights described by conductance
ratios to represent the strength of the line interaction. Tis
paper is based on the latter weight selection; it is more in
line with this article for vulnerable lines related to the key
transmission section search requirements. When studying
the actual power grid and considering the multidimen-
sionality of the network structure, the concept of spatial
similarity can be used to represent the degree of in-
teraction between lines; then, the weight ωil between the
monitoring point l and the sampling point i can be defned
as follows [27]:

ω xi, xl(  � ωil

�
s xi, xl( 


m
l�1s xi, xl( 

,

(5)

and

ωij � 

p

k�1
φik(x)

T
aik(t), (6)

where s(xi, xl) is a similarity coefcient based on a set of
measurements, which is used to quantify the similarity
between site i and site l. aik is a set of changing temporal
patterns; φik is an orthonormal basis vector describing the
spatial structure of these patterns.

After calculating the weights, the system behavior esti-
mate for the unsampled points can be calculated according
to (4), such as

x1(t)

x2(t)

⋮

xm(t)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
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�
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. (7)

3. Key Transmission Section Search

3.1. Power Exchange Efciency. Te power transmission
distribution factor (PTDF) in the power grid refects the
infuence of power variation between nodes on other lines.
Applying PTDF to the topology structure diagram can
refect the relationship between the mapped lines. Te
performance of the topology graph greatly retains the
characteristics of the original network, which facilitates us
to analyze the line relationship of the original grid from
the perspective of structure. Te fow direction in long-
distance high-voltage transmission lines can be approx-
imated as a DC distribution. Tis is because the phase
diference between the nodes is very small, and the branch
reactance value xij is much larger than the resistance value
rij. So, PTDF can be calculated as follows:

λlm
ij �
ΔPij

ΔPkm

�
Xik − Xim − Xjk + Xjm

xij

,

(8)

where ΔPkm and ΔPij are the amounts of power variation
from the supply point vk to the load point vm, and on the line
lij under the infuence of ΔPkm, respectively. Xjk is the ele-
ment in the reactance matrix.

Te PTDF quantifes the power transfer of the branch
circuit between the supply nodes and load nodes and refects
the degree of association between node pairs. Te line
vulnerability can be evaluated according to the PTDF
modulus, which can be calculated by the PTDF matrix
MPTDF.

MPTDF �

λ11


 λ12


 · · · λ1n




λ21


 λ22


 · · · λ2n




⋮ ⋮ ⋱ ⋮

λm1


 λm2


 · · · λmn




⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (9)

Te total power exchange efciency ς(i, j) of the lines is
expressed as follows:

ς(i, j) �
i∈m,t∈n λi,t(i, j)




m
. (10)

Te ς(i, j) value of the line is positively correlated with
the criticality of the line. Te proposed power exchange
efciency is analyzed using the node reactance matrix. Te
topological nodes refect the line characteristics of the
original network, which means that the analysis does not
involve the infuence of power fow propagation. Tis will
improve the stability of parameter analysis.

3.2. Tidal Transfer Entropy Analyzed from the Energy
Perspective. Tis section mainly introduces the tidal transfer
entropy. Diferent from the traditional transfer entropy, it is
considered from the perspective of energy. Te main voltage
parameters are directly measured by PMUs at a sampling rate
of 0.02 s. When the transmission system is faced with high
penetration of renewable energy generation, the initial power
fow of the system needs to be updated with the current
situation. Figure 3 shows themodel diagram of the acquisition
system. Te voltage matrix A(t) measured by PMU can be
obtained directly from the system. Each element in the voltage
matrix is the voltage measurement value of the PMU at
a certain time node. Te number of PMUs is selected to cover
each power grid line; that is, matrix A(t) can be regarded as
a data network map, which is defned as follows:

A(t) �

a1(t)

a2(t)

⋮
am(t)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

�

a11(t) a12(t) · · · a1n(t)

a21(t) a22(t) · · · a2n(t)

⋮ ⋮ ⋱ ⋮
am1(t) am2(t) · · · amn(t)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
,

(11)
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where ak(t) � [ak1(t), ak2(t), . . . , akn(t)], k � 1, 2, . . . , m.
For a certain time t, the energy of the line is defned as

follows:

E(t) � 
m

k�1
aT

k (t)ak(t)

� 
m

k�1
Ek(t).

(12)

After obtaining the energy of the line, in order to in-
tuitively refect the results of parameter comparison, the
energy fuctuation probability pk(t) of the evaluation in-
dicator is proposed. It is the proportion of the total energy of
the line in a certain period of time in the total energy of the
system, which can be calculated by the following formula
(13):

pk(t) �
Ek(t)


m
k�1Ek(t)

. (13)

Te average energy fuctuation probability is further
calculated, and the lines larger than this indicator will be
defned as the lines that should be focused on.

pave(t) �
Eave(t)


m
k�1Ek(t)

. (14)

Te greater the value of pk(t), the greater the line load,
and the more vulnerable to the negative impact of power
fow will transfer. It is worth noting that pk(t) is a dynamic
indicator, and its value changes with the real-time mea-
surement results of PMUs.

3.3. Comprehensive Judgment Indicator of Line Vulnerability.
When assessing the vulnerability of the system line, a single
aspect of the analysis is not reliable. In this paper, the
comprehensive evaluation indicator Γij of line vulnerability
is proposed based on the above two indicators [28]. It is
considered from two aspects: structure and power tidal, and
more in line with the actual grid operation.

Γij � ας(i, j) +(1 − α)pk. (15)

In (15), α is a weight coefcient that balances the re-
lationship between complex grid structures and line fow
impacts.

3.4. Flow Transfer Section Search Based on the Floyd
Algorithm. Te simple work on the identifcation of vul-
nerable transmission lines in the power grid has been dis-
cussed in detail by us in reference [28]. For further study, the
main topic of this paper is how to search for the set of
transmission lines that are susceptible to the shifting of the
developing currents after the failure of vulnerable lines,
which can be helped by the Floyd algorithm. Terefore, the
research questions and motivations of the two papers are
quite diferent. Te traditional Floyd algorithm is used to
search for the shortest line between two points. Its com-
putational complexity is low, and the computation time has
certain superiority. In this paper, the Floyd algorithm is
improved, and the spatial similarity is used as the weight to
weigh the line topology graph. Searching for the frst k
minimum weight path of the power grid is to fnd the power
fow transfer section of the system. Te improved algorithm
can store all the power fow-infuencing lines. Te im-
provement of the Floyd algorithm based on the graph theory

Power Data
Concentrator 

PMU1 PMU2
unobserved response

observed response

PMUk
x1 (tj) x2 (tj) xk (tj)

xm (tj)

sensor m

Figure 3: Acquisition system model diagram.

6 Journal of Electrical and Computer Engineering



method mentioned above ensures that the fow section
corresponding to each vulnerable line can be well selected. In
addition, the overall computation time of the algorithm has
also been greatly improved. Te specifc steps are shown in
Algorithm 2.

For Step 2, assuming that there is no negative weight
loop, the diagonal elements of the weight matrixW are all
0. If k � i or j, Wik +Wki �Wij is constant. If ωij �∞ is not
ruled out, then Wik +Wki ≡Wij ≡ ∞. Tis holds for any
equality and adds all k to the set without getting the
desired result.

Note that for Step 3 and Step 4, as shown in Figure 4. If
Wik +Wki<Wij occurs, let Wij �Wik +Wki and update the
distance matrix to R(i, j)�R(i, k). For Wik +Wki �Wij, their
weights are the same, so just update the routing matrix R.
Te resulting R is a unit group rather than a matrix, and the
corresponding matrix changes are shown in Figure 5.

For Step 10, the number of elements in the frst traversal
unit group is denoted as①, and the number of elements in
the second traversal unit group is denoted as②. According
to this analogy, and until the end of the traversal, the shortest
path number is ①×②×. . .

3.5. Key Transmission Section Screening. To judge whether
the power fow transfer section is a key section, the infuence
degree of any branch disconnection on the remaining lines
should be considered. Overloads or fault lines in power
system are prone to power fow transfer and cascading
failure when they are cut of. For line l, its active power can
be calculated as follows:

ΔPl
k � Dk−lPl, (16)

where Pl is the power before breaking; ΔPl
k is the power

variation after breaking; and Dk−l is the line outage distri-
bution factor and it is used to measure the proportion of line
power fow transfer. Dk−l can directly refect the infuence
degree of power fow between lines. Te greater its value, the
more serious the impact. Its calculation formula is in ref-
erence [29].

Dk−l �
Xk−l/xk

1 − Xl−l/xl

,

Xk−l � M
T
k XMl,

Xl−l � M
T
l XMl,

(17)

where Xk−l is the mutual impedance between node k and
node l, and Xl−l is the self-impedance of node l. xk and xl are
the elements of the reactance matrix X, which represents the
reactance value of the line. Mk and Ml are the correlation
matrices of the node.

To flter out branches with a great infuence on power
fow and obtain the LODF transmission section, the
threshold is set to flter out the branches larger than the
threshold in the frst k minimum weight path.

Dk−l >Dset. (18)

Te value of Dset is generally set according to expert
experience, and the general value range is between 0.2 and
0.3 [30].

Select the transmission section with a small safety
margin as a key section using the grid security margin. Te
calculation formula for the grid safety margin Mij is as
follows:

Mij � 1 −
Pij

Pijmax
<Mset, (19)

where Pij is the transmission power of the line and Pijmax is
the power transmission limit of the line. Usually, the value of
Mset is also determined by expert experience. When the
safety margin of the line is less than the threshold, it means
that the line is easily afected by the power fow transfer.

3.6.Key Section IdentifcationAlgorithm. Based on the above
proposed vulnerable line search method and key trans-
mission section screening method, the complete steps of the
vulnerable line identifcation and key transmission section
search method based on PMU data and graph theory are
shown in Algorithm 3.

4. Case Analysis

4.1. Vulnerable Line Identifcation. Tis paper selects an
IEEE 39-bus system to verify the efectiveness of the method.
System parameters are shown in reference [31]. Te system
has 39 bus bars and 46 transmission lines, and its structural
topology is shown in Figure 6.Tewhite points are generator
nodes, and the black points are load nodes, and it is indicated
that the initial power fow direction is calculated by mat-
power7.0. Te computer confguration used in this paper is
the Intel (R) core (TM) i7 with 8G memory, 128G SSD+1TB
HDD. Te operating system is Windows 10 64 bit, and all
programs are run by using the Matlab R2020a.

According to the parameters of all nodes and branches in
the IEEE 39-bus system, the PTDF value is calculated. Te
results of the line vulnerability assessment are shown in
Figure 7. According to the above method and the data
measured by PMU, the energy fuctuation probability of the
line is calculated as shown in Figure 8.

Te weight coefcient α of this paper is selected as 0.5.
Actual values can be adjusted according to diferent situa-
tions. By the vulnerable line search method mentioned
above, the system line vulnerability ranking is obtained.
Table 1 shows the judgment indicators of the top 15 lines.

Te top ten in Table 1 are the vulnerable transmission
lines located in this paper. To prove the reliability of this
method, the results of reference [32] and reference [33] are
compared. Reference [32] uses the source load relationship
and the line fault power overload to judge the vulnerability
of the line from the two aspects of structure and state. In
reference [33], the two types on the information on the
kinetic energy of the branch potential energy are extracted
for normalization, which are defned as transient vulnera-
bility indicators. But there is no problem analysis in con-
junction with the big data features of the grid in reference
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[32] and reference [33]. Table 2 shows the comparison
results.

From the analysis of Table 2, the results of this method
are basically consistent with those in reference [32] and
reference [33], including seven lines 2-3, 16-17, 16–19, 3-4,
25-2, 25-26, 6–11, which indicates that this method is

reasonable. Structurally, these branches are all located in the
important transmission channels of the system. Tis paper
considers line 2-3 as the most important transmission line,
because it undertakes the main power transmission of
generator 37 and generator 38. And also it involves the
power transmission between node 3 and node 4. If overload

Input: W, weight matrix
(1) Replace distance matrix D with matrix W.
(2) Remove the edges k� i, k� j and ωij �∞.
(3) Use Floyd algorithm to fnd the shortest path and distance.
(4) Update distance matrix D and routing matrix R.
(5) If ωij< 0, stop.
(6) Else if k� n, stop.
(7) End if
(8) End if
(9) Eliminate the same number in each element of matrix R.
(10) Traverse all elements in matrix R. If the element in R is a unit group, traverse all elements in the unit group, and generate the

shortest path corresponding to the number of elements. In this way, until all the shortest paths are generated.
Output: all shortest paths

ALGORITHM 2: Improved Floyd algorithm.

2

12

1

1

3

4

1
1

2

4

2

Figure 4: Minimum weight path search.

1 2 3 4
1 2 3 4
1 2 3 4
1 2 3 4

(2, 4) 3 41
2 (1, 4) 4(1, 4)

(1, 4) 3 (1, 4)1
2 (1, 3) 41

Figure 5: Routing matrix R transform.

Input: PMU data and initial power fow
(1) Construct a grid topology diagram.
(2) Calculate the PTDF and its modulus.
(3) Calculate the power transmission efciency ς(i, j).
(4) Construct an observation data matrix A(t) from PMU data.
(5) Calculate the total energy Ek(t) and energy fuctuation probability pk(t).
(6) Calculate the comprehensive evaluation indicator Γij.
(7) Sort the vulnerable lines.
(8) Use the improved Floyd algorithm to search fow transfer section
(9) Calculate line outage distribution factor Dk−l.
(10) Filter out the branch of Dk−l > 0.2.
(11) Calculate the safety margin Mij.
(12) Filter out the branches of Mij< 0.6.
Output: all key transmission sections.

ALGORITHM 3: Key transmission section search algorithm.
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protection occurs in line 2-3, generator 30 and load node 3
will be isolated, which will cause large-scale power fow
transfer problem.

In addition, lines 5-6 and lines 10-11 are from the system
topology. If disconnected, the normal operation of generator
node 31 and node 32 will be afected. So they are judged as
vulnerable lines. From the above results, the method
mentioned in this paper is superior to the previous method
in calculation accuracy. Te uncertainty problem of the
single indicator evaluation result is solved.

4.2. Key Transmission Section Search. According to the
proposed method, the branch with comprehensive impor-
tance greater than 0.03 is selected to form the expected fault
set. Te lines are disconnected separately, and the corre-
sponding top k least weight paths are found. In this paper,
Dset is 0.3 and Mset is 0.6. Combined with the branch break
distribution factor, the initial transmission section com-
posed of lines greater than the set threshold is selected.
Finally, the safety margin of the line in the section is cal-
culated, and the key section is selected. Te specifc pa-
rameter results are shown in Table 3.

From Table 3, it shows that the tidal transfer sections
corresponding to each vulnerable line are complex, and the
branch connections in the sections are very high, which makes
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Figure 6: IEEE 39-bus system topology.
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Table 1: Sorting of vulnerable lines.

Sort Branch ς(i, j) p(k) Γij
1 2-3 0.04571 0.0228 0.0343
2 6–11 0.04475 0.0227 0.0337
3 16-17 0.04392 0.0226 0.0333
4 16–19 0.04325 0.0226 0.0329
5 3-4 0.04240 0.0225 0.0325
6 25-26 0.04133 0.0225 0.0319
7 5-6 0.04095 0.02245 0.0317
8 10-11 0.04064 0.02245 0.0316
9 2–25 0.03983 0.0224 0.03111
10 10–13 0.03980 0.0224 0.0311
11 16–24 0.03745 0.02235 0.0299
12 15-16 0.03689 0.02235 0.0296
13 16–21 0.02859 0.02235 0.0255
14 4–14 0.0250 0.0223 0.0237
15 17–27 0.02230 0.0223 0.0223

Table 2: Comparison of vulnerable lines.

Sort Te method in this
paper Reference [32] Reference [33]

1 2-3 2-3 2-3
2 6–11 6–11 16–19
3 16-17 16–19 16-17
4 16–19 25-2 15-16
5 3-4 16-17 4–14
6 25-26 13-14 25-2
7 5-6 15-16 3-4
8 10-11 26-27 25-26
9 25-2 10–13 14-15
10 10–13 16–21 16–24
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it easy to cause chain reactionwhen the fault occurs.Terefore,
it is necessary to fnd the transmission section by identifying
vulnerable lines. Using the power grid safety margin to screen
out the transmission section can efectively exclude relatively
safe lines and further screen key transmission sections. For
example, for lines 7-8, the line outage distribution factor is
large, indicating that its position in the grid structure is also
relatively important. But its own safety margin is relatively
large, indicating that the line-carrying capacity is strong.
Terefore, it can be eliminated. For lines 19-20, the safety
margin is 0.669, which is higher than the set threshold. But its
power fow increment is 39.25MW, and its correlation degree
is not high in structure, which can be eliminated by the line
outage distribution factor. Terefore, setting up multiple
screening methods can efectively fnd lines with high cor-
relation and vulnerability to the infuence of tidal increments
and ensure the good selection of key transmission sections.

Trough the method of this paper, vulnerable power grid
lines are found. Te corresponding tidal transfer section is
searched, and the lines in the section are further screened.
Finally, it is found that the lines form the cut-of set of the
power system with the vulnerable lines in the cross form the
key transmission section. Table 4 shows the search results for
key transmission sections. Te key transmission section is
represented by dotted lines, and its topology is shown in
Figure 9.

From Figure 9, we can distinguish the position of each
transmission section in the network. Combined with Table 4,
it can be seen that disconnecting any of the lines will lead to
a substantial increase in the load of other lines, resulting in
serious cascading failures of the lines. In addition, when the
working load of the system is large, the line in the key
transmission section may also fail. Terefore, the key
transmission section must be strictly monitored.

4.3. Comparison of Algorithm Calculation Time. Te tradi-
tional key transmission section search method based on the
graph theory generally adopts a traversal algorithm [34]. It
uses the adjacency matrix of topological graph by the graph
theory to identify the most serious transmission section
through a simple matrix operation. But now, the new power
grid structure is more complex; it will lead to inaccurate
identifcation results, and the traversal time is also greatly
increased. After fully considering the characteristics of the
new power grid, the proposed method reconstructs the
topology map.We set up a new shortest path search method,
which signifcantly improves the traversal accuracy and
time. Te computation time of the algorithm is compared
with reference [34] by performing tests on six diferent IEEE
systems using the operating environment mentioned in
Section 4.1, and the results are shown in Table 5 and
Figure 10.

Table 4: Key transmission sections.

Section number Vulnerable line Corresponding
transmission section

1 2-3 2-3/26-27
2 6–11 6–11/13-14
3 5-6 6-5/6-7
4 10-11/10–13 10-11/10–13
5 25-26 25-26/2-3
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Figure 9: KTS result diagram of the IEEE 39-bus system.

Table 3: Te predicted fault line corresponds to the transmission
section.

Sort Prebreak branch Corresponding section LOPF Safety
margin

1 2-3 25-26 0.435 0.893
26-27 0.79 0.267

2 6–11
13-14 0.925 0.306
10–13 0.91 0.258
14-4 0.14 0.646

3 16-17 16-15 0.37 0.368
4 16–19 19-20 0.182 0.669

5 3-4 2-1 0.157 0.682
1–39 0.123 0.896

6 25-26 2-3 0.856 0.196
25-2 0.411 0.624

7 5-6

7-8 0.864 0.916
6-7 0.37 0.353
13-14 0.925 0.157
10–13 0.91 0.258
14-4 0.14 0.646

8 10-11

10–13 0.91 0.258
13-14 0.925 0.157
14-4 0.14 0.646
13-12 0.23 0.795

9 2–25 25-26 0.435 0.893
26-27 0.79 0.267

10 10–13

10-11 0.947 0.189
11-6 0.37 0.153
5-4 0.3 0.692
6-5 0.921 0.624
11-12 0.13 0.606
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Analysis of the results in Table 5 and Figure 10 shows
that the complexity of the system will greatly afect the
computation time of the algorithm. For the system with
more buses, the calculation time of the method proposed in
reference [34] is obviously increased, and even a long un-
fnished calculation occurs when testing the IEEE 118-bus
system.Tis method has obvious advantages and can quickly
identify the key transmission section. Te analysis of the
proposed method is more comprehensive, and the im-
provement of the algorithm also greatly saves the calculation
time. Te characteristics of combining PMU also make the
method more in line with online monitoring.

4.4. IEEE 14-Bus System Analysis. In order to demonstrate
the applicability of the methodology of this paper, the IEEE
14-bus system is selected for the discussion, and its system
structure is shown in Figure 11. Te parameters of the
system’s initial power fow are confgured by matpower 7.0
simulation tool.

Based on the methodology mentioned in Section 2 and
Section 3 of this paper, the results of the identifed pa-
rameters of the vulnerable transmission line are obtained as
shown in Figure 12 and Figure 13, and the detailed results
are presented in Table 6.
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Table 5: Calculation time comparison of algorithms.

Test system Algorithm of reference
[34] (s)

Algorithm of this paper
(s)

IEEE 9 0.056 0.032
IEEE 14 0.287 0.115
IEEE 24 13.033 0.264
IEEE 30 38.158 0.411
IEEE 39 86.365 0.689
IEEE 118 >10min 8.735
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Figure 11: IEEE 14-bus system wiring diagram.
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Figure 12: IEEE 14-bus system PTDF calculation results.
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Figure 13: IEEE 14-bus system energy fuctuation probability
distribution.
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According to the identifcation results of vulnerable
transmission lines, their corresponding transmission sec-
tions and related parameters are calculated as shown in
Table 7.

Based on the results of Table 7, the results of key
transmission cross sections are screened with reference to
(18) and (19), which are shown in Table 8.

In summary, it can be seen that the method of this paper
can search the vulnerable transmission lines with their key
transmission cross sections in diferent systems, which in-
dicates that the method of this paper has a head of certain
universality.

5. Conclusion

Te structure of interconnected power systems is becoming
more and more complex, and accurately locating the vul-
nerable transmission lines and their corresponding critical
transmission sections can be of great help in preventing
chain failures in power system. In this paper, a multilevel
method for identifying key transmission sections in power
systems is proposed, and the following conclusions are
obtained.

(1) Te discrimination of vulnerable lines in the power
system needs to fully consider the network topology

and the carrying capacity of the lines themselves.
Terefore, this paper proposes the frst layer method:
Constructing the grid topology map from the per-
spective of spatial visualization of PMU data. On this
basis, two indicators, power transmission efciency
and energy fuctuation probability, are proposed to
comprehensively assess the line vulnerability. Te
comprehensive indicators fully consider the two
factors, making the results more accurate.

(2) Transmission section is a collection of lines afected
by chain faults caused by current transfer after the
failure of vulnerable lines. In this regard, the second
layer method of this paper is as follows: For the
previous transmission cross-section mis-selection
and leakage detection and long time-consuming
problems, this paper improves the Floyd algo-
rithm, which greatly improves the computational
efciency and algorithmic accuracy and realizes the
precise positioning of the transmission cross-section
corresponding to the vulnerable lines.

(3) Te key transmission section is the set of lines that
should receive the most focused attention in the tidal
shift section. In this paper, the third layer of the
method: selecting the key transmission section based
on two indicators: line tidal current distribution
factor and line safety margin, which can give more
accurate results.

Te construction method of the grid topology diagram
proposed in this paper has more advantages, and it can
directly obtain the corresponding parameters, which can be
used as a reference for the analysis of line power fow. Te
vulnerable transmission lines and their key transmission
sections in this paper have certain signifcance for the
analysis of power grid fault types and the transmission
capacity of lines. In the future, a deep learning method can
be introduced into the search of transmission sections to
meet the section identifcation under multifault types.
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Table 7: IEEE 14-bus system vulnerable lines and its transmission
section.

Sort Prebreak branch Corresponding section LOPF Safety
margin

1 2-3 2–4 0.776 0.428
2–5 0.895 0.439

2 4–7 4–9 0.668 0.883
9-10 0.215 0.725

3 3-4 2-3 0.492 0.716

4 2–4 5-4 0.618 0.362
2-3 0.492 0.716

5 5-4
2–4 0.776 0.428
2-3 0.492 0.716
1–5 0.526 0.625

Table 8: IEEE 14-bus system key transmission sections.

Section number Vulnerable line Corresponding
transmission section

1 2-3 2–4/2–5
2 2–4 5-4
3 5-4 2–4

Table 6: IEEE 14-bus system vulnerable line identifcation results.

Sort Branch η(i, j) p(k) Γij
1 2-3 0.0519 0.0456 0.04875
2 4–7 0.0498 0.0439 0.04685
3 3-4 0.0472 0.0421 0.04465
4 2–4 0.0461 0.0425 0.0443
5 5-4 0.0453 0.0416 0.04345
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