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The existing privacy big data encryption algorithm cannot achieve real-time update of big data and repeat more big data, resulting
in low attack resistance and more malicious attack data. An updating encryption algorithm for privacy big data based on
consortium blockchain technology is proposed in this paper. The redundancy of privacy big data is obtained, the deduplication
technology is designed on this basis, and the big data preprocessing is completed. The source coding sequence of privacy big
data is obtained, the security of network route query and identity is verified, and the update and extraction of user data access
authority are realized. The data structure of encrypted block is generated by using consortium blockchain technology and
updating homomorphic encryption technology to realize the updating encryption algorithm of privacy big data. Experimental
results show that the proposed algorithm improves the ability of resisting attacks and the amount of malicious data
intercepted. The encryption complexity is lower, the time consumption is shorter, and the error of privacy large data
encryption is smaller.

1. Introduction

Blockchain realizes the distributed storage and decentraliza-
tion of data through chain structure and P2P network. Use
the consensus mechanism to make the nodes in the network
reach an agreement and ensure the consistency of data.
Adopt cryptography technology to ensure the integrity,
traceability, and immutability of information in the block.
It also supports users to create flexible smart contracts,
which greatly expands the application of blockchain. The
current economic development strategy makes big data from
open to open development and becomes a new stage of
information development. Information will be open to pro-
cessing through opening big data, and in-depth understand-
ing of the development of various industries will be
achieved. Enhancing data value through the use of privacy
big data enables effective participation of the general public
in big data governance [1]. However, with the current devel-
opment of open big data, the current open data platform
cannot guarantee the security of open big data due to its

short development time, causing personal private data and
key data significant security threats [2]. Therefore, the larg-
est obstacle to opening big data is how to ensure the security
of big data, and the existing encryption algorithm is unsuit-
able for complex data processing. And encryption algo-
rithms are an important part of blockchain. Improving the
encryption algorithm in the blockchain is the most impor-
tant link in improving the performance of the blockchain.

Reference [3] designs an encryption algorithm based on
cloud computing technology and multichaotic mapping
algorithm. In accordance with piecewise linear chaotic map-
ping, the data to be encrypted are transformed into chaotic
sequence, where the data index matrix is generated to
replace the plaintext big data. For the data after cyclic shift
processing, logistic chaotic sequence is used to generate the
encrypted results. However, the encryption process of this
method has more redundant data. Reference [4] deeply pro-
cesses data packets and divides them into two important cat-
egories in accordance with privacy weight. The encryption
time of each category packet is studied, the weight
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calculation results are obtained, and the weight calculation
results are sorted in descending order. The first packet is
encrypted and transmitted because each packet has corre-
sponding transmission paths. Simultaneous interpretation
of the remaining time of the channel after transmission is
completed, and the remaining data packets are allocated to
different transmission paths to achieve the overall encryp-
tion of the data. However, this data processing method takes
extremely long to encrypt. Reference [5] constructs a bloom
filter redundancy elimination algorithm based on data
redundancy elimination technology. The similarity between
the data to be processed is obtained through the Hamming
distance calculation results. The elliptic encryption algo-
rithm is used to process the data after the redundant data
are removed. The big data encryption model is designed
through the combination of symmetric and asymmetric
encryption algorithms. The verification shows that the
encryption security of this method is poor in practical appli-
cation. In reference [6–8], scholars describe how the devel-
opment of sustainable products and processes is critical to
the survival of manufacturers in today’s competitive markets
and in the industrial 4.0 era. The activities of manufacturers
and their supply chain partners shall be consistent with the
sustainable development goals. As a result of globalization,
outsourcing, and offshoring, manufacturers face many
obstacles and challenges in implementing sustainable prac-
tices throughout their supply chains. Blockchain technology
has the potential to address sustainability challenges. The
study explains the application of blockchain technology in
sustainable manufacturing and the potential contribution
of blockchain technology to the economic, environmental,
and social performance of manufacturers and their supply
chains

Data encryption is becoming more and more important
in the alliance chain. With the more and more extensive use
of the alliance chain and the increasing amount of data, how
to encrypt big data quickly becomes particularly important.
On the basis of the above data encryption methods and con-
sidering the shortcomings of traditional encryption methods,
a new refreshable encryption algorithm is designed. Private
big data are pretreated by data deduplication, and sensitive
big data are encrypted by association chain technology.

2. Privacy Big Data Update Encryption
Algorithm Based on Alliance
Chain Technology

The transaction layer in the blockchain records the entire
process through which a user’s data is generated, verified,
stored, and used. In order to protect the privacy of user data
in the transaction layer, the technology that can be used
mainly includes data encryption technology and data distor-
tion technology. An updating encryption algorithm for pri-
vacy big data based on consortium blockchain technology
is proposed in this paper. Firstly, the redundancy of privacy
big data is obtained, and on this basis, the deduplication
technology is designed to complete the preprocessing of
big data. Then, the source coding sequence of private big

data is obtained to verify the security of network routing
query and identity, and the update and extraction of user
data access rights are realized. Finally, the joint chain tech-
nology and update homomorphic encryption technology
are used to generate the data structure of encryption block,
and the update encryption algorithm of privacy big data is
realized.

2.1. Privacy Big Data Preprocessing. In the process of big data
encryption, adding deduplication technology can effectively
reduce the computational complexity of the encryption algo-
rithm. Data deduplication technology is designed on the
basis of an in-depth analysis of privacy big data to obtain
the redundancy of the data itself. The displayed data objects
are unique, and the other data samples with high similarity
are replaced by the unique data objects by processing the
duplicated data in big data. The data dimension can be
reduced, and the data storage space can be reduced effec-
tively by eliminating redundant data in the file by prepro-
cessing technology. The data storage space is optimized
through data deduplication technology, effectively reducing
the workload of encryption processing and improving the
efficiency of large data update encryption. Because more
duplicated data will take up more data storage space, data
shrinkage can make data take up less space, and the direct
benefit of data shrinkage is to store the same data with less
space; so, the calculation of data shrinkage rate is very
important in data processing.

After deduplication, the data reduction rate S is calcu-
lated as follows:

S =
B

B′
, ð1Þ

where B represents the number of bytes before deduplication,
and B′ represents the number of bytes after redundancy pro-
cessing. The privacy of large data type partitioning strategy
and partitioning data block size affect the results through the
in-depth analysis of the data reduction rate.

In the process of data reduction rate calculation, the
duplicate data between data blocks are included, but the
influence of data overhead is ignored. Therefore, in the
design process of the data deduplication technology, relying
on the metadata overhead, the data reduction rate calcula-
tion formula needs to be modified to obtain the calculation
process of Formula (2).

S =
S

1 + χ
, ð2Þ

where χ represents the cost of metadata size, and its calcula-
tion formula is as follows:

χ =
YMetadataSize

YAverageChunkSize
, ð3Þ

where YMetadataSize represents the metadata size, and
YAverageChunkSize represents the average data block size. On
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the basis of the above deduplication technology, this paper
adopts the full file detection technology to analyze the same
data contained in the data set and annotate the same data
monitored. In accordance with the data detection results,
data types are divided in a fine-grained manner, and the data
belonging to redundant data classification are removed [9].

On the basis of the full file detection technique shown in
Figure 1, each file is chunked to find duplicate data from the
dataset in accordance with the granularity of the individual
data block. In the actual data detection process, the hash
value of the private big data is compared with the hash value
stored in advance in accordance with the calculation result.
When the two hash values are consistent, the file is stored
directly; otherwise, a deduplication operation is required.
After the big data privacy preprocessing is completed, it pro-
vides data support for encryption processing.

2.2. Big Data Bit Sequence Preprocessing. The most impor-
tant component of privacy big data is the bit sequence,
which can greatly improve the concealment of users’ loca-
tion after preprocessing, so that attackers cannot obtain pri-
vacy big data. If the two bit sequences of privacy big data are
listed as a0, a1, a2,⋯, an and b0, b1, b2,⋯, bn, the scheduling
parameter is set to p, and the random distribution models
M1 and M2 are obtained by adjusting and controlling the
binary sequence of n dimension parameter p, where the
expression of the encoding sequence of information source
of privacy big data is [10].

x = xi, i = 1, 2,⋯,N xi ∈ Xjf g, ð4Þ

where X represents the binary vector quantization func-
tion of privacy big data of any information source, and the
information source belongs to the position sequence of
information source coding.

On the basis of adaptive piecewise linear equilibrium,
position data feature e : M1 ×M1 ⟶M2 is mined, and
most character sequences are encrypted by ciphertext. All
the secret key p0, p1,⋯, pl−1 in the big data bit sequence is
obtained by using ciphertext sequence. In each encryption
cycle, ciphertext sequence is reconstructed by means of three
retransmissions, and then the mapping relation of anonym-
ity of the big data is obtained.

In accordance with this scheme, the parameter secret key
C = ðC1, C2, C3, C4, C5Þ is obtained, and any code element in

the privacy big data link layer is selected. h ∈M1/f1M1
g,

H0 ∈M2/f1M2
g, and ξ1 and ξ2 belong to the position

sequence Z∗
p of information source coding. The threshold

value can be obtained by mapping them into the code ele-
ment f1M2

g and f1M1
g, and the expression is as follows:

P = 2 1 − C xð Þ½ � ⋅w, ð5Þ

where w represents the original link location.
When the threshold is greater than or equal to 0.01, the

group function of privacy large data is a random
distribution.

2.3. User and Network Routing Inquiry and Identity
Authentication. In the specific application process, the user’s
identity information and virtual currency transaction infor-
mation are easily obtained by attackers at the network layer,
transaction layer, and application layer, and it is easy for
others to illegally use the user’s data. This chapter uses user
and network routing query and identity authentication to
verify the security of network routing query and identity
identification. Pseudorandom number rX is generated by
user X of pseudorandom function generator and transmitted
to network route Y as big data access request, and a new ses-
sion cycle is started. When the rX transmitted by user X is
received by the network route Y , the network route Y gener-
ates a corresponding pseudorandom number rY and selects
any number c ∈ Zq, where q represents a large prime num-
ber, which is obtained by calculating f i and hi as follows:

f i = hc
i−1

i = 1, 2,⋯, nf g ∈ Zð Þ: ð6Þ

Set F = ðq, f , h, F, F ′, e,HÞ to represent a matching
group, where F = h f i = hhi, F ′, to the multiplicative group
of q and Hð⋅Þ to a collision-free hash function. The principal
public key mpk and the principal private key msk are gener-
ated by network routing Y , which can be represented as fol-
lows:

mpk = Fð Þ,
msk = c, fð Þ:

(
ð7Þ

File

MD5 or SHA hash

Compare to stored hash value Match

Store hash value

Duplicate detection

Figure 1: Complete file detection framework.
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Primary public keys mpk and rY , which are routed by
the network, are transmitted to user X as acknowledgement
responses.

When the network route Y transmitted rYkmpk is
received by user X, the arbitrary value k is selected, and the
pseudonym PIDX is extracted. User X performs operations
by using the Chebyshev polynomial function τkð⋅Þ to obtain
the values CX and DX .

CX = τk Rð Þ mod q,

DX = τk Qð Þ mod q:

(
ð8Þ

Temporary identity identifier TIDX is obtained by user X
continuing the operation to [11]

TIDX = CDX ∈H DX rXkð Þ: ð9Þ

Data CXkTIDXkHX are transmitted from user X to net-
work route Y , and the network route conducts operation
with τxð⋅Þ to obtain the numerical value TIDX′ .

TIDX′ = CX ∈ ψ DX′ rXk
� �

: ð10Þ

Network routing Y compares the numeric value Hℓ
X

obtained from the second operation with the received value
HX . If the two values are the same, user X can be identified
as legal, and the access control protocol can continue; other-
wise, the access control protocol can be terminated.

2.4. Big Data Access Permissions Can Be Updated and
Extracted. In order to extract the updated access rights of
big data, it is necessary to select any data combination as
the authorized big data and set the corresponding users of
the authorized big data set as the sample users. Network
routing Y selects any number σ ∈ f0, 1g∗ and realizes the
update extraction of user’s data access rights policy [12, 13].
The user has access to the default authorization big data SX
and can meet the control requirements of updatable access
policy OX . Network routing is based on OX , implemented by
network routing Y to numeric fM0,M1, fM2ig,M3,M4g,
generating ciphertext AX′ = ðM0,M1, fM2ig,M3,M4Þ and
transmitting ciphertext to user X. The numerical combina-
tions that are performed are

M0 = ψ SX TIDX′ σk� �
, ð11Þ

M1 = hρ c,OXð Þ
� �M0 , ð12Þ

M2i = f ið ÞM0 , i = 1,⋯, nf gð Þ, ð13Þ

M3 = ψ e f , hð ÞM0
� �

⊕ σ, ð14Þ

M4 = ψ rX σkð Þ ⊕ SX : ð15Þ
The user calculates fNX1,NX2,NX3g set of value, which

can be expressed as

NX1 = e M1,M2,M3,M4ð Þ,

NX2 = e
Yn
i=1

M2ið Þf i′
 !

,

NX3 = f β+1/ρ c,CXð Þ,M1,M2,M3,M4

� �
:

8>>>>>><
>>>>>>:

ð16Þ

In polynomial (16), the coefficients of xi in polynomial
ρðx,OXÞ are expressed in terms of f i′, and the coefficients of
xi in polynomial ρðx, LXÞ are expressed in terms of f Xi′ . The
algebraic relation to which eð f , hÞ must conform can be
expressed as

e f , hð Þ = NX3
NX1NX2

� �
: ð17Þ

After decrypting the numeric value κ again, the user
obtains the big data SX , which is authorized by the numeric
value by default. The two can be represented as

σℓ =M3 ⊕ ψ e f , hð Þð Þ,
SX =M4 ⊕ ψ rX κkð Þ:

(
ð18Þ

2.5. Update Encryption of Privacy Big Data Based on
Federation Chain Technology. Aiming at the big data access
right extracted from the above calculation, this paper adopts
the consortium blockchain technology [14, 15] and the
updated homomorphic encryption technology [16] to gener-
ate the encrypted block data structure. Compared with the
conventional federated chain, the updated homomorphic
encryption is used to protect the sensitive data more effec-
tively. On the basis of the private association chain formed
by the data structure of updatable and encrypted blocks, the
sensitive data in the private big data are encrypted to form
the ciphertext information and stored in the block. In accor-
dance with the above sensitive big data recognition technol-
ogy, the open big data are divided into sensitive data and
public data, and only updating homomorphic encryption is
needed.

The homomorphic Paillie algorithm is selected to
encrypt the image. The steps are as follows. Two large prime
numbers are randomly selected, and the minimum common
multiple N between them is calculated. An integer g is
selected, so that g mod N2 = 1, and N , g represents the pub-
lic and private keys generated by the big data encryption
process, respectively. An integer is selected randomly, so that
the sensitive data identified above belong to the integer, the
sensitive data are encrypted by the public key, and the corre-
sponding ciphertext c is obtained.

The sensitive and nonsensitive data are aggregated to
form the data set g, and a corresponding private key is allo-
cated to each g signature by using the consortium block-
chain technology. For the data with corresponding
signatures, the hash value of the data is calculated by hash-
ing, and the results are placed in the blocks of the federated
chain [17]. Considering the additive homomorphism of the
Paillie encryption algorithm, this paper selects an open big
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data for analysis and finds that the big data contain two
access records. Encryption processing is conducted for each
access record, and the following updated encryption formula
is obtained.

y1 = E v1, r1ð Þ,
y2 = E v2, r2ð Þ,
y1 ⋅ y2 = E v1, r1ð Þ ⋅ E v2, r2ð Þ,

8>><
>>: ð19Þ

where y1 represents the first access to the encryption results,
and y2 represents the updated access encryption results. v1
, v2 represent the two access times, r1, r2 are the access log
cipher, and g is the public key, N is the private key, and E
denotes the arbitrary operation. The encrypted cipher text
of open large data can be obtained without publishing the
records of two visits through the above encryption
processing.

The decryption of ciphertext needs to be based on clear
text. The decryption formula is

g =D y1 ⋅ y2ð Þ = y mod N2À Á
mod N2À Á

" #
mod N: ð20Þ

After processing in accordance with the updatable
homomorphic encryption technology, the data results of
the new alliance chain are obtained, and the generated struc-
ture is shown in Figure 2.

In the block data structure shown in Figure 2, the open
big data are partitioned, and the private data are selected
to update homomorphic encryption to form hash data DT.
The large data can be updated and encrypted by the

encrypted block data structure formed by the above
operation.

3. Experiments and Results

The complexity of encryption, encryption efficiency, and key
sensitivity is tested on the Hadoop platform of a company’s
information security transmission system to verify the over-
all effectiveness of the proposed algorithm.

3.1. Experiment Platform. The platform selected for the
experiment of big data encryption algorithm is laboratory
Hadoop, which mainly includes six computers. In accor-
dance with the basic composition requirements of Hadoop
platform, one of the computers is selected as the server to
record name node and complete real-time adjustment of
experimental data. The other computers are used as the
main experimental tools to play the role of node computing
and storage. Considering the actual application environ-
ment, the configuration of the five computers acting as

Merkle-root

Hash

Hash Hash

Hash 1 Hash 2 Hash 3 Hash 4 … Hash n

Arypt1 Arypt2 Arypt3

DT 1 DT 2 DT 3 DT 4 DT n…

Figure 2: Block data structure based on homomorphic encryption.

Table 1: Computer configuration parameters required for the
experiment.

Name Frequency Memory Hard disk

Cloud2 3.0G 512MB 80G

Cloud3 3.0G 512MB 80G

Cloud4 3.0G 512MB 80G

Node1 3.0G 3G 150G

Node2 3.0G 3G 150G

Node3 3.0G 3G 150G
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experimental tools is relatively different to enhance the
authenticity of the experimental environment. In the con-
struction of the experimental platform, computer configura-
tion parameters are shown in Table 1.

In accordance with the computer configuration parame-
ters shown in Table 1, the experimental platform contains
three computers with strong computing and storage levels.
Referring to the practical application environment, a com-
puter with strong performance is selected to act as the com-
puting and storage node, so that the experimental
environment can meet the requirements of cryptographic
algorithm. In addition to the above hardware requirements,
the design of the experimental platform has higher require-
ments for the software needed for the experiment. In accor-
dance with the above requirements, the experimental
platform can ensure the stability of the experiment and more
intuitively show the performance of the privacy big data
update encryption algorithm.

3.2. Encryption Function Test. In the experiment, a data file
with the size of 159,874KB is used as the experimental sam-
ple in the updating encryption algorithm of big data based
on the chain. Considering the large amount of privacy data,
many large data files will be placed in the open data platform
when sharing the data. Therefore, the application process of
the updating encryption algorithm for large data needs to
meet the requirement of large file encryption. Thus, when
we test the encryption function of the design method in this
paper, we choose large files as experimental data to obtain
more accurate application results. In the process of data
encrypting and decrypting, the amplitude change of private
data to be encrypted is formed in accordance with the length
of sample and the private data to be encrypted, as shown in
Figure 3.

The amplitude change of privacy data shown in Figure 3
is obtained when the sample block length is set to 120 bit,

and the data encryption function test is conducted on this
basis. On the basis of the above experimental data, the
design method in this paper is used to test the updatable
encryption.

When privacy big data is invaded or at risk of theft, the
intruder will compare the ciphertext data statistics with the
plaintext statistics, so that the breaker can obtain the trans-
formation rule between the plaintext and ciphertext based
on this. The randomness of ciphertext statistics is ensured
to improve data encryption. In the experimental process,
the same experimental data are encrypted by using the big
data encryption algorithm based on weight calculation pro-
posed in reference [4] and the big data encryption algorithm
based on bloom filter redundancy proposed in reference [5].
The processing results of the three algorithms are described
in terms of histogram. The comparison results of big data
encryption effects are shown in Figure 4.

The more uniform the histogram distribution results, the
better the data encryption effect. In accordance with the his-
togram comparison results shown in Figure 4, compared
with the original image, the histogram distribution of the
big data encryption algorithm based on weight calculation
proposed in reference [4] and the big data encryption algo-
rithm based on bloom filter redundancy proposed in refer-
ence [5] changes toward homogenization but cannot meet
the encryption requirements. The histogram obtained by
the proposed encryption algorithm is extremely uniform,
thereby improving the difficulty of the attacker’s ciphertext
decoding and effectively enhancing the attack resistance of
the algorithm.

3.3. Encryption Complexity. The shorter the key data, the
lower the encryption complexity. The data in Figure 5 show
that the security of two other algorithms is higher. The key
length of bloom filter away redundant big data encryption
algorithm is higher than 7200. The key length of the
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Figure 3: Amplitude variation of privacy data to be encrypted.
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Figure 4: Continued.
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proposed algorithm under the same security level is the
shortest, and its grade is 300 regardless of its length. The
proposed algorithm uses the revocable encryption algorithm
and the federation chain encryption algorithm to form a
hybrid encryption algorithm to encrypt the private big data,
greatly improving the encryption performance and reducing
the encryption complexity.

3.4. Encryption Efficiency. Comparing the time spent in dif-
ferent stages of the encryption process of the three algo-
rithms, Figure 6 shows that the time spent in each stage of
the algorithm is the lowest, and all the time spent in all

stages are added together to form the time spent in encryp-
tion. The time spent on the encryption of the algorithm is
only 3.56 s, the time spent on the big data encryption algo-
rithm based on weight calculation is 7.58 s, and the time
spent in the encryption of the big data encryption algorithm
based on bloom filter is more than 10 S, proving that the
time spent on the encryption of the proposed algorithm is
the best. This condition is because the double-layer encryp-
tion strategy is adopted in the encryption of the privacy
big data information to obtain double keys to encrypt, accel-
erate the encryption, reduce the encryption time, and
improve the encryption efficiency.
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Figure 4: Comparison of big data encryption effects.
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3.5. Sensitivity of the Encryption Algorithm. The symmetric
encryption algorithm and public key encryption algorithm
of the encryption algorithm constitute the plaintext sensitiv-
ity. Therefore, if the plaintext changes, then the ciphertext
data change accordingly. The greater the change, the more
sensitive the algorithm. As shown in Figure 7, the sensitivity
of the big data encryption algorithm based on bloom filter
redundancy proposed by the algorithm is compared with

the proposed algorithm and the big data encryption algo-
rithm based on weight calculation proposed in references
[4, 5] through many experiments. The sensitivity of the pro-
posed algorithm remains more than 50% after many itera-
tions, whereas the sensitivity of the big data encryption
algorithm based on weight calculation and the big data
encryption algorithm based on bloom filter redundancy is
extremely low. The proposed algorithm first designs a

Proposed algorithm

Big data encryption algorithm based on weight calculation
Big data encryption algorithm based on bloom filter
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Figure 6: Time consumption of the three algorithms at different stages.
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Figure 7: Comparative test of key sensitivity of different algorithms.

9Journal of Mathematics



revocable encryption algorithm with key encryption key and
then encrypts private big data, so as to strengthen the flexi-
bility of private big data encryption algorithm and improve
the sensitivity of the algorithm.

3.6. Malicious Attack Data Interception Test. As shown in
Figure 8, with the increase in transformation scale, the inter-
ception volume of malicious attack data of the three
methods increases, but the interception volume of big data
encryption algorithm based on bloom filter redundancy
elimination does not increase. The interception volume
increases by less than 10%, and the interception volume of
big data encryption algorithm based on weight calculation
increases significantly, but the maximum interception vol-
ume is only 70%. This value is still lower than the intercep-
tion amount of the proposed algorithm. This is because the
algorithm encrypts the user’s location anonymously and sets
up encrypted defenses in advance before updating the pri-
vate big data, which greatly ensures the security of the data-
base and improves the amount of data intercepted by
malicious attacks.

3.7. Data Encryption Error Test. As shown in Figure 9, when
the data set is 3, the error of the algorithm in reference [4] is
the smallest. The error of the big data encryption algorithm
based on weight calculation is approximately 5.0. When the
data set is 5, the error of the big data encryption algorithm
based on bloom filter redundancy is the smallest. The error
of the big data encryption algorithm based on bloom filter
redundancy is approximately 6.0. The error of the proposed
method is approximately 2.0. This condition is because the
proposed method conducts data encryption search after bit
sequence preprocessing for privacy big data in advance hides
most of the user’s privacy in advance, encrypts the user’s

search content, greatly improves the encryption accuracy,
and reduces the encryption error.

4. Conclusion

A privacy big data updatable encryption algorithm based on
alliance chain technology is proposed to solve the problem
that the attack resistance of traditional privacy big data
encryption algorithms is low, and the amount of malicious
attack data is still large. Data deduplication technology is
designed to obtain the information source coding sequence
of privacy big data and realize the updatable extraction of
users’ data access right policy. Alliance chain technology is
introduced to realize the updatable encryption algorithm of
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Figure 8: Malicious attack data interception volume of different algorithms.
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private big data and optimize the encryption effect of big
data. The experimental results show that the designed algo-
rithm is effective, has ideal attack resistance, has a large
amount of malicious attack data interception, has low
encryption complexity, takes less time, and has good appli-
cability. Experiments show that this method effectively
improves the security of private big data.
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