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Let A be an n-dimensional lattice. For any #n-dimensional vector ¢ and positive real number s, let D, and D, ;. denote the
continuous Gaussian distribution and the discrete Gaussian distribution over A, respectively. In this paper, we establish the exact
relationship between the second and fourth moments centered around ¢ of the discrete Gaussian distribution D, , . and those of
the continuous Gaussian distribution D;, respectively. This provides a quantization form of the result obtained by Micciancio
and Regev on the second and fourth moments of discrete Gaussian distribution. Using the relationship, we also derive an
uncertainty principle for Gaussian functions, which extend the result of Zheng, Zhao, and Xu. Our proof is based on combination
of the idea of Micciancio and Regev and the idea of Zheng, Zhao, and Xu, where the main tool is high-dimensional Fourier

transform.

1. Introduction

An n-dimensional lattice A CR" is an additive subgroup of
R" generated by n linearly independent vectors
b,,...,b, € R". The dual lattice A of A is defined to be

A =ly e R" (x,y) € Zforallx € A}, (1)

where (x,y) denotes the canonical inner product of x and y
(see, for example, [1, 2]). Given parameters s >0 and ¢ € R",
let p, (x) =l C=a/sl with x being any n-dimensional
vector. As in [3, 4], the probability density function of the
continuous Gaussian distribution around ¢ with parameter s
is defined by D, (x) = p, (x)/s” for any x € R". By direct
calculation, one can obtain that the second and fourth
central moments of the random variable subject to D, are
(ns?/2m) and (3ns*/4n?), respectively. The discrete Gaussian
distribution over A is defined for any x € A by

P (%)

D X) = )
e () Poc(A)

(2)

where p (S) = Y csps. (X) for any countable subset S < R"
(see [3-5] for a more in-depth discussion on D, ).

In [6], Banaszczyk initiated the study of discrete
Gaussian distributions and established several measure in-
equalities to prove transference theorems for lattices. In
[7, 8], Banaszczyk obtained more measure inequalities for
convex bodies, which are very useful in the study of lattice-
based cryptography. In [3, 4], Micciancio and Regev in-
troduced an important lattice parameter named as
smoothing parameter, which is defined for any € > 0 and any
lattice A by

7 (A) = min{s >0: pys(A) <1+ e}. (3)

Subsequently, Micciancio and Regev [3, 4] proved that
D, ;. has very good statistical properties if s is large enough
relatively to #,(A). For more detailed background in-
formation and development on the study of smoothing
parameter and discrete Gaussian distribution, we refer
readers to the important papers [3, 4, 9-16].
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In the seminal work [3, 4], Micciancio and Regev proved
that vectors distributed according to D, . have the mean
value very close to ¢, and expected squared distance from ¢
very close to (ns?/2m), and the fourth moments centered
around c very close to (3ns*/47?) provided that s is larger
than 27, (A).

Theorem 1. For any n-dimensional lattice A, vector ¢ € R",
and positive reals € € (0, 1), s22n, (A), we have

oo ol (5 om @
Expe.p, . [||E - c||2] =517 i eszn, (5)
Expep, . [I€-cl’] —3£ S%s‘ln. (6)

Proof. Inequality (4) is the first result of Lemma 4.3 in [4].
Inequalities (5) and (6) can be derived directly from Lemma
4.2 in [3, 4]. O

In this paper, we mainly focus on the statistical prop-
erties of discrete Gaussian distributions. Our motivation is
to provide a quantization form of the result obtained by
Micciancio and Regev [3, 4] on the second and fourth
moments of discrete Gaussian distribution D, ;.. In par-
ticular, we shall establish the exact relationship between the
second and fourth moments centered around c of discrete
Gaussian distribution D, . and the second and fourth
moments centered around ¢ of the continuous Gaussian
distribution D; . Using the relationship, we can also derive
an uncertainty principle for Gaussian functions p, . on
lattices. As in [1, 5], for a complex function f on R”", the
Fourier  transform  of  f is  defined by
fly) = jRﬂ f (x)e~2"*Y> dx, Uncertainty principle plays an
important role in harmonic analysis, quantum mechanics,
and time-frequency analysis. The classical n-dimensional
Heisenberg uncertainty principle for continuous Fourier
transform with respect to a rapidly decreasing function
f: R" — C can be stated as the following inequality (see
(17, 18]):

X27|f(x)|2 dax
[ TR |..

The uncertainty principle tells us that the quantities

~ 2
[Pl f @[ f W dtdx and [ y]'[F 0] /]
|f (t)|2dt dy both cannot be too small. That is, a function f
and its Fourier transform f both cannot be essentially
localized.

The celebrated Donoho-Stark uncertainty principle on
the cyclic group Zy [19] states that, for a function

f e (Zp\(o},

., [Fof .
jR” f(t)| dt 6m

>

(7)
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|supp ()] - [supp (F)|>1Gl, (8)

where supp (f) ={j € Zy: f(j)#0} and |S| denotes the
cardinality of a set S. If the group becomes G = Z/pZ for
some prime p, Tao [20] then improved the above estimate as

[supp (f)] + [supp ()| > Gl + 1. ©)

For simplicity, we write p,(x) by p,(x) for any s> 0.
Motivated by the technique developed by Banaszczyk in [6],
Zheng et al. proved the following simple form of uncertainty
principle for Gaussian functions p, on lattices by using
Fourier analysis in their important work [16].

Theorem 2. Let A be an n-dimensional lattice and s > 0. We

have
2ps
Z I A)

p.ly) ns’
Z" I°£ ) 2 (10)

Notice that the quantity (ns?/27) in Theorem 2 is just the
second moment of the continuous Gaussian distribution D, .
That is, Theorem 2 gives the exact difference between the
second moment of D, . and the second moment of D . In
addition, Theorem 2 also establishes the precise relationship
between the second moment of the discrete Gaussian distri-
bution D, , over the lattice A and the second moment of

discrete Gaussian distribution DX s OVer the dual lattice A of

A since p, (x) = s"p,, (x). Naturally, one expects to determine
the exact differences between the second and fourth moments
centered around c of the discrete Gaussian distribution D, .
and those of the continuous Gaussian distribution D, . and to
establish an uncertainty principle for general Gaussian func-
tions p, . on lattices. Combining the idea of the proof of Lemma
4.2 in [3, 4] by Micciancio and Regev with the technique
developed by Zheng et al. in [16], we prove two equalities
connecting the second and fourth moments centered around ¢
of the discrete Gaussian distribution D, , . and the second and
fourth moments centered around ¢ of the continuous Gaussian
distribution D, respectively. Our main tool is high-
dimensional Fourier transform. In addition, we establish an
uncertainty principle for Gaussian functions p, . on lattices. We
are now in a position to state our main result.

Theorem 3. For any n-dimensional lattice A, vector ¢ € R",
and real s>0, we have

Z” Zpsc( )

4 2Ps,c (y) _ nSZ
= Z " " /;(K)

o (11)

and

3 Psc(y)
l Z ly ||2 s"

4ps,c (X)
Y lx—cl SN

xeA ps,c (A)
(12)

4psc(y) 31’15
S
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Obviously, when ¢ = 0, equality (11) in Theorem 3 be-
comes Zheng-Zhao-Xu Theorem (see Theorem 1 of [16]).
But we cannot call (11) the uncertainty principle since
Poc (X) = s"py, (x)e?™* may take complex values. Let
Re (p,. (y)) denote the real part of p__(y). With the help of
the facts that |p.(y)|>Re(pc(y) and p.(A)
= det(A)p,.(A) >0, one can easily deduce the following
result by (11), which can be called the uncertainty principle
for Gaussian functions over lattices. This extends the un-
certainty principle obtained by Zheng et al. in [16] from the
Gaussian function p,, to the general Gaussian function p; .

Theorem 4. For any n-dimensional lattice A, vector ¢ € R”,
and real s >0, we have

_ ZPS,C(X) 4 2|/3;(Y)| >7’l_52
2o MR
Y

Equality (11) in Theorem 3 implies that the exact dif-
ference between the second moment centered around ¢ of
the discrete Gaussian distribution D, . and the second
moment centered around ¢ of the continuous Gaussian

distribution D, is just equal to S4ZyeX”y”2 (Psc (Y)/Pee (A)).

Equality (12) in Theorem 3 implies that the exact difference
between the fourth moment centered around ¢ of the dis-
crete Gaussian distribution D, . and the fourth moment
centered around c of the continuous Gaussian distribution

.. 2, _— —
D, is just equal to 3%/7% <[ (7o (/pee (B - %,

||y||4(ﬁ;; (y)/ﬁ;([\)). Theorem 4 implies that the second
moment Y., X — ¢|* (p, (X)/p, (A)) centered around ¢ of
the discrete Gaussian distribution D, .. and the sum

Zyexllyuz (lﬁ;c (y)l/p’:c (A)) involving the Fourier transform

Ps.c of p; . both cannot be too small. We shall prove Theorem
3 and provide an interesting corollary in Section 2.

2. Proof of Theorem 4

In the following, n is a fixed positive integer. We first give the
following useful properties of high-dimensional Fourier
transform.

Lemma 5 (see Lemmas 1.1.2 and 1.2.1 of [5]). Suppose that
f (%) and g (x) are two complex functions defined on R". We
have the following:

() If f(x) = g(x)e*™*Y) for some v € R", then
fx)=gx-v). (14)
(ii) For any vectors ¢,x, and s >0, we have

Pae(X) = 5"py (x)e 2, (15)

For the purpose of establishing the relationship between
the second and fourth moments centered around c of the

discrete Gaussian distribution D, ;. and those of the con-
tinuous Gaussian distribution D, , we need the following
Poisson summation formula which has been widely used in
the theory of lattices.

Lemma 6 (see Theorem 2.3 of [1]). Let A be an n-di-
mensional lattice, and let f: R" — C be a function which
satisfies the following conditions (V1), (V2), and (V3):

(V1) [ gl f ®)ldx < 00
(V2) The series Y yea|f (x+ V)| converges uniformly for
all v belonging to a compact subset of R”

(V3) The series ZYGZ} (y) is absolutely convergent

Then, we have

1 ~
Z f =m %f(}’% (16)
ye

xeA

where vol (R"/A) denotes the volume of the fundamental
parallelepiped of A.

Let § be a random vector subject to the discrete
Gaussian distribution D, ;.. From Theorem 1, we know
that the mean value of the random vector § subjectto D, .
is very close to c¢. However, we still cannot determine the
exact value of Expg_pp  (§) to this day. Therefore, to prove
Theorem 3, we cannot estimate the second and fourth
moments of the discrete Gaussian distribution D, ;. by
direct computation such as the continuous Gaussian
distribution. Inspired by the idea of Micciancio and Regev
in Lemma 4.2 of [3, 4] and the idea of Zheng, Zhao, and Xu
in their Theorem 1 of [16], we can now give the proof of
Theorem 3 as follows.

Proof of Theorem 3. Letu € R" be a unit vector. We consider
the following function:

it {X—c,u Ps (X)
F(t) = ) momew Ze s, 17
,;A poc(A) (17)

Calculating the first derivative, the second derivative,
and the fourth derivative of the function F (¢) directly, we get

. it (X— Ps.c (X)
F'(t)=Y 2mi{x - c,u)et&xewlsc ™
;\ Psc ()
(18)

it (x- (x)
F” (t) = —47-[2 <X -c u>2e2ﬂlt<x cu) PS,C—’
,;\( ) Psc(A)

and

FO(1) = Y (167 ) (x - uyteicsew Poe®) )
X€EA ps,c (A)

Let f (X) — lerit(x—c,u)pS . (X) — e—Zm't(c,u>pS . (X)eZm‘(x,tu)_
It is easy to check that f(x) satisfies the conditions (V1),
(V2), and (V3) in Lemma 6. Hence, by Lemmas 5 and 6, we
obtain
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1 ~ Now, computing the first derivative, the second de-
Fo= " pec(A) vol (R"/A) Z fy rivative, and the fourth derivative of F (¢) according to the
) ieh ’ yeA above expression, we derive from |u| = 1 that
1 —Z7T1L u,
== 2 A -t
Ps,c YGX
1 —2mit{c,u) n —2mi{y-tu,c)
= = e s pys(y —tu)e ’
(A Z Pys (Y )
YEA
_ —2miy,c)
s —tu)e
(A) Z Pus (y )
_ Al K Z Sne—Zni<y,c>e—nsz"y—tu”z.
ps,c( ) yGX
(20)
’ _2n5n+2 —27i{y,c) —7152” —tu||2
F'()=——= ) "7 (t ~(y,wp)e ™ 0,
e (N) =
YEA
(21)
n _ _2”52 2 2\ n_-2miy,c)
F'(t)=——= 2(1—2715 (t =<y, u)) )se Py (y = tw),
Ps,c (A) n
YEA
and
(4) T[ S 41 n_-2mi{y,c)
F7(t) = —— Z [6 2475 (¢ -y, w))? + 8n’s (t—(y, wy) ]s e pys (y — tu). (22)
S yeA
Taking u to be € for 1<j<m in (18) and (21) succes-
sively, and then adding them up, respectively, we obtain that
Zn: Z <x e 1> 2 2mit(x-ce;) pee(®)
Psec (A) j=lxeA
(23)

z z(l ~ 2 (- (ye)) )5 0y (y - te)

Psc( A) £

Setting t = 0 in (23), we derive that
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Psc (X)
4 ) el
x;\ sc (A
s . (24)
_ &7Ins n_-2micy,c) T[ 5 2 n —an(y <)
= = s'e - .
= > s = »: Z Iy["s pus (¥)
yeA
4 4Psc (X)
Now, applying Lemma 5 (ii) and dividing both sides of lom Z I — <l oo (M)
(24) by 4%, we get xeh .
2 2
y Ix - cll PS,C(X) § Z ||Y|| Psc(Y) _n (25) = Z P“(y)(lz st — 48’y |12 + 167"y | *).
xeA Ps.c (A) -~ (A) 2n ps‘( )
. . o (26)
Similarly, taking u to be € for 1< j<nin (19) and (22)
successively, and adding them up, respectively, we conse- Dividing both sides of (26) by 167*, we obtain
quently obtain by setting ¢ = 0 that
psc( ) 35 2,0“(}’) 8 4psc 31’15
Ix el e
> EPLT NIy a2 @)
as desired. This completes the proof of Theorem 3. O and

Applying the same method as in the proof of Theorem 3,
we can also obtain the exact difference between the higher
moments of discrete Gaussian distribution and those of
continuous Gaussian distribution. But the explicit form
would be more complex and the analysis will become quite
cumbersome. For more general argument concerning the
estimate of pth moment of discrete Gaussian distribution,
the readers can refer to [13]. Applying Theorems 1 and 3, we
have the following result.

Corollary 7. Let A be an n-dimensional lattice and
€ € (0,1). Let s be a real number greater than or equal to
21, (A). Then, for any vector c € R”, we have

NP i
N Ps,c(A) ‘ (1_6) 52 ’

yEA

(28)

Nt

Expep. | IEIF] =
P DA,I/S[ ] = pus(A)

So we derive from (28) that (30) holds. The proof of
Corollary 7 is completed. O

TR @

3 2P (y)
yeEA ?

Furthermore, if ¢ = 0 and A is a self-dual lattice, then

Expgp, . [IE°] < (30)

1-e &

Proof. First, it follows immediately from Theorems 1 and 3
that inequalities (28) and (29) hold. If ¢ = 0 and A is a self-
dual lattice, then A = A and Psc (X) = s"py (x). Hence, we
have

2P () _ y [P, ()
= 2 I ZA SR (31)

x€A

From (30), we know that Expg. D, [||E||2] is also very
small if A is a self-dual lattice and s < 1/2116 (A).



Data Availability

The data used to support the findings of this study are in-
cluded within the article.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

This work was supported in part by the National Natural
Science Foundation of China under Grant no. 12371333 and
in part by the Stability Program of Science and Technology
on Communication Security Laboratory (2022).

References

[1] W. Ebeling, “Lattices and codes, A course partially based on
lectures,” Adv. Lectures Math, F. Hirzebruch, Ed., Friedr.
Vieweg &Sohn, Braunschweig, Germany, 2nd edition, 2002.

[2] D. Micciancio and S. Goldwasser, Complexity of Lattice
Problems: A Cryptographic Perspective, Kluwer Academic
Publishers, Berlin, Germany, 2002.

[3] D. Micciancio and O. Regev, “Worst-case to average-case
reductions based on Gaussian measures,” 45th Annual IEEE
Symposium on Foundations of Computer Science, pp. 372-381,
Symposium on Foundations, Rome, Italy, 2004.

[4] D. Micciancio and O. Regev, “Worst-case to average-case
reductions based on Gaussian measures,” SIAM Journal on
Computing, vol. 37, no. 1, pp. 267-302, 2007.

[5] Z. Zheng, K. Tian, and F. Liu, “Modern cryptography,” A
Classical Introduction to Informational and Mathematical
Principle, Springer, Singapore, 2023.

[6] W. Banaszczyk, “New bounds in some transference theorems
in the geometry of numbers,” Mathematische Annalen,
vol. 296, no. 1, pp. 625-635, 1993.

[7] W. Banaszczyk, “Inequalities for convex bodies and polar
reciprocal lattices inR n,” Discrete and Computational Ge-
ometry, vol. 13, no. 2, pp. 217-231, 1995.

[8] W. Banaszczyk, “Inequalities for convex bodies and polar
reciprocal lattices in Rnll: application of k-convexity,” Discrete
and Computational Geometry, vol. 16, no. 3, pp. 305-311,
1996.

[9] K. Chung, D. Dadush, F. Liu, and C. Peikert, “On the lattice
smoothing parameter problem,” in Proceedings of the IEEE
Conference on Computational Complexity, pp. 230-241,
Cambridge, UK, June 2013.

[10] N. Genise, D. Micciancio, C. Peikert, and M. Walter, “Im-
proved discrete Gaussian and subgaussian analysis for lattice
cryptography,” Lecture Notes in Comput. Sci, pp. 623-651,
Springer, Cham, 2020.

[11] C. Gentry, C. Peikert, and V. Vaikuntanathan, “How to use
a short basis: trapdoors for hard lattices and wew crypto-
graphic constructions,” pp. 197-206, 2008, https://eprint.iacr.
0rg/2007/432.pdf.

[12] D. Micciancio and M. Walter, “Gaussian sampling over the
integers: efcient, generic, constant-time,” Proceeding
CRYPTO, vol. 12, pp. 455-485, 2017.

[13] C. Peikert, “Limits on the hardness of lattice problems in € p
norms,” Computational Complexity, vol. 17, no. 2, pp. 300-
351, 2008.

Journal of Mathematics

[14] C. Peikert, “An efficient and parallel Gaussian sampler for
lattices,” Advances in Cryptology- CRYPTO 2010, vol. 52,
pp. 80-97, 2010.

[15] C. Tian, M. Liu, and G. Xu, “Measure inequalities and the
transference theorem in the geometry of numbers,” Pro-
ceedings of the American Mathematical Society, vol. 142, no. 1,
pp. 47-57, 2014.

[16] Z. Zheng, C. Zhao, and G. Xu, “Discrete Gaussian measures
and new bounds of the smoothing parameter for lattices,”
Applicable Algebra in Engineering, Communication and
Computing, vol. 32, no. 5, pp. 637-650, 2021.

[17] G. B. Folland and A. Sitaram, “The uncertainty principle:
a mathematical survey,” Journal of Fourier Analysis and
Applications, vol. 3, pp. 207-238, 1997.

[18] E. Stein and R. Shakarchi, Fourier Analysis-An Introduction,
Princeton University Press, Princeton, NY, USA, 2003.

[19] D. Donoho and P. Stark, “Uncertainty principles and signal
recovery,” SIAM Journal on Applied Mathematics, vol. 49,
no. 3, pp. 906-931, 1989.

[20] T. Tao, “An uncertainty principle for cyclic groups of prime
order,” Mathematical Research Letters, vol. 12, no. 1,
pp. 121-127, 2005.


https://eprint.iacr.org/2007/432.pdf
https://eprint.iacr.org/2007/432.pdf



