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Security and privacy issues about Big Data have emerged as one of the most pressing concerns in both academic circles and the
business world in the era of IR 4.0. These worries are made worse because businesses are beginning to construct their own Big
Data-based Data Middle Platform. The research team has summarized the security and privacy protection issues of Big Data-
based Data Middle Platform by combining previous research and providing a table that lists some contributions that the
blockchain uses for security and privacy protection in Big Data. A general Data Middle Platform architecture is also be given
in the Methodology section. Based on this architecture, the team unveiled blockchain-based security and privacy protection
framework on the Data Middle Platform in this study. This approach emphasizes mitigating the security and privacy issues
posed by sensitive data entering the Data Middle Platform and data published by the Data Middle Platform. Following that,
the researchers developed a testing system based on this framework to determine whether or not the framework was both
feasible and practicable. The trials revealed that the framework is applicable, even though it requires further development and
refinement.

1. Introduction

Today, privacy breaches are no longer news. In 2021, there
were 44 high-impact security and privacy breaches world-
wide. Victims are not only large and well-known commercial
companies like Facebook andMicrosoft but also include gov-
ernment agencies such as the California State Controller’s
Office. Although these incidents are isolated, it is clear that
as data science continues to evolve, the risk of data security
and privacy is gradually increasing, while people enjoy the
convenience of Big Data. In particular, since 2018, many
organizations in China have started to build their own Data
Middle Platform (DMP), which is based on Big Data (BD)
technologies. How to ensure data security and privacy on
the Data Middle Platform is one of the key concerns in aca-
demia. In this article, the researcher will discuss the use of
blockchain technology to help solve this challenge.

It is crucial to point out that privacy protection is rele-
vant in the era of Industry 4.0. There are many reasons for
this, but the most important is that Industry 4.0 is a process
of using the cyber-physical system (CPS) to collect data and
improve the supply and manufacturing information in pro-
duction and, finally, to achieve rapid, efficient, and personal-
ized product supply. Because of this, new information
technologies such as Big Data and the Internet of Things will
be combined with cloud computing and artificial intelli-
gence. There will be a reduction in the number of informa-
tion silos as a result of this convergence, but there will also
be an increase in security risks. To solve security and privacy
concerns, this study will leverage blockchain technology.

1.1. Blockchain. The concept of Blockchain was produced by
Nakamoto [1], and an instance called bitcoin to verify the
blockchain is also available to him. Blockchain can be seen
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as a decentralized database system [2, 3], which is character-
ized by distributed, open-source, tamper-proof, anonymity
and traceability.

Figure 1 indicates that the blockchain can generally be
classified into three main types, the public blockchain, the
private blockchain, and the consortium blockchain. The
public blockchain is open to all Internet users. Anyone can
jump on the public blockchain network to read the raw data
in the block, send and confirm valid transactions, and com-
pete for the authority of the package blocks to get the award.
The public blockchain is immutable because it is a
completely decentralized blockchain. No one can control
the public chain and tamper with data in theory unless they
can control more than 50% of the total computing power of
the machines in the blockchain network [4, 5]. The public
blockchain uses cryptocurrency as an award to encourage
people to help package data. Not only bitcoin but also
include other kinds of public blockchains use this strategy.
Contrary to the public blockchain, the private blockchain
is completely closed to the public. It is only open for autho-
rized nodes such as servers in a multinational organization.
The dashed circles in Figure 1 evince the private blockchain
which consisted of eight authorized nodes in the same
group. The private blockchain is running on these autho-
rized nodes. Because these nodes are limited and controlla-
ble, the private blockchain is faster and has more privacy
and less attack than the public blockchain. The third kind
of blockchain is called the consortium blockchain which
hybridizes characteristics of the public blockchain and the
private blockchain. Nodes in the consortium blockchain
can come from the inside organization while can come from
the outside. However, regardless of where it comes from, all
nodes have been authorized to combine a consortium. The

data in the consortium blockchain is only for the consor-
tium. By default, it is not open to the public. To make these
three types of blockchain clear, Table 1 gives a comparison
among the three types of blockchain from five aspects such
as the scope, the permission, and the speed, whether decen-
tralized, whether used for cryptocurrency.

The development of blockchain has gone through four
stages [6, 7]. Figure 2 shows the four-stage development
path. The first stage is called Blockchain 1.0. At that time,
the main usage of blockchain is cryptocurrency. For quite a
long time, cryptocurrency has been the only field in which
blockchain has been used. Bitcoin is a prominent example
of the application of blockchain, and it is regarded as a pro-
moter of cryptocurrency. The second stage is called Block-
chain 2.0. In this stage, the smart contract is the
mainstream. This is because there are two key issues in
Blockchain 1.0, one is the blockchain wasting computing
resources, and the other is that the blockchain lacks network
scalability. The smart contract fills both of these gaps. The
smart contract is a small real-time program. That makes
the blockchain programmable. The best prominent example
of smart contracts is Ethereum, which provides a platform
on which developers can create distributed applications for
blockchain networks. Blockchain 3.0 is used for decentra-
lized applications (DApps). It is developed based on smart
contract technology. Now there are several DApps like
CryptoKitties already running on the Internet. The new
stage of blockchain usage is called Blockchain 4.0. The
Blockchain 4.0 pays close attention to the realtime decentra-
lized applications. It faces Industry 4.0 with a perfect ecosys-
tem. These four stages do not replace each other. They co-
exist. Therefore, researchers should carefully consider which
technique should be chosen for practical applications.

�e public blockchain �e private blockchain �e consortium blockchain

Figure 1: Three types of blockchains.

Table 1: Comparison among three type of blockchain.

Attribute
Blockchain types

Public blockchain Consortium blockchain Private blockchain

Scope Internet Internet and intranet Intranet

Permission Public nodes Consortium nodes Private nodes

Speed Slow Medium Fast

Decentralized High Partial Partial

Cryptocurrency Yes No Yes
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1.2. Data Middle Platform. The Data Middle Platform was
first used by Jack Ma, who was once the CEO of Alibaba [8,
9], and now this concept is popular in the Chinese Informa-
tion Technology (IT) circle. According to Alibaba’s practical
experience, the Data Middle Platform acts as the interface
between business services on the front end and computing
services on the back end [10–12]. It requires both Big Data
technology to manage and store data, as well as governance
and data integration [10]. Therefore, the Data Middle Plat-
form is not only a technical concept but also a management
concept [13, 14]. In short, the Data Middle Platform is like
an engine that drives data from records to information.

1.2.1. Relation between Big Data and Data Middle Platform.
Asmentioned in the definition of DMP, the Data Middle Plat-
form contains both the Big Data and the Data Governance
related concepts. The real reason why enterprises are keen to
build their DMP instead of BD is that DMP make Big Data
truly usable for business rather than mere technology.

The three papers published by Google laid the founda-
tion for the subsequent Big Data technologies Hadoop,
HBase, and MapReduce [15–17]. However, in the subse-
quent development of Big Data, there has been a disconnect
between technology and business. A key feature is that the
core data model changes relatively slowly, but at the same
time business innovation and requirements for data are
rapid and diverse. As an example, Taobao, China’s largest
online B2C platform, had a peak order count of 583,000
orders per second for the Double 11 shopping festival in
2020, and a range of business issues such as sales analysis
and prediction and courier order delivery had to be met in
real time while fulfilling their orders. Traditional Big Data
can meet the storage of data, but cannot quickly meet the
actual business needs, resulting in a gap between actual busi-
ness and Big Data theory. The Data Middle Platform fills
this gap where the speed of data development does not
match the application development. Data middle platform
relies on Big Data platforms like Apache Hadoop, and the
Data Middle Platform adds data governance and data ser-
vices to the Big Data platform, which can dismantle the data
chimney and truly serve the business.

1.3. Layout of the Paper. The rest of the paper is organized as
follows. In the related work section, the research team has
summarized the security and privacy protection issues of

the Big Data-based Data Middle Platform by combining pre-
vious research and providing a table that lists some contri-
butions that the Blockchain uses for security and privacy
protection in Big Data. A general Data Middle Platform
architecture is also be given in the Methodology section.
Based on this architecture, the team unveiled blockchain-
based security and privacy protection framework on the
Data Middle Platform in this study. This approach empha-
sizes mitigating the security and privacy issues posed by sen-
sitive data entering the Data Middle Platform and data
published by the Data Middle Platform. Based on this frame-
work, the research team builds a test system and loads some
sensitive data to test whether this framework can work or
not. After that, comparison and discussion have been done.
And finally, the team summarized their work and gave the
direction for the next research.

2. Related Works

Related works are concerned with two major things. The
first is what are the security and privacy issues in the DMP
and the second is what kind of security issues have been
addressed by blockchain in previous studies.

2.1. The Security and Privacy Issues in the DMP. Although
DMP is based on BD, its privacy and security concerns are
analogous to the Big Data security and privacy concerns.
However, because of the variety of technologies involved in
Big Data, security and privacy protection problems have
always existed from many study viewpoints. Fang et al.
[18] investigated Big Data security and privacy problems
from a data lifecycle point of view. This article focuses on
four aspects, such as anonymization techniques, storage
encryption techniques, privacy protection in data mining,
and access control techniques. Fan [19] addresses Big Data
security and privacy challenges in terms of trustworthiness,
authentication, etc.

Figure 3 exhibits there are three layers of Big Data secu-
rity and privacy protection, the Big Data infrastructure secu-
rity layer, the data safety layer, and the privacy protection
layer, which are carried out in a sequential relationship from
the bottom up [20]. The Big Data infrastructure security
layer is the bottom layer of the whole Data Middle Platform,
which not only needs to guarantee the security of its essen-
tial components but also provides security mechanisms for
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Figure 2: Four stages of development of blockchains.
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the data and applications running on it; above the Big Data
infrastructure is data security. In addition to data safety, it
primarily offers security protection for the data flow process
in business applications; privacy security protection is the
security protection of sensitive information of persons or
organizations.

2.1.1. Big Data Infrastructure Security. Big Data infrastruc-
ture security is concerned with protecting the transmission,
the storage, the processing, and other resources and opera-
tions of the Big Data platform. There are five aspects such
as the transmission and exchange security, the storage secu-
rity, the computing security, the platform management secu-
rity, and the infrastructure security that has to be covered.

(i) Transmission and exchange security refer to ensur-
ing the security and control of the process of
exchanging data with external systems, which
necessitates the use of mechanisms such as interface
authentication to verify the legitimacy of external
systems, as well as channel encryption and other
methods to ensure the transmission process’ confi-
dentiality and integrity

(ii) Storage security entails implementing data backup
and recovery systems as well as data access control
measures to prevent unwanted data access

(iii) Access control refers to the provision by the com-
puter components of relevant authentication and
access control methods from the computer compo-
nents by the computer components by the computer
components to ensure that only authorized users or
applications may start data processing requests

(iv) Platform management security includes the security
configuration of platform components, resource
security scheduling, patch management, and secu-
rity audit

(v) In addition, the physical security, the network
security, and the virtualization security of the plat-

form software and hardware infrastructure are the
foundation for the Big Data platform’s secure
functioning

Composed of five key points mentioned above, threats to
Big Data infrastructure security can be summarized as the
following three issues:

(i) Under the open-source Hadoop approach, the Big
Data platform lacks an overarching security plan,
and its security mechanism has limitations

(ii) The Big Data platform serves a large number of
users and different scenarios, making standard secu-
rity methods impossible to satisfy the demands

(iii) The large-scale distributed storage and computing
model of the data platform has caused the difficulty
of security configuration to increase exponentially

2.1.2. Data Security. Data security refers to the platform’s
security services that enable data flow security, such as data
categorization and classification, metadata management,
quality management, data encryption, data isolation, leak
prevention, traceability, and data destruction, among others.

Big Data has caused the data life cycle to steadily grow
from a classic single-chain form to a complex multichain
form, boosting sharing and trading linkages and diversifying
data application scenarios and participation roles. Data secu-
rity is the main need in the complex application environ-
ment to ensure that sensitive data such as national
significant data, confidential corporate data, and user per-
sonal privacy data are not disclosed.

As a pool of data resources serves numerous data sup-
pliers and data consumers at the same time, the new require-
ment for data security in the Big Data environment is to
enhance data isolation and access control and to actualize
data “accessible but not visible.” The results of mining and
analyzing large amounts of data using Big Data technologies
may contain sensitive information on national security, eco-
nomic operations, social governance, etc. It is necessary to

Privacy protection
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(ii)

(i)

(ii)

(iii)

Privacy secure

Traditional privacy protection techniques face the posibility of

Traditional privacy protection techniques are challenging to

apply to the NoSQL database in big-data
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Figure 3: The Big Data security and privacy protection system.

4 Journal of Nanomaterials



strengthen security management for sharing and disclosure
of analysis results.

Big Data, due to its vast volume and variety, introduces
new dangers to data security in the Big Data context that
are distinct from traditional data security. Specifically, there
are three points as follows:

(i) The data collection process has evolved into a new
risk factor influencing decision-making

(ii) The issue of ensuring confidentiality in the data
processing process is becoming more prevalent

(iii) The complexity of the data flow path makes it
extremely difficult to trace the source

2.1.3. Privacy Protection. The privacy preservation men-
tioned in this paper refers to the use of technologies such
as de-identification, anonymization, and cryptographic com-
putation to safeguard personal or organizational data from
disclosing privacy or other information that individuals or
organizations do not want to be known by the outside world
during the process of processing and flowing on the plat-
form. Privacy preventing is a more advanced security need
that is based on data security protection to preserve the pri-
vacy of persons or organizations. However, we recognize
that privacy protection in the age of Big Data is more than
just preserving the privacy rights of individuals or organiza-
tions; it is also about protecting the self-determination rights
of data subjects regarding information during the gathering
and use of information. Privacy protection has become a sys-
tematic project covering product design, business operation,
security protection, etc., and is not a mere technical issue.
Because this study focuses on the use of blockchain technol-
ogy to secure private data in the Data Middle Platform, while
discussing the protection of data subjects’ privacy rights, we
choose to begin our research with privacy protection tech-
nology, which has a clearer research path.

(i) Traditional privacy protection techniques face the
possibility of failure due to the superior analytical
power of Big Data

Enterprises in the Big Data environment can recover
anonymized data through correlation analysis and deep
mining of numerous datasets from multiple sources, allow-
ing them to identify specific persons or obtain important
personal information. Traditional privacy-prevention tech-
niques and parameters are selected by data controllers for
individual datasets in isolation to protect personal data.
However, this practice, particularly the use of de-identifica-
tion, masking, and other techniques, cannot deal with pri-
vacy leakage problems caused by multisource data analysis
and mining in the aforementioned Big Data scenario.

(ii) Traditional privacy protection techniques are chal-
lenging to apply to the NoSQL database in Big Data

Data in Big-Data is dynamic, semi-structured, and
unstructured. It is typically used to protect the privacy of

unstructured data, which represents more than 80% of the
total data. Nonrelational database (NoSQL) storage technol-
ogy is typically used to gather, manage, and analyze large data
for those unstructured data. There is no rigorous access con-
trol mechanism or reasonably complete privacy-protection
tools, and existing privacy protection technologies, such as
de-identification and anonymization, are primarily suited to
relational databases. Existing privacy safeguards, like de-
identification and anonymization, are most relevant to rela-
tional databases.

2.2. Contributions of Blockchain to Big-Data Security and
Privacy. The distributed, open-source, tamper-proof, anony-
mous, and traceable nature of blockchain makes it inherently
good for security and privacy. As a result, blockchain-based
security and privacy protection research has proliferated. In
this paper, we review Google Scholar, IEEE Access, ACM,
and other databases to illustrate the literature on blockchain
in Big Data storage, blockchain in Big Data auditing, and
blockchain in Big Data collection, to understand the impact
of blockchain on Big Data security and privacy protection
from a macro perspective. To facilitate reading, we have
mapped out the contribution of blockchain to Big Data secu-
rity and privacy in a form in Table 2.

3. Methodology

An introduction to the general architecture of the Data
Middle Platform is necessary. This is because, in concrete
practice, the different organizations have a different under-
standing of what the Data Middle Platform is. A Chinese
blog summarizes several kinds of Data Middle Platforms
that already used in industry. And given these different Data
Middle Platform models, a typical Data Middle Platform
shown in Figure 4 should contain the following three layers,
that is, the foundation layer, the processing layer, and the
publishing layer.

3.1. The Typical Data Middle Platform. The foundation layer
is the bottom layer. It is combined by a series of infrastruc-
ture components such as the high-speed Internet, the 5G,
the Virtualization Technology (VT), and the Database Tech-
nology. The functions of this layer have two. One is for sup-
porting the upper layer, and the other one is receiving the
internal and external data which is produced from the other
system or IoT devices.

The processing layer is between the foundation layer and
the publishing layer. A set of data governance theories is
used in this layer to help manage the data. Normally, data
processing can be divided into four steps. The first step is
to collect different sources of data into the data lake. The
data will then be extracted for different purposes. The
extracted data are computed using machine learning (ML)
or artificial intelligence (AI), which is the third step. And
the last step, the data has to aggregate and then become a
series of data warehouses (DW) based on the business
requests. Except for these four steps, the data operating sys-
tem and the data security system are also necessary due to
the escorts of this process.
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The top layer is the publishing layer. After processing, the
data will be regrouped and clear for use in various areas, such
as using for data analysis, decision-making, and support
innovative applications. For fixing the flexible and diverse
business, the platform will use API as the union interface.
Users call different interfaces; the platform will call the corre-
sponding data warehouse for feedback on the right data.

3.2. The BSPPF Structure. Consider the core purpose of Data
Middle Platform is to serve the business. However, in a prac-
tical situation, there are many unavoidable problems in the
circulation of data. For example, communication companies,
Internet giants, and many government agencies have a lot of
first-hand data. These data are not only of high value but
also of good quality and very meaningful for analysis and
mining. However, most organizations are not willing to open
up their data for Big Data analysis and mining due to fear of
the adverse impact on the organization. This results in data
that are often left unused and become garbage. On further
analysis, the reason for this situation is mainly due to trust.
Rashly opening data in an untrustworthy environment can
easily cause data security and privacy protection as prob-
lems. Therefore, we try to build blockchain-based security
and privacy preventing framework (BSPPF) in DMP to
guarantee that sensitive data is secure. The framework
focuses on two issues; first is how data, especially privacy,
can be securely accessed in the DMP and second is how to
ensure that data published after a series of aggregation and
processing will not be illegally accessed and used.

The following is an overview of the DMP structure with
BSPPF. As shown in Figure 5, the Data Middle Platform has
a wide range of data sources. Cell phones, data manually

uploaded by users, IoT devices, and other systems can be
the data sources of the DMP. Of course, there are various
types of data, such as logs, files, audio and video files, and
ID information, fingerprint data. This requires data differ-
entiation. If the data belong to the unsensitive data, then
it can be used directly using the existing security means,
and then it can enter the Data Middle Platform for data
flow and processing after checking that it is correct. If these
data belong to the sensitive data or the data that need to be
guaranteed that they have not been tampered with, then
they are passed on to the Data Middle Platform through
the blockchain approach.

When the data is processed in DMP, the next step is
regrouped and will become a series of Data Warehouses to
serve the business. Typically, privacy attacks based on data
release are carried out at this stage. Therefore, to solve this
problem, we design a smart contract to control user access,
thus solving the access control problem. The access record
will be recorded in the blockchain, which is also of great
help for future auditing. Specifically, it consists of five steps.
The first step is the user initiates private data requests. Then,
the access control mechanism will verify whether the user is
authorized or unauthorized. If the user is the right person,
the Data Middle Platform will return the privacy data to
the smart contract. The smart contract will record this
request and upload to the Blockchain to store. The advan-
tage of this is that the privacy request information is effec-
tively preserved by taking advantage of the difficult nature
of the blockchain to modify, and in the event of a future pri-
vacy breach, the identity of the person who compromised
the data can be easily traced by retrieving the records in
the blockchain.
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Figure 4: The general architecture of the Data Middle Platform.
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3.3. Data into Blockchain. Figures 6 and 7 depict the pro-
cesses how data goes from the endpoint to the Data Middle
Platform. The endpoint data is differentiated before entering
the DMP, and blockchain has been used as a transmission
medium to deliver privacy data into the DMP. Before the
actual transfer of data, the key-exchange process must be
done in Figure 6. The endpoint represents those data sources
that need to send data to the DMP. It will create three data,
the encryption key for the endpoint (EKeyEP), the decryp-
tion key for the endpoint (DKeyEP), and the endpoint
address (EA). The DKeyEP and the EA will transfer to the
DMP by a secure tunnel to create a key-address dictionary
as the data validation tool.

Figure 7 describes how the data flow from the endpoint
to the DMP. The original data will be separated into the pri-
vacy section and the nonprivacy section. The privacy section
will be encrypted using EKeyEP. Then, the cipher text will be
packaged with the nonprivacy section and the EA as a mes-
sage transfer to the distributed hash table (DHT) Network.
And the message will be aggregated into the block and then
added to the blockchain. The DMP server will read the data
in the blockchain and determine whether to decrypt the data
based on the key-address dictionary.

3.4. Data Published from the DMP. Figure 8 gives the process
of the privacy data publishing from the DMP. A smart
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(2) Access control(3) Return privacy data

Smart contract

Data aggregationData governance

Metadata management

Data standards management

Data quality management
……

…

Data computing

Data extractioin

Data lake

Blockchain

Sensitive data dta

Data sources

Unsensitive data

�e database technology
�e virtualization technology (VT)

�e high-speed internet, 5G technology

Data
operation

system

Data
security
system

�e
processing

layer

�e
foundation

layer

Figure 5: The BSPPF structure.
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contract will control the permissions to publish the data.
Whether the data is published or not, the smart contract will
be recorded on the blockchain for auditing purposes. Specif-
ically, the process of acquiring data by users will be divided

into three stages. Specifically, the process of acquiring data
by users will be divided into three stages. In the first stage,
the user will generate a unique ID and register that ID into
the blockchain network. Specifically, the process of acquiring
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Figure 6: The key-exchange process.
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data by the user will be divided into three stages. In the first
stage, the user will generate a unique ID and register that ID
into the blockchain network. When the user makes a data
request, the DHT network will initiate a smart contract. If
the smart contract is approved, the platform will proceed
to prepare the raw data and then, using the generated encryp-
tion key for DMP (EKeyDMP), encrypt them to cipher data.
The encrypted data which are the cipher data will be paired
with the decryption key for DMP (DKeyDMP) to generate
a one-time-access address that will be written back to the
smart contract. When the user reads the smart contract to
get the access address, it can read the original data.

3.5. Implementation of the Test System. The researchers
decided to use a workstation as the underlying physical
server for the deployment of the test system. The worksta-
tion they selected had a total of 24 cores by two E5-2420
CPUs and 32 gigabytes of RAM. With the use of virtualiza-
tion technology, a FISCO-BCOS blockchain with four nodes
and the Webase management platform were developed to
fulfil the solution’s prerequisite for a blockchain. Due to
the fact that a data middle is a large and complex system
in a real industrial environment, the researchers decided to
use two distinct kinds of databases, a K-V type of Redis
and a traditional SQL type of MariaDB, as the data sources
to host SQL type data and K-V type data in the data middle.
This decision was made to make the simulation as easy as
possible. Program languages such as python and java will
be used to write the connection code, and an improved ver-
sion of solidity that is adapted to FISCO-BCOS will be used
to develop blockchain contracts.

4. Results

The results of the test system indicated that the framework
was reasonable and could achieve the desired goals. During
the tests, the research team used the default console com-
mand in FISCO-BCOS blockchain platform to recreate the
procedure shown in Figure 6 in order to produce a total of
11 end users. Figure 9 shows these eleven users’ information
on the blockchain platform. Additionally, the RSA-1024
technique was used in order to produce the encryption and
decryption keys for the users. The addresses of the user in
the blockchain platform and the decryption keys were
merged into a set of key-value pairs, and then those pairs
were saved in a database of the K-V type that was chosen.
Figure 10 is the screenshot from the K-V Database client.

The research team then encrypts the simulated privacy
data in accordance with the processes shown in Figure 7,
using the encryption key that is held by the user. Figure 11
indicated that this is accomplished by invoking a contract
on the blockchain platform, which ultimately results in the
completion of the address-cipher text upload. The Data
Middle Platform will extract and decode the address using
the decryption key that is already stored in the K-V database.
The address will then be entered straight into the database.
As evidence that it is possible, the cipher text as well as the
encryption key and the decryption key are both shown on
the screen alongside the display of the cipher text for pur-
poses of presentation. This stage, of course, is done out in
an automated fashion inside the Data Middle Platform in
the actual industry, and it should not seem to be observable
at any point in the process.
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Figure 9: The end users in blockchain platform.

Figure 10: The address-decrypted code table.
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Figure 11: The cipher text adding to the blockchain.
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Figure 12 describes how to call the privacy data from the
system, which the procedure has shown in Figure 8. Once
the user has finished registering, he can inquire about privacy
by filling in the relevant parameters on the blockchain plat-
form. The platform will transfer these parameters to the
DMP system to generate the SQL query statements or No-
SQL query statements. This statement will be invoked by
AuthCenter, the central user, to query the privacy in the data
warehouse of the Data Middle Platform. Once the privacy is
queried, it will be encrypted by using a one-time encryption
key. In the test system, the user requires to provide the param-
eters, and it creates a SQL query statement. The reason for this
is that the back-end database is a SQL type database. However,
in actuality, the data warehouse does not necessarily have to be
of the SQL type; hence, it is necessary to modify it to the par-
ticular circumstances. The end user will get an encrypted ver-
sion of the decryption key that has been Base64-encrypted.
Using the decryption key in conjunction with the cipher text
allows the end user to get the data that they need.

5. Comparison and Discussion

In the related work section, we summarize the three levels of
security and privacy issues faced by the DMP, and the BSPPF
effectively addresses exactly the data security dimension. It is
an aspect that has received less attention in the previous
researches [8, 9, 30, 31]. Looking at the entire Data Middle
Platform structure, if a malicious user chooses to attack at
the stage when data is transferred into the DMP or the DMP
releases data for business use, it is very vulnerable to a breach
of sensitive data. And gaps inmanagement boundaries make it
difficult to audit when the breach occurs. The tamper-evident
and traceability nature of the blockchain provides a good
channel for data transmission. The flow of data is transparent
and visible, which is very helpful for auditing [32].

The use of smart contracts in the BSPPF is also very subtle
when it comes to data publishing. Typically, a smart contract
includes a number of defined states, transformation rules, trig-
ger situations, and response actions that are linked to the
blockchain data in the form of computer code once signed
by all parties. After propagation through a peer-to-peer com-
puter network and validation by the nodes, it will be recorded
in a distributed ledger at each node, where the blockchain can
monitor the status of the entire smart contract in real time and
activate and execute the contract after validating external data
sources to confirm that specific triggering conditions are met.
The definition of the contract and the description of the rela-
tional data are critical to the overall system, and the design
must be clear so that the representation of the contract may
satisfy the expression of the open environment’s read-and-
write rules. For example, if the private data of students in a
class can only be accessed by their tutor, the smart contract
condition could be set to allow only that tutor to execute it will
no longer be allowed. If someone else invokes the contract to
request access, the contract will no longer be legal, and there-
fore will not be executed. The smart contract rules work in
conjunction with the blockchain to enable access control and
thus the protection of private data.

While smart contracts solve the problem of access con-
trol for the BSPPF, an important feature of the blockchain,
namely, information sharing and transparency, makes all
transaction records visible to everyone in the DHT network.
While this ensures the stability of the blockchain, it also cre-
ates the challenge of protecting privacy. For this reason, we
have applied cryptography to try to solve this problem by
encrypting the data coming into the DMP and the data pub-
lished by the DMP, respectively. In the BSPPF, the keys are
not the traditional public key and private key, because nei-
ther is allowed to be published. Each side that transfers the
data only has one key for encryption or decryption.

However, this approach must assume that the channel
over which the key is transmitted must be trusted. If the
key is compromised, it is still possible to cause a phishing
attack or other forgery attack. Therefore, whether there is a
better way to implement the protection of private informa-
tion in the blockchain will be a key question for the next
phase of research.

6. Conclusion and Future Work

In this study, we review security and privacy concerns in
DMP and then research the literature to see how blockchain
can help with security and privacy protection. Then, we dis-
cuss a blockchain-based privacy and security prevention
framework (BSPPF) in DMP. The most crucial features in
the BSPPF pay much more attention to security and privacy,
especially the hazards that a DMP confronts when data
enters the DMP and when the DMP releases the data in
the framework. Smart contract technology, along with
encryption technology, assures the data’s secrecy, validity,
and availability. However, the framework is currently in
the prototype stage, and the application of relevant crypto-
graphic techniques needs to be further explored and refined.

In the next phase, the team’s efforts will be directed
toward testing and refining the model in more realistic set-
tings. To be more specific, the model will be used in an
Industry 4.0 scenario and its applicability in the Industry
4.0 environment explored. According to the results of the
preliminary testing, there is a good chance that the model
will be successfully implemented. However, given the diver-
sity and richness of the actual industrial data, many minor
issues will need to be resolved before they can be applied
to the real industrial environment effectively.

Data Availability

Data will be available with the corresponding author on a
request basis.
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