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In the field of information security, DNA cryptography based on DNA molecular configuration and special recognition
mechanism between molecules has developed rapidly. DNA molecules have great development potential in the field of
information security technology such as information encryption, hiding and authentication, which provides a new way for the
development of modern cryptography. The nodes of traditional sensor networks are mostly distributed in the form of a net
with strong openness. In the process of node data transmission, the information is likely to be stolen, tampered with, and
destroyed at any time. In this paper, an information encryption method based on DNA nano self-assembled sensor technology
is proposed, and the encryption software based on DNA nano self-assembled sensor array is designed. The information
encryption algorithm is designed, tested, simulated and analysed, and compared with other designs. The simulation results
show that the encryption algorithm system based on DNA nano self-assembled sensor array has good function and excellent
performance, can fully meet the requirements of network real-time encryption, has good feasibility and security, and reveals
the great application potential of DNA molecules in the field of information security.

1. Introduction

DNA molecule is a three-dimensional nanowire with exqui-
site structure and super assembly ability. Its good operability
and strong recognition and signal conversion ability have
natural advantages for the structure and composition.
Therefore, since the concept of DNA nanotechnology was
put forward, the research on constructing DNA nanostruc-
tures has developed rapidly and attempts to apply and con-
trol DNA nanostructures. The direct use of molecules and
atoms to manufacture nanomaterials with specific functions
can also combine DNA nanomaterials with other nanoma-
terials, so that people can create new materials in a more
refined and efficient direction, which has brought unprece-
dented impetus to the fields of life science, material science,
and environmental science and has achieved certain results
[1]. In daily life and learning, information, as the main car-
rier of transmission and storage, plays an important role in
the fields of medical treatment, education, economy, and
military. How to transmit and store this information on
the network has become the focus of attention and research.

The encryption technology of DNA nano self-assembled
sensor array is one of the effective ways.

Limited by the current technology, traditional wireless
sensor networks have some problems, such as limited power,
weak computing power, poor communication ability, and
vulnerable to attack. However, the existing encryption
methods cannot effectively solve the above problems when
applied to sensor networks [2]. DNA self-assembly technol-
ogy, as a method in biological computing, has its own phys-
ical and biological properties that cannot be achieved by
other materials. DNA computing has the advantages of sim-
ple preparation method, high sensitivity, low complexity,
low cost, and exploitability. When solving complex prob-
lems, it can match and generate spontaneously, which is
operable. In this paper, an information encryption method
based on DNA nano self-assembled sensor technology is
proposed, and the encryption software based on DNA nano
self-assembled sensor array is designed. The information
encryption algorithm is designed, tested, simulated and ana-
lysed, and compared with other designs [3]. The simulation
results show that the encryption algorithm system has good
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function and excellent performance, can fully meet the real-
time encryption requirements of wireless sensor networks,
and achieve the expected goal of high speed and low power
consumption.

The content of this paper is arranged as follows: Section
1 introduces the background, significance, and organiza-
tional structure of this paper. Section 2 describes the related
work. Section 3 introduces the relevant knowledge and tech-
nology of DNA nano self-assembled sensor array, analyses
the sensing of DNA nanostructure regulation, and analyses
the design and implementation of encryption software sys-
tem. In Section 4, the algorithm is simulated and tested. Sec-
tion 5 summarizes the full text.

2. Related Work

At present, the improvement of sensor array security at
home and abroad mainly includes the improvement of
anticracking ability of sensor equipment itself, the strength-
ening of sensor data protection, the effective defines against
malicious attacks, and so on. The improvement of hardware
security involves the improvement of memory, arithmetic
unit, and communication module in the hardware design
of sensor nodes; the protection of data and the defenses
against malicious attacks mainly rely on the ability of
encryption algorithms for data encryption and identity
authentication. At present, scholars at home and abroad
have done a lot of research in order to make the existing
encryption algorithms effectively used in sensors and
pointed out many problems.

For some wireless sensor networks with insensitive real-
time data, scholars have proposed a method of data storage
combined with homomorphic encryption [4]. Considering
the limited energy and processing capacity of wireless sensor
networks, they proposed to encrypt the data transmission
channel instead of encrypting the data. The specific ideas
are as follows: firstly, each WSN node has a built-in random
number. During data transmission, the WSN node deter-
mines which channel to use to transmit data according to
the random number and the number of bits of the data. A
piece of data may be sent out separately in several channels
[5]. The coordinator receives the data of all channels and
then restores the data according to the convention. One
advantage of this method is that it saves the cost of data
encryption and ensures the security. Of course, it has great
limitations. Firstly, wireless sensor networks have limited
channels, which makes it impossible for all channels to be
secure. Malicious attackers can eavesdrop on all channels
to crack [6]. At the same time, for nodes, the energy con-
sumption of data transmission is sometimes greater than
that of data processing, which also causes that the final
energy consumption of this method may even be greater
than that of data encryption, so it also has some defects.

Some scholars have compared the current symmetric
encryption algorithms. After comparing AES, RC5, and
RC6 algorithms, it is concluded that AES encryption is a
symmetric encryption algorithm with the lowest power con-
sumption and the best security [7]. RC5 has relatively low
power consumption, but low security; RC6 is not suitable

for wireless sensor networks because of its complex opera-
tion. Therefore, for the current wireless sensor networks,
the most suitable symmetric encryption algorithm is the
AES encryption. The author further proposes an improve-
ment on the AES encryption algorithm [8]. He pointed out
that the authentication capability of the current symmetric
encryption algorithm has limitations. However, the authen-
tication ability of symmetric encryption algorithm has limi-
tations. The AES algorithm should be better applied to
wireless sensor networks and cooperate with the asymmetric
encryption algorithm to better realize the function of node
authentication. The author did not give a plan how to fur-
ther improve. Although it is convenient to authenticate,
the actual network is often the topology of coordinator
router terminal node. When authenticating with ordinary
asymmetric encryption algorithm, the initiator still needs
to obtain the public key of the node to be authenticated from
the server to initiate the authentication of other nodes [9].
That is, each authentication needs to communicate with
the server first. This is not suitable in wireless sensor net-
works with complex topology and multihop communica-
tion, which also determines that the direct use of
asymmetric encryption algorithm is still limited, because
the author does not consider the problem of key update in
wireless sensor networks but adopts the method that the pri-
vate key is present at the WSNs point, which also leads to the
difficulty of key update in this method.

Some scholars put forward improvement ideas according
to the use characteristics of some wireless sensor networks.
Starting from the insensitivity of some networks to data,
they put forward the concept of data prestorage. However,
this scheme actually uses a large number of servers and has
high limitations [10]. This scheme assumes that the method
of data insensitive and distributed storage of a large number
of servers can only be applied to a specific network. There-
fore, it is not suitable for ordinary wireless sensor networks.
Some scholars find another way to improve the physical
transmission of wireless sensor networks. However, it is
not explained whether frequent channel transformation will
increase the communication burden of WSN nodes.

3. Design and Implementation of Information
Encryption Based on DNA Nano Self-
Assembly Sensor

3.1. DNA Self-Assembly Technology. DNA self-assembly
technology is a spontaneous formation and assembly process
using DNA peptide chain as the basic assembly element.
DNA molecular fragments are connected with each other
through viscous ends to form a specific complex structure
under appropriate temperature and other conditions. The
assembly principle between DNA molecules can be
described in the following steps: first, DNA molecules
should be encoded. The actual problem is mapped to the
corresponding DNA element, encoded by four different
bases, and different assembly structures can be designed
according to different molecules. Because the sticky end of
each peptide chain is a designed base sequence, combined
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with the complementary pairing principle between bases,
they will spontaneously match the corresponding DNA pep-
tide chain, so as to expand into a larger order of magnitude
and more complex structure. Finally, when the self-assembly
process is completed, we can get an assembly with relatively
stable structure [11]. According to the needs of our problem,
we can read the solution space combined with the corre-
sponding biochemical technology.

As a biomaterial, DNA molecule is easy to obtain and
prepare, and DNA molecule is a nanosized material, which
will naturally become the first choice of self-assembly mate-
rials. DNA molecules follow the W-C principle, DNA
strands can react spontaneously without manual participa-
tion, and the parallelism is huge. Therefore, in the develop-
ment process of self-assembly technology, these natural
advantages of DNA molecules provide conditions for the
development of DNA self-assembly [12]. DNA self-
assembly mainly uses DNA molecules as basic materials,
and the interaction forces such as base hydrogen bond and
van der Waals force between molecules make molecules
spontaneously form a relatively stable and complex molecu-
lar structure. Based on the form of DNA self-assembly struc-
ture, it can be briefly divided into three categories: one-
dimensional structure, two-dimensional structure, and
three-dimensional structure.

With the deepening of research, one-dimensional self-
assembly structure is far from meeting the needs of calcula-
tion. Therefore, scholars put forward a two-dimensional
matrix model with a more complex form and structure on
the basis of a large number of experiments. The self-
assembly model of peptide chain structure is proposed and
applied to Turing calculation [13]. The development of
two-dimensional self-assembly structure of DNA comple-
ments the shortcomings of one-dimensional structure. Com-
pared with one-dimensional structure, the construction of
two-dimensional assembly structure is complex for the fol-
lowing three reasons: it contains single-stranded DNA with
longer length, each small unit of self-assembly is composed
of multiple DNA strands and sticky ends, and shorter
stranded DNA is involved. The stable connection structure
is generated by base complementary pairing, and complex
multidimensional objects can be assembled accurately.

3.2. Biosensor Based on DNA Self-Assembly. The target
detection and amplification technology based on DNA self-
assembly is a dynamic nanotechnology independent of
enzyme. The concept of DNA is based on the complemen-
tary base pairing characteristics of DNA as a genetic mate-
rial. Therefore, under precise design and control, circular
nanomachines or geometric shapes of different spatial con-
figurations can be formed. Among them, DNA self-
assembly nanomachines include catalytic hairpin assembly
(CHA), hybridization chain reaction (HCR), DNA walker,
and entropy-driven strand displacement reaction (ESDR).
These nanomachines can be driven by base force. Fast
dynamic operation can be used for the amplification strategy
of output signal. Then, in order to improve the reaction
speed and amplification efficiency of linear HCR, the princi-
ple is that the target nucleic acid molecule triggers the self-

assembly of two DNA double-stranded dimers to form
branched nanostructures [14]. Compared with linear HCR,
because the nonlinear HCR is dynamically assembled in
three-dimensional space, its amplification efficiency is
greatly improved, and dendritic nanostructures with larger
molecular weight can be obtained [15]. DNA molecules are
first spliced to form the basic assembly module nanostruc-
ture of small molecules, and then the basic modules are
assembled into a more complex one-dimensional to three-
dimensional macromolecular nanostructures through cod-
ing program hybridization, which can play an important
role in the field of biosensor and drug loading.

Because of its unique flexibility, flexibility, and high bio-
compatibility, it also has the intelligent response to temper-
ature, pH, ionic strength, and charge effect. It makes DNA
hydrogel become a nanomaterial with great potential in bio-
logical analysis, drug delivery, and tissue engineering.

3.3. DNA Nanostructure Regulatory Sensor. The process of
DNA hybridization is related to the spacing of probes.
Therefore, we can further study the performance of tetrahe-
dral DNA nanostructures with different sizes in DNA bio-
sensors. We selected a simple sandwich method, as shown
in Figure 1, as an example to investigate the regulation of tet-
rahedral DNA nanostructures of different sizes on DNA
biosensor.

Various nanomaterials, including quantum dots, mag-
netic nanoparticles, and carbon nanotubes, have been used
as signal converters in biosensors. The advantages of nano-
materials include many available signal mechanisms, ultra-
high signal strength, fine adjustable surface chemistry, and
large specific surface area. A very small number of nanoma-
terials can give ultrahigh signals, which is conducive to inte-
gration into miniaturized equipment [16]. The customizable
optical properties of nanoparticles allow multiple targets to
be detected at the same time. For example, nanogold, with
stable physical properties, easy synthesis, and diverse func-
tions, makes them especially suitable for multifunctional
platforms for creating diagnostic biosensors.

Inorganic nanoparticles can be surface modified to
improve their colloidal stability and functionalization. Sur-
face modification generally covers nanoparticles with mole-
cules, so as to give nanoparticles good properties. To
prevent the aggregation of nanoparticles in solution, they
can be charged to produce electrostatic repulsion, or the sur-
face can be covered with polymers that provide steric hin-
drance for polymerization [17]. These end capping agents
are often used in the synthesis of nanoparticles and the col-
loidal stability of nanoparticles. The surface of nanoparticles
can provide an effective biological interface and biological
related target interaction by combining various functional
groups to become a multivalent surface. The relatively easy
functionalization route enables nanomaterials to meet our
required functions, so they can be applied to clinical diagno-
sis. However, some nanomaterials pose great challenges in
constructing effective surface modification and stable biolog-
ical related media. Gold nanorods (GNRs) are an example of
this because they have strong dispersion interactions
between transverse particles [18]. A series of methods have
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been tried, including covalently modifying quaternary amine
bases and physically adsorbing charged polymers, although
the typical practice is to use number glycol to form a steric
barrier layer around the particles. The key to ensure the for-
mation of this dense steric layer is the use of effective spatial
stability, even in electrolyte-rich solutions.

3.4. Design and Implementation of Encryption System. The
encryption system is mainly designed for the actual network
layout of WSN. For different network environments, use the
wife or wick encryption method of your choice. The system
needs an x86 host as a server, a WSN coordinator, and sev-
eral WSN nodes during deployment. The server side runs in
Windows\Linux environment. Its main functions are receiv-
ing and managing the data collected by WSN, setting the rel-
evant parameters of WSN by users as needed, encrypting
and decrypting the data transmitted by WSN nodes, and
actively initiating authentication for some WSN nodes [19,
20]. WSN end mainly includes coordinator and WSN node.
Its running system environment is stack hardware protocol
stack environment. Before WSN device deployment, the user
needs to burn in the relevant hardware program in advance.
After WSN device deployment, the program written by its
hardware cannot be changed [21]. The coordinator is mainly
responsible for WSN network initialization and receiving the
data collected by WSN nodes. The main functions of WSN
node are collecting environmental data, processing the col-
lected data, WSN node authentication and response authen-
tication, etc. The whole system can be divided into several
modules according to function: data display module, data
statistics module, WSN management module, data acquisi-
tion module, encryption/decryption module, initialization
module, authentication module, etc. [22–24]. The first two
modules are mainly deployed on the server side, while the

latter modules are mainly deployed on the WSN node, and
some functions are realized by the server. The system mod-
ule design is shown in Figure 2.

4. Simulation Analysis and Test

4.1. Correlative Analysis. The correlation between the pixels
of the original image is very high. In order to resist statistical
attacks, the correlation of the encrypted image must be
reduced. We randomly select 3000 pairs of adjacent pixels
in the horizontal, vertical and diagonal directions from the
original image and encrypted image and then calculate the
correlation between pixels. Correlation coefficients of adja-
cent pixels in original information and encrypted informa-
tion are shown in Figure 3.

The horizontal correlation between the original image
and the encrypted image is shown in Figure 3, and the cor-
relation coefficients are 0.9248 and 0.0023, respectively.
The correlation coefficients in other directions are shown
in Figure 4, and the correlation between the pixels of the
encrypted image is very low, almost close to 0. Again, this
algorithm has strong antistatistical attack ability.

4.2. Analytical Performance of Sensor. In order to investigate
that the sensor can be used for quantitative analysis of S1
nuclease activity, under the optimal reaction conditions,
the sensor system detected the activities of a series of S1
nucleases with different concentrations. As shown in
Figure 5, with the increase of S1 nuclease concentration,
the fluorescence intensity of double-stranded copper nano-
particle complex gradually decreases from 1U/ml to
50U/ml; Figure 5 depicts the relationship between fluores-
cence response and S1 nuclease concentration. The proposed
sensor is highly sensitive according to slope calculation, and
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Figure 1: DNA nano self-assembled structure regulatory sensor.
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the lower detection limit is 0.3U/ml. This lower detection
limit is an order of magnitude better than the traditional
methods for detecting nuclease activity and UV-based
methods, although the detection limit of the sensing method
is slightly worse than that of the labelled fluorescent sensor
based on cationic copolymer.

The selectivity of the sensing system was investigated by
detecting the fluorescence response value in the presence of
other nucleases. Under the same conditions, only S1 nuclease
can cause a significant decrease in fluorescence, as shown in
Figure 6. The results show that the sensing system has good
selectivity for S1 nuclease.
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Figure 2: Implementation of encryption system based on DNA nano self-assembled sensor array.
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4.3. Energy Consumption Test. Firstly, the energy consump-
tion of several encryption algorithms is tested. Because the
DNA nano self-assembly sensor encryption algorithm has
the ability of key update and node authentication, the
DNA nano self-assembly sensor encryption algorithm is set
to perform node authentication every 30 minutes and key
update every two hours, so as to approach the actual net-
work layout as much as possible, while other methods only
perform encryption and decryption. Key update and authen-
tication operations were not joined. A total of about 100000
pieces of actual data are collected in the actual network lay-
out. The ordinate is the average voltage of nodes in the
actual network, in volts. Abscissa is the network running
time, in hours. It can be seen that when the key length is
40 bit, except for the nonencryption method, the AES
encryption supported by CC2530 hardware has the longest
duration. The actual encryption duration of DNA nano
self-assembled sensing encryption algorithm is about 86
hours, which is reduced by more than 10 hours compared
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with AES encryption. However, considering that the DNA
nano self-assembled sensing encryption algorithm is set to
authenticate between nodes every half an hour, which is dif-
ferent from AES only performing encryption and decryption
operations, it can be considered that the DNA nano self-
assembled sensing encryption algorithm can meet the energy
consumption requirements when the key length is 40 bit. In
contrast, ECC encryption requires complex elliptic curve
operation for encryption and decryption. Not only the

encryption strength is weaker than hardware AES encryp-
tion, but also the power consumption is much larger. The
network has been paralyzed in less than 70 hours of actual
test. Due to the high complexity of bilinear pair operation,
the IBE encryption method has the shortest network deploy-
ment duration, which can only last for more than 50 hours.
From the energy consumption of the actual network,
although the duration of DNA nano self-assembly sensor
encryption algorithm is weaker than AES encryption, it still
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Figure 7: Energy consumption test. (a) Average trend of node voltage in real-time network. (b) Simulation of the average trend of node
voltage in the network.
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lasts for a long time, which basically meets the design goal.
The energy consumption test is shown in Figure 7.

It can be seen that the simulation test of 100 nodes is
slightly different from the actual network test of 12 nodes.
With the increase of network scale, the duration of the whole
network tends to decrease. After analysing the data, it can be
considered that this is related to the way of network distribu-
tion. In the test, in order to approach the actual network lay-
out, the simulation adopts uniform distribution, that is, the
probability of nodes falling in the area close to the coordina-
tor is the same as that far away from the coordinator. As the
nodes closer to the coordinator bear more and more heavy
data forwarding tasks, the life of nodes undertaking forward-
ing tasks will be shorter and shorter with the increase of net-
work scale. Therefore, the network lifetime is affected.
However, several algorithms in the test adopt the same
square method, so it does not affect the comparison of
encryption algorithms. Based on the results of actual net-
work layout experiment and simulation experiment, it can

be seen that the duration of DNA nano self-assembly sensor
encryption basically meets the actual network layout
requirements and achieves the expected goal.

4.4. Test of Communication Performance. The experiment of
network communication performance is tested from two
aspects: network traffic and data reception rate. The so-
called data-receiving rate is the probability that after the
WSN node collects data, the data finally successfully reaches
the server through the network and is received. In the actual
network deployment experiment, the data that can be effec-
tively counted is the number of data sent by the WSN node
and received by the server. Therefore, compared with the
concept of packet loss rate, the concept of data reception rate
can more accurately describe the actual experiment. For
wireless sensor networks, the communication bandwidth is
limited, and the packet length system of one communication
is very strict. When the transmission data is dense, the large
traffic will reduce the limited communication capacity of
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WSN nodes and then reduce the data reception rate of the
whole network. The test of the actual network traffic with
different encryption algorithms is shown in Figure 8.

In the experiment, the traffic and data-receiving rates of
several methods with 40-bit key are tested on the CC2530
WSN node, and about 40000 experimental data are
obtained. Because, in the actual test, DNA nano self-
assembled sensing encryption is set to perform node authen-
tication every 30 minutes and key update every 2 hours, the
communication volume of DNA nano self-assembled sens-
ing encryption will have a peak every 120 minutes. The
IBE encryption algorithm and ECC encryption algorithm
do not need authentication, but the traffic is large. The
AES encryption algorithm with built-in encryption circuit
has the shortest encrypted data packet, so the traffic is the
smallest. Here, the data reception rates of several algorithms
are counted on the real node, and the results. It can be seen
that the data reception rate measured by the real node is
negatively correlated with the network traffic, and the recep-
tion rate is greatly affected by the algorithm traffic. It can be
seen from the above figure that the reception rate of ECC,
IBE, and other algorithms with large traffic is low, while

the reception rate of DNA nano self-assembled sensing
encryption algorithm and AES is higher than that of ECC
and other algorithms.

In the simulation environment, the statistical results of
traffic when several algorithms are deployed on a large scale
are shown in Figure 9. It can be seen that when the network
scale increases, the trend of traffic not only depends on the
algorithm itself but also is greatly affected by the network
layout. The random distribution method used in the experi-
ment makes some nodes close to the coordinator consume
more energy and die faster. The death of these nodes also
affects the communication between other nodes and the
coordinator. Therefore, the traffic volume is large at the
beginning of network distribution and then gradually atten-
uates. However, because several algorithms adopt this net-
work arrangement method, it does not affect our
comparison of the algorithm itself.

It can be seen that in a large-scale network with 100
nodes, the DNA nano self-assembly sensor encryption algo-
rithm has a key exchange process in the initialization stage,
and the traffic in the initial stage is large. With the stability
of the network state, the network traffic of DNA nano self-
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assembled sensing encryption algorithm is gradually stable,
but the traffic will fluctuate every 30 minutes and 120-140
minutes due to the need for authentication and key update.
In addition, due to the random network arrangement, the
network topology is different each time, resulting in the
same traffic and certain error. As can also be seen from
Figure 9(b), the traffic of DNA nano self-assembled sensing
encryption algorithm is still large, close to ECC traffic. This
is also the compromise between security and traffic of
DNA nano self-assembled sensing encryption algorithm. It
can be seen from the above two statistical figures that
although the encryption algorithm of DNA nano self-
assembled sensing encryption algorithm has a slightly large
traffic due to the addition of node authentication operation,
the receiving rate of DNA nano self-assembled sensing
encryption algorithm is basically acceptable because the
encrypted data packet is shorter than IBE and other
algorithms.

5. Conclusion

In this paper, an information encryption method based on
DNA nano self-assembled sensor technology is proposed,
and the encryption software based on DNA nano self-
assembled sensor array is designed. The information encryp-
tion algorithm is designed, tested, simulated and analysed,
and compared with other designs. Based on the existing
algorithms, the encryption system of sensor array is imple-
mented with reference to DNA nano self-assembly technol-
ogy. It has the characteristics of low energy consumption
and high security in application and gives a specific software
implementation scheme for the actual deployment of nodes.
Finally, the actual network layout test and simulation test are
carried out. The test results show that the information
encryption algorithm based on DNA nano self-assembled
sensor array prolongs the network lifetime by more than
40% compared with the original algorithm, and it can also
better deal with malicious attacks. In the face of sudden
malicious attacks such as black holes or flooding, the net-
work with 100 nodes can basically return to normal opera-
tion after about 10 minutes. Therefore, the information
encryption algorithm based on DNA nano self-assembled
sensor array can better meet the requirements of network
environment with high security requirements and has prac-
tical application value. The main application fields of DNA
nanosensors include medical care, military, industrial con-
trol and robotics, network and communication, environ-
mental monitoring, and so on. With the maturity of
related technologies, the powerful advantages of nanosen-
sors in national defense security inspection are gradually
emerging. It is believed that in the future, nanosensors will
be used in a new generation of military uniforms and equip-
ment and will be used to detect anthrax and other dangerous
gases.
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