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Due to the complexity of wireless communication networks and the open nature of wireless links, complex upper layer network
encryption cryptographic algorithms are also difficult to implement effectively in complex mobile wireless communication and
interconnection networks, and traditional cryptography-based security policies are gradually not well able to meet the security
management needs of today’s mobile Internet information era. In this paper, the physical characteristics of the channel in the
wireless channel are extracted and used to generate keys, and then, the keys are negotiated so that the keys generated by the
two communicating parties are identical. Then, the generated keys are used by the communicating parties to design the
interleaving matrix for encryption of the message. The false bit rate of the system is investigated for the case of an interleaving
matrix generated using different quantization methods of keys. The problem of characterizing the encoding and encryption
techniques for interleaving keys for the physical layer sensing antenna arrays of wireless channels is studied in depth. The
physical layer wireless channel interleaving technique and the wireless channel physical layer encryption technique are
organically combined, and a joint interleaving encryption method based on the physical layer key of the wireless channel is
designed and used to encrypt and randomize the physical layer data information of the OFDM (Orthogonal Frequency
Division Multiplexing) system, which improves the security and reliability of the wireless channel information transmission.
The effect of physical layer keys under different physical layer quantization methods on the performance of the wireless
channel interleaving encryption algorithm is studied, and the quantization methods of pure amplitude, pure phase, and joint
amplitude phase are investigated for the characteristics of wireless physical layer channels.

1. Introduction

The Internet has developed rapidly in just a few decades, and
in recent years, the emergence of various wireless devices has
also driven the development of wireless communication. In
this information age, where interdisciplinary science and
technology are the main focus and multiplatform technolo-
gies are developing rapidly at cross purposes, wireless com-
munication technology will usher in new challenges and
opportunities. On the one hand, the rapid development of
wireless communication technology makes some wireless
energy devices have higher and higher energy demands.
Considering from the perspective of energy, in the tradi-

tional wireless communication system, the wireless signal
generally only carries out wireless information transmission,
mainly through the power grid transmission of electricity or
with battery power supply for communication equipment to
provide stable energy with a stable energy supply system.
Some relevant research scholars want to obtain the maxi-
mum efficiency of energy conversion by building on the
existing energy base or minimizing the energy consumption
while satisfying a specific condition [1]. Mainly because of
the open nature of wireless broadcasting, resulting in a great
security problem of user information, all devices can cross the
authorized users directly into the existence of vulnerability of
the wireless network or directly on the user information
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eavesdropping and cracking, causing a great threat to the secu-
rity of information. But with the emergence of new networks,
some devices consume a lot of energy even when they are in an
idle state, for example, some network terminals in sensor net-
works still consume energy when they are idle and often
replace the batteries at a great cost. Based on the above actual
situation and application, a new energy collection method is
hotly pursued by researchers, this energy collection method
can solve the terminal energy limitation problem and its signal
itself in the transmission of energy at the same time also
carries information, to achieve wireless information to com-
plete the transmission and at the same time can also transmit
energy. This new wireless communication method is based on
the existing wireless communication technology, and by
changing the design of the transmitter and the design of the
receiver, it can realize the transmission of wireless information
and the transmission of energy at the same time. Wireless
energy-carrying technology brings a great change to the devel-
opment of new wireless communication.

On the other hand, with the increasing popularity of the
Internet and mobile devices, the use of mobile devices (espe-
cially the popularity of mobile devices) on the Internet is very
extensive. In the future, mobile devices will further be
involved in all aspects of our life. However, some destructive
software can control that software through the vulnerability
on the software and steal and damage the information on
the software, so the user’s information is not safe and can
be stolen and tampered with by the destructors at any time
[2]. Mainly because of the open nature of wireless broadcast-
ing, resulting in a great security problem of the user’s infor-
mation, all devices can cross the authorized user directly
into the existence of vulnerabilities in the wireless network
or directly to the user’s information eavesdropping and
cracking, causing a great threat to the security of information.
For information security processing methods, the traditional
encryption method is to use a specific password to encrypt
text information; the most common algorithms used in data
communication include the DES algorithm, RSA algorithm,
and PGP algorithm, but also through the encryption algo-
rithm and effective key method to make the encrypted legit-
imate information not be eavesdropped on by eavesdroppers.
The secure transmission of legitimate information is effec-
tively ensured to some extent, but an attacker using the new
generation of cryptanalysis techniques can break the crypto-
system by obtaining the key even with access to the carrier on
which the cryptographic algorithm operates (computer,
secrecy machine, encryption box, IC card, etc.). So the
method of encrypting the information only by passwords
does not guarantee that the eavesdropper will not tap the
secret key, and if the eavesdropper steals the secret key, the
user’s information security is very threatening [3].

2. Related Works

Unlike the encryption algorithm in traditional wireless com-
munication technology, the physical layer key technology of
the wireless channel still has many features and advantages
in its application. First, high security, the security of the
physical layer key is calculated by the information of the

extracted features in the wireless channel after quantization;
due to its location in the wireless communication environ-
ment and the receiver only when the receiver is within
one-half of the wavelength difference, the wireless channel
may have great relevance to the receiver. Second, it realizes
the effective distribution and management of keys and
reduces the difficulty of key sending and receiving manage-
ment. In the network of traditional wireless communication,
the distribution of keys is required before the wireless com-
munication sender and receiver connect to send data, which
is used to encrypt the sent data. Third, it is possible to use
the technique of real-time generation of physical layer keys
for the upper layer or network layer of the data link of the
system, where the node and the data center are encrypted
at the upper layer. This can realize the matching joint of dif-
ferent security management techniques in the physical layer
with each other and can effectively improve the data security
of the physical layer wireless communication system. The
physical layer security technology at the current stage of
research has the following two main aspects.

One is the physical layer key technology based on the
characteristics of wireless channels; based on Shannon’s
information theory, the literature [4] shows that the charac-
teristics unique to wireless communication channels are rec-
iprocity, time varying, and spatial uniqueness, and the
physical layer security about wireless channels is mainly
studied using these characteristics. The basic idea of using
correlated source channels to extract keys is then proposed
in the literature [5], i.e., using two discrete correlated ran-
dom variables with common randomness. The literature
[6] provides a rigorous theoretical definition of key extrac-
tion using correlated sources of wireless channels and points
out the idea of key extraction based on wireless channel fea-
tures. Assuming that the random sources observed by the
legitimate communicating parties are correlated (the eaves-
dropping party cannot receive the random sources), then it
is theoretically possible to use the public channel eigenvalues
to extract a sequence of key features that is available only to
the legitimate communicating parties. Maurer, after giving
the theoretical justification, also gives specific steps: domi-
nance extraction, key negotiation, and secrecy enhancement.
In the literature [7], it is proposed that in TDD (Time Divi-
sion Duplexing) systems, the communicating parties can
have relatively consistent reciprocal channel characteristics
for the wireless channel, thereby enabling the sharing of rel-
evant sources and the generation of characteristic keys. After
that, some key generation schemes have been proposed in
the literature [8]. In this literature, the key generation
methods were gradually evolved into 4 major steps: (1)
channel estimation, (2) quantization, (3) key negotiation,
and (4) secrecy enhancement. The paper [9] verifies the rec-
iprocity as well as spatial uniqueness of wireless channels
through theoretical derivation and practical simulation, but
the influence of environmental factors such as noise and sig-
nal measurement delay also causes that the measurements
are not perfectly correlated although there is reciprocity.
To address this noncorrelation caused by the environment,
the literature [10] proposes that the correlation between
the measurements can be enhanced using differential
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filtering and channel gain compensation. Moreover, the
wireless channel feature parameters are diverse and these
feature parameters can be extracted to generate the key.
The paper [11] uses not only the received signal strength
(RSS) to extract the generated key on the ZigBee platform
but also the constrained waveform technique of the antenna
to enhance the randomness of the key. The paper [12] is also
is using extracted RSS to generate keys. The paper [13] fur-
ther improves the key generation rate by obtaining channel
estimates with a higher agreement rate through Channel
Impulse Response (CIR). The literature [14] uses the
received signal Paul information of the UWB channel as a
characteristic parameter to generate keys; the literature
[15] proposes to use the reciprocity of the channel response
phase information to generate keys. The literature [16] pro-
poses setting the quantization threshold by dynamic negoti-
ation based on double-gated quantization. The literature
[17] proposes a multibit quantization approach where the
number of quantization bits is determined by the statistics
of the channel eigenvalues.

3. Wireless Communication Physical Layer
Sensing Antenna Array Construction and
Information Security Analysis

3.1. Model of Sensing Antenna Arrays in the Physical Layer of
Wireless Communications.Multiantenna systems can use the
spatial freedom provided by their multiple antennas to expo-
nentially increase the capacity and spectrum utilization of
communication systems under the same bandwidth condi-
tions, which is one of the core technologies of wireless com-
munication. Compared with the traditional single-antenna
system, the multiantenna technology can greatly improve
spectrum utilization, enabling the system to support
higher-speed data services with limited band resources and
certain anti-interference performance. Multiantenna sys-
tems can use the spatial freedom provided by their multiple
antennas to exponentially increase the capacity and spec-
trum utilization of the communication system under the
same bandwidth conditions, which is one of the core tech-
nologies of wireless communication. Compared with the tra-
ditional single-antenna system, multiantenna technology
can greatly improve spectrum utilization, making the system
support higher-speed data services with limited frequency
band resources and certain antijamming performance. In a
multiantenna system, multiple antennas are used on the
transmitter side, and the core idea is to use the airspace free-
dom provided by multiple transmitting antennas to effec-
tively improve the spectrum efficiency of the wireless
communication system and achieve a significant increase
in data transmission rate as well as a great improvement in
communication quality. In a multiantenna system, the trans-
mitter uses multiple antennas, and the core idea is to use the
airspace freedom provided by multiple transmitting anten-
nas to effectively improve the spectrum efficiency of the
wireless communication system and achieve a significant
increase in data transmission rate as well as a great improve-
ment in communication quality. Multiantenna communica-

tion systems can send multiple data streams to increase the
information transmission rate, use airspace diversity tech-
niques to improve reliability, or use beamforming to
improve the signal-to-noise ratio at the receiving end.

Millimeter wave operates in the 30G-300GHz band, and
the higher frequency band makes it different from systems
operating in the conventional band in many ways and there-
fore poses many implementation challenges. The biggest
implementation challenge for millimeter-wave communica-
tions is the severe path loss due to the high-frequency band,
which is due to the high atmospheric absorption of millime-
ter waves and their vulnerability to rain absorption and low
penetration, but due to the small wavelength of millimeter
waves, the problem of high path loss can be solved by using
large-scale antenna arrays and beamforming techniques.
Another characteristic of millimeter-wave signals is that they
are not diffractive, and therefore, millimeter-wave signals
tend to break the link when they encounter occlusion. Also,
due to its narrow beam, the millimeter-wave channel can be
described using the standard multipath model in the low-
frequency band, and for the two-dimensional channel
model, the antenna arrays at the transmitter and receiver
can be described by their respective antenna response vec-
tors, i.e., θT and θR, which represent the angles aT and aR
leaving and arriving at the wavefront, respectively, as a func-
tion of the phase information about the array as a variable.
Due to the use of large-scale antenna arrays and beamform-
ing techniques, millimeter-wave MIMO (multiple-in multi-
ple-out) channels are usually considered to be sparse, i.e.,
the number of AoD and AoA is small. Because millimeter-
wave beams are very narrow, millimeter-wave systems are
often considered to be more secure than conventional com-
munications as long as the directions in which the eaves-
dropper and the legitimate receiver are located in the
system do not overlap very much [18]. However,
millimeter-wave signals produce a reflective diffusion effect
when confronted with hard surfaces and narrow building
cracks, and this diffusion effect increases as the signal wave-
length decrease. In real urban environments, where commu-
nication scenarios are often complex, where line-of-sight
communication links are not only often impossible to estab-
lish but also where there are many potential scatterers, the
reflection-diffusion effect of the signal is often more pro-
nounced and complex, which means that there is a high
probability that the signal received by the legitimate receiver
and the eavesdropper is received by the same scatterer
through different diffusion paths. The biggest implementa-
tion challenge for millimeter-wave communication is the
severe path loss due to the high-frequency band, which is
due to the high atmospheric absorption of millimeter waves
and the low penetration rate due to the easy absorption by
rain, but the problem of high path loss can be solved by
using large-scale antenna arrays and beamforming tech-
niques due to the small wavelength of millimeter waves.
Another characteristic of millimeter-wave signals is that
the diffraction effect is not obvious; therefore, millimeter-
wave signals tend to break the link when they encounter
occlusion. Also, due to its narrow beam, the millimeter-
wave channel can be described using the standard multipath
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model in the low-frequency band, that is, there is a high prob-
ability that the legitimate receiver’s channel and the eaves-
dropper’s channel have similar angles of departure (AoD),
and thus, there is a high probability that the encrypted mes-
sage will be received by the eavesdropper. This channel model
is called a shared scatterer multipath channel and is illustrated
in Figure 1.

Information entropy is a basis for Shannon’s quantifica-
tion of information in information theory and is primarily
related to probability theory; mathematical statistics are
closely related. Suppose that the probability density function
of the discrete random variable X, when it takes values in the
interval pðxÞ (i.e., self-information), x ∈ χ, then its entropy
(entropy is also known as the average amount of self-infor-
mation) can be expressed as

M xð Þ = φ〠
x∈χ

p2 xð Þ ⋅ ln p xð Þ� �
+ Ax: ð1Þ

The above equation is a generalized function of the mes-
sage probability pðxÞ, i.e., a statistically weighted function of
the logarithm function. The entropy value entropy is a mea-
sure of the average uncertainty of a random variable when
the entropy value of the random variable is higher, i.e., the
more information the event contains [19]. In the case of
the existence of an uncertain variable, when there are two
uncertain variables ðX, YÞ, its entropy can be expressed as
follows, assuming that there exist two random discrete vari-
ables X, Y with a range space of values of χ, γ, respectively,
and the joint probability distribution of the two is pðx, yÞ,
then the joint entropy of the two, Hðx, yÞ, can be expressed
as follows.

H x, yð Þ = φ〠
y∈γ

〠
x∈χ

p x, yð Þ ⋅ ln p x, yð Þ + Ax + Cy½ � + λ: ð2Þ

The information entropy is the amount of information
that is output by the source, but the amount of information
that is received by the receiver is the mutual information. Let
there exist two random discrete variables X, Y taking values
in the range space of χ, γ, respectively, and the joint proba-

bility distribution of the two is pðx, yÞ, then the mutual
information IðX ; YÞ of the two can be expressed as

I X ; Yð Þ = H x, yð Þ
M xð Þ

=
φ∑y∈γ∑x∈χ p x, yð Þ ⋅ ln p x, yð Þ + Ax + Cy½ � + λ

M xð Þ = φ∑x∈χ p2 xð Þ ⋅ ln p xð Þ½ � + Ax
:

ð3Þ

Reciprocal information is the amount of information
that can be obtained about X by looking at Y in it.

Channel capacity is a parameter that measures the chan-
nel and reflects the maximum amount of the channel that
can be transmitted per unit of time and amount of informa-
tion. From Equations (2) and (3), it can be seen that the rate
of information transmission of the channel is related to the
distribution probability of the symbols (distribution proba-
bility is also called self-information) and that the informa-
tion Y received at the receiving end depends entirely on
the information X sent at the sending end when the channel
characteristics are known. Also, since the mutual information
IðX ; YÞ is a concave function about pðxÞ, there must exist
pðxÞ that maximizes IðX ; YÞ. When the condition pðxÞ =
is satisfied, the channel capacity C is denoted as

C = P xð Þ ⋅maxyxI X ; Yð Þ: ð4Þ

The above equation does not give a specific expression,
because the specific expressions are different for different
channels. In this paper, a Gaussian additive channel is used
and Pt in the following equation denotes the transmit
power at the transmitter and Pr the received power. So
the expression is

C = Pr
γ ⋅ Pt

χ + φH x, yð Þ: ð5Þ

The key technology for realizing wireless energy-carrying
communication systems is that the communication between
the two is realized by encoding and decoding information
from the aspect of digital communication. From the perspec-
tive of wireless information transmission by electromagnetic
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Figure 1: mm-wave shared scatterer multipath channel model.
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waves, wireless information transmission in space is carried by
electromagnetic, so the key to the research of wireless energy-
carrying communication technology is to transmit energy sig-
nals along with electromagnetic information signals from
space [20]. Figure 2 shows the schematic diagram of the wire-
less energy-carrying communication system to realize the
wireless information and energy synergistic transmission; at
the transmitting end, the power amplifier amplifies the signal
processed by the transmitter and then propagates in space in
the form of electromagnetic waves for a distance to the receiv-
ing end; the signal propagated in space carries both informa-
tion transmission and energy transmission, and at the
receiving end, specific techniques are used to realize enough
power distribution. Traditional cryptography-based secrecy
techniques require the communication parties to share keys,
and the security of this secrecy mechanism depends on the
structure of key generation, the complexity of the encryption
algorithm, and the mechanism of key distribution. However,
in huge wireless communication networks, the movement of
nodes and changes in the network can make the distribution
of keys difficult. Physical layer key technology refers to the
generation of keys using physical layer characteristics in wire-
less communication, such as the magnitude and phase of wire-
less fading. It shows the total power is divided into two parts;
part of the power is used for information decoding, and the
remaining power is used for energy collection; and the energy
collected at the receiving end is stored in the battery of the
storage unit through the relevant technology. Nowadays, the
research on wireless portable energy cotransmission technol-
ogy has achieved significant results.

3.2. Information Security Techniques for Physical Layer
Sensing Antenna Arrays for Wire Communications. Since
wireless communication is vulnerable to malicious attacks

or eavesdropping due to its exposure within the air and its
broadcast nature, UAV communication is vulnerable to
malicious attacks or eavesdropping. To avoid eavesdropping
attacks on the system and to ensure secure communication
of the system, generally, the system adopts encryption. But
the premise of using encryption is that the eavesdropper
has limited computing power and cannot or will not be able
to crack the key in a short time. But as the computing power
of computers continues to increase, this premise gradually
disappears and the usefulness of such existing encryption
techniques is threatened.

Traditional security techniques use upper layer encryp-
tion techniques, while physical layer security techniques
can be seen as a complement to traditional security tech-
niques through the study of physical layer characteristics.
Physical layer security techniques are based on information
theory and use the physical characteristics of the wireless
channel to enhance security for the system. As it fully
exploits the interference noise and multipath characteristics
of the channel, it is not affected by the complexity of the
eavesdropper’s eavesdropping algorithm and can make the
eavesdropper’s information acquisition rate to zero [21].
This means that in 5G networks, where there are many
end-user accesses and data transmissions, physical layer
security techniques can provide a strong complementary
guarantee to traditional security techniques. The current
physical layer security techniques can be classified as follows.

3.2.1. Physical Layer Security Technology Based on
Information Theory. In information theory, the message out-
put by the source is regarded as random, that is, the receiver
cannot know with certainty what the message sent by the
source is until it receives the message. And after the receiver
receives the message, a certain amount of uncertainty is
removed from the message sent by the source, and uncer-
tainty is defined in information theory as the huge number
of information, which is what is conveyed in the communi-
cation. The concept of information theory was first intro-
duced by Shannon and developed based on mathematics
the basic concept of secrecy system. By converting each set
of plaintext messages, encrypted by a key, into a set of
ciphers, Shannon’s idea of such a secrecy system is based
on key design. The performance of a discrete memoryless
eavesdropping channel consisting of a sender, a receiver,
and an eavesdropper is investigated by channel conditions
without the use of a key. When the channel conditions from
the sender to the legitimate receiver are better than the chan-
nel conditions from the sender to the eavesdropper, the rate
at which the sender and the legitimate receiver can reliably
and securely send and receive letters can be found. The con-
cept of confidential capacity, which is the difference between
the channel capacity of the legitimate link and the channel
capacity of the eavesdropping link, is defined in the literature
and it is also the upper limit of the guaranteed secure trans-
mission rate; that is, by applying a transmission rate below
the secrecy capacity, data can be guaranteed to be transmit-
ted securely from the source to the receiver without being
eavesdropped on by an eavesdropper. However, due to the
time-varying fading effect of the wireless channel, the fading

Transmitter

Battery of the
storage unit 

Information
decoding

Electromagnetic waves

Message sending unit

Sender 1
Sender 2

Storage unit

Message sending unit

Energy
conversion 

Signal 
propagated

Information
transmission 

Energy collection

Figure 2: Transmission diagram of the wireless energy-carrying
system.
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of the signal sent from the source to the receiver causes a
reduction in the channel capacity of the legitimate link, thus
reducing the secrecy capacity.

3.2.2. Artificial Interference Noise-Assisted Techniques. Arti-
ficial interference noise assisted means that the sender sends
communication information along with artificial interfer-
ence noise to affect the eavesdropper’s eavesdropping, but
the receiver does not receive this noise low impact so that
the secrecy capacity of the system can be increased by reduc-
ing the channel capacity of the link from the sender to the
eavesdropper. In the literature [22], a portion of the transmit
power at the sender is allocated to generate artificial noise to
reduce the channel capacity of the eavesdropping link to
increase the security of the system. Although this artificial
noise ensures the security of wireless transmission, it comes
at the cost of resource loss in transmit power, which is to be
considered in practical situations depending on the ade-
quacy of such resources.

3.2.3. Beamforming Technology. Beamforming is a technique
that uses multiple antennas at the transmitter’s end, com-
bined with digital signal processing techniques, to direct
the signal to be sent and received. The transmitter can be
designed to send a specific directional signal to the legitimate
receiver, while if the eavesdropper and receiver are not in the
same direction, the signal received by the eavesdropper
becomes weak and thus avoids being eavesdropped on. The
essence of this technique is to increase the strength of the
signal received by the legitimate receiver thereby increasing
the channel capacity of the legitimate channel, while
decreasing the strength of the signal received by the eaves-
dropper to reduce the channel capacity of the eavesdropping
channel, thereby increasing the security performance of the
system.

3.2.4. Physical Layer Key Technology. Conventional
cryptography-based secrecy techniques require shared keys
between the communicating parties, and the security of this
secrecy mechanism depends on the structure of the key gen-
eration, the complexity of the encryption algorithm, and the
mechanism of key distribution. But in huge wireless com-
munication networks, the movement of nodes and changes
in the network can make the distribution of keys difficult.
Physical layer key technique refers to the generation of keys

using physical layer characteristics in wireless communica-
tion, such as the magnitude and phase of wireless fading.
There are three main types of such physical layer key gener-
ation techniques: key generation based on received signal
strength, key generation based on channel impact response,
and key generation by a hybrid mechanism. Key establish-
ment at the time of linking two terminals, with keys gener-
ated using the randomness of the wireless channel, is a
promising technique that has been used in different
scenarios.

Figure 3 shows the block diagram of the transmitter and
receiver of the OFDM system, where the upper part is the
transmitter block diagram and the lower part is the receiver
block diagram. On the transmitter side, the transmitted bit-
stream needs to be coded and interleaved to improve the
transmission performance. After that, the bitstream is digi-
tally modulated as well as serial-parallel transformed to
map the bitstream to the individual subcarriers, during
which the pilot frequency needs to be inserted for phase
tracking. Then, a fast Fourier inverse transform is performed
and a cyclic prefix of length greater than the maximum
transmission delay is inserted as a guard interval to eliminate
intersymbol interference. The resulting digital signal is con-
verted to an analog signal by a digital-to-analog converter
and then sent out through the RF transmitter module. The
operation of the receiver is the inverse of that of the trans-
mitter: the received RF signal is first converted into a digital
signal by an analog-to-digital converter, then the cyclic pre-
fix is removed with the help of synchronization techniques,
and the signal is restored after serial-parallel conversion, fast
Fourier transform, parallel-serial conversion, demodulation,
deinterleaving, and decoding. The BER performance of the
original scheme and the improved scheme is almost the
same when the SNR of the system is 0 dB, and the advantage
of the improved scheme becomes more and more obvious as
the SNR of the system increases.

Through wireless communication physical layer sensing
antenna array encryption technology, the energy receiver
receives the signal from the legitimate message sender for
dynamic power allocation; part of the signal power is used
for energy harvesting and part of the power is used for mes-
sage decoding, as the energy receiver may be a potential
eavesdropper to ensure the secure transmission of the com-
munication system, a friendly jammer is added to the sys-
tem; the jammer uses one of the antennae to receive the

Input bits Coding Interleaving BPSK modulator Pilot insertion Serial to parallel IFFT

Parallel to serialCP insertionPower line 
channelJudge Noise 

CP removalSerial to parallelFFTParallel to serial

Channel
equalization

BPSK
demodulator Deinterleaving Decoding Output bits

Figure 3: Block diagram of the transceiver of OFDM system.

6 Journal of Sensors



signal from the message sender and convert it into electrical
power to store in the battery to power itself and the other
antenna is used to send jamming signals to confuse the
energy receiver to eavesdrop on legitimate messages.

4. Experimental Design and Conclusion

In the simulation scenario, the number of subcarriers is set
to N = 32, the path loss index is set to -2, and the noise
power spectral density is set to 2= -60 dBm. The distance
from the IT end to the ER end is d2 = 2m, the distance from
the IT end to the IR end is d4 = 4m, and the distance from
the IT to the CJ at the message sending end is denoted by
1d, and the CJ moves horizontally in a straight line from
the IT to the IR ends. The distance from the ER to the IT
and IR is in a straight line with a vertical distance of 1m.

To fully demonstrate that this improved scheme has bet-
ter system BER simulation performance compared to the
original scheme and can effectively increase and improve
the BER simulation performance of the system, the following
physical layer key generated by 2-bit pure amplitude quan-
tized value amplitude, 1-bit amplitude-phase 1-bit ampli-
tude quantized value generated physical layer key, and 2-
bit pure quantized value amplitude generated physical layer
key under the improved. The BER of the system is simulated,
and the results are compared with the original scheme.

Figure 4 shows the BER ratios of the original scheme and
the improved scheme when the physical layer key is gener-
ated by 1-bit phase 1-bit amplitude quantization for both
the transmitter and the receiver in different SNR environ-
ments. It is still obvious from the results of this simulation
that as the signal-to-noise ratio of the system continues to
steadily increase, the transmission BER of both the original
scheme and the improved scheme continues to decrease. It
can be seen that both the original scheme and this improved
scheme can effectively reduce the transmission BER of the
system and improve the data transmission performance of

the communication system. From the BER results of this
simulation, it is still obvious that the BER performance of
the original scheme and the improved scheme is almost
the same when the signal-to-noise ratio of the system is
0 dB, and the advantage of the improved scheme becomes
more and more obvious as the signal-to-noise ratio of the
system increases. The BER of the original scheme is in the
order of 10-3 when the SNR is 15 dB. The BER of the
improved scheme is in the order of 10-4. Compared to the
original solution, the improved solution improves the BER
performance of the communication system by an order of
magnitude. It can be seen that the improved system solution
effectively and significantly reduces the probability of the
occurrence of signal BER of the whole system during the
wireless communication transmission and improves the per-
formance of the communication system.

Figure 5 depicts a plot of the variation of the confidential
information rate with the energy harvesting requirement for
d1 = 1m and different power at the IT transmitter. First, the
figure shows the performance of the system under the three
schemes compared, and what can be seen is that the optimal
algorithm proposed in this section performs better than the
water injection algorithm and the scheme where all subcar-
riers are used for sending information and receiving energy
in the same case. This is because as the energy harvesting
requirement increases, more power in the system is used
for energy harvesting and only a small amount of power is
used for message sending, and the performance is lower
when the more power is sent, the fewer subcarriers in the
water injection algorithm can get allocated to power. While
all the subcarriers in Algorithm 2 are used for message send-
ing and energy receiving, the eavesdropper eavesdrops more
information and the system of Algorithm 2 has a lower rate
of information secrecy compared to the algorithm proposed
in this section. It can also be seen from the figure that the
secrecy rate of the system is zero when the energy harvesting
requirement is increased to 0.25W. This is because the total
transmit power of the system can only be used to satisfy the
energy harvesting at the ER side and there is no excess power
to allocate to the IR side and the CJ side, so the secrecy rate
of the system is zero. It can also improve that increasing the
transmitting power of the system can improve the perfor-
mance of the system, which can meet the energy harvesting
requirements, and at the same time, the remaining transmit-
ting power can be used for the information receiving end
and jammer reception, thus improving the information
secrecy rate of the system.

Figure 6 compares the effect of distance on the probabil-
ity of safe interruption of the system. The simulation param-
eters are set to N = 100, Δf = 10 kHz, RD = 1 km, θD =
θE = 20°, α = 0:8, and Cth = 0:1. It can be seen from the figure
that the safety interruption probability gradually decreases
with increasing distance and the safety performance of the
system is improved, but the improvement keeps decreasing.
The results of the theoretical analysis asymptotically agree
exactly with the results of the analysis at a high signal to
dry noise ratio. And then, the simulation results of the
phased array security scheme are given in the figure as a com-
parison. The comparison results show that the dependence
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Figure 4: BER comparison with a conventional algorithm for same
bit phase and bit amplitude.
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on the distance of the frequency-controlled array makes the
frequency-controlled array safety scheme outperform the
phased array. Frequency bias occupies an important position
in the study related to frequency-controlled arrays. The sim-
ulation parameters are set: N = 100, α = 0:8, and Cth = 0:1,
and the locations of the legitimate and eavesdropping users
are (10°, 1 km) and (0°, 3 km), respectively. The increase of
frequency bias brings the improvement of system security
interruption performance. When Δf = 0, the frequency-
controlled array degenerates into a conventional phased
array and a large performance gap is observed between the
frequency-controlled and phased array security schemes.
Once again, it is shown that the frequency-controlled array
safety scheme outperforms the phased array scheme.

All channels are assumed to experience Rayleigh flat fad-
ing. The target data rate is set to Rth = 0:1 bits/s/Hz and the
threshold safe rate is RS = 1 bits/s/Hz. Without loss of gener-
ality, the noise power σ2 is normalized to unit 1, λSP = λ
RP = λP and λkEm = λkE. For comparison, we also give

the results of the conventional relay selection scheme with-
out artificial interference assistance as a benchmark. From
all the simulation plots, it can be seen that the Monte Carlo
simulation results match perfect with the theoretical analysis
curves, thus proving the correctness of our derived results.
Figure 7 gives the variation curves of SOP and asymptotic
SOP with γ for different γp based on three different relay
selection schemes, where λSR = λP = λkD = 1, λkE = 5, M
= 1, and N = 6. First, the SOP of the BRS scheme outper-
forms the CRS and CRSNJ for γ above 5 dB, proving that
the BRS scheme is more effective compared to the other
two schemes. This is since the BRS utilizes all known infor-
mation including the CSI of the primary and interfering
channels, while the conventional relay selection schemes
(i.e., CRS and CRSNJ) utilize only the CSI of the primary
channel, and it is clear that the former has better perfor-
mance. On the other hand, it can be observed that the
CRSNJ scheme saturates the performance at lower signal-
to-noise ratios, while the artificial noise-assisted relay
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selection strategies, i.e., BRS and CRS schemes, achieve bet-
ter security performance, demonstrating that collaborative
interference is a very effective way to improve the security
performance of wireless transmissions. It can also be seen
that SOP decreases as γ increases since higher γ indicates
that higher transmit power is available at ST and collabora-
tive relays. In addition, a floor effect appears in the SOP in
the high γ domain. This is because as γ tends to infinity,
the transmit power at ST and collaborative relay is limited
only by the maximum interference power at PU, making
the system a fully cognitive scenario. Thus, in this case, the
safety performance of the system does not increase unless
γp increases. Under the same conditions, the secrecy rate
of the system gradually increases as the transmitting power
increases.

Figure 8 shows the trend of the secrecy rate of the system
with the total transmit power at the IT end for the case of
1d = 1m. What can be seen from the figure is that when

the acquisition energy requirement is 70W, the secrecy rate
of the system is zero when the sending power at the sending
end is lower than 40W, and under the same condition, the
secrecy rate of the system gradually increases as the sending
power increases. The optimal solution proposed in this sec-
tion requires the lowest transmit power when the same
secrecy rate is required; in other words, the solution pro-
posed in this section consumes the least amount of energy.
In the case of constant transmitting power at the transmitter
side, when the energy harvesting requirement increases from
0.05W to 0.1W, the secrecy information rate of the system
decreases and the transmitting power remains unchanged;
the energy harvesting requirement at the ER side needs to
be satisfied first, so the remaining power becomes smaller
and the power received by the IR side and CJ decreases, so
the secrecy information rate shows a decreasing trend.

As a product of the combination of wireless information
transmission technology and energy collection technology,
the technology effectively improves the utilization of energy,
and its emergence has brought great changes and opportuni-
ties to the development of wireless communication technol-
ogy, which can realize the simultaneous transmission of
energy and information through some specific technologies
and can use radio frequency signals to power some remote
areas of the equipment, to extend the life of the equipment.
However, with the development of the Internet, every aspect
of life involves Internet technology, which also leads to a
constant risk of information security for users. From the
physical layer security point of view, suitable interference
signals can be designed at the eavesdropping end to confuse
the eavesdropper and reduce the signal-to-noise ratio of the
eavesdropper, which can improve the physical layer security
performance of the system to a great extent while ensuring a
small impact on the signal-to-noise ratio of legitimate users.
OFDM technology is a communication technology with the
highest spectrum utilization, which can be used from digital
modulation, subcarrier allocation, and other aspects of the
system. Power utilization and spectrum utilization can be
effectively improved, and it can be said to be one of the main
technologies for future mobile communications.

5. Conclusion

This paper focuses on the physical layer security problem in
multiantenna wireless communication systems. For the
problem of the guided frequency spoofing detection in con-
ventional band MISO communication systems, a random
guided frequency sequence-assisted guided frequency spoof-
ing detection algorithm is proposed, which performs guided
frequency spoofing detection by examining the difference
between the legitimate communication channels estimated
in the conventional guided frequency training phase and
the random guided frequency training phase. Then, a chan-
nel estimation enhancement algorithm that can improve the
channel estimation accuracy is proposed for the case of a no-
guide-frequency spoofing attack returned by the detector,
and a confidential communication algorithm during down-
link data transmission is proposed for the case of missed-
guide-frequency spoofing detection. Extensive simulation
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experiments can prove that the proposed guided frequency
spoofing detection algorithm can effectively and accurately
detect the attack and outperform other recent guided fre-
quency spoofing detection algorithms. Also, both proposed
enhanced algorithms can achieve their respective functions.

For millimeter-wave MIMO communication systems,
this paper clearly illustrates the security threats posed by
the characteristics of millimeter-wave signals and hybrid
beamforming filter structures and proposes codebook-
dependent and codebook-independent secrecy hybrid beam-
forming algorithms according to whether the eavesdropper
channel state information is known or not, respectively. In
the future, both hardware technology and software develop-
ment will become stronger, so secure communication should
also be better guaranteed. The codebook-independent design
is usually more accurate, but the relative complexity is
higher, so the proposed algorithm is mainly developed for
analog filters implemented with low-resolution phase
shifters in practical applications; the codebook-dependent
design is usually simpler, but the accuracy is sacrificed, so
the proposed algorithm is mainly developed for analog filters
implemented with high-resolution phase shifters, which
ensures a lower computational complexity of the algorithm
while guaranteeing satisfactory secrecy. The proposed algo-
rithm is mainly developed for the analog filter implemented
in the high-resolution phase shifter, which ensures a satisfac-
tory secrecy performance while keeping the computational
complexity of the algorithm low.
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