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When milliards of smart devices are connected to the Internet using the Internet of Things (IoT), robust security methods are
required to deliver current information to the objects. Using IoT, the user can be accessed via smart device applications at any
time and any place, which challenges IoT security and privacy. From security point of view, users and smart devices should
have secure communication channel and digital ID. Authentication is the first step towards any security action. Biometric-
based authentication can ensure higher security for developing secure access. In this paper, fingerprint is used as the biometric
factor. After scanning the fingerprint using the cellphone’s camera, the image is transmitted to the authentication system. Since
the comparison time increases after increasing the database volume, instead of storing the scanned fingerprint image, some key
features of the scanned fingerprint are extracted and transmitted to the learning system of the convolutional neural network for
detection and authentication and stored in the database. In the user authentication phase, the authentication keys are identified
and the passcodes for the user of interest are extracted, and zero code is sent to the forged people; finally, the passcode is examined
to check if the user is legal or illegal. In this step, the legal codes for fuzzy encoding of the image and text information are
activated, and encryption is carried out in multiple steps depending on the number of members. The final code is compressed
using Huffman coding and used for transmission to the network or storage. The proposed method is tested in MATLAB, and the
results show that an excellent security is achieved using this cascade encryption method. Conclusively, the proposed hybrid coding
technique reduces the information volume by 15.9%.

1. Introduction

Internet of Things (IoT) is a keyword in which all digital
devices are connected to exchange information with each
other. These devices have captured our daily life, including
home appliances, offices, and healthcare. Security is the
major concern for IoT. IoT technology can be applied in
healthcare services, home monitoring, smart home/cities
(for security and monitoring purposes), and oil platform as
a control platform. With IoT deployment on the cloud (as
Cloud of Things) and the society becoming digital, the vol-
ume, diversity, and validity of data (for example, big data)
are increasing considerably. Authentication is required
whenever the devices are connected to ensure secure con-
nection. Therefore, gateway authentication is secure for a

communication system. The existing vulnerabilities in IoT
devices make them prone to collusion and forgery. The device
authentication problem, or the question that if the device’s ID
is the same as what is being claimed, is a major problem. There-
fore, biometricmethods are used for authentication. A compre-
hensive architecture for biometric IoT and big data requires
three challenges: (1) IoT devices have hardware and cannot
process the encryption protocols that require resources. (2)
The biometric devices introduce the data content of multime-
dia due to various biometric traits. (3) Fast growth of
biometric-based devices and IoT contents generates a large
volume of data for computational processing [1].

Biometric system is a set of technologies that extract data
from biological or behavioral patterns of an individual (or other
biological organisms) to identify it. The biometric systems rely
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on specific biological patterns. Data is executed through
algorithms to achieve a specific result, which is associated with
positive identification of another user or individual.

Compared to passwords, biometric is a biological mea-
surement technology that employs the unique nature of some
physical or behavioral traits of the humans for verification/
identification. Unlike conventional authentication methods
like passwords and tokens, biometric technology uses physical
devices for authentication [2]. The fact that the biometric traits
cannot be forgotten or lost and are difficult to forge makes
them more secure than conventional authentication. Many
biometric traits can be defined from the human body. Exam-
ples of biometric traits include fingerprint, face, iris, and voice.
In general, they can be classified into two classes of physiolog-
ical and behavioral traits, as shown in Figure 1. The above
classes have their own pros and cons and play a unique role
in specific applications [3, 4].

Among all biometric identification systems, fingerprint
identification systems have more applications. Patterns of
ridges and valleys on the surface of the fingertip are deter-
mined in the first few months; even identical twins have dif-
ferent fingerprints [2]. The detection performance of
fingerprint detection systems, measured with equal error
rate (EER) [6], has been reported to be excellent [6].

Mobile devices like smart phones are not just to make
phone calls or send short messages, they have become very
strong, and more people, especially adults, tend to have a smart
phone, like iPhone, and use it almost all throughout the day.
With the development of wireless network technology to 4G
and LTE, faster data transmission and network stability can
be provided. Consumers can purchase their required items
with a tap on their mobile device. Also, various applications
can be installed on mobile phones, making its applications
wider. In this context, an application captures fingerprint
images, enabling the user to transmit biometric information
of the fingerprint to different systems at any time. Accordingly,
this paper presents a biometric encryption technique using
fingerprint that creates new and different information codes
of the original information through cascade fuzzy encoding
and uses Huffman coding to compress the new information
and send it to the Internet for storage or transmission.

This paper is focused on designing a fingerprint-based
encrypted biometric system used for various smart applica-
tions. The proposed biometric system considers security of
private data and smart information compression. Also, the
proposed scheme balances security and performance.

In the security dimension, in the proposed method, a
cascaded fuzzy encryption is used, which, while changing the
information for each text, has created a unique code for com-
pression and spreading information. In the compression
dimension, the proposed method with two steps of compres-
sion during encryption is reduced to more information for
storing or sending. Therefore, in this paper, we have been able
to achieve good results for different text and image information
with the help of a new biometric cryptographic approach with
fingerprint. A significant point in this work is the real-time
authentication with the help of fingerprints for transferring
and storing confidential information as soon as possible. In
these circumstances, each person by registering fingerprint

image at any moment is able to store and send their private
information.

The rest of this paper is organized as follows. Section 2
reviews previous studies in the context of biometric encryp-
tion and compares them. Section 3 presents the biometric
encryption system based on cascade fuzzy logic capable of
information compression. Section 4 provides the empirical
results and security analysis results. Finally, the paper is con-
cluded and future suggestions are given in Section 5.

2. Related Work

Ensuring security through biometric authentication is a major
challenge for network designers. The biometric information is
very valuable and should be protected against fraud, especially
during remote authentication and data exchange in wireless
mesh networks like IoT. In [7], a secure biometric encryption
has been presented for IoT based on fuzzy commitment that is
suitable due to its ability to process and protect data against
devices connected to the network. This paper, which is based
on fingerprint methods, can be divided into two sections. First,
on the transmitter side, a biometric trait vector is extracted
using DWT, and then, data is encrypted to be transferred via
the Internet. Second, on the receiver side, an authentication
protocol is used to authenticate and decrypt the received data.

The authors have proposed a framework for ASIoT using
biometric as an application [1]. The proposed biometric IoT
includes seven layers to handle challenges of biometric applica-
tions and decision-making. In the rest of the paper, the design
of the biometric IoT has been discussed from 4 points of view:
(1) calculating parallel division and capture, (2) computational
complexity, (3) device security, and (4) effectiveness of the
algorithms. The empirical results have been presented to
validate the effectiveness of the D&C method.

The IoT measurement abilities are now accessible as a
public service. This newmodel that is called sensing as a service
(S2aaS) allows the owners to sell/exchange data with the con-
sumers interested in large markets. However, the service indus-
try being open makes the S2aaS model subject to destructive
attacks. In [8], a simple, efficient, and secure consensus scheme
has been presented for the IoT-based S2aaSmodel. The users of
the proposed system can access public services via a simple
website, not a smart card, fast and securely. The fuzzy extrac-
tion algorithms, Diffie-Hellman elliptic curve, symmetric
encryption, and hash functions have been used to develop a
secure key consensus and data exchange session. Heavy pro-
cesses are avoided in the critical and repeated intervals.

The authors of [9] have studied device fingerprinting
(DFP) using interarrival time (IAT). IAT is the interval
between two packets received subsequently. It has been
observed that IAT is unique for a device because of the
employed hardware and software. The works existing in the
context of DFP employ statistical techniques to analyze IAT
and generate more information using unique devices. This
study presents a new idea of DFP by plotting IAT curves for
the packets, 100 IATs in each diagram, and processing the
resultant diagrams for device identification. This approach
increases device DFP identification due to accessing deep
learning libraries in image processing. In this study, two
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Figure 1: Classification of biometric traits (adapted from [5]).
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devices including iPad4 and iPhone 7 plus are connected to a
router and the IAT diagrams are plotted; CNN is used to iden-
tify the devices, and an accuracy of 86.7% has been obtained.

Authentication with text passwords is still used widely, but
it is insecure. Therefore, it is a major concern that is investi-
gated using biometric authentication. In [10], the concept of
securing the IoT network using biometric authentication
through iris identification has been presented. In [11], the
existing approaches for behavioral fingerprinting have been
discussed generally, and their application on IoT devices has
been evaluated.

In [12], a new software based on Java GUI has been pre-
sented for comparative fingerprint and iris biometric analy-
sis. The first part is implemented using Java programming
language in the GUI framework, called swing, while the rest
of the paper discusses the advantages and disadvantages of
both biometric methods and presents scientific data about
the time of using fingerprint and iris detection for creating
high-level security.

A new scheme, called human to object (H2O) has been
presented for problem of sharing data and services in IoT
[13]. The proposed approach is capable of continuous
authentication of an entity in the network and presents the
reliability assessment mechanism based on behavioral fin-
gerprint. Accurate security analysis evaluates robustness of
the proposed protocol.

In the context of essential urban infrastructures, trusting
IoT data is of great importance, while most technology
stacks provide a tool for authentication and encoding the
device to cloud traffic. Currently, there is no mechanism to
reject physical manipulation in IoT device sensors. To fill
this gap, the authors of [14] have introduced a new method
for hardware fingerprint extraction of an IoT sensor that can
be used for identity authentication without being hidden.
The proposed approach is detected by the behavior of analog
circuits that apply an AC current with fixed frequency to the
sensor while recording its output voltage.

In [15], a novel algorithm has been proposed for detecting
people identity based on the image of the handwritten signa-
tures. The proposed work combines textural and statistical

features extracted from the images of the signature. Local
binary platform (LBP) and histogram of oriented gradient
(HOG) features represent texture. The authors are classified
regarding gender using machine learning techniques. The
proposed technique is evaluated based on a dataset of 4790
signatures, and an incentive accuracy of 96.17, 98.72, and
100% is obtained for k-nearest-neighbor (kNN), decision tree,
and support vector machine (SVM) classifiers.

In [16], a multilayer biometric identification system has
been presented with a small computational complexity, which
is proper for IoT devices. Also, due to hardware and software
cooperation in realizing this system in a chain structure, locat-
ing and providing alternative paths for the system flow in case
of attack is easier. To analyze security of this system, one of the
elements of this system called advanced encryption system
(AES) has been contaminated by four hardware Trojans that
target different parts of this module. The target of these Trojans
is to destroy the biometric data being processed by the biomet-
ric identification system. All hardware and software of this
system are implemented using MATLAB and Verilog HDL.

In [17], a new identity authentication method for IoT
based on electromagnetic noise has been presented. The main
advantage of electromagnetic noise is that each electronic

(a) (b)

Figure 3: (a) Main fingerprint images. (b) Preprocessing and masking fingerprint images.
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device generates electromagnetic noise during normal opera-
tion. Some features of the electromagnetic propagation and
machine learning algorithms are extracted for identifying
devices based on these features. The proposed method
achieves an accuracy of 77% while identifying the devices
among a set of seven devices.

In [18], constraints of the IoT-based authentication
scheme that has been introduced recently have been dis-
cussed for cloud computing. Also, an advanced three-step
identity authentication scheme using chaos map has been
presented. The cipher key is developed based on Diffie-
Hellman key exchange based on Chebyshev chaos. Also,
the cipher key is a long-term pass. It is ensured that the pro-
posed scheme is secure against all attacks that might target
the cipher key. Also, the proposed scheme can update the
user’s cipher key locally. The proof of Burrows-Abadi-
Needham verifies that the proposed method presents mutual
authentication and cipher key agreement. In [19], a light
encryption system that can be implemented on limited IoT
devices has been presented. This algorithm is mainly based
on the advanced encryption standard (AES) and a new cha-
otic S-box.

In [20], a tested and reliable scheme that provides AE
through reinforcing mapping of a plain text to elliptic curve
cryptography (ECC) has been presented. It withstands mul-
tiple cryptographic attacks like chosen plaintext attack
(CPA) and chosen ciphertext attack (CCA). In [21], a novel
approach using Huffman coding and wavelet decomposition
for multispectral fingerprint biometric system has been pre-
sented. The technique promises to template the database as
well as compressed templates. The compressed templates
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result in faster matching during authentication phase of the
fingerprint biometric system. Moreover, the presented tech-
nique results in low revocability but high security to mitigate
the effect of masquerade attacks.

Fuzzy fingerprint biometric-based key security (FFBKS)
scheme is introduced by utilizing feature extraction, in
[22]. Extracted feature vectors securely produce private key
for user. This key is sent to every sensor node, and then, pri-
vate key among sensor nodes is produced by pseudorandom
number and user key. Then, adaptive possibilistic C-means
clustering (APCMC) is initiated for nodes grouping based
on distance and identifier among nodes. Here, group key is
produced based on fuzzy membership function from prime
numbers, and it is utilized for estimation of security. After
grouping is formed, data transmission is carried out among
group key by fuzzy membership, and sensor nodes are car-
ried out by biometric-based private key. Cluster group keys
are diverse from one cluster to another. Also in [23], an opti-
cal selective encryption scheme for the medical image based
on the fast and robust fuzzy C-means clustering (FRFCM)
algorithm and face biometric has been proposed.

In [24], a new chaff generation algorithm for encryption
which is computationally fast and viable for hardware accel-
eration by employing simple arithmetic operations has been
proposed. Complexity study shows that the algorithm has a
complexity of O(n2), which is a significant improvement
over the existing method that exhibits O(n3) complexity.
With the new chaff generation algorithm, it becomes much
more amenable to implement the fuzzy vault scheme in the
resource-constrained environment of system-on-chip.

The literature review reveals that biometric encryption is
one of the essential issues for IoT security. Among various
biometric structures, fingerprint has more applications in
encryption due to easier access and possibility of scanning

using smart phones. In this paper, this method is used along
with authentication using a CNN to present a smart encryp-
tion based on cascade fuzzy logic and develop a secure
encryption. To this end, Huffman coding is used for com-
pression to achieve a lossless and asymmetric encryption.
According to this structure, a private key is generated for
each individual using the features extracted from the finger-
print image. The length of the passkey increases considering
the number of subscriptions for the cascade fuzzy encoding
structure and increasing number of cascade stages. This
work is superior because the cipher keys are selected for each
individual through selecting a set of analog keys for each
stage. Also, the security of the proposed encryption is higher
because the cipher keys depend on authenticating identities
using fingerprint.

3. The Proposed Method

Fingerprint is unique for each individual and can be used as the
signature of each individual to authenticate its identity. Most
well-known apps of this type are used in criminology. How-
ever, today, demand for automatic fingerprint comparison is
increasing. Among applications of this system, the followings
can be mentioned: physical location access control, computer,
network, resources, and bank accounts. There are ridges in
the fingerprint images that are different from one individual
to another. In this paper, a set of features is extracted for finger-
print images. These features represent the characteristics and
position of the fingerprint ridges. First, the primary processes
are applied to the images to show off the original finger
images along with the ridges, and then, various conventional
features on the masked fingerprint image, including geomet-
rical and statistical features, GLSM, GLCM, GLRL, GLHA,
and FDIM, are extracted. These features are extracted and
stored as the fingerprint information of the individuals
instead of the original fingerprint image. In the next step,
this information is transmitted to different individuals for
authentication. In this work, the fingerprint information that
is defined for 25 different individuals using phones is given
to CNN for training. Figure 2 shows a schematic of the pro-
posed approach for biometric encryption based on fuzzy
cascade encryption. After authentication, the analog pass-
codes S1 and S2 that are initialized in the range of zero

Rules

Defuzzifier

Intelligence

Fuzzy
input set 

Fuzzy
output

set 

Crisp
input

Crisp
output 

Fuzzifier

Figure 7: Block diagram of the fuzzy logic [25].

Table 1: Fuzzy rules of mapping.

Input (W) 0 1 2 3 4 5 6 7

Low 7 6 5 4 3 2 1 0

Mid 3 2 1 0 7 6 5 4

High 7 3 1 5 4 2 0 6
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and one are bicoded, and the information of the image or text
of interest is encrypted in two fuzzy coding steps as shown in
Figure 2. In the final step, the encrypted codes for 0, 1, 2, 3, 4,
5, 6, and 7 are compressed using the Huffman coding method
so that the main code is not accessed easily. Now, the extracted
binary codes are transmitted to the network to be stored or
transmitted.

When decrypting the information of the stored or
received data, fingerprint is used to restore the cipher keys.
Then, the compressed information is retrieved for Huffman
expansion, and the main information is retrieved for cascade
fuzzy encoding using S1 and S2 keys. In the following, the
proposed scheme, Huffman theory, and the proposed fuzzy
logic are described.

3.1. Receiving the Input Information. First, the fingerprint
image is received via a smart phone for identity authentica-
tion and identification. In this paper, the fingerprint images

of 25 individuals taken from the left index finger in 4 steps
are used to encrypt a set of information, including image
or text. Three fingerprint images are selected to train the
CNN, and one image is used for the test.

3.2. Preprocessing and Feature Extraction. First, the finger-
print image of the individual is transmitted in accordance with
Figure 3(a). After receiving the input frames, the Gaussian noise
removal algorithm is applied to each fingerprint image to
increase accuracy (in Figure 3(b). After applying this filter, a
polished image is obtained; thus, it is expected that feature
points are extracted satisfactorily. In this step, a masking oper-
ation is applied to highlight the fingerprint image and its ridges
to obtain more accurate information of the fingerprint image.

After masking, 40 different features, including geometri-
cal and unique features, are introduced for object detection
(GLSM, GLCM, GLRL, GLHA, and FDIM).
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3.3. CNN Classification. The input layer of the network con-
tains neurons that code the values of the input features. Our
training data includes 32∗32 pixel images of the fingerprint
image dataset; thus, the input layer includes 40 neurons
equivalent to various features.

The second layer is a hidden layer. The number of neu-
rons in this layer is represented by n, and different values are
tested for n. The given example represents a small hidden
layer including n = 158 neurons.

The output layer includes 25 neurons, representing 25
types of image labels. The output neurons are numbered from
0 to 24, and the neuron with maximum activation value is
selected as the prediction result. Figure 4 shows the general
structure of the CNN. Figure 5 shows the results of one test
and training round. In general, the accuracy means that the
model predicts the output correctly. In this work, the accuracy
size is determined by dividing the number of correct authenti-

cation specimens from fingerprint to total image samples.
According to this result, accuracy is 96.87%.

3.3.1. Huffman Coding Theory. Huffman programming in
computer science and information theory that was devel-
oped by David Huffman in 1952 [25] is a technique to com-
press lossless data [26] based on coding of variable length
source code proportional with the possibility of emergence,
or in other words, it is expressed in image processing for
image compression—with the possibility of repeating the
color degree in the image array.

The Huffman coding theory depends on the two following
laws [27]:

(A) The symbols that occur frequently are represented
with shorter code words compared to the symbols
that occur rarely

Figure 11: The software used for fingerprint images.

A. Original image B. Encoded image C. Deecoded image

Figure 12: Performance of the proposed biometric encryption scheme.
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Table 2: Display coding results in different stages.

Main data code.

7

6 2 6 5 7 3 7 6 7 5 5 6

7 3 6 7 7 7 7 7 7 7 7 7

7 7 7 7 0 4 1 0 0 0 0 0

0 3 4 2 4 4 4 2 0 0 4 5

7 2 2 0 6 0 0 5 3 1 1 0

0 0 1 3 7 0 2 1 7 1 7 7

4 0 1 6 7 2 5 0 2 0 0 1

6 2 0 5 0 4 5 2 1 0 1 2

2 2 6 5 6 2 5 0 1 5 4 6

7 1 2

First data encrypted code.

0

1 5 1 2 0 4 0 1 0 2 2 1

0 4 1 0 0 0 0 0 0 0 0 0

0 0 0 0 7 3 6 7 7 7 7 7

7 4 3 5 3 3 3 5 7 7 3 2

0 5 5 7 1 7 7 2 4 6 6 7

7 7 6 4 0 7 5 6 0 6 0 0

3 7 6 1 0 5 2 7 5 7 7 6

1 5 7 2 7 3 2 5 6 7 6 5

5 5 1 2 1 5 2 7 6 2 3 1

0 6 5

Second data encrypted code.

3

2 6 2 1 3 7 3 2 3 1 1 2

3 7 2 3 3 3 3 3 3 3 3 3

3 3 3 3 4 0 5 4 4 4 4 4

4 7 0 6 0 0 0 6 4 4 0 1

3 6 6 4 2 4 4 1 7 5 5 4

4 4 5 7 3 4 6 5 3 5 3 3

0 4 5 2 3 6 1 4 6 4 4 5

2 6 4 1 4 0 1 6 5 4 5 6

6 6 2 1 2 6 1 4 5 1 0 2

3 5 6

Huffman Binary code (323 bit).

1

0 0 0 0 0 0 0 1 0 0 0 0

0 0 0 1 1 0 0 1 0 1 1 0

0 0 0 0 1 0 0 0 0 1 0 0

0 1 0 0 0 0 1 0 0 1 0 1

0 0 0 0 1 0 1 0 1 0 1 0

1 0 1 0 1 0 1 0 1 0 1 0

1 0 1 0 1 0 1 1 0 1 0 0

0 1 1 1 1 1 1 1 1 1 1 1

1 1 1 0 1 0 1 0 1 0 0 0

0 1 0 1 0 0 0 1 0 0 0 1

0 0 0 0 1 1 1 1 1 0 1 0

0 0 0 0 1 1 0 0 0 1 0 0

1 1 1 0 0 0 0 1 1 1 1 0

0 0 1 0 1 0 1 0 1 1 0 1
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(B) Code words of the two symbols that are less
frequent are the same

3.3.2. Huffman Algorithm. Implementation of the Huffman
coding algorithm can be represented by the following steps:

(i) Step 1. Sort the pixel values based on their probabil-
ity values

(ii) Step 2. Merge the two values with minimum proba-
bility; label one of them with zero and the other one
with one

(iii) Step 3. Add their probabilities

(iv) Step 4. Specify two subsequent sets of the current set
of singular values or pair of values

(v) Step 5. Go to step 2 and continue until another root
is obtained

3.3.3. Huffman Flowchart. The Huffman coding algorithm
can be described using the flowchart shown in Figure 6:

3.3.4. Classification and Labeling Items Based on Fuzzy Logic

(1) Fuzzy Logic Theory. Fuzzy logic theory is widely used to
model the concepts of human thinking and refers to unreli-
ability of the existing information for decision-making based
on various measures. Substitution competency is described
against measures, and their significant weight associated with
the mentioned linguistic values is broadcast in numbers. In
the fuzzy set, the linguistic variables are used to describe the
fuzzy conditions and convert the linguistic variables to numer-
ical variables, and the real logical values with unit distances are
substituted in the decision-making process [29]. Therefore,
mathematically, a set is defined as a limited, unlimited, or
countable unlimited set of elements. In each case, each ele-
ment is either a member of the set or not. However, in fuzzy
systems, the element might be a part of the set or outside the
set. Therefore, the answer to the question X “member of a
set A” has no certain correct or incorrect answer. Figure 7
shows block diagram of the fuzzy logic.

(1)1. Fuzzy Set. A fuzzy set A is defined in the global dis-
course that is specified by a membership function: μA : U
⟶ ½0, 1� which is given in Eq. (1).

A = x, μA xð Þð Þjx
ð
UΛμA xð Þ

ð
0, 1½ �

� �
ð1Þ

For each x member of set A, μAðxÞ represents the rela-
tionship degree of x in A.

x
ð
A, μð Þ⇔ x

ð
AΛμ xð Þ ≠ 0 ð2Þ

In addition, using the membership function, each
element x, which is a member of U describes a degree of
relationship in each set A, expressing how much the element
x belongs to the set A. Thus, an element with a relationship
degree of zero indicates that this element is not included in
the set, while an element with a relationship degree of one
is completely included in the set.

(1)2. Fuzzification. Considering the application domain of
the current study, the triangular membership function is
used. A triangular fuzzy number A can be adjusted using
three numbers (a, b, and c) with an adaptive function as in
Eq. (3).

μA xð Þ =

0, se x < a ;
x − að Þ/ b − að Þ, se a ≤ x ≤ b ;
c − xð Þ/ c − bð Þ se b ≤ x ≤ c ;
0, se c < x:

8>>>>><
>>>>>:

ð3Þ

(1)3. Fuzzy Inference. Defuzzification is a process that gener-
ates the quantitative value and magnitude in the fuzzy logic;
that is, the fuzzy numbers are converted to a unit number
based on different methods, which describes the average
maximum weight as in Eq. (4).

Table 2: Continued.

1 1 1 1 1 1 1 0 1 1 0 1

0 1 1 0 1 1 0 0 1 0 1 1

1 0 0 1 1 1 0 1 0 0 1 0

0 1 1 0 1 1 0 0 0 0 1 0

0 0 1 0 0 0 1 1 1 0 0 1

1 1 1 1 0 1 1 0 0 0 0 0

0 1 1 1 0 0 0 1 1 1 0 1

0 0 0 0 0 1 0 0 1 0 1 1

1 1 0 1 1 0 0 1 0 0 1 0

0 1 0 0 0 0 0 0 0 1 0 0

0 0 0 0 1 0 0 0 1 1 1 0

1 1 0 0 0 1 0 1 0 0 0 0

0 0 1 0 0 1 1 0 0 1
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Z0 = ∑μ xð Þi ×wi
∑μ xð Þi : ð4Þ

According to Eq. (4), Z0 is the output of the defuzzifier,
μðxÞi is the relationship degree with the fuzzy set, and wi is
the output fuzzy weight.

3.4. Encryption under Fuzzy Mapping. After determining a
weight for elements 0 to 7 for compression, it is time to pres-
ent a method to encrypt information based on a complex
encryption. Therefore, in this section, a mapping is intro-
duced that changes the octal codes with their real value. In
this section, two numerical keys are defined as the private
keys, which are developed using the authentication codes
in the previous steps. In this case, the fuzzy coding system
is defined that introduces unidentifiable maps in the range
of [0,1] for this system. Table 1 represents the governing
equations of this structure. Figure 8 shows the fuzzy struc-
ture of the fuzzy encoder for Takagi-Sugeno type and the
input membership functions.

The important point in the proposed encryption method
is changing the private key for private key characteristics of
S1 and S2, such that the transmitter generates the private
keys using fingerprint. In this paper, three ranges are
selected for the private key value; by increasing the number
of ranges, the number of maps can be increased to increase
the security level. The important point in this study is that
selecting the number change mapping or number mapping
is arbitrary and provided by a nonlinear and unpredictable
model, where the number of nonlinear mappings can be
increased by increasing the private key range.

In this section, with the development of maps, the
encryption complexity is further increased and smaller pro-
cesses are required. After this step, the coded data is trans-
mitted to the destination based on the defined path, and
the received code is decrypted according to Figure 9. As
can be seen in this figure, the inverse procedure of the
encryption process is carried out to obtain the information
packet. Therefore, in this structure, the received data along
with the information of weights and cipher key are proc-

essed according to the steps shown in the above figure to
obtain the code of the original data. In this set, to obtain
the main key, the authentication condition and fingerprint
are used. In these blocks in the fuzzy and Huffman sections,
decoding and decryption are used. As examples of correcting
the data encryption and decryption, as shown in Figure 10,
different private key weights are examined and simulated
for different inputs. After decryption, the code is obtained
in the octal basis; in the last section, conversion block is used
to convert it to the binary basis to calculate different values.
The output code is the binary code of the original data,
which is finally converted to the original data values, includ-
ing image or text, using inverse conversion. In this paper,
two cascade stages are used for fuzzy encoding and decryp-
tion to the number of authenticated individuals.

4. Experimental Results and Analysis

For this experiment, we used a database including 25 indi-
viduals, with four different fingerprints for each individual.
The fingerprint images are taken using mobile phones using
fingerprint photographer and transmitted to the proposed
identifier system as shown Figure 11. Each individual has
four fingerprints (samples), 3 cases are used for training,
and 1 case is used for test; it can be said the 75% of data is
for training and 25% is for test.

This system is implemented using Apple iPhone SE. The
program is deployed on a router with IOS as Wi-Fi connec-
tion point connected to the LAN of a wired network that
executes Ethernet services, and the images are transmitted
to the authentication system using MATLAB2017b. After
authentication, in case of identification, the code of the
authenticated individual is extracted and the results are
transmitted to the fuzzy encoder. Due to the limited number
of subjects, two fuzzy stages are used for encoding and
decoding; but as the number of cascade stages increases,
more individuals can be covered. Finally, the encrypted code
is compressed for 0-7 samples with a good compression
coefficient for storage or transmission to the network under
Huffman coding. The images are considered vertically for
the left index finger.

Table 3: Comparison of the proposed method to some state-of-the-art methods using biometric encryption.

Reference Key point Accuracy

[30]
It extracted 57 geometric features from hand (lengths, areas, angles, and ratios) and used Euclidean

distance for classification.
93%

[31]
It used morphological operations (e.g., thinning) in order to create the line edge map and implement the

Hausdorff distance for classification. Research was performed on the own database.
95%

[32]
It implemented various features extractors (e.g., CompCode, OLOF, and RLOC) and various matching methods

(e.g., SVM and kNN). Research was performed on 5 different mobile devices.
56%
-81%

[33] Lightweight verification schema based on fusion of the features presented in this work. 91%

[7]
Characteristic vectors have to be extracted from the gray scale image using filtering or transformation techniques
such as oriented field flow curves (OFFC), Gabor filter, discrete wavelet transform (DWT), fast Fourier transform

(FFT), discrete cosine transform (DCT), and principal component analysis (PCA).
90%

[21] Wavelet feature extracted. 98.9%

This work
40 different features, including geometrical and unique features, are introduced for object detection

(GLSM, GLCM, GLRL, GLHA, and FDIM).
99.1%

13Journal of Sensors



After sending the fingerprint image to the authentication
system, if the individual is identified, the private keys are
transmitted to the output, and if the information is fake,
the cipher key returns zero. Next, the extracted key is tested
for two types of text and image data, where the results are
described in the following.

4.1. Text Data. Here, the selected text includes the following
sentence:

“hello, I am a good student. This new EEG DATA.”
In the first phase, the octal number codes of the text data

are as follows, and the encoding results are as follows after
two cascade fuzzy encoding steps with private keys of S1 =
0:2 and S2 = 0:6. In this study, the text includes 48 characters
that occupy 384 bits of the memory by assigning 8 bits of
memory to each character. For the final code, the volume
of the encoded file using cascade fuzzy encoding is 323 bits.
Therefore, compression with a coefficient of 0.841 decreases
to total volume of the text. Table 2 shows these steps.

4.2. Image Data. Here, an image, shown in Figure 12, is used
as the personal information. The results after encryption and
decryption are shown in Figures 12(b) and 12(c). As can be
seen for a 103∗103 image, despite reducing volume from
84872 bits to 79136 bits and compressing the image with a
coefficient of 93.2%, the image in Figure 12(b) is an obscure
image of the original image being encrypted.

4.3. Comparison. In this section, we compare articles in the
field of biometrics and information security with the help
of hands, irises, and fingerprints. Table 3 shows the impor-
tant points and the accuracy of each and is finally compared
with our proposed technique. As can be seen, due to the
uncertain complexity defined in the proposed encryption,
we have been able to improve information security well.
The compression provided along with the proposed encryp-
tion also helps to store information, which can increase the
importance of this encryption.

5. Conclusion

In this study, we presented a reliable encryption scheme for the
IoT that considers security requirements and material con-
straints of the connected objects. The purpose of this encryp-
tion scheme is to protect the authentication information
(biometric of the user and object identities) and data exchange
(approved after one session). The basis is the biometric fuzzy
commitment and illustrating the security requirements at each
step. Selection, encoding, features vector, quantitative code, and
compression code techniques based on theHuffman coding are
all without security threat. For encryption, the fuzzy encoding
technique is used due to its low computational complexity.
To extract the features vector, an analog code technique was
used for the private cipher key, which increased the complexity
of selecting the cipher key for fuzzy encoding, and the fuzzy
stages generate a heterogeneous and unpredictable value for
each numerical value of the cipher key. In the proposed crypto-
graphic method, nested semantic cryptographic structure is
introduced by determining the fingerprint-based key code,
which is decoded and decrypted according to the fuzzy key

processes of confidential information. In addition to increas-
ing security for encryption, this leads to an increase in com-
pression and is an important benefit of the proposed method
compared to biometric-based cryptographic methods. In the
proposed method, we encounter the complexity of the Hoff-
man coding method that in the future we plan to expand its
method for other codes. According to the classification results,
an EER of 3.12% is obtained for fingerprint images of different
individuals.

Data Availability

The data will be shared only at the request of the esteemed
editor for review by the Reviewers.
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