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Deep neural networks (DNNs) provide excellent performance in image recognition, speech recognition, video recognition, and
pattern analysis. These neural networks are often applied in the medical field to predict or classify patients’ illnesses. One such
network, the U-Net model, has shown good performance in data segmentation and is an important technology in medical
imaging. However, deep neural networks such as those applied in medicine are vulnerable to attack by adversarial examples.
Adversarial examples are samples created by adding a small amount of noise to an original data sample that is difficult for a
human to see but that induces misclassification by the targeted model. In this paper, we propose AdvU-Net, a method for
generating an adversarial example targeting the U-Net model used in segmentation. Performance was analyzed according to
epsilon, using the fast gradient sign method (FGSM) for generating adversarial examples. We used ISBI 2012 as the dataset
and TensorFlow as the machine learning library. In the experiment, when an adversarial example was generated using an
epsilon value of 0.3, the pixel error was 3.54 or greater while the pixel error of the original sample was maintained at 0.15 or less.

1. Introduction

Deep learning algorithms have revolutionized the field of
computer image processing. In particular, the deep neural
network [1] has begun to attract attention, showing results
that exceed the performance of existing machine learning
models on classification tasks.

In the medical field, studies in radiology, pathology, and
ophthalmology have recently been published in which deep
learning technology [2] provided performance equivalent
to that of physicians. For example, in research on diabetic
retinopathy diagnosis [3] using fundus images, results have
shown that Google’s machine learning technology delivers
the same or better performance than that provided by
ophthalmologists.

The purpose of a computer-assisted diagnosis system
based on medical image processing is to assist physicians in
reading and diagnosing images by detecting lesions or present-
ing classification results for a givenmedical image. In such sys-

tems, an important role is played by segmentation technology.
Deep learning is applied mainly in detection tasks that require
cutting out a specific area from a medical image. However,
these deep neural networks have weaknesses. For example, if
an attacker intentionally modifies an image by adding a small
amount of noise that is optimized for medical data, although
the physician will not notice any problem, the image could
be segmented incorrectly by the image segmentation model.
An image modified in such a way is called an adversarial
example. Adversarial examples [4–6] are original samples that
have beenmodified by the addition of a small amount of noise
that is difficult for humans to see but that induces misclassifi-
cation by a target model. As mis-segmentation by an image
segmentation model being used in a medical application can
lead directly to problems for a patient’s health, the adversarial
example can be a serious threat for deep learning models used
in the medical field. Adversarial examples have been studied
mainly in the context of image classification models; this study
is one of the few that relates to image segmentation models.
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In this paper, we propose AdvU-Net, a method for generat-
ing adversarial examples targeting a U-Net model [7] used for
image segmentation. To evaluate the proposed method, the
attack effectiveness and segmentation results for the adversarial
example were analyzed for various values of epsilon in the fast
gradient signmethod (FGSM) [8], which is a method for gener-
ating adversarial examples. The present study is the first to ana-
lyze adversarial examples based on the ISBI 2012 dataset and
generated for a U-Net model used for image segmentation. In
addition, unlike previous studies, this study analyzed the adver-
sarial example performance in terms of pixel error according to
the value of epsilon, and it was shown that unlike existing
methods, the proposed method allows the degree of mis-
segmentation to be controlled. The contributions of this paper
are as follows. First, we propose the generation of adversarial
examples targeting the U-Net model used in the medical field.
We describe the principle of the proposed method and its sys-
tem for generating adversarial examples. Second, we report
the results of the experiment we performed to verify the pro-
posed method using the ISBI 2012 dataset and the U-Net
model. Third, we analyze the image distortion as well as the
pixel error and adversarial noise for the generated adversarial
examples systematically according to the value of epsilon. This
study is the first to use the ISBI 2012 dataset for this analysis.
In addition, we mention possible applications in which the pro-
posed method might be used as a method of attack.

The rest of this paper is organized as follows. Section 2
reviews relevant concepts. In Section 3, the generation of
adversarial examples is explained. Section 4 provides infor-
mation on the experimental environment and reports the
experimental results. Discussion is given in Section 5, and
in Section 6, the conclusions are presented.

2. Relevant Concepts

This section provides descriptions of the target model U-Net
and of adversarial examples.

2.1. U-Net Model. U-Net [7] is an end-to-end fully convolu-
tional network [9] used for image segmentation in the bio-
medical field. U-Net consists of a symmetrical pair of
networks, one for obtaining the overall information content
of an image and one for performing localization. In particu-
lar, U-Net trains efficiently through data augmentation and
displays state-of-the-art performance with a variety of med-
ical datasets. The structure of the U-Net model consists of a
contracting path and an expansive path. The contracting
path serves to capture the context of the image, and in the
expansive path, the feature map is upsampled, and the con-
text of the feature map captured in the contracting path is
combined with the feature map to perform accurate localiza-
tion. The U-Net model has a large number of feature chan-
nels during the upsampling process; this means that context
can be propagated to successive layers with their corre-
sponding resolutions. In this model, only the valid part of
each convolution is used, where a “valid part” is a segmenta-
tion map that contains full context. This enables smooth seg-
mentation by the U-Net model, using the overlap-tile
technique.

2.2. Adversarial Examples. Adversarial examples were first
proposed in a study by Szegedy et al. [4]. Their study showed
that the deep learning model has a weakness with regard to
the image classification problem in that the addition of a
small amount of noise that cannot be perceived by the
human eye can cause an image to be classified incorrectly
by the model. In an attack using an adversarial example,
the prediction result given by the deep learning classification
model for the image can be changed, and false predictions
are reported with high reliability.

Such attack methods [10, 11] can be classified according
to the information known about the target model, the spec-
ificity of the intended misclassification of the adversarial
example, and the distortion metric used. First, the informa-
tion known about the target model determines whether the
attack is a white-box attack [12–16] or a black-box attack
[17–21]. In a white-box attack, all information about the tar-
get model is known by the attacker, including the structure
of the model, its parameters, and the output probability
values corresponding to the possible result values. In a
black-box attack, the attacker does not have information
about the target model.

Second, the specificity for the intended misclassification
of the adversarial example determines whether the attack is
targeted or untargeted. In a targeted attack [5, 22, 23], the
adversarial example is designed to be misclassified by the
model as a specific target class chosen by the attacker. In
an untargeted attack [24–26], the adversarial example is
designed to be misclassified as any class other than the orig-
inal class (i.e., any invalid class). An untargeted-attack
method has the advantage of generating adversarial exam-
ples with fewer iterations and less distortion than a
targeted-attack method.

The distortion metric [5, 27–30] is a third way of charac-
terizing adversarial example generation methods. The possi-
bilities include L1, L2, and L∞, defined as follows:

Lp = 〠
n

i=1
x − x∗j jp

 !1/p

, ð1Þ

where x is the original sample, and x∗ is the adversarial
example. With each of these, the smaller the distortion value,
the less distortion there is between the original sample x and
the adversarial example x∗.

Existing adversarial example generation methods [31–35]
have been studied in the context of image recognition;
research on image segmentation models has been lacking. In
this paper, we propose a method for generating an adversarial
example targeting the U-Net model, which is an image seg-
mentation model. We analyze the image segmentation, pixel
error, and adversarial noise for the adversarial example
according to the value of epsilon.

3. Methodology

Figure 1 shows the architecture for the proposed method,
AdvU-Net. FGSM was used as an adversarial example gener-
ation method. The transformer modulates the original
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sample and provides it to the target model. The proposed
method adds some noise to the original sample through
the transformer and using feedback from the model. To
the human eye, the noise is small, but it causes the image
to be mis-segmented by the model.

In mathematical terms, the fast gradient sign method
(FGSM) [8] finds x∗ through L∞:

x∗ = x + ε · sign ∇lossF,t xð Þð Þ, ð2Þ

where F is an objective function, t is the target class, and x∗

is an adversarial example. In FGSM, the adversarial example
is generated according to the value of ε from the input image
x through gradient ascent. The gradient ascent method is
simple but has excellent performance.

4. Experimental Setup and Evaluation

This section describes the experimental environment and
presents the results for the adversarial examples generated
for U-Net. We used the TensorFlow [36] machine learning
library and a Xeon E5-2609 1.7-GHz server.

4.1. Dataset. The dataset used in the experiment was the ISBI
2012 dataset [37], which is used in segmentation of medical
images. It consists of 30 data items and their corresponding
labels, from a serial section transmission electron micros-
copy (ssTEM) dataset of the Drosophila first instar larva
ventral nerve cord (VNC). The microcube measures
approximately 2 × 2 × 1:5 microns with a resolution of
4 × 4 × 50nm/pixel. The label is binary and is represented
by a black and white picture, with the segmented objects in
white and the rest in black. Testing was conducted by the
k-fold cross-validation method using six of the data items.
Although the number of items in the ISBI 2012 dataset is
small, the data augmentation by the U-Net model provides
very high performance.

4.2. Target Model. The target model was a U-Net model used
for data segmentation. Its structure is shown in Table 1. The
Adam algorithm [38] was used as the model’s optimization
algorithm, and ReLU [39] was used as the activation func-
tion. The parameter values are shown in Table 2.

4.3. Generation of the Adversarial Examples. FGSM was used
as the adversarial example generation method. Adversarial
examples were produced for a range of epsilon values from
0.1 to 0.9, 30 adversarial examples for each epsilon value.
This made it possible to analyze the pixel error given by
the target model and the adversarial noise for the adversarial
examples generated for each epsilon value.

4.4. Experimental Results. In this section, the adversarial
example images, adversarial noise, the output result accord-
ing to epsilon, and the pixel error between the original label
and the output result are analyzed for the adversarial exam-
ples generated by FGSM.

4.4.1. Visual Comparison between Original Sample Image
and Adversarial Example Image for Three Example Cases.
Table 3 shows images of original samples, adversarial noise,
and adversarial examples. The epsilon value was set to 0.3 to
generate adversarial noise for each data sample. It can be
seen in the table that in terms of human perception, there
is little difference between the original sample and its corre-
sponding adversarial example. Although it is difficult to per-
ceive the difference between the original sample and the
adversarial example, the segmentation of each adversarial
example by the target model is incorrect.

4.4.2. Comparison of Image Segmentation Performance by
Target Model on Original Sample and Adversarial Example.
Table 4 compares the original label with the output results
for the corresponding original sample and adversarial exam-
ple. The adversarial examples were generated using an epsi-
lon value of 0.3. As can be seen in the table, the output
results for the original samples are similar to the
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Figure 1: Overview of the methodology for the proposed method, AdvU-Net.
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corresponding original labels, and thus, the samples appear
to be properly segmented. On the other hand, it can be seen
by a comparison with the original labels that the adversarial
examples are not properly segmented. Thus, the adversarial
examples (with adversarial noise) have been mis-
segmented by the model.

4.4.3. Analysis of Image Segmentation Performance by Target
Model on Adversarial Examples according to Epsilon Value.
Table 5 shows images and output results for adversarial
examples according to epsilon value. It can be seen in the
table that as the epsilon value increases, the adversarial
examples become less well segmented by the model. On
the other hand, it can also be seen that as the epsilon value
increases, the distortion in the adversarial example image
increases. Therefore, when generating adversarial examples,
it is necessary to select an appropriate epsilon value to find
a point at which segmentation performance is degraded
without the image distortion being discernible to human
perception. It can be seen that when the epsilon value used

to generate the adversarial examples is 0.3, the resulting
noise is difficult for humans to discern, and the adversarial
examples are not well segmented by the model.

4.4.4. Analysis of Image Segmentation Performance by Target
Model on Adversarial Examples according to Epsilon Value
in terms of Pixel Error. Figure 2 shows the pixel error
between the original label and the output results for the
adversarial examples according to epsilon value. The pixel
error is the difference between the pixels of the original
label and the segmented output, applying the L2 metric.
From the pixel error chart, it can be seen that the output
results for the adversarial examples have a greater pixel
error than the original label. In addition, it can be seen
that as epsilon increases, the pixel error increases. It can
be seen that the favorable point at which the pixel error
for the segmentation by the model is substantially
increased while human perception maintained is at an
epsilon value of 0.3. Based on these results, it is found that
the adversarial examples degrade the segmentation perfor-
mance of the model.

5. Discussion

5.1. Assumption. This method assumes a white-box attack,
with information on the target classifier known by the
attacker. This is because FGSM needs to have access to the
feedback from the target model. In a white-box attack, all
information is known about the parameters of the model,
the structure of the model, the result for a given input value,
and the associated probability values. Thus, the attacker

Table 1: Architecture of the target model.

Level Conv layer Filter Stride Output size

Input 244, 244, 3

Contracting path

Level 1
Conv 1 3, 3, 64 1 224, 244, 64

Conv 2 3, 3, 64 1 224, 244, 64

Level 2
Conv 3 3, 3, 128 2 112, 112, 128

Conv 4 3, 3, 128 1 112, 112, 128

Level 3
Conv 5 3, 3, 256 2 56, 56, 256

Conv 6 3, 3, 256 1 56, 56, 256

Level 4
Conv 7 3, 3, 512 2 28, 28, 512

Conv 8 3, 3, 512 1 28, 28, 512

Bridge Level 5
Conv 9 3, 3, 1024 2 14, 14, 1024

Conv 10 3, 3, 1024 1 14, 14, 1024

Expansive path

Level 6
Conv 11 3, 3, 512 1 28, 28, 512

Conv 12 3, 3, 512 1 28, 28, 512

Level 7
Conv 13 3, 3, 256 1 56, 56, 256

Conv 14 3, 3, 256 1 56, 56, 256

Level 8
Conv 15 3, 3, 128 1 112, 112, 128

Conv 16 3, 3, 128 1 112, 112, 128

Level 9
Conv 17 3, 3, 64 1 224, 244, 64

Conv 18 3, 3, 64 1 224, 244, 64

Output Conv 19 1, 1 1 224, 244, 1

Table 2: Parameters of the target model.

Parameter Values

Learning rate 0.001

Momentum 0.9

Dropout 0.5

Batch size 4

Epochs 100
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creates an adversarial example only in a scenario in which all
information about the target model is known.

5.2. Epsilon. In FGSM, epsilon is a parameter that controls
the amount of adversarial noise. In the generation of adver-
sarial examples, as epsilon increases, the pixel error of the
segmentation result by the target model increases. On the
other hand, the amount of adversarial noise added in the
adversarial example also increases as epsilon increases.
Therefore, it is important to select a value for epsilon that
produces a sufficiently high pixel error of segmentation by
the model but does not allow the adversarial noise to be iden-
tifiable by the human eye. It can be seen from the results of
this study that an epsilon value of approximately 0.3 provides
a favorable trade-off.

5.3. Pixel Error. The performance on the original samples
and the results for the adversarial examples were analyzed
in terms of the pixel error. From the results of this analysis,
it can be seen that the pixel error for the original sample is
very low, at 0.15. For the adversarial examples, on the other
hand, it can be seen that the pixel error becomes greater than
3.54 when epsilon is greater than 0.3. Thus, it was demon-
strated that the model does not provide a good segmentation
result for adversarial examples.

5.4. Applications. The proposed adversarial example genera-
tion method can be used as a method of attack in medical
fields where adversarial examples can cause misclassifica-
tion. The experimental analyses in this study were per-
formed for adversarial examples created in the context of
segmentation, an important technology for MRI and tumor
identification in the medical field. If a segmentation is
improperly performed as a result of the application of adver-
sarial examples in such medical projects, it can pose a seri-
ous threat to the patient receiving medical care. The risk is
also present in laser-assisted in situ keratomileusis (LASIK)
surgery and other laser treatments relying on image segmen-
tation. In military contexts, the method could be applied in
assassination operations to threaten a specific person.

5.5. Limitations. In order to generate adversarial examples
by FGSM, feedback from the target model is required. In
the case of a black-box attack, in which feedback is not
received from the target model, the generation of adversarial

examples by FGSM is limited. When generating adversarial
examples, test data can be obtained, and additional time is
required to add real-time adversarial noise.

6. Conclusion

In this paper, we have proposed AdvU-Net, a method for
generating an adversarial example that targets the U-Net
model used in segmentation. In this study, adversarial exam-
ples generated using the method were analyzed with respect
to pixel error, image distortion, epsilon value, and adversar-
ial noise. Using the proposed method, it was possible to gen-
erate an adversarial example for the image segmentation
model used in the medical field, and the vulnerability of
the U-Net model to adversarial examples was confirmed.

In future research, the investigation could be expanded
to include experimentation with other datasets. In addition,
the adversarial example could be applied to medical data
using a generative adversarial net [40]. Finally, it would be
useful to develop possible defenses against the proposed
method for use in the medical field.
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