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The arrival of 5G will usher in an era of “Internet of Everything.” Massive Internet of Things data contains great value in the
dynamic analysis of alternative elements of automated packaging systems. From the perspective of the realization of
personalized customization functions, this article solves the problem of dynamic analysis of alternative elements in the
automated packaging system. We analyze the connection mechanism and interaction method between the cloud service system
layer and the mobile terminal service layer, and carry out the corresponding software design. From the perspective of the
realization of the intelligent production of the system in this paper, this topic mainly studies the information interaction
mechanism and production control mechanism of the cloud service system and the manufacturing system. Based on the
hardware of the manufacturing system layer, a flexible production implementation mechanism is formulated to make it the
basis for the implementation of intelligent production of the system. Based on the massive data processing capabilities of the
cloud service system, the information processing mechanism and the production planning decision-making mechanism are
formulated for it, so as to realize the intelligent adjustment of the manufacturing system layer in the production process. For
the connection scenario of IoT group paging, based on the application of NB-IoT technology in the next-generation mobile
communication network, the focus of network optimization is to ensure the random access performance of IoT devices as
much as possible. To this end, this paper proposes a random access optimization strategy for IoT group paging based on time
slot scattering. We establish a mathematical model based on queuing theory for the connection scenario of the Io T group
paging, then use the mathematical formula to derive the number of IoT devices scattered to each time slot in the initial state,
thereby deriving the specific time slot scattering algorithm. This paper establishes a list of credit nodes, changes the
participation mode of consensus nodes from static to dynamic, and supports voting to select trusted nodes. We designed a
credit evaluation mechanism as a basis for consensus node elections to improve system’s fault tolerance rate. The algorithm
process was simplified, and the PBFT algorithm process was simplified from a 3-phase protocol to a 2-phase protocol to
further reduce communication bandwidth overhead and algorithm time. Simulation analysis shows that, compared with the
PBFT algorithm, the proposed algorithm improves node flexibility and fault tolerance while reducing communication
bandwidth overhead by about 45%, packaging throughput by about 4%, and latency by about 3%.

1. Introduction

The Internet of Things is known as the third revolutionary
wave of innovation in the information industry after com-
puters and the Internet [1]. Driven by such a wave, any
object in the world is connected to the Internet according
to a preagreed agreement, and communications and infor-
mation exchange services are provided [2]. The research
on the architecture of the information and communication
technology Internet of Things information service system

represented by the Internet of Things is developing rapidly
at an unprecedented speed, greatly affecting world’s techno-
logical landscape [3]. Under the service of 5G network, the
amount of data information that the Internet of Things
information service system needs to serve in the future will
increase exponentially. According to HIS statistics, by
2025, there will be 150 billion wireless terminal devices con-
nected to the network worldwide, among which the wireless
terminal devices connected to the Internet of Things will
reach about 85 billion [4]. By then, more than 90% of
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world’s wireless terminal devices need to seek services in the
Internet of Things information service network. In the
future, the number of mobile terminals and Internet of
Things terminal devices will far exceed the total population
of the world. The Internet of Things information service net-
work will carry a large amount of data traffic growth [5].
Faced with such a huge demand for data services, wireless
terminal equipment directly connected to the network has
large interference, high power consumption, low spectrum
utilization of system communication links, inability to
achieve compatibility between mobile terminals and IoT ter-
minals, and inability to integrate into the Internet applica-
tion ecosystem. The problem is becoming more and more
obvious.

The development of the packaging industry requires
continuous research and development of more advanced
packaging technologies to meet the ever-increasing demand
of market competition, and the innovation of packaging
technology is more reflected in the degree of intelligence of
packaging equipment [6]. Therefore, the design and devel-
opment of a more economical and smarter new packaging
system is of great significance to the development of the
packaging industry [7]. This topic fully considers the actual
needs of manufacturers and the packaging market and
ensures that the packaging process is simple; the equipment
is stable and easy to operate while ensuring that the system is
fully functional. From the perspective of the enterprise, the
design of the packaging system solves the problems of high
packaging cost, low efficiency, and poor precision from the
root and effectively improves the market competitiveness
of the enterprise [8]. From an industry perspective, the
design of the packaging system provides a good reference
platform for the research and development of automatic
packaging technology for small rubber products, fills the
current technical gap in automatic packaging for small prod-
ucts, and promotes the rapid development of the packaging
industry [9]. At present, the labor cost of manufacturing
transformation and upgrading is increasing year by year,
and the degree of automation and informationization in the
packaging field is low [10]. This article combines mainstream
packaging methods and selects objects to be packaged for
research. This article can improve the competitiveness of
enterprises, liberate people from simple and repetitive labor,
and can reduce production costs and improve the controlla-
bility of product quality. Therefore, studying the dynamic
analysis of alternative elements in the automated packaging
system has important theoretical and practical significance.

This article summarizes the overall functional require-
ments and implementation basis of the automated packag-
ing system for personalized customization of this topic,
carries out a structured and layered design, and at the same
time, gives the basic architecture and platform of each level
of system’s subsystems. Through the introduction of these
platforms and technologies, the platform foundation of
“intelligence,” “flexibility,” and “personalized service” to be
realized in the case design of this article is completed. This
paper analyzes the limitations of NB-IoT cellular sites when
processing group paging IoT device connection requests,
and then, in the IoT group paging model based on queuing

theory, studies the random access optimization of the scat-
tering of the arrival rate of the IoT devices in the scattered
group paging plan. In order to obtain the interval value of
the time slot scattering, the upper limit of the arrival rate
in each RA-slots in the random access process is studied,
and starting from the expected IoT arrival rate, according
to the current number of IoT devices, iteratively, we calcu-
late each RA-slot initial IoT arrival rate and then get the
IoT slot scattering algorithm. At the same time, according
to the maximum processing capacity of the current NB-
IoT cell site, the critical value for starting the IoT time slot
scattering algorithm is given. This paper establishes a list
of credit nodes and improves the participation mode of con-
sensus nodes from static to dynamic, and nodes can enter or
exit dynamically. A node credit evaluation mechanism is
designed to follow the consensus node election and improve
system’s fault tolerance rate. Based on the credit evaluation
mechanism, the three-phase protocol of the PBFT algorithm
is simplified into two phases, which further reduces commu-
nication overhead and algorithm delay.

2. Related Work

Compared with the previous generations of mobile commu-
nication technologies, the biggest difference of the 5G system
is that it does not reform and upgrade the key technologies
used in the previous communication systems, but integrates
many technologies to make them complement each other
and play their respective strengths. The rapid growth of net-
work service traffic and the number of devices connected to
the network will make the spectrum resources in the future
communication network more tense. Although some new
spectrum resources will be unearthed, the real key is to allo-
cate the existing spectrum resources reasonably to maximize
the value of the limited resources.

The packaging industry is a service-oriented manufactur-
ing industry. It is the last process in enterprise production
[11]. It is a necessary link for all manufacturing engineering
to make finished products. It is an inaccessible part of the
manufacturing process. Therefore, automated packaging is
very important for enterprises. With the development of
robotics, vision technology, modern control technology,
computer technology, artificial intelligence technology, and
material technology, automated packaging has emerged
[12]. Automated packaging not only improves labor pro-
duction efficiency, reduces product costs, and enhances
the competitiveness of enterprises. Moreover, the packag-
ing quality can be more controllable, and at the same
time, a lot of work injuries can be reduced [13]. As more
functions are integrated in the automated packaging sys-
tem, automated packaging is more favored by enterprises,
such as anticounterfeiting technology, intelligent sorting
systems, and intelligent detection systems [14].

At present, automated packaging is used in beverages,
food, medicine, nonfood industrial products and industrial
products [15]. Automated packaging is developing in terms
of multiple functions, aesthetics and personalization, light
and smart equipment, and material saving. As the auto-
mated packaging industry in foreign countries started earlier
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than the domestic development, packaging in Western
countries has been fully automated. In the packaging field,
there are famous companies such as ABB, EPSON, KUKA,
Omron, and FANUC [16].

Packaging equipment control technology refers to an
advanced technology in which packaging equipment can
complete packaging work in accordance with a preplanned
work flow without human intervention. At present, most
of the truss packaging equipment at home and abroad
adopts a distributed control method with programmable
logic control technology as the main and embedded control
technology as the supplement [17]. On the one hand, it can
retain the advantages of programmable logic control tech-
nology in an industrial environment with more stable per-
formance, better safety, and better compatibility with
electrical equipment; on the other hand, it can ensure that
the system has better economic efficiency and applicability.

Relevant scholars apply Pro/E behavioral modeling tech-
nology to the optimization of packaging machinery parts, by
modeling the drive mechanism of the plug-in plate and
establishing measurement features, inserting motion analysis
features and relationship analysis features, and performing
sensitivity analysis to obtain the optimal parameters, and
then improve the design efficiency of packaging machinery
[18]. Relevant scholars have conducted algorithmic research
on the packing problem of irregular objects and put forward
some constructive algorithms that can solve various two-
dimensional packing problems [19]. He proposed several
integer programming models to determine the degree of
association between irregular parts and packaging boxes
and then established a mixed integer programming model
to solve the problem of packing irregular parts into packag-
ing boxes.

Swiss ABB’s robotic automated packaging is mainly used
in three aspects: picking, packaging, and palletizing [20–22].
In terms of picking technology, ABB’s picking solutions are
used in many types of products, applications, and packaging
lines. It includes various industries such as frozen food,
bread candy, ice cream, meat and fish products, cheese, pet
food, medical supplies, shampoo bottles, and perfume bot-
tles [23, 24]. In the picking solution, there are subdivisions
for different scenarios. Aiming at high-precision picking
and unloading operations, ABB currently launches the
IRB360 FlexPicker TM second-generation triangular robot
solution [25]. For applications that need to achieve six-axis
flexibility, require slightly lower cycle time, and have a pay-
load of no more than 5 kg, ABB has launched the IRB 140
robot solution; in the packaging industry, ABB has launched
the IRB260 robot solution. The packaging system is
equipped with ABB’s unique visual assisted conveyor track-
ing system to maintain continuous product passing and
rapid packaging [26, 27]. ABB also provides a series of
high-speed bag stacking, box stacking, and palletizing
robots [28].

3. Methods

3.1. 5G Private Network Networking Technology. According
to the evolution of the network architecture, 3GPP has

defined two networking modes for 5G services: nonindepen-
dent networking NSA and independent networking SA.
NSA uses 4G base stations as control plane anchor points
to access 4G core network or 5G core network, that is, use
existing 4G infrastructure for 5G network deployment.
NSA is a transitional solution that can only support Ultra
Mobile Broadband (e MBB) services, and most 5G features
cannot be realized. At this stage, 5G services for public users
will run in NSA mode; SA is a standard 5G networking
mode. 5G base stations are used as control plane anchor
points to access the 5G core network. 5G’s new core technol-
ogies, such as end-to-end slicing, can support various inno-
vative business operations in the SA mode and meet the
guaranteed service-level agreements (SLA) for different
businesses.

The 5G network architecture mainly includes two parts,
the 5G core network 5GC and the radio access network NG-
RAN. Currently, the NSA networking mode is adopted, and
it is evolving to the SA networking mode. The 5G core net-
work mainly has three functional logical network elements
or virtual network elements to undertake, namely, UPF,
SMF, and AMF. The 5G radio access network includes two
types of network elements: gNB and ng-eNB, where gNB
provides NR user plane and control plane functions and
protocols, and ng-eNB provides E-UTRA user plane and
control plane functions and protocols. Among the two main
interfaces, NG belongs to the interface between the wireless
access network and the core network, and Xn belongs to
the interface between wireless network nodes.

3.2. 5G Mobile Edge Computing. The deployment locations
of mobile edge computing nodes are mainly divided into
three types: edge level, location level, and regional level.
The three have different characteristics, respectively. Among
them, the transmission delay is edge level< location
level< regional level; the overall transmission bandwidth
is regional level> location level> edge level. To determine
the specific location of the mobile edge computing node
deployment, it needs to be determined according to the
specific service type, the specific characteristics, and
requirements of the service scenario.

Mobile edge computing (MEC) refers to the deployment
of IT service environments and computing capabilities on
the edge of the network closer to users or data sources and
provides users with a call interface for underlying communi-
cation services. In the 4G era, operators and equipment
manufacturers have initiated MEC technical research, prod-
uct development, and live network deployment. 5G is a new
generation of mobile communication technology proposed
in response to the rapid increase in data traffic, massive
device connections, and deep industry integration brought
about by the development of the mobile Internet and the
Internet of Things. It becomes a native capability in 5G
and plays an important role in the three major application
scenarios of 5G (e MBB, mMTC, and URLLC). At present,
on a global scale, MEC has become a focus of attention
and research in the industry. In various links such as techni-
cal standardization, operator 5G planning, and manufac-
turer 5G equipment product development, mobile edge
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computing is regarded as an important and indivisible com-
ponent of 5G networks. Mobile edge computing, together
with core functions such as network slicing, serve as an
important foundation for global operators to provide ser-
vices to users in the 5G era.

5G edge computing is a multilevel edge computing tech-
nology system deployed in scenarios. The system is oriented
to the diverse needs of intelligence, deploying edge comput-
ing nodes on the base station side, base station convergence
side, or core network edge side to provide a variety of intel-
ligent network access and high-bandwidth, low-latency net-
work bearer. It relies on open and reliable connection,
computing, and storage resources to support the flexible car-
rying of multiecological services on the access edge side. Fac-
ing the application needs of medical scenarios, smart
medical multilevel edge computing provides basic capabili-
ties such as massive terminal management, high-reliability
and low-latency networking, hierarchical quality assurance,
real-time data computing and cache acceleration, applica-
tion container services, and network capability opening.
Based on the smart medical multilevel edge computing sys-
tem, operators can provide real-time, reliable, intelligent,
and ubiquitous end-to-end services for smart medical.

3.3. Overall Functional Architecture of the Automated
Packaging System. The functional architecture of the person-
alized customization-oriented automated packaging system
is shown in Figure 1. The system architecture is divided into
three levels of subsystems according to executive functions.
The definitions of these three levels of subsystems from top
to bottom are as follows: (1) mobile terminal service layer is
the service part of the application of information interaction
between people and the system, responsible for the execution
of information interaction functions between customers or
administrators using mobile terminal equipment and the sys-
tem; (2) cloud service system layer is responsible for the
reception and transmission of business information and the
execution of related information processing functions for
production scheduling; (3) manufacturing system layer is
the production execution part of the entire system; it is
responsible for product processing and manufacturing
within the business scope of the enterprise.

(1) Mobile terminal service layer

The mobile terminal service layer is the user-end appli-
cation access layer of the automated packaging system,
which provides methods and tools for receiving user service
information. With the rapid development of communication
technology, various services of mobile terminal products
have begun to occupy people’s daily lives. With the advent
of the 4G/5G network era, the network transmission rate is
no longer the bottleneck of mobile communication network
information transmission. With the expansion of cloud
computing applications, mobile cloud services (MBaaS) have
become a way to connect mobile applications to cloud
services.

We connect mobile applications to the back-end cloud
storage by using a unified application programming inter-

face (API). At present, people can use mobile terminals to
complete various activities such as information inquiry,
shopping, entertainment, learning, and sports. Therefore,
this article combines mobile terminal services in the design
of intelligent manufacturing systems to complete the mobile
information interaction between humans and automated
packaging systems.

Relying on mobile communication technology to achieve
flexible information interaction between humans and auto-
mated packaging systems is a good choice. That is, smart
phones are connected to the cloud through the mobile Inter-
net, and the corresponding APP provided by the enterprise
is used to realize the remote operation of the internal
resources of the factory. Intelligent matching provides users
with convenient and friendly interaction methods, so as to
achieve the most direct and personalized information inter-
action anytime, anywhere, and then, realize the mobile ter-
minal service layer of the automated packaging system for
personalized application and management needs.

(2) Cloud service system layer

The cloud service system layer, as the information hub
center of the automated packaging system, must possess
the key features of computing, communication, and control
integrated by the Cyber-Physical System (CPS). The cloud
service system layer provides data interaction, storage, and
analysis methods and interfaces for heterogeneous resource
management existing in the industrial environment through
cloud computing technology, web service technology, etc.
and provides corresponding data computing functions. The
terminal service layer and the manufacturing system layer
are interrelated to form a unified and coordinated whole,
so as to realize the information integration and resource
sharing of the entire system.

The cloud service system layer realizes that the cloud
receives personalized order information and query instruc-
tions from customer’s mobile terminal through the data
channel interface provided by the web service and performs
order classification and integration processing on the back-
end server. According to the characteristics of the query
instruction, the corresponding product information is
mined, and then, the information processing result is pushed
to the corresponding client terminal to complete the infor-
mation interaction task between the client and the smart
factory.

The cloud service system layer provides a data channel
interface to receive equipment status information from the
manufacturing system layer. According to the result of cus-
tomer order integration, the decision-making information
of the corresponding production plan is formulated and
then issued to the control module center of the workshop
production equipment. In order to facilitate the production
management of the workshop manager, the cloud service
system layer needs to organize the historical data informa-
tion of all orders and the status information of the workshop
production unit, so as to provide functions such as work-
shop status monitoring, equipment startup and shutdown,
and raw material inventory forecasting.
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(3) Manufacturing system layer

As the production execution part of the automated pack-
aging system, the manufacturing system layer needs to have
execution functions that can be automated and intelligent.
Therefore, the manufacturing system layer needs to associate
various manufacturing-related processing equipment and
sensors and other components for flexible design to realize
the coordinated adjustment of workshop production units.
Collaborative production between workshop production
units needs to be considered from two design perspectives
at the manufacturing system level, namely, IoT design and
reconfigurable design.

In terms of IoT design, it mainly relies on sensor net-
works, radio frequency, and other related industrial IoT
technologies to connect discrete processing equipment, sen-
sor components, and product parts in the factory workshop.
We use sensor technology to detect the operating status of
the equipment to realize the calibration and tracking of the
workstation information of the processing object; rely on
communication methods such as WiFi, ZigBee, and Ethernet
to connect the items, processing units, cloud platforms, so as
to solve the interoperability problem caused by the heteroge-
neity of resources in the production process.

In the reconfigurable design, the equipment and compo-
nents that can complement each other’s functions and can

complete a set of production operations in the workshop
are modularized and packaged to form a relatively indepen-
dent production and processing unit. Each such indepen-
dent unit is connected with other independent units by
means of corresponding communication, so that they can
cooperate with each other to complete industrial production
tasks. The cloud service system is used as the instruction
decision center for all independent production and process-
ing units in the workshop, so as to realize the production
planning and ordering of the workshop. This realizes that
all equipment of the manufacturing system can adjust the
working mode by itself and then quickly respond to the
small batch and diversified production needs of the product.

3.4. Optimization of Random Access for IoT Group Paging
Based on Queuing Theory. Under the NB-IoT cell site group
paging mechanism, the service requests of IoT devices with
the same GID are consistent, and the delay requirements
are not high. Suppose that after the NB-IoT cell site initiates
a group paging, it only processes access requests for IoT ser-
vices with a certain GID in one RA-slots, and IoT devices
with the same GID will initiate the same in the first RA-
slots access request. Therefore, the number of access
requests initiated by IoT devices in I RA-slots is different,
but it will decrease with the increase of time. Considering
the processing capacity of NB-IoT cellular sites, it is
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Figure 1: System architecture diagram.
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necessary to scatter a large number of IoT devices on differ-
ent RA-slots in order to control the number of IoT devices
that initiate access requests in each RA-slots. The number
of IoT devices requested for access is the same.

We define the connection rate for the first access in a
RA-slots θRAðλÞ as the arrival rate in the current RA-slots
multiplied by the probability of the first access success, then:

θRA λð Þ = 1 − λð Þe‐λ/2R: ð1Þ

Obviously, the value of θRA changes with the change of
the parameter λ, and the maximum value of θRA can be
obtained by seeking its extreme value:

θmax = 1 + Rð Þ•e−λ: ð2Þ

Through analysis, it can be known that the NB-IoT cel-
lular site system can achieve the largest first-time successful
connection rate when the value of λ is R. In order to keep the
NB-IoT cellular site at a relatively high connection perfor-
mance in I RA-slots, the arrival rate of access requests in
IRA-slots must be scattered control processing, and the scat-
tered interval value is equal to R.

Define λTH as the maximum capacity of the current NB-
IoT cellular site to handle massive IoT traffic services, then:

λTH = 1 − λ = e−u: ð3Þ

Regardless of the processing capacity of the current NB-
IoT cellular site, as long as there are more than one IoT
devices initiating access requests in each RA-slots, theoreti-
cally, the IoT conflicts in Msg1 always exist. For each RA-
slots, the number of IoT devices that fail to access in the tra-
ditional LTE random access model will randomly select a
RA-slots within the random back-off window to initiate an
access request again, in the random access strategy for IoT
group paging based on time slot scattering proposed in this
chapter. Since the number of IoT devices allocated for the
first time in each RA-slots is the same, the IoT devices that
fail to access will randomly back off to the total access time.
A certain RA-slots in the slot initiates an access request
again.

Assuming that the initial arrival rate set of each RA-slot
in the total access slot I is represented by EN, when the ran-
dom access request of an IoT device n in the ith RA-slot fails,
the IoT device n should be in ½i + 1, ITH� randomly selecting
an access slot k as the RA-slot for reinitiating random access
request. Therefore, the initial arrival rate and actual arrival
rate set of each RA-slot have the following inequality rela-
tionship:

λ1 = λTH = ε1, i = 1,

λi = λTH > εi, i = 2, 3,⋯, I − 1, I:

(
ð4Þ

Obviously, with the exception of the first RA-slot, each
RA-slot in the total access slot I will be equally probabilisti-
cally selected by the IoT device that failed to access in the
previous RA-slots as its new initiator. Therefore, the rela-

tionship expression between the initial arrival rate and the
actual arrival rate set can be further obtained:

λ1 = λTH = ε1, i = 1,

λi = 1 − εi +
Yi−1
k=1

kλk 1 − eRλk
� �

, i = 2, 3,⋯, I − 1, I:

8>><
>>:

ð5Þ

The expression of the total access timesΩ under the total
access time slot I is as follows:

Ω = N − 1ð Þ I − 1ð ÞλTHe−RλTH : ð6Þ

When the value of бI appears, the E
Ν set greater than the

access time slot бI is set to 0, that is:

EN = ε1 ε2 ε3 ⋯ εσI 0
� �

: ð7Þ

ITH is the time slot scattering threshold, and its mathe-
matical expression is as follows:

ITH = N − 1ð ÞRλTH: ð8Þ

When ITH < 1, the number of IoT devices does not
exceed the maximum processing capacity of the NB-IoT cel-
lular site. At this time, there is no need to perform actual
scattering processing on the IoT devices, just initiate an
access request according to the traditional LTE random
access process. The system flow chart of the random access
optimization strategy for IoT group paging based on time
slot scattering is shown in Figure 2.

4. Simulation Analysis

4.1. Throughput and Delay Analysis. In order to evaluate the
throughput and latency of the IOT group paging random
access optimization algorithm, this article is configured with
an Intel Core i7-6700M @3.40GH processor and 16G mem-
ory, installed on a PC with a 64-bit Windows7 system,
through the Eclipse2020 platform. The PBFT and IOT group
paging random access optimization algorithm was imple-
mented by programming in Java language, and the delay
and throughput test were carried out. Among them, the
implementation and testing of the PBFT algorithm uses part
of the code shared by the PbftSimulator project on the
Github platform. Each group of experiments was run 25
times independently and averaged as the test result. The
main parameter settings are shown in Table 1. In particular,
in order to ensure higher consensus efficiency, the number
of consensus nodes of the PBFT algorithm is selected less,
usually less than 30.

As the number of packages increases, the overall
throughput of the two algorithms is increasing; when the
number of packages is less than 100, the throughput of the
IOT group paging random access optimization algorithm
is slightly higher than that of the PBFT algorithm; when
the number of packages is greater than 1000, the throughput
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of the IOT group paging random access optimization algo-
rithm is significantly greater than that of the PBFT algorithm,
and as the number of packages increases, the throughput dif-
ference gradually increases. Figure 3 shows the relationship
between throughput and packaging quantity.

Without considering the delay, it is not rigorous and
meaningless to discuss the throughput, and the delay is also
an indicator to measure the responsiveness of the algorithm,
so this article also tests the relationship between the delay
and the number of packages. As the number of packages
increases, the delays of both algorithms increase. It can be

seen from Figure 4 that the time delay of the IOT group
paging random access optimization algorithm is less than
that of the PBFT algorithm.

As the number of packages increases, both throughput
and delay increase linearly. However, in actual alliance chain
applications, the delay is generally required to be less than 3
seconds. Therefore, based on practical application consider-
ations, the discussion of the throughput and delay compari-
son between the algorithm in this paper and the PBFT
algorithm should be limited to the range of delay less than
3 seconds. Under the simulation conditions of this article,
when the number of packages is 4000, the delay of the IOT
group paging random access optimization algorithm is
2812 milliseconds, and the delay of the PBFT algorithm is
2900 milliseconds; and the throughput of the PBFT algo-
rithm is 1379 transactions/sec. At this time, compared with
the PBFT algorithm, the throughput of the IOT group
paging random access optimization algorithm is increased
by about 3.12%, and the delay is reduced by about 3.03%.

4.2. Analysis of Communication Bandwidth Overhead. In
order to evaluate the communication bandwidth overhead of
the IOT group paging random access optimization algorithm,
on a PC configured with Intel Core i7-6700M @3.40GH pro-
cessor and 16G memory, installed with a 64-bit Windows7
system, the algorithms are used for mathematical calculation
simulation, and the parameter settings are shown in Table 2.

Start up

System
initialization

Generate random access
preamble sequence

Do you need time 
scatter 

processing ?

Enter the RACH process

Is there a conflict ?

Successfully connected

No

No

Into the time
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remaining time slots

Is it the last time
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Access failed
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corrections

End

NB-IoT cellular site 
initiates group paging

Re-initiate an access
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time slot arrives

Scatter a large number of
IoT devices on different
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Figure 2: Flow chart of random access system for IoT group paging based on time slot scattering.

Table 1: Simulation parameter table for evaluating algorithm
throughput and delay.

Simulation parameters Values

Maximum number of simultaneous requests 6500

Total number of request messages 3000~8000
Malicious consensus node 1

Number of consensus nodes 7

Number of failed nodes 1

The size of the request message 300 bytes

Rated bandwidth of the network between nodes 7500 bytes

Basic network delay between nodes 3ms

Network delay disturbance range between nodes 0.5ms

7Journal of Sensors



The first set of simulations is to compare the bandwidth
overhead of different algorithms. In this experiment, the
number of fixed voting nodes NV = 1000, and the number
of consensus executions in a round of voting cycle is k = 5.
With the increase of the number of consensus nodes N ,
the bandwidth cost of the three algorithms increases expo-
nentially, and the growth rate of the algorithm in this paper
is small, and the growth rate of the PBFT algorithm is larger;
when the number of consensus nodes N < 15, the size rela-
tionship is that the algorithm in this paper> PBFT. This is
because the algorithm in this paper increases the bandwidth
overhead of the election process compared with the PBFT
algorithm. Under the experimental conditions of this paper,
when the number of consensus nodes is 7, this algorithm
reduces the bandwidth cost of the PBFT algorithm by about
45%. It can be analyzed that in the case of a large number of
consensus nodes, the IOT group paging random access opti-
mization algorithm has lower bandwidth overhead. The rela-
tionship between communication bandwidth overhead and
the number of consensus nodes is shown in Figure 5.

The second set of tests is to compare the bandwidth
overhead of different algorithms when applied to automated
packaging systems. When applied to an automated packag-
ing system, consensus is based on a block containing multi-
ple packages as the smallest unit. This is different from the
consensus process in the first set of experiments where one
package is the smallest unit, and the test results are also dif-
ferent. Figures 5 and 6 have different trends. Under the sim-
ulation conditions of this article, when the number of nodes
is 7, the bandwidth overhead between the IOT group paging
random access optimization algorithm and the PBFT algo-
rithm is relatively large.

4.3. Complexity Analysis. In order to measure the growth
relationship between algorithm execution efficiency and
resource overhead and data scale, time complexity and space
complexity are used as indicators to analyze the complexity
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Figure 3: The relationship between throughput and packaging quantity. (1) PBFT algorithm. (2) IOT group paging random access
optimization algorithm.
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Figure 4: The relationship between delay and packaging quantity.

Table 2: Simulation parameter table of algorithm bandwidth
overhead.

Simulation parameters Values

Vote 0.1 KB

N <60
Message 0.3 KB

k <20
Size block 512KB
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of the IOT group paging random access optimization
algorithm.

Time complexity represents the growth relationship
between the execution time of an algorithm and the size of
the data and is a measure of the amount of time the algo-
rithm occupies during its operation. For the time complexity
analysis of the IOT group paging random access optimiza-
tion algorithm, this section is measured by the number of
basic operations performed by the algorithm under a given
input scale. The IOT group paging random access optimiza-
tion algorithm implements two processes of election and
consensus, and one election process supports multiple
rounds of consensus. The election process includes 4 stages
of voting request, preparation, response, and broadcast
results. The consensus process includes 4 stages of request,
prepreparation, submission, and response.

Given the input size n, assuming that an election process
supports m (m < n) rounds of consensus, then the basic

operation number of the algorithm in the voting request
phase is 1, the basic operation number of the algorithm in
the preparation phase is n − 1, and the operand is n, the
basic operand of the algorithm in the broadcast phase is n,
the basic operand of the algorithm in the request phase is
m, the basic operand of the algorithm in the pre-
preparation phase is m ∗ ðn − 1Þ, and the basic operand of
the algorithm in the submit phase is m ∗ n ∗ ðn − 1Þ; the
basic operand of the algorithm in the response phase is
m ∗ n.

Space complexity represents the growth relationship
between the storage space of the algorithm and the data size
and is a measure of the storage space temporarily occupied
by the algorithm during operation. For the space complexity
analysis of the IOT group paging random access optimiza-
tion algorithm, this section is measured by the size of the
storage space occupied by the algorithm under a given input
scale. Similar to the analysis of algorithm’s time complexity,
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Figure 5: The relationship between communication bandwidth overhead and the number of consensus nodes.
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Figure 6: The relationship between communication bandwidth overhead and the number of consensus nodes (the second set of tests).
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given the input size n, assuming that an election process sup-
portsm ðm < nÞ rounds of consensus, then the storage size of
the voting request phase is 1, and the storage size of the
preparation phase is n − 1; the storage size of the response
phase is n, the storage size of the broadcast phase is n, the
storage size of the request phase is m, the storage size of
the pre-preparation phase ism ∗ ðn − 1Þ, and the storage size
of the commit phase is m ∗ n ∗ ðn − 1Þ; the storage size of
the response stage is m ∗ n. The stages are carried out in
sequence. The simulation result of complexity normalization
is shown in Figure 7. It can be seen from Figure 7 that the
complexity of the IOT group paging random access optimi-
zation algorithm and the PBFT algorithm are not much
different.

5. Conclusion

This paper studies the information interaction mechanism
between the cloud service system and the mobile terminal
and uses web service technology to implement the applica-
tion channel for users to obtain system services and the
interface design for terminal device data interaction. The
information interaction mechanism between the cloud ser-
vice system and the manufacturing system is studied, the
Hadoop system is used to classify and mine the order infor-
mation of the cloud service system, the design of the infor-
mation interaction between the cloud platform and the
manufacturing layer equipment is completed, and the
manufacturing system layer flexibility is planned and
designed. For the implementation process of automated pro-
duction, the design of the cloud-assisted decision-making
mechanism of the cloud service system for the production
activities of the manufacturing system is designed, so as to
realize the intelligent production function of the automated
packaging system. In the 5G network architecture using
NB-IoT technology, this paper proposes a random access
optimization strategy based on time slot scattering for the

access scenario of IoT group paging. First, a mathematical
model based on queuing theory is established for the access
scenario of IoT group paging, and on the basis of this model,
the scattering threshold and scattering time slot of IoT
devices are derived through mathematical formulas. Accord-
ing to the actual application scenario, the time slot scattering
algorithm is modified to make it closer to the ideal value.
This article builds a list of credit nodes. The credit node list
has two functions. One is to improve the participation mode
of consensus nodes from static to dynamic, and nodes can
enter or exit dynamically; the other is to support the selec-
tion of trusted nodes by voting. During the voting period,
all nodes can vote, and the top nodes with the most votes
form a list of trusted nodes, which will be the candidate list
of consensus nodes. This paper designs a credit evaluation
mechanism. This mechanism is the follow-up of consensus
node election, including credit value calculation model and
node election strategy. Through this mechanism, a trusted
consensus node (master node and replica node) can be
elected from the list of credit nodes. Trusted consensus
nodes will improve system fault tolerance and reduce com-
munication overhead. Based on the credit evaluation mech-
anism, the credibility of the consensus node is ensured,
thereby simplifying the three-phase protocol of the PBFT
algorithm into two phases to further reduce communication
overhead and algorithm delay.
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