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A framework combining the Internet of Things (IoT) and blockchain can help achieve system automation and credibility, and the
corresponding technologies have been applied in many industries, especially in the area of agricultural product traceability. In
particular, IoT devices (radio frequency identiﬁcation (RFID), geographic information system (GIS), global positioning system
(GPS), etc.) can automate the collection of information pertaining to the key aspects of traceability. The data are collected and
input to the blockchain system for processing, storage, and query. A distributed, decentralized, and nontamperable blockchain
can ensure the security of the data entering the system. However, IoT devices may generate abnormal data in the process of
data collection. In this context, it is necessary to ensure the accuracy of the source data of the traceability system. Considering
the whole-process traceability chain of agricultural products, this paper analyzes the whole-process information of a tea supply
chain from planting to sales, constructs the system architecture and each function, and designs and implements a machine
learning- (ML-) blockchain-IoT-based tea credible traceability system (MBITTS). Based on IoT technologies such as radio
frequency identiﬁcation (RFID) sensors, this article proposes a new method that combines blockchain and ML to enhance the
accuracy of blockchain source data. In addition, system data storage and indexing methods and scanning and recovery
mechanisms are proposed. Compared with the existing agricultural product (tea) traceability system based on blockchain, the
introduction of the ML data veriﬁcation mechanism can ensure the accuracy (up to 99%) of information on the chain. The
proposed solution provides a basis to ensure the safety, reliability, and eﬃciency of agricultural traceability systems.

1. Introduction
As a valuable branch of agriculture, the tea industry has had
a long history of development. At present, tea is one of the
three major beverages worldwide. China is a major tea
exporter [1]. The demand from developed countries such
as Europe and the United States accounts for a quarter of
the total tea exports. However, since 2001, the presence of
pesticide residues and heavy metals has aﬀected the quality
and safety of tea, and these problems have emerged as bottlenecks in the development of the tea industry [2]. With globalization, an increasing number of regulators are focusing on
the traceability of tea safety and credibility, and the customer

expectations regarding the tea quality are rising. Traditional
tea tracing systems cannot guarantee the accuracy of data,
tamper-proof modiﬁcations, and eﬃcient storage of the system. Therefore, it is necessary to establish a light-weight
traceability system for the tea supply chain that is credible
and traceable.
The existing supply chain of tea has a complex structure,
so it is necessary to establish an eﬃcient and credible traceability system to realize the supervision and recall of tea.
Such a system can help rapidly identify the relevant links
and data to promptly solve the problem [3]. To build an
agricultural traceability system, it is necessary to collect a
large amount of data pertaining to the agricultural industry
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chain. Notably, system information collection mostly relies
on manual entry, which may lead to problems such as information recording errors and ineﬃcient use of the system.
The Internet of Things (IoT) and sensor technologies can
be used to eﬀectively solve these problems [4]. In general,
bar codes, quick response (QR) codes, radio frequency identiﬁcation (RFID), and other technologies are used in the
information collection process of tea traceability, which
can promptly and eﬀectively transmit information. The
RFID technology can track and monitor the whole process
“from a tea garden to a teacup.” In the case of a dispute over
the origin or traceability information, the problem can be
rapidly identiﬁed [5]. Wireless sensor networks (WSNs)
and RFID are components of the IoT. WSNs include temperature, humidity, and pressure sensors. Through the corresponding network, the temperature, humidity, and other
information in the process of tea planting can be automatically obtained and transmitted to the system. IoT devices
can ensure the transparency and reliability of the tea supply
chain.
The existing tea supply chain management systems
involve several limitations. Although information is automatically collected through IoT equipment, the equipment
may produce abnormal data in the process of data collection
due to the inﬂuence of the manufacturing technology, process, and cost and network transmission. Therefore, the
accuracy of the source data cannot be guaranteed [6]. Moreover, the tea traceability system involves many participants,
which may lead to ineﬃcient information sharing. Records
of the pesticide content, origin and grade of tea, and tea
traceability process information may be imperfect. Moreover, a whole process supply chain traceability system for
tea has not been established yet [7, 8].
The problem of category imbalance is encountered in
many ﬁelds such as medical diagnosis [9], outlier detection
[10], software quality detection [11], credit card fraud detection [12], and text classiﬁcation [13]. Research on outlier
detection for agricultural traceability data is aimed at classifying unbalanced data. The outliers and normal values are
known as the minority and majority classes, respectively.
Compared with majority class instances, minority class
instances often receive more attention. An ensemble method
is an eﬀective algorithm to enable leaning from minority
samples [14]. In particular, an ensemble algorithm achieves
a high accuracy by forming a set of base classiﬁers. Boosting
is an ensemble method that can enhance the performance of
weak classiﬁers in an iterative manner by modifying the
weights of the samples after each iteration. Speciﬁcally, by
iteratively assigning higher weights to misclassiﬁed samples,
the subsequent models can be more accurately classiﬁed.
Adaptive boosting (AdaBoost), gradient boosting, and
XGBoost are all well-known boosting algorithms [15] that
can enhance the performance of any weak classiﬁer. Random forests (RFs) represent another type of ensemble
method that can introduce additional randomness to the
prediction of a decision tree to obtain a variety of classiﬁers.
To address the abovementioned challenges, we propose
and design a machine learning- (ML-) blockchain-IoTbased tea credible traceability system (MBITTS). The pur-
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pose of the system is to promptly collect data, verify the
accuracy of the source data, and establish a new traceability
system with distributed storage, data scanning, and monitoring. The main functions of the system can be summarized as
follows: First, the source data are stored in a relational database by IoT devices. An ensemble learning algorithm (AdaBoost, XGBoost, gradient boosting decision tree (GBDT),
or RF) is used to perform binary classiﬁcation of the traceability data to ﬁlter the outliers. Moreover, several models,
such as logistic regression (LR) and K nearest neighbors
(KNN), are trained, and their performance is compared with
that of the ensemble algorithms. After the information is validated, it is transferred to the blockchain for storage. Subsequently, a collaborative storage architecture for blockchain,
relational database, and memory database is established.
Based on the multitasking real-time scanning of blocks in
the memory database, a fast query mechanism for data tracing is constructed. Finally, any deletion or tampering in the
system is recorded and reported, and a decentralized coordinated agricultural product tracking system is established.
The remaining paper is organized as follows: Section 2
presents a review of the research on the use of IoT and blockchain in the current agricultural product industry. Section 3
describes the proposed framework, with IoT and blockchain
technologies used to design the system. The system requirements are identiﬁed, and the design of the system architecture
is established. Section 4 describes the design and implementation of the system. Section 5 presents the experimental analysis. Section 6 presents the concluding remarks, discusses the
limitations, and recommends directions for future work.

2. Related Work
Owing to the discrete nature of the various functions and stakeholders in the agricultural supply chain, the government, consumers, and enterprises must establish a complete and
eﬃcient agricultural supply chain information supervision system. Pigini and Conti [16] proposed the use of near ﬁeld communication (NFC) technology to achieve eﬃcient traceability in
the agricultural supply chain. To promptly collect information
regarding key points in the supply chain by establishing NFC
tags, Alﬁan et al. [17] used IoT technology and ML methods
to enhance the eﬃciency of the fresh food traceability system.
However, these technologies involve several drawbacks. Specifically, these technologies fail to solve the fundamental problem
of traceability systems. For example, in the case of centralized
data storage, people may easily delete or tamper with the data.
In addition, the traceability information of the whole process
may lead to storage redundancy and low query eﬃciency. Kamble et al. [18] proposed a smart agriculture system based on
blockchain technology and the IoT. All users can use smartphones to enter the data into the system and collect data
through IoT devices. All the traceable data can be communicated after node consensus, and digital signatures are obtained.
Galvez et al. [19] highlighted how blockchain is used in the food
supply chain, considering soybeans as an example, and discussed traceability-related cases in the food supply chain. Unilever [20] also makes the tea traceability system more transparent
through blockchain technology, so as to facilitate consumer
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query and enterprise management. Recently, blockchain technology has emerged as a promising technology. Notably,
because it can solve the credibility and security problems caused
by information opacity and tampering, blockchain technology
is widely used in the ﬁeld of agricultural food [19, 21–24]. Liao
and Xu [25] proposed a tea quality and safety management system based on blockchain. The Ethereum platform and MySQL
relational database constitute the data layer, which ensures the
distributed storage of tea and the credibility of the data in the
traceability process. This technology is often combined with
other technologies. For example, Khan et al. [26] combined
the IoT, blockchain, and deep learning methods to optimize
the food source problem in Industry 4.0, using a regression neural network to predict the relationship between the supply and
demand of food. Blockchain technology can be used to potentially overcome the limitations of traditional traceability software systems.
Although the abovementioned studies discussed the
advantages of blockchain in agricultural supply chain traceability, they did not consider speciﬁc application scenarios
and system optimization issues, such as
(i) Information Immutability. The blockchain ensures
the originality and authenticity of records, and thus,
once the original data are input to the blockchain
system, they cannot be modiﬁed. However, this
aspect does not ensure the authenticity of the original information, and the initial data must be
assumed to be correct. To address the practical problems of agricultural supply chains, we must formulate appropriate methods to accurately screen the
error value of the source data and establish eﬀective
information chains [27]
(ii) Data Storage. Diﬀerent types of data exist in the agricultural supply chain. Blockchain information is
stored in the block body [28], and collection of the
traceability information of the whole chain (including
the information of the key process from production to
processing to logistics) may signiﬁcantly increase the
size of the block storage load, thereby aﬀecting the system performance. Therefore, it is necessary to
improve the existing blockchain storage model to
optimize the eﬃciency of the system operation
Therefore, this article constructs an ML-blockchain-IoTbased system solution that can guarantee the traceability of
the agricultural supply chain while improving the data accuracy and information security management of the system.
The proposed system relies on GBDT and other ensemble
learning methods to analyze the source data and screen outliers. Compared with most existing classiﬁcation methods,
an ensemble learning method provides a considerably higher
accuracy than that achieved using only LR and KNN, and it
can thus help ensure the source data accuracy [29, 30]. In
addition, the proposed data storage and indexing mechanisms and data scanning and recovery mechanisms can provide a theoretical foundation for the optimization of
blockchain systems.

3

3. Framework
The proposed method uses the IoT and Ethereum as the
underlying technology. RFID is one of the most common
technologies in the IoT. Speciﬁcally, RFID is a noncontact
automatic identiﬁcation communication technology [31].
In the ﬁeld of traceability, RFID is used to automatically
obtain data in all aspects of logistics, such as production,
processing, warehousing, and distribution. Consequently,
the IoT technology is a key technology for intelligent agricultural traceability management. Ethereum is a typical application of blockchain, which was invented by a Russian–
Canadian computer scientist named Vitalik Buterin in
2013. Ethereum is an open-source public blockchain platform with a smart contract function. A decentralized Ethereum virtual machine is used to process point-to-point
contracts through the dedicated cryptocurrency, ether
(ETH).
This section introduces the credible traceability system
for the entire tea process based on ML blockchain-IoT,
named MBITTS. Figure 1 shows the framework design of
MBITTS, which is divided into three modules.
Traceability layer. In this layer, raw data from external
systems are recorded through connected devices (such as
IoT sensors, ERP system data, and RFID) and input to the
system business logic layer through a uniﬁed data exchange
interface (JSON-HTTPS). The external device collects and
transmits information such as the geographic location, temperature, humidity, and pesticide spraying amount. RFID
tags are used to automatically identify and track the tea
products on the chain. These later stages communicate with
the shared ledger information in the blockchain.
Business layer. This layer contains functional modules
such as data upload, data veriﬁcation, data scanning and
monitoring, data rollback, and system credit evaluation.
The data of the entire agricultural industry chain (including
production, processing, and logistics information) are transferred to the ML network model through IoT equipment or
manual entry for data veriﬁcation. The veriﬁed data are
transferred to the blockchain database through the smart
contract to automatically execute the script code. The system
simultaneously performs batch processing (day-to-day chain
scanning and day-end integration) and transaction monitoring operations to integrate and manage various processes
and transactions in the traceability chain. The characteristics
of blockchain technology ensure that the entire process of
storage, reading, and execution is transparent, traceable,
and nontamperable. Moreover, a state machine system is
constructed using the consensus algorithm provided with
the blockchain to enable smart contracts to run eﬃciently.
The ensemble learning method is used to classify outliers
in the traceable data. Direct, high-quality data can be generated, and the feedback results can help enhance the overall
credibility of the system.
Database layer. This layer includes relational databases
and the Ethereum blockchain platform. As a ledger, the
blockchain stores each transaction in a distributed P2P network and records it after it is veriﬁed by all participating
nodes. The data veriﬁed by the ML model are uploaded to
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Figure 1: Framework of the ML-blockchain-IoT-based tea credible traceability system (MBITTS).

the Ethereum blockchain platform through the data communication protocol, and the ledger data are agreed upon
at each node of the blockchain through a certain propagation mechanism. Each node in the blockchain records information, and each node reaches a consensus by calling the
smart contract in the blockchain network. Ethereum uses
consensus mechanisms such as proof of work (POW), proof
of stake (POS), and proof of authority (POA), and the
encrypted hash value after the consensus is stored in the
blockchain node of the ledger.

4. System Design and Implementation
According to the system architecture design method
described in Section 3, the blockchain system contains the
production, processing, circulation, and sales information
of the tea supply chain. Information integration, on-chain
data accuracy veriﬁcation, fast data query, traceability data
recovery, and other functions can be reﬂected in the platform. The following contents introduce system dataﬂow,
system storage, data recovery mechanism, data veriﬁcation
algorithm, and the implementation of the system.
4.1. Dataﬂow of the System. The main members of the tea
trusted traceability system include farmers, producers, distributors, transporters, product users, and managers. Information regarding a tea producer includes the company’s
registration information, temperature, humidity, and
amount of pesticides used in the tea planting process. Tea
production information includes the processing batch number, date, and output. Tea sales information includes the
price, shelf life, and sales date. The key information gener-

ated in each link of the traceability system is automatically
obtained through GPS or wireless sensors and other equipment. The EPC code is used for uniﬁed identiﬁcation
through RFID tags. The data are uploaded to the database
through the data acquisition module, and a classiﬁcation
model is built through ML methods to ﬁlter abnormal data.
The correct data are recorded in the blockchain in the form
of transactions through smart contracts. A transaction in a
contract includes the transaction address, content, gas, date,
and signature. As shown in Figure 2, the transaction data,
tea information (including location, timestamp, and tea variety), and number of tea leaves are veriﬁed on the chain with
the digital signature of the tea buyer and seller. Subsequently, all the data are hashed, and the data veriﬁed by
the smart contract are uploaded to the blockchain network.
4.2. Storage and Data Recovery Mechanism
4.2.1. Storage Mechanism. The mechanism of most existing
blockchain systems is to store the information of the whole
supply chain process in the blockchain. With the increase
in transactions, the nodes must store more data, and the load
pressure of blockchain storage increases. To address this
aspect, we design a model (Figure 3) known as the centralized and decentralized cooperative storage management
model.
The proposed system mainly includes enterprises, consumers, and government regulators, among which the corporate entities include manufacturers, packers, distributors,
and retailers. For example, for the tea production information, the traceability ﬁelds of the local database are shown
in Table 1. The ﬁelds include teaPick.id, teaPick.landID,

Journal of Sensors

5
Information flow

Stakeholders
farmer

Farming

Stakeholders
worker/manager

Stakeholders
driver

Stakeholders
manager

Stakeholders
distributor

Stakeholders
retailer

Stakeholders
consumer

Factory

Track transport

Storage

Distribution

Retail store

Consumer

Farmer
information

Processing
information

Transportion
information

Storage
information

Distributor
information

Retailer
information

Consumer
information

Planting
fertilization
watering
pesticide
residues
harvest
ID

Processing
production
date
quality
inspection
ęę

Logistics
temperature
humidity
oxygen
carbon
dioxide
ęę

Location
store time
temperature
humidity
oxygen
carbon
dioxide
ęę

Location
distribution
time
ęę

Price
location
shelf life
ęę

Purchase
information
ęę

RFID, GIS, GPS, WSN data collection

Transaction
blockchain

Transaction
Ethereum blockchain network

From: send address
To: accept address

Smart contract
sending transaction
Smart contract A

Smart contract B

Smart contract C

Value: transaction amount
Gas: maximum gas
consumption for transactions
Gas price: unit price of
transaction gas
Data: transaction string data
Nonce: integer nonce value

Interaction between contracts

Figure 2: Dataﬂow of the MBITTS system.

Data sign: signature (R, S, V)

6

Journal of Sensors

Start
Distributed relational database

Process 1
Process 2
Process 3
Process 4
…
Process n
Tea process

Blockchain
Data storage design for the tea traceability system

Figure 3: Storage mechanism.
Table 1: Structure of TeaPick.
No.
1
2
3
4
5
6
7
8

Field
teaPick.id
teaPick.landID
teaPick.weather
teaPick.varieties
teaPick.num
teaPick.pickTime
teaPick.usrId
BlockNum

Type Null (true/false)
int
String
String
String
uint
Date
String
int

False
False
False
False
False
False
False
True

Description
Picking number
Land number
Picking weather
Tea variety
Picking quantity
Picking time
Operator
Block number

teaPick.weather, teaPick.varieties, teaPick.num, teaPick.pickTime, teaPick.usrId, and BlockNum. The ID number is the
unique identiﬁer of the information record. The ID and
name ﬁelds must be uploaded to the chain, and other ﬁelds
are uploaded to the chain according to speciﬁc roles and
processes. These data models are ﬁnally converted into JavaScript Object Notation (JSON) strings for storage.
In terms of data storage, as the blockchain adopts a chain
structure, it exhibits time irreversibility and nontamperability, and thus, the data stored in the blockchain are continuously accumulated. Data entry and storage consume a large
amount of resources in the blockchain system, and the operating eﬃciency of the system is aﬀected. Additionally, in the
blockchain, only the chain structure is shown on the blockchain. The internal transactions are packaged and stored
together and do not exhibit any relationship. The proposed
collaborative management model stores all traceable data
in the cloud server, and only the core data of the transaction
and data hash value of the previous transaction are stored in

the blockchain. When new data need to be written, we identify the last transaction hash stored at the previous time and
write it as a transaction in this block to ﬁnd the associated
parent transaction hash value in each block, thereby
promptly identifying the complete traceability chain information. In this manner, the storage pressure of the blockchain system can be alleviated.
In terms of data queries, smart contracts are used in the
blockchain to manage the on-chain data in the food supply
chain. Usually, the traceability information is stored in the
cloud database for each node, and the complete transaction
information is synchronized to the blockchain. When sending a query command, all nodes must be indexed level by
level to obtain complete traceability information (i.e., all
nodes are traversed to ﬁnd the associated transaction information). Consequently, in a complex supply chain environment, the response time of the system may signiﬁcantly
increase. By looking up the hash value of the previous traceability data stored in each node, we can directly trace the last
transaction data to the previous transaction, thereby
enhancing the query eﬃciency of the blockchain system.
Although two-layer or multilayer frameworks have been
proposed in blockchain systems [32, 33], most of these
frameworks are aimed at solving the problem of participation of regulators and privacy protection of conﬁdential
information in nodes. It is mainly the design of information
storage at the business level. In their design, they considered
the separation of information storage and query but did not
change the internal storage structure of the blockchain. The
framework proposed in this paper is diﬀerent from other
multilayer frameworks. This section presents a simple example to illustrate the data storage mechanism of the collaborative management system. We consider a tea supply chain as
an example, in which processes 1, 2, 3... represent tea picking, processing, packaging, etc.
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(1) The user sequentially submits each tea process to the
database, as shown in Figure 3. When step A is executed, tea process 1 is stored in the local server. At
this point, the data are stored and not packaged in
the blockchain system
(2) When step B is implemented, ML is used to eliminate the abnormal values of traceability data, and
the data are submitted to the blockchain as a transaction, including the record number, core data, transaction hash, and TransHash of the previous
process. In this period, the data are about to be
packed. (After each piece of data is submitted, the
system veriﬁes whether the previous process is completed. If the transaction is completed, the system
executes the TransHash operation of the previous
process when submitting the data point; otherwise,
the submission is prohibited.)
(3) The data association is completed by performing
step C. At this time, the data in process 1 cannot
be modiﬁed or deleted
Therefore, by recording the hash value of the transaction
record corresponding to process 1 in the transaction generated in process 2, the previous transaction information can
be promptly identiﬁed during the query without traversing
all nodes. In addition, when data are deleted, data can be
restored through data rollback. This model is named the collaborative management storage model.
4.2.2. Data Recovery Mechanism. At present, MySQL is usually introduced between the application platform and Ethereum blockchain. However, owing to its centralized nature,
the data stored in MySQL are vulnerable to contamination.
If the hash value of a historical transaction stored in the
database is deleted, the user cannot retrieve the transaction
data in the blockchain. Therefore, even if the data stored in
the blockchain are safe, the data whose addresses are lost
may not be able to be retrieved. This aspect leads to loopholes in the data query. Therefore, the proposed system uses
a set of data scanning and recovery mechanisms (Figure 4).
This section presents a simple example to illustrate the data
recovery and correction mechanism.
The batch processing system obtains the total number of
current blocks in the blockchain. If the system is required to
traverse and scan the massive amount of transaction data in
the blockchain, the process will be extremely time intensive.
Therefore, batch scanning (scanning by block group) is performed. The width of the block to be scanned is deﬁned and
recorded as a block group (start, stop). (1) Scanning tasks are
performed in a cyclic manner (for example, every day or
every hour) to increase the rate of scanning the system transaction data in the blockchain. (2) The data in the database
are reverse checked through the transaction hash in the
blockchain. If the data cannot be checked, it is considered
that the data have been maliciously deleted. This information is recorded and written into the intelligent contract,
and the database data are rolled back. (3) If the data are
found in the database, the database data are evaluated
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through hashing. If the data are inconsistent with the hash
block, which is suggestive of data tampering, the data information is recorded and reported, and the in-memory database data are rolled back for the next scan. This process
ensures the accuracy of the data in the MySQL database.
The data recovery process is presented as Algorithm 1. Considering the example of tea picking, Teapickservice.update
(data item) is used to perform the rollback.
4.3. Ensemble Method for Data Check. ML can facilitate
decision-making by learning the human reasoning process
to judge the results in advance. A model is built by learning
from a real dataset, and an unknown dataset is forecast to
enhance the system accuracy [34]. Classiﬁcation is a widely
examined topic in the ML domain. Traditional classiﬁcation
methods, such as decision trees, LR, support vector
machines (SVMs), and Bayes classiﬁcation, impose many
requirements for the distribution of the original data. In particular, when the data are unbalanced, the prediction performance of the model is inferior [35]. When the agricultural
product traceability data are classiﬁed into two categories,
the number of outliers is less than normal data, and thus,
this dataset is unbalanced. At present, the integration
method is an eﬀective way of solving this problem. This
method combines the data mode and algorithm level
methods to address the problem of unbalanced data [36].
The integration method is a meta-algorithm that combines several ML technologies to form a prediction model.
This approach is a commonly used classiﬁer. Integrated
learning methods are eﬀective for diﬀerent datasets [37].
Bagging and boosting algorithms are commonly used integrated learning algorithms. Representative algorithms based
on bagging include RF, while common algorithms based on
boosting include AdaBoost, GBDT, and XGBoost.
(i) Bagging. The original training set is divided into M
subsets of the same size by replacement or sampling
without replacement. Each subset builds a classiﬁer
and assigns equal weights to each classiﬁer. Finally,
the results of the underlying classiﬁer are used as
votes for the ﬁnal prediction
(ii) Boosting. Introduced by Freund and Schapire in
1996, boosting is currently the most popular method
for integrated learning. This approach constructs a
strong classiﬁer by combining multiple weak classiﬁers [38]. Subsequently, the new weak learner is continuously used to compensate for the “deﬁciency” of
the previous weak learner to construct a strong
learner in an iterative manner. This strong learner
can ensure that the value of the objective function
is suﬃciently small. The learning feature of boosting
is highly suitable to address class imbalance
problems
This paper selects representative methods from all
ensemble methods: AdaBoost, GradientBoost, XGBoost,
and RF. Next, we introduce the algorithms of RF, AdaBoost,
and GBDT.
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Pair<Boolean,Pair<ITeaEntity<?>,String>>compareResult = ((TeaPick)teaWrapperEntity.getContractData()).compare(teaPickDb);
if (!compareResult.getLeft()) {
ITeaEntity<?> teaPickPrepareRepairDbData = compareResult.getRight().getLeft();
teaPickService.Update(teaPickPrepareRepairDbData);
Algorithm 1: Data recovery process (tea pick).

4.3.1. RF. RF is a representative bagging model, which is a
new and eﬀective classiﬁer. An RF is composed of many
decision trees. Proposed by Breiman in 2001 [39], an RF
model simultaneously trains multiple trees. The majority
decision regarding the number is considered the ﬁnal prediction result of the model.
4.3.2. AdaBoost. AdaBoost is considered the most famous
boosting algorithm. AdaBoost was proposed by Freund
and Schaire in 1997 [40, 41] and is widely used in the ﬁeld
of binary classiﬁcation. The bagging algorithm introduced
in the previous section generates several base classiﬁers by
bootstrapping. The sample sets may be the same or diﬀerent
for each learning run. AdaBoost learns by increasing the
weight of the misclassiﬁed samples in the iteration of boosting. Speciﬁcally, the training dataset is ﬁxed, and the accuracy is enhanced by learning the misclassiﬁcation of the
existing samples.
4.3.3. GBDT. The GBDT is an ensemble learning method
based on a decision tree and is a kind of boosting algorithm
[42]. The GBDT constructs a phased addition model. Unlike

AdaBoost, GBDT uses a Cart tree as a subclassiﬁer. Each
iteration of GBDT generates a decision tree by ﬁtting a negative gradient [43]. The algorithm for constructing the
GBDT classiﬁer is as follows:
By using an ensemble learning method to perform
binary classiﬁcation of the traceability data of agricultural
products (tea), the outliers of the data on the chain can be
more accurately and eﬃciently screened out. Thus, the quality of the source data is ensured to a certain extent.
4.4. System Interface. Tea has a history of thousands of years
in China and is an important agricultural product. Anhui is
the hometown of Chinese tea and yields many famous types
of tea, such as Huangshan Maofeng, Lu’an Guapian, and
Taiping Houkui. This paper builds a tea blockchain traceability system by investigating the supply chain process of
Huangshan tea companies. The system implements distributed storage on the Ethereum Geth platform, which provides
a standard web API interface.
According to the system architecture, the system has two
main modules: (1) an on-chain information veriﬁcation
module and (2) a blockchain information query and
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Figure 5: On-chain data veriﬁcation page.

Figure 6: Blockchain information veriﬁcation page.

veriﬁcation module. Figure 5 shows the source data veriﬁcation page. Using the ensemble learning method to ﬁlter the
outliers from the traceability data, users can intuitively identify incorrect data on the chain. Figure 6 shows the blockchain information veriﬁcation interface. All the tea
traceability information is stored in the block, with the corresponding timestamp and hash value. This information
cannot be tampered with. For a problematic product, the
government and enterprises can compare the corresponding

hash index value with the information stored in the database. The tampered data are marked in red to complete the
veriﬁcation of the traceability information. This framework
ensures the authenticity and reliability of the information.
In addition, the system provides a blockchain traceability
query interface. Users can view information regarding product traceability through a unique traceability code, and the
displayed hash value is the blockchain information inquiry
proof.
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Table 2: Experimental environment.

Environment

Details

Development platform
Operating system
Blockchain module
Running environment
Language
Development framework

Eclipse Luna 4.4.2; VS code 1.49.1
Ubuntu 16.04
Ethereum Geth v1.9.9; nodejs v8.10.0; solidity 0.5.7
Java 1.8.0; Tomcat 8.5.35, MySQL 5.7.31
Java; HTML, Javascript, JQuery, CSS; Go
s2sh

1: initialize: F0 ðxÞ = argmixρ ∑N
i=1 Lðy, ρÞ, sample size N.
2: For m =1 to M do:
3: end For
(1): yei = 2yi /1 + exp ð2yi Fm−1 ðxi ÞÞ,i =1,2......,N
(2): According to yei , the Mth regression tree is obtained, and the corresponding leaf node region is fRj gJ1 .
g∣ ð2−∣e
(3): γ = ∑
ye /∑
y ∣ Þ:
∣y
m,j

x∈Rm,j i

x∈Rm,j

i

i

(4):Fm ðxÞ = Fm−1 ðxÞ + ∑Jj=1 γm,j IðxϵRm,j Þ
4: Output: Final classiﬁer
Jm
FM ðxÞ = F0 ðxÞ + ∑M
m=1 ∑j=1 Cm,j IðxϵR m,j Þ)

Algorithm 2: GBDT algorithm.

5. Experiments and Numerical Analysis
An MBITTS system exhibits an eﬃcient data upload mechanism and data recovery mechanism and can ensure the reliability of source data and eﬃciency of storage and query.
The system is of practical signiﬁcance in a tea tracing system.
The main advantages can be summarized as follows: (1) The
IoT technology guarantees the transparency of the traceable
data, (2) the distributed storage improves the security of the
tea tracing system, (3) the ML-based ﬁltering mechanism
enhances the system data quality, (4) the lightweight design
of the storage and query mechanisms increases the system
eﬃciency, and (5) the data recovery mechanism improves
the integrity of the traceability information. This section
introduces the experience platform, design of smart contracts, and evaluation of the source data ﬁltering model.
Finally, the proposed system is compared with other traceability systems.
5.1. Experiment Platform. The proposed framework is developed based on Ethereum Geth v1.9.9. All the experiments
involving ML are implemented with Python 3.8. The hardware conﬁguration of the computer used in the experiments
is as follows: Intel(R) Xeon(R) CPU X5670 @2.93 GHz ∗ 6,
16 GB memory, and a 120 GB hard disk. The whole system
is developed in Java on the Eclipse Luna platform of Windows 7, and other details of the basic environment are presented in Table 2.
5.2. Smart Contract Design. Smart contracts represent a key
technology in the traceability management system of an
agricultural product supply chain driven by blockchain.
These contracts can enable the automatic screening of the

entire process information of the agricultural product supply
chain and preservation of blockchain transactions. A smart
contract can be understood as an event-driven executable
program that contains status information in the blockchain
[28, 38, 44]. The two parties involved in the transaction
agree on the content of the contract, execution conditions,
and default conditions, and the smart contract is deployed
on the blockchain. Each contract generates an address, and
both parties involved in the transaction use the address to
call the contract. Considering tea picking information storage as an example, a smart contract execution plan is
designed.
Algorithm 3 describes the data upload process in the
tea picking process. The data are input through the application platform pertaining to the tea picking process. After
collecting the tea picking data, it is necessary to verify
whether the previous stage of tea picking was successfully
recorded in the blockchain. After the veriﬁcation, the tea
picking data are encapsulated into the DefaultContractEntityWrapper object, and the tea picking contract method is
associated with the data through the TeaPickFunctionProvider. The data enter the chain through RawTransactionManager.sendTransaction, and the transaction hash is
returned.
Algorithm 4 describes the query contract for traceable
information in the tea supply chain. Each role inputs
query information (tracking source code) through the
traceability interface and calls the data query contract.
Blockchain data are obtained through transaction hashes
and query database data based on blockchain data, and
the data are compared to determine whether they are consistent. When data are received, the server divides the data
according to the information type, obtains the operation
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// Verify the correctness of picking data and judge whether the last link is completed.
Results results= isValid(teaPick);
if (!results.isSuccess()){
return results;
}
// Package picking data.
IContractEntityWrappercontractEntityWrapper=new DefaultContractEntityWrapper(TBL_TEAPICK,TeaPick.class.getName(),teaPick,SIGN_SHA256);
// Generate associated contract data and generate contract call methods.
Function
teaPickFunction
=TeaPickFunctionProvider.getInstance().run(new
Object[]{contractEntityWrapper.getContractData().getTid(),JsonHandler.getInstance().get(contractEntityWrapper)
,TEAPICK});
IProviderHandler functionProvider = new DefaultProviderHandler(teaPickFunction);
Credentials credentials = ContractsMap.getInstance().get(contractAddress);
// Trading store.
return EthTrans.send(credentials, contractAddress, functionProvider);
Algorithm 3: Data acquisition contract (tea picking).

String transactionPreHash = transactionHash;
do{
IContractEntityWrapper ethContractEntityWrapper = (IContractEntityWrapper)queryTranInfo(transactionPreHash).getData();
ITeaEntity<?> dbContractData = selectDbEntityService(ethContractEntityWrapper);
DefaultContractEntityWrapper dbContractEntityWrapper = new DefaultContractEntityWrapper(ethContractEntityWrapper.getTableName(), dbContractData.getClass().getName(), dbContractData, ethContractEntityWrapper.getSignMethod());
Pair<Boolean, Pair<ITeaEntity<?>, String>> compareResult = ethContractEntityWrapper.compare(dbContractEntityWrapper);
list.add(compareResult);
transactionPreHash = ethContractEntityWrapper.getContractData().getPreTransHash();//Move to the previous data
}while(!StringMan.isNull(transactionPreHash)); // If the previous number transHash is empty, the traceability ends
return new Results().OK(new Object[]{list, caculateScore(scoreList)});
Algorithm 4: Data query contract.

record information of each link by selecting the mark of
each traceable link, and returns the recorded traceable
information in chronological order.
5.3. Implementation of the Ensemble Model. The classiﬁcation process of agricultural product (tea) traceability data is
shown in Figure 7. The experiment is designed according
to the process ﬂow to test the performance of diﬀerent
ensemble algorithms for binary classiﬁcation.
5.3.1. Experimental Dataset. The dataset used in this experiment pertains to the traceable information provided by a tea
company in Huangshan and has 500 data points, including
26 characteristic values: longitude, dimension, product speciﬁcation, shelf life, product grade, appearance characteristics,
planting date, packaging date, etc. The dataset contains 450
correct values and 50 abnormal values. The dataset is
expanded to 1000 points via the smoothing method, including 900 correct values and 100 outliers.
The results of this experimental classiﬁcation model are
traceable normal values and abnormal values. This experiment focuses on determining the outliers of the traceable
data. The outliers are marked as 0 to represent positive samples; that is, abnormal eigenvalues such as longitude or

dimension appear in traceability. Marking accurate data as
1 means negative sample; that is, no error occurred in each
characteristic value of traceability. Subsequently, the dataset
is randomly divided into a training set and test set with a
ratio of 7 : 3. The abovementioned procedure corresponds
to the preprocessing stage for the tea traceability data.
Next, four ensemble learning algorithms are used to
establish the traceability data classiﬁcation model. Moreover,
LR and KNN, which are commonly used data analysis algorithms that can classify traceable data, are considered. We
compare the six algorithms and evaluate their classiﬁcation
performance. In this paper, the system learns and generates
classiﬁers from the dataset through machine learning
method. After the generated classiﬁers are loaded into the
traceability system, the judgment results of traceability data
are given. The data inspection method based on ML blockchain can help realize quality assurance for the source data
of the blockchain system.
5.3.2. Performance Metrics. To evaluate a model, the accuracy and error rate are the most widely used indexes. To verify the eﬀectiveness of the model and evaluate its
performance in several aspects, this article uses ﬁve metrics:
accuracy, precision, recall, F1-score, and area under the
receiver operating characteristic (ROC) curve (AUC).
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Input:
Traceability data of agricultural products (tea)
(collected from traceability layer)

Ensemble model training

• Missing value
filling
• Data encoding

SMOTE
• Expand the
number of
samples

Ensemble learningbased classification
model

• Data after
SMOTE
expansion

Data
preprocessing

New data set

• Model predictive
performance by
AdaBoost,
GBDT, XGBoost,
random forest

• Comparison
of existing
algorithms
Evaluation

Output:
Metrics for model evaluation:
Accuracy, precision, recall, F1-score, AUC

Figure 7: Traceability data classiﬁcation process for agricultural products (tea).
Table 3: Confusion matrix for binary classiﬁcation.
Predicted
Actual

Positive
Negative

Positive

Negative

True positive (TP)
False positive (FP)

False negative (FN)
True negative (TN)

This is more suitable for the evaluation of unbalanced
datasets than using a single index alone. All these indicators
are calculated from the confusion matrix. A confusion
matrix is a two-dimensional matrix, and its structure is
shown in Table 3. Researchers usually regard a few categories as positive, while most categories are regarded as negative. Table 4 shows the measured performance metrics for
binary classiﬁcation based on accuracy, precision, recall,
F1-score, and AUC.
There are many indicators for evaluating learners dealing with unbalanced datasets, and the ROC curve is one of
the most extensive evaluation methods [45]. It represents
the relationship between the true positive rate on the y-axis
and the false positive rate on the x-axis. The AUC represents
classiﬁers that randomly select positive samples as being
ranked higher than the probability of randomly selecting
negative samples. For unbalanced datasets, we pay more
attention to the accuracy of the minority class (positive
class). Therefore, we want the TPR to be as high as possible
and the corresponding FPR to be as low as possible. Generally, when AUC > 0:8, we consider the model to perform
well in classiﬁcation [46].

5.3.3. Experimental Results. This section describes the results
of the experiment conducted using AdaBoost, GBDT,
XGBoost, and RFs. Moreover, results obtained using the
LR and KNN are also presented for comparison. Table 5 presents the details of the dataset.
Tables 6–9 present the classiﬁcation results of the RF,
XGBoost, AdaBoost, and GBDT, respectively. Table 6 shows
that the accuracy of the RF model is 0.96. The recall rate is
0.61; in other words, 61% of outliers are determined to be
positive samples by the model. The false negative rate of
the model is 0.39; in other words, 39% of the outliers are
misjudged as negative. The false positive rate is 0, and thus,
no normal values are identiﬁed as outliers by the model. The
speciﬁcity is 100%; in other words, all normal values are correctly classiﬁed.
The recall rates of XGBoost, AdaBoost, and GBDT are
0.54, 0.71, and 0.86, respectively. In other words, 54%,
71%, and 89% of the outliers are detected. The false negative
rates of the models are 0.46, 0.29, and 0.11. In other words,
46%, 29%, and 11% of the outliers are misclassiﬁed as
negative.
In this experiment, we focus on the precision and recall
of outliers. According to the recall index, the RF and GBDT
exhibit the lowest and highest performance among the four
algorithms, respectively.
Figure 8 shows the ROC curves of the six models used in
this paper. According to Figure 8, the AUC values of the RF,
XGBoost, AdaBoost, GBDT, LR, and KNN models are 0.99,
0.86, 0.91, 0.98, 0.82, and 0.76, respectively. The results show
that the AUC of the boosting model is more than 0.8, corresponding to a superior distinguishing ability. In addition, the
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Table 4: Performance metrics for binary classiﬁcation.

Performance metric

Formula

Accuracy

ðTP + TNÞ/ðTP + FP + FN + TNÞ

Precision

ðTPÞ/ðTP + FPÞ
ðTPÞ/ðTP + FNÞ

Recall

ð2 × Precision × RecallÞ/ðPrecision + RecallÞ

F1-score

TPRate = ðTPÞ/ðTP + FNÞ ; FPRate = ðFPÞ/ðFP + TNÞ

AUC
Table 5: Imbalanced dataset description.
ID

Dataset

Instances Features

1

Tea traceability
data

1000

Class
values

Imbalance
ratio

2

9

26

Table 6: Classiﬁcation report for RF.
RF
0
1
Accuracy

Precision

Recall

F1-score

1.00
0.96

0.61
1.00

0.76
0.98
0.96

Table 7: Classiﬁcation report for XGBoost.
XGBoost

Precision

Recall

F1-score

0
1
Accuracy

0.83
0.95

0.54
0.99

0.65
0.97
0.97

Precision

Recall

F1-score

0
1
Accuracy

1.00
0.97

0.71
1.00

0.90
0.99

(ii) Credibility and Decentralization. Due to its inherent
characteristics, compared with the traditional traceability system, the blockchain system can enhance
the degree of decentralization and reliability of the
system

0.98
Table 9: Classiﬁcation report for GBDT.

GBDT
0
1
Accuracy

5.4. Comparison. The proposed scheme is compared with the
traceability scheme of the mainstream system, and the
results are shown in Table 11.
The system features and advantages can be summarized
as follows:
(i) IoT. Owing to the cost and system design, not all
systems use IoT technology

Table 8: Classiﬁcation report for AdaBoost.
AdaBoost

forms the other algorithms in terms of the recall, F1-score,
and accuracy. The AUC area is only 0.01 less than that of
the best RF model, which shows that the AUC result for
the GBDT is excellent. The XGBoost model has the shortest
runtime.
Overall, (1) ensemble learning is superior to nonensemble learning (LR and KNN). Compared with other methods,
LR requires the largest amount of modeling time. (2) The
boosting algorithms outperform the bagging (RF) model.
In particular, for the recall index, the probability of the
GBDT algorithm detecting outliers is 16% higher than that
of the RF. The results show that the boosting algorithm
exhibits an excellent performance in modeling tea traceability data classiﬁcation (outlier detection). In particular, the
GBDT model is superior to the other methods.

Precision

Recall

F1-score

1
0.99

0.86
1.00

0.92
0.99
0.99

RF and GBDT models exhibit the highest accuracy, followed
by AdaBoost and XGBoost, and the KNN model exhibits the
worst performance.
Table 10 presents a comparison of experimental indicators for diﬀerent algorithms. The ﬁnal experimental results
show that in terms of the tea traceability data modeling,
the boosting algorithms exhibit a reasonable model accuracy, recall, F1-score, and AUC. The GBDT model outper-

(iii) Authentic Source Data. In this paper, the integrated
algorithm is applied to the binary classiﬁcation
model of the source data of the blockchain system
to ﬁlter out traceability outliers. Compared with
the existing system, this scheme is feasible and
eﬀective
(iv) Eﬃciency of Storage and Query. The proposed storage and query mechanism can theoretically reduce
the storage pressure on the blockchain system due
to the continuous increase in data and increase the
query eﬃciency
(v) Data Protection Mechanism. Data rollback and
supervision mechanisms are unique functions of
the system
According to the table, the proposed solution exhibits
several advantages over the systems proposed in [47–49].
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Receiver operating characteristic example
1.0

True positive rate

0.8

0.6

0.4

0.2

0.0
0.0

0.2

0.4
0.6
False positive rate

LR ROC curve (area = 0.82)
KNN ROC curve (area = 0.76)
RF ROC curve (area = 0.99)

0.8

1.0

GBDT ROC curve (area = 0.98)
ADB ROC curve (area = 0.91)
XGB ROC curve (area = 0.86)

Figure 8: ROC curves for the diﬀerent models considered in this study.
Table 10: Classiﬁcation performance of diﬀerent algorithms.
Classiﬁcation models
GBDT
AdaBoost
XGBoost
RF
LR
KNN

Modeling time

Accuracy

Precision

Recall

F1-score

AUC

0.61
0.21
0.11
0.73
19.33
0.49

0.99
0.98
0.97
0.96
0.91
0.92

1.00
1.00
0.83
1.00
0.52
0.71

0.86
0.71
0.54
0.61
0.50
0.18

0.92
0.90
0.65
0.76
0.51
0.29

0.98
0.91
0.86
0.99
0.82
0.76

Table 11: Comparison of the proposed system with other systems.
Items
IoT
Credibility
Authenticity of source data
Eﬃciency of storage and
query
Decentralization
Data protection mechanism

Traditional centralized system
[47]

Soybean traceability system
[48]

BMLFTS-based system
[49]

Our
scheme

No
No
No

No
No
No

Yes
Yes
No

Yes
Yes
Yes

Low

Low

High

High

None
No

Low
No

High
No

High
Yes

Our system demonstrates a superior source data validation
capability than the systems proposed in [47, 48] because
we use an integrated learning model to ﬁlter abnormal data.
In addition, our scheme exhibits advantages associated with
data storage queries and data protection. Compared with
ordinary blockchain systems, the proposed mechanism can
better solve the problems of data storage redundancy and
data integrity.

6. Conclusions
This paper ﬁrst highlights the challenges encountered in tea
traceability systems. Subsequently, we propose a traceability
data management system for agricultural products (tea)
based on ML-blockchain-IoT (MBITTS) to achieve eﬃcient
storage and management of traceability data. To enhance
the quality of the source data, we introduce IoT and ML

Journal of Sensors
methods. First, to improve the quality of the source data, we
use IoT technology to format the data uploads and reduce
the possibility of incorrect data entry. Based on real tea
traceability data, we propose a data veriﬁcation method with
ML and construct a data classiﬁcation model based on
ensemble learning. To increase the eﬃciency of blockchain
storage and query, a collaborative storage management
mechanism is designed. To enable data integrity supervision, a data tracking rollback and antitampering mechanism is proposed. In addition, the system architecture
and implementation details of smart contracts are introduced. Finally, a prototype system is implemented based
on Ethereum Geth. The proposed outlier screening model
is evaluated considering a sample case. The comparative
analysis of the proposed system and existing traceability
system demonstrates the advantages of the novel system.
This research can promote information sharing and
exchange in the agricultural product supply chain. The proposed method ensures the transmission and storage of traceability information, improves the quality of the source data,
and prevents data tampering. Moreover, the approach
involves a reliable data tamper-prooﬁng mechanism for participants, consumers, and government agencies in the supply
chain to reduce the occurrence of agricultural (tea) safety
incidents. Future research goals can be summarized as follows: (1) In this study, one-shot encoding is implemented
to encode the text and numbers in the traceability information. Consequently, it is necessary to explore diﬀerent
encoding methods for diﬀerent types of data (text and numbers, time series, and nontime series) to increase the accuracy of outlier ﬁltering to enhance the validity of the
source data. (2) Furthermore, in order to quantitatively evaluate the operation eﬃciency of the system, it is necessary to
further verify the mechanism proposed in this paper. (3) A
privacy data protection mechanism for a traceable system
involving multiple functionalities can be established to realize the safe sharing of traceable information.
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