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Abstract. The mobile agent paradigm offers flexibility and autonomy to e-commerce applications. But it is challenging to
employ a mobile agent to make a payment due to the security consideration. In this paper, we propose a new agent-assisted
secure payment protocol, which is based on SET payment protocol and aims at enabling the dispatched consumer-agent to
autonomously sign contracts and make the payment on behalf of the cardholder after having found the best merchant, without the
possibility of disclosing any secret to any participant. This is realized by adopting the Signature-Share scheme, and employing
a Trusted Third Party (TTP). In the proposed protocol, the principle that each participant knows what is strictly necessary for
his/her role is followed as in SET. In addition, mechanisms have been devised for preventing and detecting double payment,
overspending and overpayment attacks. Finally the security properties of the proposed protocol are studied analytically. In
comparison with other existing models, the proposed protocol is more efficient and can detect more attacks.
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1. Introduction

Autonomous agents, stationary or mobile, offer new paradigms with autonomy, intelligence and
flexibility. Autonomous agent based e-commerce technologies have drawn attentions from both the
research community [7,11,15] and applications (e.g., Amazon [1] and eBay [2]). The introduction
of autonomous agents acting on behalf of end-consumers could reduce the effort required from users
to conduct e-commerce transactions by automating a variety of activities, such as, looking for and
filtering out online shops selling the specified products, requesting offers, negotiating with shops and
even completing payments [4,7,22]. Due to the feature of mobile agent paradigm, an agent can be taken
as a special service integrated as part of web services, namely mobile service, that is more suitable for
handheld devices (e.g. PDA) with the interface of wireless communication [8,9]. In the mobile agent
paradigm, the network connection is required only when the agent is dispatched to remote servers and
the result collected by the dispatched agent is sent back to the agent server/owner. For handheld devices,
they are powered by batteries. Each battery can supply power for a few hours. In addition, the capacity
of the CPU and RAM is limited too. Due to these features, it is a good choice to leave the computation
task to other servers, during which the network connection is not necessary. The mobile agent paradigm
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is the right choice to bridge the handheld devices and remote servers. The latter can be the platforms of
merchants in an e-commerce environment.

However, with respect to security, the introduction of mobile agents increases the risk as each agent is
exposed to the visited servers [6,17,19]. Some studies have been done for protecting the offers carried
by a roaming buyer agent [5,19]. But employing a mobile agent for making payment is always a
challenging issue as itis not feasible to ask the agent to carry critical/confidential information (e.g. credit
card information) even secret keys when visiting a set of remote hosts as this will expose sensitive data
to potentially hostile environments [10].

In applications, most online payment protocols are based on SSL or S-HTTP. But as credit card
information is stored on the merchant server, they are not considered secure enough. SET (Secure
Electronic Transaction) protocol developed by VISA and MasterCard is regarded as a better protocol [3]
aiming at protecting users’ credit card information with important properties, such as authentication of
the participants, data integrity and confidentiality. In SET, the credit card information is encrypted by
the public key of the payment gateway. Therefore it is protected against the merchant and other parties.

In the literature, some protocols have been proposed aiming at employing one mobile agent to fulfill
the payment task, such as SET/A [16], SETR5], LITESET/A+ [14] and LITESET/A++ [20]. In
the best case, one mobile agent is expected to be employed for searching shops/offers, negotiate with
shops and complete the transaction including payment with the best seller with the best offer.

However, as we analyzed in Section 5 in this paper, the above agent-based payment protocols have
various problems. For example, all protocols lack the mechanism preventing overspending and over
payment problems. Most protocols except LITESEF/A have no mechanism preventing double
payment.

In this paper, we proposed a new protocol based on SET aiming at enabling a mobile agent to
automatically and autonomously make final transactions and payment with the “best” merchant with the
best offer without interacting with the end-consumer after having performed all kinds of tasks including
asking for offers, and negotiating with merchants. This requires the capability of the agent in the
protocol to dynamically sign with the “best” merchant, which is not determined in advance. Then the
payment instruction is dynamically passed to the payment gateiR&y, (which can be determined
only after the interaction with the merchant according to the brand of the credit card. Hence encrypting
everything in advance is impossible while asking the agent to carry any key for encryption is certainly
a risk. The proposed protocol is based on Signcryption algorithm [26], which alleviates the burden for
encryption and signature generation consuming less resource and hence is more suitable to mobile agent
environments. Meanwhile, by adopting the Signature-Share scheme, the agent can sign contracts and
pass the payment instruction to tR&- in cooperation with independent TTP without the possibility of
disclosing any secret to other participants. In the proposed protocol, a symmetric key is used to encrypt
the paymentinstructior{I), which is more efficient than the public key scheme used in LITESEHA
In addition, in the proposed protocol, we have designed mechanisms preventing overspending and over
payment problems.

The rest of this paper is organized as follows. Section 2 briefly reviews SET and Signature-Share
scheme. The proposed protocol is presented in Section 3 and its features and security properties are
analyzed in Section 4. In Section 5, we analyze existing agent-based secure payment protocols and
compare them with the proposed protocol. Section 6 finally concludes our work in this paper.
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Table 1
Notions
K_pc the session key used for encryptify that should be passed RG.
caA the ciphertexpassed to participantA
C card holder
CA cardholder agent
Ck(A) key-exchange certificate of participast
Cs(A) signature certificate of participasit
Ex{m} messagen encrypted by key

Epc{K,PI} thedigital envelope generated ®G (= {Eyxpo{K}, Ex{PI}})
K is a symmetric key

g a (random) integer ifi, . .., p — 1] with orderg mod p (public to all)
H(m) a one-waycoallision-resistant hash function applied to message
Ia unique transaction number issued Ay

KH a keyed one-way hash function

M merchant

oI order information

P a large prime (public to all)

PA payment agent

PG payment gateway

PI payment instruction including card number, expiry date etc

q a large prime factor gf — 1 (public to all)

roA the hash value that should passed to participantA

R a random number chosen frdi . . ., g]

Si_a theith shared signature that should jbessed to participantA
SIGa the signature generated by participaint

T. a timestamp when the purchase request expires

T; theith timestamp at participamt

TRa transaction record kept by participant

(Yrar T L) (public key, secret key) of participantA for encryption and decryption
(ysa» xsa) signature gublic key, secret key) of participant4

z a random number chosen frdi . . . , g

XY concatenation of two messag&sandY’

A—B:m A sends a message to B

2. Background

In this section, we will briefly review SET [3] and Signature-Share scheme [14]. The notations and
symbols used in this paper are listed in Table 1.

21 SET

The SET protocol [3] is composed of several kinds of transactions, ranging from registration of
participants, to purchase request and payment processing. There are different roles in SET. They are
cardholder (), credit card issuer, merchant, acquirer and payment gatefR@y [3]. PG is a device
of acquirer where the merchant has an account. As requested Bytheuccessful payment should be
finally authorized by the card issuer whereafter the issuer will pay on behalf of the cardholder and the
money will be deposited to the merchant’'s account at the acquirer.

SET uses two distinct asymmetric key pairs for each party, one for key-exchange. The corresponding
public keyyk , is contained in public key certificatéx (A) of participant4d. The key pair§yx ,, k)
are used for encrypting and decrypting messages. Another key pair is used for the creation and verification
of signatures. The signature public key of participan included in the signature certificatés(A).

Figure 1 depicts the purchase request phase of SET.
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Fig. 1. SET purchase request transaction.
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Fig. 2. Signature-Share scheme.

In SET, the key issue is to pass the payment instructith) {ncluding card number, cardholder’'s name
and expiry date to the payment gatewd() determined according to the brand of the cardholder’s
credit card that is included in purchase request (in step 1 in FigPI)is encrypted by a symmetric
session keyK that is contained in a digital envelogeép{ K, PI} passed taPG via merchant}/.
Finally the payment can be completed Bg: without the possibility of disclosing’/ to M. Due to the
limited space, readers can refer to [3] for more details.

2.2. Sgnature-Share scheme

The Signature-Share scheme [14] (see Fig. 2) is based on Signcryption public key algorithm (see
Appendix 1). In this scheme, the sendérwants to send a message to recipientB throught
sharing parties, say; (i = 1,...,t). The signature key ofl is shared by parties, namelyz 4 =
xaA, +xa, + ...+ x4,. Each party generates the shared signatuos the hash value of messagen,
and all shared signatures are senBtoWith all (r, s;), B can verify the signature and hence check the
data integrity ofim.

Details of the Signature-Share scheme are described in Appendix 2.

3. Theproposed protocol

Inthe proposed protocol, Signature-Share scheme is adopted for passing securely the order information
to the merchant. The cardholder’s signature secret key is divided into two parts. The first part is kept by
the cardholder. The second part is encrypted using the public key of the TTP and will be passed to the
TTP for generating shared signatures. The dispatched agent does not carry any shared signature secret
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key. Instead it only carries one half shared signature signed on the order inforntafipar(d payment
instruction (PI) respectively by the cardholder that should be sent to the merdidarthe other half

shared signature is generated with the assistance of the TTP. On obtaining the two shared signatures (i.e.

s1_,,, andsg_ ), the merchanfi/ can verify the order information}{7) and check the data integrity.
Meanwhile the payment instructio{) is encrypted by a symmetric session key, It can be passe@'to
via the merchant and can be decrypted®iy only. Additionally, in the proposed protocol, mechanisms

are also provided for preventing and detecting double payment, overspending and overpayment attacks.

3.1. Secret-sharing of cardholder’ssignature secret key s,

In the proposed protocol, the cardholder and TTP share the cardholder’s signature seeret key
based on Shamir-threshold scheme [12].

TSe = TSe, + TSrrp

According to the two share schemes presented in Sectiod2.2; C'andA; = TTP. x5, is kept
by C as a secret key always whiles,.,., can be carried by the agent after being encrypted using the

TTP’s public key and will be passed to the TTP for generating the second shared signature that will be

passed ta\f.
3.2. Description of the protocol

Step 1. CardholderC (i.e. C's software) generates a temporary sessionKeyp for the payment
gateway.

1) ThenC usesK _, pg to encrypt the payment instructio®{):

C—PG = EK—»PG{PI}
and generate ciphertext
Eyerrp {8srrpl|2[|(Kope + R+ Ic + To + Te) }
where
— Ris arandom number chosen frdi. . . , ¢|;
— I is the transaction identifier assigned by cardholder
— Te is the timestamp af’ when to complete the encryption and shared signature generation;

- T, (T, > T¢) is the timestamp when the purchase request expires. It is unique to each
purchase order.

2) Meanwhile,C generates the first half shared signature,, on the hash value that will be passed
to merchant\/:

r_r = H(g" mod p, H(PD)||H(OD||H(Cs (O)||Ic||Te||T.)

$1_y =2/(r—m + s, ) mod q
where
— Ol is the description and constraint for the ordePodduct, namely,

OI = OrderDescription, PriceLimit, z g (H (OrderDescription, PriceLimit, T¢))
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CD/"fPe“’;fh ( QCA M Cardholder
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Fig. 3. Purchase request in the proposed protocol.

3) ThenC dispatches the consumer agéM encapsulating the following argumertis; (C'),
Eyrrp1®srrpll2l|(Kope + R+ Ic + To + Te)
OIv H(PI)7 R7 ICv TC! T67 T—M, Slﬁjij C PG

The dispatched agent will visit a set of merchants asking offers and negotiating with them. An offer
evaluation model and negotiation model can be found in [22].

Step 2. After completing the negotiation with some merchants, the agent chooses the begt-omih
the best offer to make the deal and séddhe purchase request (see Fig. 3). The request contains
the brand of the credit card that will be used for payment.

CA — M : Cg(C), purchase request,
Step 3: After receiving the requeshy verifiesC's(C) and replyC A.
M — CA:Cs(M), Cx(PG), Cx(M), Iy, T1,, and
25, (H(Cs(M), Cx(PG), Cx(M), Inr, T1,,))
where

— Iy is a unique transaction number issueddyandT’ ,, is the current timestamp ar;

—xg,(H(Cs(M), Ck(PG), Cx(M), I, T1,,)) is the signature generated by,

— PG is the payment gateway that is determined according to the bratit efedit card, which is
contained in the purchase request.

Step 4: From M'’s reply, C A obtains the public key certificate of the payment gateway. Thérsends
TTP amessage so that _,, can be generated by TTP.

CA—TTP: Cs(C), Cs(M), Cx(PG), Cx(M), T., OI, Amount,
EyKTTP {xSTTPHZH(K_)PG + R + IC + TC + Te)}7 r—>M7 IM7 Tl]w
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where

— Amount = Price. Priceis the price of the Product, which is determined®yl and M after the
negotiation between themAmount is the variable sent b¢’ A. Priceis the variable sent by
M in Step 7. Here we distinguishmount andPrice as both of them will be passed to th&;
where a consistency verification will be performed (in Step 8).

Step 5: Onreceiving the message, TTP verifies the validatiati fC'), Cs(M), Cx (M) andCk (PG),
checks whether the current tifie< T, andAmount < PriceLimit. If all are correct, TTP decrypts
the ciphertext fromC'A obtainingz andzg,.,.,., generates the 2nd half shared signature on hash
valuer_,y,

S2 ., = Z/(THM + xSTTP) mod q

and generates
EyKPG {(K_,pG + R4+ 1Ic+1Tc + TG)HAITIOUI’lt} andEyKM {32‘)”[}

Note: TTP knows K _.p¢ + R+ I + T¢ + Te) but doesn’t knowi _, p¢;.
Hereafter TTP keeps

TRrrp={Cs(C), Cs(M), Cx (M), Cx(PG), Ic, Tc, Te, In, Tv,,, Trrp,
zg,, (H(Cs(C), Cs(M), Cx(M), Cx(PG), In, Th,,))}

as a transaction record and sends a messageito

TTP — CA: EZ/KM {82*}1\4}’ EZ/KPG{(K—’PG + R+ 1o+ 10+ TG)HAITIOUI’]t},
Trrp, SIGTrp

where

— Trrp is the timestamp at TTP when to generate the shared signaturey(i.g);

—SIGTTP szTTP(H(Cs(C), Cs(M), CK(PG), .
By 452wt By, A(Kopc + R+ Ic +Tc + Te)|[|Amount}, v, In, Trrp)) is the
signature generated by TTP that can be kept by the cardholder as a non-repudiation receipt.

Step 6: Once receiving the message from TTR4 sends a message to the merchant.
CA—M: CK(C), T—M, S1_ 55 EyKM {82*}1\4}, OI,
H(PI), EyKPG{(K_’PG +R+1Ic+Tc+ Te)HAmount}, R, Io, To, c_.pc

Step 7. After having received the messadd,computes by applying the Signature-Share scheme

2 -1

2-7“%1\4)(21':1 Si_ag )

v=H((yxc "9 mod p)

and verify signature

H(v, H(PI)||H(OD)|| H(Cs (C)||Ic||Te||Te)) Er—ar
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If it holds and the current tim& < T,., M keeps
TRM — {CS(C)a T—M, S1_ 5 S2 00 OIa H(PI)a IC) TCa Te}

as a transaction record.
ThenM sends a message (.

M — PG: EyKPG{(K_,pG + R+ Ic + Te + T¢)||Amount}, Price, R, Ic, T, Te,
CHPG, 51_,]:@

Step 8 From the message’G obtainsEy, {(K_.pc + R + Ic + Tc + T)||Amount}.  After
decryption, it obtaing(_, p¢ andAmount. HereafterPG can decrypt_, p; and thus obtairPI:
If current timeT" < T, andAmount = Price, PG will send M an authorization response.

Step 9: After processing the order, the merchant generates and signs a purchase response, and sends it
to the agent.

M — CA : PurchaseResponsg, 1s,,,SIG

where

—T5,, is the timestamgZs,, > T1,,) at M whenSIG)y is issued;

— SIGy = xg,,(H(PurchaseResponse, Cg(M), r—nr, S1_4, S2_,, OI, H(PI), Price, Ic,
Tc, Te, Inv, T3,,)) is the signature generated By at timeT5,,. It will be finally passed to
the cardholder as a non-repudiation receipt by the agent.

If the payment is authorized, the merchant will fulfill the order by delivering the product bought by
the cardholder.

Step 10: The agent verifies the merchant signature certificate, checks the digital signature of the response,
and then returns back to its owner carrying

PurchaseResponse, C's(M), Cs(TTP), Cx(PG), Cx(M), Amount, Trrp, T1,,, T2,,,
Iy, EyKPG{(KHPG + R+ 1o+ Tc + Te)||AI'T'IOUI”It}, SIGrrp, SIG);.

The owner takes appropriate actions based on the obtained contents.

4. Security analysis

From the above description, we could observe that in cooperation with TTP, the agent can sign contracts
with the dynamically chosen merchavtand make payment. In this section, we will analyze the security
properties of the proposed protocol focusing on the following possible issues.

— whether it is possible for any participant to re-generate the secret signature key of the cardholder
(ATK2);

— whether it is possible for any participant excéfi to obtain the payment instruction (ATK?2);

— whether it is possible for any participant to re-perform the payment (double payment, ATK3);

— whether it is possible for the agent to pay more than required by the cardholder (overspend, ATK4),
and
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TTP knows sz,
and XSppps but

M
CA knows s Lo

but does not

know s 2 s

does not know

Sy and XS -

tep 4: E‘,KTTP{xSTTF//z// (Kxp(, tRHc+Tc+Te) J ANy

Step 5: Eyg, {52, }

Sroums Si_y e By fs2 1 O H(PI)

Step 7: With 51y,
ands, ,, Mcan

verify signature 7y,
which is relevant to
OI and H(PI)

Fig. 4. Shares passed to the merchant.

— whether it is possible for the merchant to pass a wrong price t@ti€overpayment, ATKS).

1. In this protocol, the dispatched agernf does not have any task for encryption, decryption or
signing. So it is not necessary for it to carry any key. Therefore, the agent in the transaction is more
of a messenger. Most of the encryption and signing works are done by TTP. What the agent should
do is to communicate with different participants sending relevant messages to them.

2. C'A carries one shared half signatukg -,,. But it is generated by cardholdéer and the shared
secret keyr s, is kept byC. No irrelevant party could obtain both of the two shared signatures
(i.e. s1_,, andsy_,,) together with some arguments (i.e.andz); so it is not possible for any
party to obtain two shared secret keys so as to generate the secret signature key of the cardholder
(i.e. xs5,).

For instance, for the merchant, it can obtainthey, s, _,,, s2_.,,, ¢ pc andH (PI), but cannot
obtainPI. Argumentz is also protected against the merchant. So it is not possibleftr obtain
zs. (ATK1) (see Fig. 4).

Likewise, TTP knows(K .pg + R + Ic + T + T.) but doesn’'t knowK . p;. Meanwhile
c.pq = Ex_ ,.,(PI)isnot passed to TTP. As, ,, is not passed to TTP, TTP cannot generate
s, SO as to re-generate;. .

In the proposed protocol, the cardholder’s secret signature key can be re-generatedpialydf
TTP collude. But it is impossible regarding the nature of TTP.

3. Once obtainingk,, , {(K—pc + R + Ic + Tc)||Amount}, PG can decrypt it and obtain
K_.pg. ThusPG can decryptE_ pe(PI) and obtain the payment instructidh/. M knows
By, . {(K_pc + R+ Ic + To)||Amount}, but it doesn’t knowk . pi (ATK2).

4. The property of non-repudiation has been improved. In terms of non-repudiation, timestamps are
important in many electronic transactions indicating the time when a particular event or action
has taken place [27]T, makes each purchase request fréhunique preventing the re-payment
attack. In addition, more timestamps are added in different stages, suéh, 8srp, 71,, and
T3,,. In the message from TTP G A (in Step 5) and the message fram to C' A (in Step 9),
signatures are added including timestamps. These signatures adopt nested structure that can show
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message exchange processes anfoAg TTP and)M . These signatures prevent the replay attack
(double payment) (ATK3). Meanwhile the generation of signatures will not significantly increase
the burden of the agent to migrate back to the cardholder since the signatures are generated on the
hash value, which has a fixed length.

5. In the proposed protocoAmount, the amount of the transaction that will be charged to the
cardholder’s account is first passed to the TTR(hY, which checks it with the limit of current
transaction (i.ePriceLimit) (ATK4). Moreover, the amount is included in the ciphertext by the
TTP that will be passed to thBG where the comparison will be conducted with the price (i.e.
Price) from M. This can prevent the overspending and overpayment attacks (ATK5).

5. Comparisonswith existing agent-based secure payment protocols
5.1. Theanalysis of existing protocols

5.1.1. SET/A

SET/A protocol [16] is proposed to make SET adaptable to the mobile computing environments.
Based on the principles used in purchase phase of SET, SET/A improves its performance only by adding
a mobile agent for the cardholder to fulfill payment transaction since the cardholder need not frequently
connectto Internet during the whole transaction phase. SET/A performs the same function of transaction
as that in SET except that the mobile agent of SET/A replaces the cardholder of SET in the purchase
phase.

For the protocol to be secure, aspects, such as, where the agent should execute securely, how to decrypt
the encrypted information oI andP! (i.e. Ex,{OI_PI_data} in Step 1) and where to generate the
symmetric key to encrypt th&l (Step 4), are critical to a secure protocol. SET/A suggests running
the agent in a tamper-proof environment [23] or a secure coprocessor [24] to protect the agent against
malicious merchants. However, from the point of view the cardholder, it is insecure to expose some
confidential information, such as the credit card information inftieto any merchant environment.

An alternative approach based on software using hidden computations [18] is also suggested in [16]
without the cost of additional investment in hardware from each merchant. Another solution is given
in [13], where an encrypted signature function is used so that a signature can be generated by the agent
without the risk carrying and disclosing the secret signature key. But in this scheme, the function cannot
be prevented from being abused and hence it is not secure and the non-repudiation property can hardly
be ensured. If the cardholder gdt&’s public key by sending a request to the merchant, the protocol
is essentially the same as SET losing the autonomy and flexibility of mobile agents, which are the
motivations of SET/A.

5.1.2. SET/IA+

SET/A+ [25] is a more complex protocol, which adds a Trust Verification Cerif&s ) in the
payment system. Th&€V C keeps the sensitive information and charges cardholders or merchants by
providing verification service.

The focus of SET/A- is on how to pass securely the symmetric kégenerated by the cardholder to
PG so thatPG can obtainPI that is encrypted by (i.e. Ex{PI}).

In SET/A+, TV C is not only used for verification but also used for encrypting information. However,
the agents are limited in their functionalities. For example, an agent cannot sign dynamically and
perform encryption for the owner during trading (since it requires the secret key of the owner). The
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agent carries the cardholder’s signature ;(H (H (OI)||H(PI)))- generated in advance and passes it

to the merchant to make a final deal. This is not flexible. In a malicious merchant environment, the
signature can be abused easily and no sufficient non-repudiation mechanism is provided preventing the
replay attack. This may cause the disputes between participants and result in the loss of the cardholder.

5.1.3. LITESET/A+

LITESET/A+ is based on Signcryption public-key algorithm [26] and Signature-Share scheme (called
Signature-Threshold scheme in [14]). It employs a mobile agent and a Trusted Third Party (TTP). The
role of TTP is the same as tiH8/C in SET/A+. The TTP can do both verification and encryption when
necessary.

In this scheme, the most significant difference with SEF/A that it uses a Signature-Share scheme
based on Shamir-threshold scheme [12,14]. The signature secret key of cardhgldeis divided into
two shared parts, says, for agent and:g,.,.,, for TTP.

zs, =, r5,,, = s, — =’ wherez’ is a random number chosen frdi. . ., ¢|.

By carrying xs,, the agentA can sign over the order informatio®/ and the hash val-
ue of payment instructionPI, yielding zs,(H(H(OI)||H(PI))) Another shared signature
xsyrp(H(H(OI)||H(PI))) can be generated by TTP after it obtains its shared signature secret key
zs,..p. ONce obtaining the two shared signatures, by applying Signature-Share scheme, the merchant
can verify the dual hash valud (H (OI)||H(PI)) and hence check the validity of the order and the
payment data. It is equivalent to obtaining the cardholder’s signatyréH (H (OI)||H(PI))) as in
SET/A+. But without the involvement of TTP, the merchant cannot obtain both shared signatures.

The aim of LITESET/A+ is to make the agent sign flexibly on behalf of the cardholder in cooperation
with the TTP. This can be done after the process of negotiation with a set of merchants. So one consumer
agent works well instead of dispatching a payment agent after the negotiation agent completes its tasks.
By using Signature-Share scheme, the dispatched agent does not need to carry the cardholder’s secret
signature key. Instead, it carries its shared signatureckey

Thereafter the problem comes as the agent carries the shared secrgt, kayd executes on a server
provided by the chosen merchant where to make the final deal. For generating a shared signature
a hash value, the agent should also carryand argument (q is public), so as to compute

sa=z/(r+xzs,) modq

This meanscs,, » andz will be exposed to the merchant. Once the merchant obtains the shared
signaturesrp from TTP (Step 8 in LITESET/A:), it can easily computeg,.,.,, because

strp = 2/(r + X5, ) Mmod q

Hence the merchant can obtain the cardholder’s signature secret key

TSy = TS, + TSprp

Moreover, the non-repudiation mechanism is weak in LITESEA/AIn addition to the obtained
messages, a participant keefys or I, only as non-repudiation receipts. Though these identifiers
are unique, no receipt can show when a transaction is completed!/ - Smd I;; are not strictly
non-repudiation receipts. This problem exists in SET/A and SET@o.
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5.1.4. LITESET/A++

LITESET/A++ [20] is based on Signcryption public-key algorithm [26], Signature-Share scheme
and Signcryption-Share scheme (called Signature-Threshold scheme and Signcryption-Share scheme
proposed in [14]). It solves the problem in LITESEFRAhat a shared secret key is carried by the
dispatched agent. Instead, it is kept by the cardholder. LITESEW/ Aeeps using Signature-Share
scheme so that the dispatched agent has the capability to sign with the merchant chosen after dispatch
in corporation with TTP. In addition, LITESET/HA+ uses Signcryption-Share scheme to encrypt the
payment instructiorPI. In Signcryption-Share scheme, the secret signature key of sdnideshared
by t parties. Each party generates the shared signatuwe hash value obtained fromA, and all the
shared signatures are sent to recipiBnwith the ciphertext. With ¢ and all(r, s;), B can decrypt,
obtain the plaintexin and verify the signature.

In LITESET/A++, PI is encrypted by aession public key. The session secret key is encrypted by the
cardholder. In corporation with TTP,GG can obtain the two shared signatures, hash value and ciphertext
and thus decrypt the ciphertext and obtain the session secret key, with R@iiclan obtain theP].

In terms of security, LITESET/A+ is a good protocol. But it has a few problems.

1. As Signcryption-Share scheme is a public key algorithm, it is less efficient than a symmetric key
algorithm;

2. No mechanism is devised for preventing double payment, overspending attack and over-payment
attack. This problem exists in all the above protocols.

5.2. Comparison of protocols

In some sense, the agent in SEF/Aas the same flexibility since the agent carries the cardholder’s
signaturez s, (H(H(OI)||H(PI))) signed on the order information and payment instruction. The
signature can be passed to the merchant where the agent wants to make the deal. But the signature may
be reused by any malicious merchant where a valid deal has been made. The merchant can mount a
replay attack successfully by transferring the copy of a used digital envelope to the payment gateway
causing the loss of the cardholder. This is because that its non-repudiation mechanism is weak. In
addition, a visited merchant may abuse the pre-generated signature.

In the proposed protocol, the Signature-Share scheme avoids using a pre-generated signature. Mean-
while timestamps from different participants appear in the signatures of message senders. Also a unique
expiry timestam, appears in the signature from the cardholder and it can be sent to each participant.
Hence a replay attack can be detected easily.

As we analyzed in Section 4 and Section 5, both LITESEF4Aand the proposed protocol correct
the security flaw in LITESET/A- so that it is not possible for the merchant to re-generate the signature
secret key of the cardholder. Meanwhile the flexibility for the agent to “sign” on behalf of the cardholder
and make a deal with the merchant remains unchanged. Moreover, with the involvement of TTP, the
agent in the proposed protocol need not to do any encryption and decryption. In contrast, iIntSET/A
and LITESET/At+, the agent executes at the merchant’s server and completes the encryption operations.

In the proposed protocol, similar to LITESETA Signature-Share scheme is adopted to give the
capability of the dispatched agent to sign contdyciamically with A in corporation with TTP.

The proposed protocol inherits good features of LITESEF#AIn terms of the properties listed in
Tables 2 and 3 while the focus of LITESETHAr is how to pas$’] securely taPG which is determined
afterwards byM according to the brand of the credit card. That medmmesn’t knowPG beforehand
so as to encrypP! using PG’s public key.
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Table 2
Comparison of agent-based secure payment protocols (part I)
Do encryption Execute at Sign
/decryption merchant's  dynamically
by agent server

SET/A yes not specified  not specified
SET/A+ yes yes no
LITESET/A+ yes yes yes
LITESET/A++ no no yes
proposed protocol no Ao yes

1The cardholder’s secret signature key can be re-generated.
2No authorized party can obtain and re-generate the cardholder’s
secret signature key.

Table 3
Comparison of agent-based secure payment protocols (part Il)
TTP Signature-  Signcryption- Pl
involved Share Share Encryption

scheme scheme
SET/A no / /
SET/A+ yes, TVC / / symmetric key
LITESET/A+ yes adopted not adopted  symmetric key
LITESET/A++ yes adopted adopted public key
proposed protocol yes adopted not adopted  symmetric key

Regarding the protocol overhead, as analyzed in Section 5.1.4, based on Signcryption — a public key
algorithm, the Signcryption-Share scheme is not as efficient as a symmetric key algorithm. In contrast,
the proposed protocol adopts a symmetric key algorithm to en@&lpthis inherits the efficiency
property of SET and reduces the overhead at the side of the cardholder. In addition, the Signature-Share
scheme is as efficient as a process of signature verification, which is carried ouiRty, thet the agent.

The proposed protocol needs to employ a TTP and thus leads to some communication with the TTP. But
this is essential to an agent based payment protocol and it is the same astSETVTESET/A+ and
LITESET/A++. The proposed protocol does not occur extra overhead than other protocols.

Furthermore LITESET/A+ has the drawback without any mechanism for preventing overspending
and overpayment attacks. The problem also exists in other protocols.

In the proposed protocaAmount, which is the transaction amount that will be charged to the cardhold-
er’s account, is first passed to TTP, who checks it WititeLimit preventing overspending. Meanwhile,
Amount is included in the ciphertext generated by the TTP, which is passed tB@&e&hereAmount
andPricefrom M are compared. This prevents the overpayment attack.

Security properties of different protocols are compared in Table 4.

6. Conclusions

In a mobile computing environment the cardholder’s role can be played by an agent, which is dispatched
to the merchant’s server with the relevant information to perform the necessary operations. Since the
cardholder does not need to keep the network connection while the transaction is being completed, this
solution contributes to lower cost, higher robustness and autonomy while the requirements for security
become more critical.
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Table 4
Security properties of agent-based secure payment protocols
Non- Double  Overspending Over
repudiation payment detection payment
property detection detection
SET/A weak no no no
SET/A+ A replay attack no no no
can succeed
LITESET/A+ weak no no no
LITESET/A++ good yes no no
proposed protocol good yes yes yes

In this paper, we proposed an agent-assisted secure payment protocol adopting Signature-Share scheme
and employing a Trusted Third Party (TTP). The dispatched agent can dynamically choose the merchant
and sign on behalf of the cardholder in cooperation with the TTP without the possibility of disclosing
any secret to the merchant and TTP. In the proposed protocol, the principle that each participant knows
what is strictly necessary for his/her role is followed as in SET while the efficiency is improved. In
addition, mechanisms have been devised for preventing and detecting double payment, overspending
and overpayment attacks.

The proposed protocol can be applied to e-commerce environments, where an agent is employed
to collect offers, negotiate with merchants, place an order, and make the payment. For instance, the
cardholder/customer using a laptop or PDA with wireless network interface and Internet access can
apply this protocol for transactions. This can help reduce the complexity of operations at the side of
the cardholder. In addition, the long-term network connection constraint for interactions will not apply.
With the development of wireless communication and agent technology, we envisage that the above
scenario is becoming applicable in practice. Thus, we expect the proposed protocol can be integrated
with an agent-based e-commerce system [21] to enhance the autonomy of transactions and bring more
convenience to customers.

Appendix 1. Signcryption public-key algorithm

Signcryption public-key algorithm [26] is as follows:

p —alarge prime (public to all)

q — a large prime factor g — 1 (public to all)

g —arandom integer ifi, ..., p — 1] with orderq mod p (public to all)

H — a one-way hash function whose output has, say, at least 128 bits
K H — a keyed one-way hash function

(E, D) —the encryption and decryption algorithms

Assume that sendet has chosen a secret key, from [1,...,¢|, and made public her matching
public keyy 4 = ¢g*4 mod p. Similarly, the recipientB’s secret key is: 3 and his matching public key
isyp = g*B mod p.

Sgncryption by A (the Sender)
1. Pickz randomly from[1, ..., ¢|, andletk = H(yp* mod p). Splitk into k; andk, of appropriate
length.
2. c= Ek1 {m}



Y. Wang et al. / Employ a mobile agent for making a payment 65

3. r=KHy,{m}
4. s=z/(r+x4)modq
5. A — B: the signcrypted textc, r, s)

The unsigncryption algorithm works by taking advantage of the property thabd p can be recovered
fromr, s, g, p, ya by B. On receiving(c, r, s) from A, B unsigncripts the ciphertext and verifies the
signature as follows.

Unsigncryption by B (the Recipient)
1. Recovek fromr, s, g, p, y4 andz g,

k=H(ya g")""" modp

2. Splitk into ky andks.
3. m = Dy, {c}
4. Acceptm as a valid message originated frotonly if K Hy,{m} is identical tor.

Appendix 2. The proof of Signature-Share scheme

The Signature-Share scheme [14] is based on Signcryption algorithm [26]. In this scheme, the sender
A wants to send a messageto recipientB throught sharing parties, say; (¢ = 1,...,¢). The
signature key ofd is shared by parties. Each party generates the shared signatwe the hash value
r of messagen, and all shared signatures are senBtoWith all (r, s;), B can verify the signature and
hence check the data integrity of.

1. Each participant owes a key pair. For example, participant A has a keyypairz 4 ), where key
ya = g*4 (mod p).

2. To protect one participant’s secret key, we assume several parties share it using the special case of
shamir secret-sharing scherfie= w). For example, to protecd’s secret keyr 4, ¢ parties have
secret sharesu,, x4,, ..., v4, respectively, where 4 = x4, + x4, + ... + x4,.

The description of Signature-Share scheme:

Sender A: secretkeyt 4, chosen uniformly at random frofm, . . ., g], public keyy 4 (ya = g4 mod p).
To protect one participant’s secret key, we assurabaring-parties share it using the special case of

shamir secret-sharing schertte= w). Namely,t parties have shared secret keys, , z ,,...,24,
respectively, wherel’'s secretkey 4 = x4, + 24, + ... + 2 4,.
Recipient B: secret key: 5, chosen uniformly at random frofa, . . ., g], public key

yB (yB = g% mod p)

(i) A generates and send$m, r, x 4,) to each sharing-party;. Here for simplicity, we supposey,
is sent toA; through a secure channel.

r = H(g* mod p,m) )

wherez is a random number chosen frdiy. . . , ¢, and it is the same for each sharing- party.
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(ii) For eachA;, once receivingm, r, z4,), it generates;
si=z/(r+za,)modq 1<i<t (2
ThenA; sendgm, r, s;) to B.

(iii) When receiving allm, r, s;), B verifies the signature.

t -1

i=1 si7)

v=H((ya g") % mod p) (3)

accept m only if H(v, m)=r 4)

Theorem 1. If (r,s;) is computed as Egs (1) and (2), (3) and (4) hold.
Proof: The key point is to prove that

g modp = (ya - g") 2= mod p
From Egs (1) and (2), we can deduce from the right of above.

right = (.4 - 9"") 21 % mod p = (g"4 - g'") 21 % mod p

xA1+r -1

z

ﬁAt+r

=) mod p

+

xA2+r
2 — .t

— g(wA-Ftr)(

z
_ (zattr) (@A, Toay+ oA, )Fer

mod p

— g(Z?A-HT’) @At mod p

= g* mod p = |€eft

After getting the above deduction, Eqg. (4) holds. Then the message can be verified according to Eqgs (1)

and (2).
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