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Newmedia art is different from ready-made art, installation art, body art, and land art. Newmedia art is a new art subject category
with “optical” media and electronic media as the basic language. And, because of the continuous development of computer
networks, distributed database management systems are becoming more and more popular. -is article aims to study the
information security control problem in the distributed new media system. -rough comprehensive access control, reliable
support, and many-to-many randommutual encryption, it solves the security requirements of supporting mobile computing in a
distributed network environment, communication, and hierarchical grouping. Group key management and other issues have
studied some key security technologies for building secure distributed information systems. -is article proposes covering the
behavior-based access control model ABAC (operation-based access control model), the architecture of the new Trusted Platform
Module, the architecture of multithreaded crypto chips, and their service methods, as well as distributed information systems and
key management solutions. Approximately obeying the chi-square distribution with 2 degrees of freedom, when the significance
level is taken as 5%, the chi-square value for the skin is 5.99. Different initial values are selected for the chaotic sequence, 200
groups of chaotic sequences with a length of 2000 are selected for sequence inspection, and the pass rate is 97.5%. It can be seen
that the autocorrelation and cross-correlation characteristics of the improved spatiotemporal chaotic sequence are still relatively
ideal, so the usability of the platform is relatively high.

1. Introduction

1.1. Background. With the development of computer
technology, network communication technology, and
multimedia information and processing technology, net-
work media are widely used in education, healthcare, news,
business, management, and military fields. Compared with
traditional art, new media art is a brand-new field, and the
creation of new media art by artists is often realized by
means of digital technology.-e development and evolution
of digital technology have deeply affected the overall form
and content of new media art. Multimedia information adds
more and more abundant digital content to people’s lives.
With the maturity of computer technology, this medium
containing text, graphics, images, animation, audio, and
video is slowly expanding. -e development of information

technology has promoted the progress of society and the
improvement of people’s living standards. As a heteroge-
neous, open, and distributed mobile network, the com-
munication network system has diverse information
dissemination channels, but, in terms of politics, economy,
military, and so forth, sensitive multimedia information is
transmitted through open channels or public domains. -e
database is vulnerable to the theft of sales information and
data leakage. -erefore, the study of secure media encryp-
tion information becomes more and more important.

1.2. Significance. Today’s science and technology are mainly
based on technical elements such as electronic computers,
bit rates, and the Internet. Physics, electronics, biology and
genetic engineering, and various new technological concepts
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have created a new art called “newmedia art.” Newmedia art
is a discipline based on digital technology; it is the crys-
tallization of close cooperation between science, technology,
and art. No matter what, digital new media art has brought
new experiences and new changes to our lives. Distributed
information system is a form of information resource
management in distributed communication network system.
As an organic combination of digital communication
technology, information technology, portable computers,
and many parts of secure communication, it runs organi-
zational structure and functions on the Internet. -e opti-
mization and reorganization of the process go beyond the
separation of space and departments and can provide
comprehensive, standardized, and transparent resource
management services.

1.3. Related Work. Aiming at the comprehensive security
protection requirements of multimedia information, Jiang
proposed a new algorithm based on homomorphic en-
cryption and watermarking. Under the proposed algo-
rithm scheme, the plaintext watermark embedding
operation is mapped to the ciphertext domain through
homomorphism, and the plaintext watermark is embedded
in the ciphertext domain. At the same time, the embedded
plaintext watermark is also mapped to the ciphertext
domain through homomorphism, realizing the embedding
of the ciphertext watermark. According to the experi-
mental results, the sequence of watermark embedding and
data encryption of the proposed algorithm does not affect
the generation of the same encrypted watermark data, and
the algorithm has higher security [1]. However, his ex-
perimental process is not closed, leading to discrepancies
in experimental results. Kim H’s research shows that the
sudden increase in the frequency and complexity of cyber
threats has become an obstacle to the stable development
of the multimedia service environment based on the In-
ternet of -ings (IoT). -e current framework for un-
derstanding and analyzing cyber threats in the field of
information security (IS) is the cyber kill chain model.
Among these threats, specific threats that involve ad-
vanced and continuous attacks on designated targets
(companies that provide multimedia services) and cause
large-scale damage are called advanced persistent threats
(APT). Since there may be many threat points in the IoT-
based multimedia service environment, in which the
networks of various heterogeneous devices are connected
through multiple paths, it is important to understand the
potential paths of threats. APT is usually divided into the
penetration stage from the outside to the inside of
the organization and the threat stage that occurs inside the
organization [2]. However, due to the uncertainty of the
experimental process, there are still gaps in the experi-
mental results. Katz Y’s research believes that the gov-
ernment’s role in security information protection has been
severely shaken. Unable to control the information, the
incident was recorded on mobile phones and uploaded
to social media, and local organizations emerged by
providing information previously restricted by local

authorities [3]. However, there are many influencing
factors in this research process, so there are certain dif-
ferences in experimental results.

1.4. Innovation. -e innovation of this article is as follows:
(1) the proposed multithreaded crypto chip design plan will
expand the application of cryptographic algorithms. (2) A
trusted platform module is proposed to solve the problems
of TPM internal sensitive information preset, backup, re-
covery, and so forth. (3) It provides a more comprehensive
introduction to the proposed behavior-based access control
model, as well as the definition of management behavior and
the structure of the ABAC management model.

2. New Media Information
Encryption Technology

2.1. Model of Encryption System. -e security system is a
special communication system aimed at the security of
information systems [4, 5]. Security is aimed at authorized
users of the system. Unauthorized and illegal users can
attack the system in two ways:

(1) Active attack, tampering, where an attacker or
hacker uses false methods (e.g., adding, deleting,
repeating, destroying, etc.) to insert false messages
into the system, thereby actively interfering with the
system [6].

(2) Passive attack, that is, an espionage attack, using
cryptocurrency intercepted by an attacker for anal-
ysis. -ere is a typical general security communi-
cation system S� {M, C, (Ep, Dx) (Er, Dx)}, plaintext
space Mg, ciphertext space C, encryption/decryp-
tion, as shown in Figure 1, password conversion pair
(E, Dr), and anticounterfeiting (E, D) encryption/
decryption conversion pair [7, 8].

2.2. Secret Key Encryption. Private keys encryption is also
called symmetric key encryption. -e encryption key is
required to be the same as the decryption key, and the sender
and receiver must agree on the private key before com-
municating. Security depends on the key, and the leak of the
key means that anyone can encrypt and decrypt information
[9].

-e encryption and decryption transformation of the
symmetric key can usually be expressed as

Ek(M) � C,

Dk(C) � M.
(1)

In the above equation,M stands for plaintext, C stands
for ciphertext, K stands for the secret key used in the
encryption and decryption process, E stands for en-
cryption transformation, and D stands for decryption
transformation. Symmetric key algorithms can be divided
into two categories: sequence ciphers and block ciphers
[10, 11].
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2.2.1. Serial Password. Serial ciphers (also called stream
ciphers) divide the plaintext into characters (or basic coding
units, such as bits) [12, 13]. Each character is encrypted in
the elementary stream, and decryption is performed by the
same key stream as the encryption. A schematic diagram of
the corresponding ciphertext sequence is created, which
performs the exclusive OR function on the plaintext se-
quence and the bitwise key sequence [14, 15]. -e en-
cryption/decryption algorithm is expressed as follows:

c � m⊕k � m1⊕k1, m2⊕k2, . . . , mL⊕kL( ,

m � c⊕k � c1⊕k1, c2⊕k2, . . . , cL⊕cL( .
(2)

In the above equation, m represents the plaintext se-
quence m � (m1, m2, . . . , mL), k represents the key sequence
k � (k1, k2, . . . , kL), and c represents the ciphertext sequence
c � (c1, c2, . . . , cL).

-e ideal security system should use the so-called “one-
time confidential” system. -e communicating party must
agree to an infinitely long random encryption sequence that
will not be repeated (the original state is known, so that the
sender and receiver can be closely synchronized) and the
selected key sequence k and plaintext sequence m must be
completely independent [16, 17]. However, it is difficult to
create a clear random sequence encryption that meets the
above requirements. Sequence encryption actually simulates
the “one time one key” system, so that pure random keys are
easy to create and synchronize and can manage and dis-
tribute cryptographic projects [18, 19].

2.3. Coupling Mapping Lattice. -e commonly used asym-
metric diffusion coupled lattice model can be written as

xn(i + 1) � (1 − ε)f xn(i)(  + ε αf xx−1(i)( 

+(1 − α)f xn+1(i)( .
(3)

From the previous equation, the three following typical
spatiotemporal chaotic system models are evolved [20].

One-way coupled map lattice model:

xn(i + 1) � (1 − ε)f xn(i)(  + εf xx−1(i)( . (4)

Two-way coupled map lattice model:

xn(i + 1) � (1 − ε)f xn(i)(  +
ε
2

f xx−1(i)(  + f xn+1(i)(  .

(5)

Fully coupled map lattice model:

xn(i + 1) � (1 − ε)f xn(i)(  +
ε
L



L

j�1
f xj(i) . (6)

In equations (3)–(6), i is the discrete time coordinate, n is
the discrete space coordinate, ε is the coupling coefficient, L
is the length of the system, and the nonlinear image reflects
the local reaction process [21]. At present, the first two
models are mainly used when studying the application of
spatiotemporal chaos in information encryption.

Security is another important evaluation indicator of
the consensus algorithm. -is section analyzes and proves
the security of CRaft. CRaft guarantees the security of the
algorithm through the following strategies. Introducing
asymmetric encryption technology in cryptography,
nodes need to carry their own public keys for identity
verification when sending messages to prevent malicious
nodes from forging their identities. Add the step of node
verification. When voting for the Candidate node, the last
log of the Candidate node needs to be verified. Only when
the log verification matches will it respond; otherwise, it
will refuse to respond and wait for the next vote.
-erefore, the state machine security feature is estab-
lished. Next, we will describe this in detail. For the setting
of parameter e, we introduce the kernel density estimation
function.

fn(x) �
1
h



h

i�1
Kn x − xi(  �

1
nh



h

i�1
K

x − xi

n
 . (7)
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Figure 1: Generalized encryption system model.
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In the above equation, n represents the bandwidth, K (x)
represents the kernel function, and k (x) satisfies the fol-
lowing conditions:

K(x)≥ 0,

 K(x)dx � 1,

 xK(x) � 0,

 x
2
K(x)dx> 0.

(8)

-e choice of bandwidth n here will affect the results of
statistics, and Mean Integrated Squared Error is usually used
to optimize the value of n.

MISE(h) � E  fn(x) − f(x)( 
2dx,

AMISE(n) �
R(K)

nh
+
1
4
m2K

2
n
4
R(f),

(9)

where

R(g)  g(x)
2dx,

m2(K) �  x
2
K(x)dx.

(10)

In order to minimize MISE (h), it is transformed into a
pole finding problem:

z

zh
AMISE(n) �

R(K)

nh
+ m2K

2
n
3
R(f) � 0. (11)

However, kernel density estimation cannot find the
optimal parameters in the example, but it can estimate a
reasonable parameter selection interval.

3. Sequence Randomness Test

3.1. Randomness Test. In information encryption, especially
sequence cipher encryption, the pseudorandomness of
spatiotemporal chaotic sequences directly affects the effect of
encryption. -e following is a list of methods to test the
random performance of the sequence.

3.1.1. 0-1 Balance Test. -e sequence has good pseudor-
andomness, and the quantized binary sequence also has ideal
statistical characteristics and obeys a uniform distribution.
-e 0-1 balance test is to ensure that the numbers of 0 and 1
in the binary sequence are approximately equal. -e test
function can be expressed as

x
2

�
n0 − n1( 

2

n
. (12)

In the above equation, n0 represents the number of 0s, n1
represents the number of 1s, and n represents the sequence
length.

When the significance level is taken as 5%, the corre-
sponding x2 value is 3.841. If the value of the statistic is less

than 3.841, it means that the sequence has passed the test. As
shown in Table 1, it is an experiment on chaotic binary
sequences of different lengths. As a result, it can be seen that
the sequence of each length in the experiment passed the
test, indicating that the binary sequence generated by the
improved method has a good balance.

3.2. Sensitivity Test. In order to hide the plaintext message,
Shannon proposed the concept of confusion and diffusion.
-e encryption system requires the full and even use of the
ciphertext space. -e same is true for the Hash function. For
the binary representation of the Hash result, each bit has
only two possibilities of 0 and 1. -erefore, the propagation
effect of the ideal Hash should be plaintext, and a little
change in the key will cause the probability of the Hash result
to change. Figure 2 shows the construction process of the
Hash function.

As can be seen from Figure 2, the transfer function of the
neuron adopts the chaotic Tent mapping. -e control pa-
rameters of the Tent mapping, the connection weight be-
tween the neurons, the domain value, and other parameters
are all generated by the chaotic Honen mapping through
multiple rounds of iteration. By combining the initial value
and parameter sensitivity of chaos, the randomness of stable
distribution, and the obfuscation and compression char-
acteristics of neural networks, the obfuscation and diffusion
necessary for cryptographic systems are jointly realized.-is
good obfuscation and diffusion effect ensures the security of
the Hash function against statistical attacks. In the plaintext
sensitivity experiment, the input plaintext is 1024 bits long,
and the hash value is calculated, which is recorded as Hg.
Change 1 bit in the input plaintext in turn, and calculate the
corresponding output Hash value H.

3.3. Crash Test. -e so-called collision means that different
plaintext inputs produce the same Hash result; that is,
multiple pair-mapping occurs. Taking the initial plaintext as
8 bits, the ASC I code range is 0∼255, and the Hash result is 8
bits, which is also a number from 0 to 255, so that the
plaintext space is the same as the Hash value space; re-
member that any-value in the Hash value space corresponds
to the plaintext space. -e number of original images in the
center is denoted as k, and the number of points with k
original images in the Hash value space is denoted as n (k).
Obviously, the largerm (1), the smaller n (0) and other items.
It means that the fewer collisions, the stronger the scatter
ability of the chaotic neural network. Compared with other
algorithms, because the design of other algorithms is mostly
related to the length of the result, the change in Hash
performance is difficult to predict, and collision analysis on
application scales such as 128 bits is unrealistic due to the
large amount of calculation.

4. Hierarchical Group Key Management

4.1. Performance Analysis. -is solution hopes to optimize
the user’s calculations, key storage, and key update messages.
In addition, compared with other group key managements
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based on logical key hierarchy, this scheme is relatively
simple and only needs to use modulo operation and mul-
tiplication operation to manage the key.

From the scheme proposed in this section, Table 2 can be
obtained. It can be seen from Table 2 that the proposed
scheme is relatively small in terms of computation, com-
munication, and storage and is suitable for resource-con-
strained wireless networks.

4.2. Security Analysis. -e rapid and effective removal of
member nodes captured by attackers is of vital importance to
the security of wireless networks. In this scheme, once a node
is caught or an abnormality occurs, GCKS immediately
executes the node withdrawal operation. -e security of this
scheme is based on the following assumptions: uncaught
member nodes guarantee the security of their own stored
keys; GCKS implants the corresponding key into the correct
member node to ensure the security of the group key; all keys
are randomly generated by GCKS. During the node with-
drawal period, GCKS randomly generates a new group key,
which is encrypted and broadcast to the group. From the
above theorem’s proving process, it is known that only the
unrevoked nodes in the group can decrypt the new group
key. -erefore, the revoked node cannot obtain its revoked
group key. -is scheme has forward secrecy. During the
node joining phase, GCKS randomly generates a new group
key and uses the current group key for encryption, so the
newly joined node cannot obtain the group key before
joining the group. -is scheme has backward secrecy.

4.3. Load Analysis

4.3.1. Storage Load. Assuming that this scheme uses
a-forked logical key tree, the total number of members in the
group is denoted as N. GCKS assigns a key to each node in
the logical key tree, and the total isN−1/a−1. From these key
values, a total of (2∗−2) (N−1)/can be calculated (a−1) An

encryption key used to encrypt the group key. Each member
node needs to store the key value of all nodes on the path
from the corresponding leaf node to the root node. -e
required storage capacity is logoN, and the required storage
capacity for GCKS is N−1/a−1.

4.3.2. Communication Load. Regardless of whether it is a
member join or withdraw operation, GCKS only needs one
broadcast message in this scheme, and all member nodes
only need to listen to the GCKS broadcast message and
extract the information they need to complete the key up-
date. In order to measure the communication load more
accurately, the number of keys in the key update message is
used to measure the communication volume. Assuming that
there are 1024 members in the group, each member has the
same probability of being revoked due to a failure; that is, the
revoked nodes are randomly distributed. Figure 3 depicts the
amount of communication when the key is updated.

It can be seen from Figure 3 that the horizontal axis
represents the number of revoked member nodes, and the
vertical axis represents the number of keys in the key update
broadcast message. It can be seen from the figure that as the
number of revoked nodes increases, the communication
volume gradually increases.When the revoked nodes reach a
certain number, the communication volume tends to sta-
bilize and then gradually decreases. In addition, the greater
the degree of the logical key tree, the smaller the commu-
nication overhead.

4.4. Statistical Analysis of Audio Data Stream. In the MP3
audio code stream, the proportion of the scale factor data to
the code stream is very small. -e types of audio clips, Bass
(tenor), Popm (pop song), Inst (instrument sound), Horn
(trumpet), Spff (women’s speech), and Spmg (men’s speech),
are tested and counted, and the scale factor data accounts for
all -e ratio of audio data is shown in Table 3.

Table 1: -e balance test of the binary sequence of spatiotemporal chaos.

Sequence length 500 1000 2000 5000 10000
Number of 0s 237 521 962 2532 5023
Number of 1s 263 485 1025 2352 4962
X2 1352 0.523 0.562 0.421 0.360

IV = CV0

n

Y0

b

f f
CV1

n
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b

n

YL–1

b

CVL–1

f
n
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Figure 2: -e construction process of the Hash function.
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Table 2: Performance of the proposed scheme.

Program
Encryption and

decryption
Modular

multiplication Extended Euclid Rounds
Number of keys

GCKS Sensor GCKS Sensor GCKS GCKS Sensor
System establishment 0 0 N 1 N 1

2N−1 Log2NSecondary key 1 1 2 +N 1 2 +N 1
Group key 2log2N Log2N 0 0 0 1
Leave event Log2N 2 N 1 N 2

20 40 60 80 100 120 140 160 180 200
Number of leaving nodes

a = 2
a = 3

a = 4
a = 8

400

350

300

250

200

150

100

50

0

Tr
af

fic

Figure 3: Communication load.

Table 3: Ratio of scale factor to audio code stream r.

Audio Bass (%) Popm (%) Inst (%) Horn (%) Spff (%) Spmg (%)

r
4.74 5.26 6.75 4.94 6.88 6.34
4.86 4.64 6.24 5.24 7.15 5.94
4.66 4.86 5.84 4.83 7.56 6.53
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Figure 4: Comparison of sensitivity of scale factor and Huffman code to decoding.
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Compared with Huffman-code data, scale-factor data
has higher sensitivity to decoding. Here, the PSNR (peak
signal-to-noise ratio) change of the decoded signal caused by
the data error of the unit length is used to measure the
sensitivity of the parameter to the decoding. From the
MPEG audio coding process, it can be seen that the PSNR of
the decoded signal decreases with the increase of the number
of parameter errors, small. As shown in Figure 4, the PSNR
average curves of the abovementioned multiple types of
audio clip test results are given. It can be seen that the curve
corresponding to the scale-factor data is lower than the curve
corresponding to the Huffman-code data; and the slope is
larger, indicating that it has a relatively high sensitivity to the
decoding process.

5. Conclusions

It can be seen that the distributed multilayer application
system must have a good application prospect. However, at
the same time, we need to ensure that there are some
problems with the structure of the distributed multitier
system. For example, information system development is
more complicated than traditional two-tier application
systems and more difficult to design. In addition, the se-
curity measures of the application system itself are dis-
tributed, so it is also related to network security; and
network security technology is constantly updated and
improved. -erefore, the system security issues that need
to be considered are more complicated. In addition, this
article analyzes how to ensure the security of the distrib-
uted multitier application system, but since this article
mainly discusses the distributed system technology of
blockchain technology, in terms of chapter layout, the
article first introduced the first chapter, the background,
and significance and related innovations of the subject
research were discussed. -en, in the second chapter, a
more in-depth theoretical analysis and proof of the related
theories of the chaotic system and the important conclu-
sions covered in this paper were carried out, and several
random encryptions with good performance were
designed. -e chaos theory and specific application key
generators in the encryption of digital images and video
multimedia information (block encryption and sequence
encryption) will be discussed in detail later. Many existing
distributed multitier application systems provide fault
tolerance and load balancing capabilities. However, if you
need to have the fault tolerance and load balancing ca-
pabilities of a more advanced distributed multilayer ap-
plication system, you need to provide more refined load
balancing algorithms and more advanced development
technologies.
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