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As the technical support of the industrial Internet of ,ings, blockchain technology has been widely used in energy trading, data
transactions, and Internet of Vehicles. However, most of the existing energy trading models only address the transaction security
and transaction privacy issues that arise in the energy trading process, ignoring the fairness of resource allocation and transaction
equity in the trading process. In order to tackle those problems, an energy trading scheme called HO-TRAD is proposed in this
paper to improve the efficiency of model trading while ensuring the fairness of energy trading. We propose a new trading strategy
in the HO-TRAD energy trading scheme that guarantees fairness in the allocation of trading resources by introducing an entity’s
active reputation value. Use smart contracts to achieve transparency and ensure fairness in the transaction process. Based on the
identity verification foundation of the consortium chain, the scheme enhances the existing PBFT consensus algorithm and
improves the efficiency of model transactions. ,e experimental simulation indicates that the scheme requires less transaction
time and has higher transaction fairness and security.

1. Introduction

As the core solution to realize Industry 4.0 [1], industrial
Internet of ,ings (IoT) has become the focus of academic
circles. With the development of the Internet of ,ings
technology, the intelligent characteristics of the Internet of
,ings have also gained considerable growth. Nevertheless,
due to the continuous innovation of industrial technology,
the demand for industrial energy is increasing day by day,
and how to ensure the energy supply of in IoT has become a
hot research point. To overcome these problems, smart grid
[2], vehicle energy Internet [3, 4], and virtual power plan [5]
have been proposed successively.

However, a majority of existing energy trading schemes
are centralized; there is a possibility for the occurrence of
single point of failure since a third party is allowed to serve as
a controller to manage or control all transaction and reg-
istration information. ,e reason is that energy nodes must
rely on a central entity to handle energy distribution, re-
source allocation, entity registration, and authentication
[6, 7], which may bring some potential security issues.

,e security of transactions and user privacy issues have
been a concern in industrial IoT energy trading [8, 9]. At-
tackers may bypass user authentication mechanism [10, 11],
disrupt energy trading central to collect transaction user
data, and perform privacy analysis of the acquired
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transaction data to extract sensitive user information.
,erefore, most existing research focuses on the security and
privacy of industrial IoT energy transactions [12–14], while
ignoring the fairness of energy transactions in industrial IoT.
In the process of energy trading, high-quality trading re-
sources will inevitably lead to vicious trading competition,
and unfair trading resource allocation will certainly reduce
the trading quality of the system. In addition, in the tra-
ditional PBFT consensus model, each round of consensus
requires screening master nodes. ,is greatly wastes system
resources, reduces the efficiency of the trading system, and
limits the future development of industrial IoT energy
trading [15, 16].

To address the abovementioned issues, we design a
consortium blockchain-based energy trading scheme called
HO-TRAD, which takes advantage of the decentralized
feature of consortium chain and conducts an in-depth in-
vestigation of the fairness and efficiency of energy trading
under the condition of ensuring the security and privacy of
IoT energy trading. In the HO-TRAD scheme, the active
reputation value of energy trading entities is adopted to
ensure the fairness of trading resource allocation.,e system
will allocate resources based on the active reputation value of
trading entities, when energy trading nodes compete for
limited trading resources. In conjunction with the smart
contract, a transaction reward and punishment mechanism
is proposed to ensure the fairness of the transaction process.
In the event of fraud or termination of a transaction, the
smart contract will activate the transaction reward and
punishment mechanism. Depending on the circumstances
of the energy transaction, the entity that breaks the trans-
action will be punished, while the other trading entity will be
rewarded for complying with the rules of the transaction.

In a nutshell, our contributions are as follows:

(1) We propose an energy trading solution called HO-
TRAD to better regulate the process of energy
trading in the industrial IoT in an open and trans-
parent way. We establish a consortium blockchain to
store all energy transaction information to ensure the
verifiability of transaction data. A new smart con-
tract is proposed to replace the traditional trading
model to ensure the fairness and transparency of the
trading process.

(2) ,e system records the active reputation value of the
trading subjects within the management scope, and
when there are multiple trading subjects competing
for the same trading resource, the systemwill allocate
resources based on the active reputation value of the
trading subjects, which improves the resource fair-
ness of energy trading.

(3) In the HO-TRAD scheme, we improve the tradi-
tional BPFT consensus algorithm by replacing the
original master node selection system with the
designated master node approach, which reduces the
resource consumption of the consensus algorithm
and improves the consensus efficiency.

(4) ,e security analysis and experimental simulation of
this scheme frommultiple perspectives show that the
proposed scheme can effectively improve the trading
efficiency of energy trading entities and guarantee
the fairness of energy trading and the privacy of
trading data.

,e remaining of this article is organized as follows: We
discuss the technology and method of energy trading in IoT
in Section 2. ,e design of the energy trading model for IoT
with blockchain is presented in Section 3, followed by a
security analysis and performance evaluation in Section 4.
Finally, Section 5 concludes this article.

2. Technology and Method of Energy
Trading in IoT

2.1. Blockchain Technology. Since the blockchain technology
was proposed in 2008, after a long development, it has al-
ready had a relatively perfect technical system [17–20].
According to different task scenarios and user needs,
blockchains can be broadly classified into three categories:
public blockchain, private blockchain, and consortium
blockchain. ,e combination of blockchain and industrial
IoT broadens the use scenarios of data and fosters the se-
curity use of data [21–24]. In the public chain, firstly, because
of the decentralized feature, there is no central node to
protect and maintain the system, so the consensus of every
transaction in the public chain requires the participation of
all nodes in the whole network, and this consensus method
will certainly reduce the transaction efficiency of the system.
Secondly, each node on the public chain can freely join and
exit the network, making the system unable to distinguish
between honest nodes and malicious nodes. Finally, after the
malicious node receives punishment as predicted, the
malicious nodes will quit the system and rejoin with a new
identity, and there is no way to truly guarantee the security
of the system. In the private chain, the participating entities
are fixed before the system operates, which has higher
transaction rate and privacy assurance. Nevertheless, be-
cause the participating entities are fixed in advance, private
chain is not suitable for industrial IoT energy trading sce-
narios. In consortium chain, all entities are not allowed to
access the system unless they are authorized by the certificate
authority. In addition, the nodes in consortium chain are
divided into two categories: full nodes have complete
transaction information, while light nodes only keep their
own relevant information, which satisfies the needs of dif-
ferent types of entities. ,erefore, this paper adopts con-
sortium chain to construct the industrial IoT energy trading
network. Blockchain, as a term used in the field of infor-
mation technology, is essentially a shared, transparent da-
tabase. It guarantees the fairness and security of transactions
through smart contracts and digital signatures.

2.1.1. Smart Contracts. Smart contracts are digitally defined
protocols. Unlike traditional paper contracts, they combine

2 Mobile Information Systems



the trigger conditions and execution of a contract into a
single atomic operation. Smart contracts are deployed on the
blockchain, where the content of the contract is open,
transparent, and tamper-proof. ,e transaction entities can
transact securely in an environment of distrust.

2.1.2. Digital Signatures. ,e digital signature, as an au-
thentication mechanism of the blockchain, has two func-
tions. On the one hand, it verifies the sender of the message
and confirms the origin of the message. Because of the
uniqueness of the private secret key, other entities cannot
forge the signature. On the other hand, digital signatures can
verify the integrity of the message and guarantee the
complete consistency of the sender’s message through the
digital digest technique and the collision resistance of the
hash function.

2.2.EllipticCurveCode. Elliptic curve cipher is recognized as
the most secure encryption algorithm for a given length of
secret key; it is profoundly influencing the technological
development of industrial IoTsuch as intelligent monitoring
[25], data flow management [26], and data prediction [27].
Elliptic curve cipher is a public key encryption algorithm
based on the elliptic curve. It is extremely difficult to solve K
with known base point G and multiples of base point KG on
the elliptic curve, which is a discrete logarithm problem
based on the elliptic curve, where K is used as the user’s
private key and KG is used as the user’s public key. ,e
principle of the encryption algorithm for elliptic curves is as
follows: Suppose the user’s private key and public key are K
and KG, respectively, and in encrypted communication, the
encrypting party chooses a random number r to convert the
message M into a ciphertext by

C � rG, M + rKG{ } . (1)

,e decryption method is

M + rKG − K(rG) � M + r(KG) − K(rG) � M. (2)

When using elliptic curve cipher for signature, first
choose the random number r and calculate the point
rG(x, y). Subsequently, s � (h + kx)/r is calculated based
on the random number r, the hash value h of the messageM,
and the private key k. After the calculation is completed, the
messageM and the signature rG, s{ } are sent to the receiver.

,e signature verification method is

hG

s
+

xKG

S
�

(h + xK)G

S
�

r(h + xK)G

h + xK
� rG. (3)

2.3.Methods inEnergyTrading. Someworks have proposed to
optimize industrial IoT energy trading for the past few years.

2.3.1. Privacy in Energy Trading. ,e authors in [28] first
propose the application of blockchain technology to the
industrial IoT distributed energy trading scenario. ,e au-
thors in [29] propose a scheme called DePET, which enables

reliable transactions between EVs and energy nodes within a
short processing delay. ,is scheme uses a k-anonymity
approach to construct joint requests hiding location infor-
mation and creates clock regions based on undirected
graphs, making it impossible for an attacker to distinguish
the user’s real location information, and experimental results
show that the scheme can effectively protect the location
privacy of transacting entities. In [3], a local vehicle-to-
vehicle (V2V) energy trading architecture based on fog
computing is proposed. In [2], a federated blockchain-ori-
ented approach is proposed to address the privacy leakage
problem without limiting the transaction functionality. In
[30], a decentralized auction strategy for microgrid energy
trading, DEAL, is proposed, which effectively protects the
privacy of auction participants by using the Laplacian index.
Experiments show that the scheme can prevent the data
privacy of trading entities from being compromised under
different auction scenarios.

2.3.2. Security in Energy Trading. For the security of in-
dustrial IoT energy transactions, the authors in [31] pro-
posed a blockchain-based electricity trading (B-ET)
ecosystem and designed a smart contract to ensure that
transactions are conducted safely and reliably. Reference
[32] constructed a partially decentralized power trading
system based on consortium BC, and the scheme improves
the stability, economy, and security of grid operation by
optimizing the charging and discharging states at each time
period. Qualitative security and privacy analysis shows that
the scheme helps to improve the security and privacy of
power trading. Reference [33] combined blockchain, edge
computing, and contract theory to propose a secure and
efficient V2G energy trading framework for CPS. ,e au-
thors in [34] proposed an algorithm that can be imple-
mented in a distributed manner by trading partners to
enable energy trading.

2.3.3. Fairness in Energy Trading. In response to transaction
fraud as well as transaction fairness issues that arise in in-
dustrial IoT energy transactions. ,e authors in reference
[35] proposed a blockchain-based energy trading scheme.
,e scheme is designed with a time-commitment based
mechanism to ensure fairness in the energy trading process.
,e experimental results show that the scheme can improve
the fairness of transactions while ensuring the privacy and
security of users. ,e literature [36] analyzed the transaction
security and transaction fairness under a large number of
known attack patterns using multiple-signature mechanism,
and the scheme has higher security and fairness compared to
the traditional approach.

Combining the analysis of existing literature, we find
that most of the current solutions focus on how to ensure the
privacy of energy transactions in industrial IoT and the
security of transactions, and there is a lack of research on
energy and transaction efficiency and transaction fairness.
Hence, there is an urgent need to design an energy trading
scheme that takes into account the efficiency and fairness of
energy trading in the industrial Internet of ,ings.
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3. Design of the Energy Trading Model for
IoT with Blockchain

In the HO-TRAD solution, the system nodes are divided
into edge user nodes, a limited number of local energy
aggregators, and a certificate authentication central. ,e
energy transactions of the system will be performed by the
consensus of the local aggregators, which greatly reduces the
time required for consensus and increases the transaction
throughput of the trading system. On the one hand, the
transaction entities of the consortium chain need to be
audited by the certificate authentication central before en-
tering the existing consortium chain system; this access
mechanism ensures the security of the system nodes. On the
other hand, for the transaction entities, there is no need to
store all historical transactions, which reduces the resource
consumption of user nodes. ,e industrial IoT energy
trading system does not require any transaction fees when
the consortium blockchain is chosen for transactions.
Compared with the transaction fees of the public chain, the
consortium blockchain is obviously an unavailable benefit
for small transactions of scattered users.

3.1. SystemArchitecture. ,e system model of HO-TRAD is
shown in Figure 1.

,e entities in the model are divided into three main
parts, namely, energy trading entity (ETE), local aggregators
(LAs), and certificate authority (CA), and the functions of
these entities are as follows:

(1) ETE: In this scheme, energy trading entities are
divided into two major categories, energy buyers and
energy sellers, and ETEs trade in a P2P manner. ,e
same ETE can switch between being an energy seller,
being an energy buyer, or being idle, depending on
the current demand of the self-generation.

(2) LA: ,e LA is responsible for statistical information
and trade matching of traded energy in the region.

(3) CA:,e CA is a reliable authority that supervises the
transaction data of the scheme and initializes the
transaction model. In addition, all LAs as well as
ETEs in the model are unified at the CA for au-
thentication before they can obtain legal identity and
public-private key pairs.

ETEs can both publish their own demand information
and query the existing transaction information on the
consortium chain, and after querying the transaction in-
formation they need, they canmatch the transaction with the
central node, while buyers or sellers can request the central
node to match the transaction. ETEs can monitor each
other’s posted information; if any illegal information is
found, the publisher will be banned and disqualified from
trading.

3.2. System Interaction. In the HO-TRAD scheme, the
transaction information of the system is encrypted and
uploaded by the LA, and the specific transaction information

is not available to ETEs other than those participating in the
transaction, ensuring the privacy of ETEs. In addition, LA
will allocate resources based on the active reputation value of
ETEs to ensure the fairness of energy transactions. ,e
interaction flow of the scheme can be divided into four
modules: entity registration, energy matching, energy
trading, and energy consensus, as shown in Figure 2.

3.2.1. Entity Registration. When an ETE applies to join the
trading system, the ETE needs to submit its entity infor-
mation to the CA, which will issue a digital certificate to the
ETE after reviewing the entity’s qualification.

APPLY � UI D||TIME||LA{ },

CER � UI D‖TIME‖‖PK‖RES{ }.
(4)

APPLY is the application information, CER is the digital
certificate issued by CA, UID is the ID of ETEs, TIME is the
application registration time of ETEs, and PK is the public
key of ETEs. RES is the result of system audit RES ∈ 0，1{ },
where 1 means that the node is allowed to join the trading
system if the audit is passed, and 0 means that the node is not
allowed to join the trading system if the audit is not passed.
After receiving the information submitted by the user, the
CA generates a public-private key pair for the user using the
system’s elliptic cipher curve (ECC). ,e CA then transmits
the generated public-private key pair to the applicant node
by encrypting it with its own private key and signs the user’s
identity token, and other ETEs can verify the CA’s signature
to determine the user’s identity token.

3.2.2. Energy Matching. After accessing the trading system,
ETEs are required to publish their public key information
and download the transaction data of the recent period
within the LA management scope they belong to. When
ETEs need to sell or buy energy, they need to broadcast their
transaction requirements and attach their signatures to the
broadcast message.,e broadcasted message should contain
the ID of the ETE, the transaction demand, the request time,
and its own signature. When the entity has already obtained
a transaction match or needs to cancel this transaction, it
should broadcast a message again that the transaction needs
to be canceled and add its own signature to the message in
the broadcast.

REQ � UI D||DE NAB D||TIME||SIGN{ },

REV � UI D||REQ||SIGN{ }.
(5)

In the above equation,UID denotes the identity ID of the
transacting entity,DEN represents the energy demand of the
transacting entity, and SIGN is the entity signature for the
source of the information on the blockchain.

ETEs can view each other’s posted trade information;
after finding a trade requirement that matches their own,
they can make a trade matching request to the LAs. After
receiving a trade match request from ETEs, LAs need to
check the eligibility of ETEs to trade, including the
amount of energy owned by ETEs and the amount of
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funds. After confirming the trading eligibility that ETEs
have, LAs will match trading entities for energy trans-
actions. After the entity transaction matching is

completed, LAs will record the buyer user’s ID, seller
user’s ID, transaction time, transaction wallet, and coin
quantity.
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CON � UID1 UID2





TIME‖WALLT1 WALLT2





QUA .

(6)

In this formula, WAL denotes the wallet of the trading
entity, since the same energy trading entity may have more
than one trading wallet, which is recorded to facilitate the
verification of the transaction information, and QUA de-
notes the transaction amount of this trading.

3.2.3. Energy Trading. LA records the transaction infor-
mation and then transfers the entire transaction to the smart
contract for execution. ,e smart contract locks the deposit
corresponding to the transaction entity’s wallet based on the
amount of this transaction. After the transaction amount is
locked, the trading entity will not have the right to do
anything with the frozen portion of the amount until this
transaction is closed. ETEs may make multiple energy
transactions at the same time. When a transaction match is
made, the ETEs’ account will be frozen for the corre-
sponding portion of the amount, and although this trans-
action is not made, the ETEs’ account balance shall be
reduced by the corresponding amount in the following
physical transaction. After a deal is matched, ETEs are re-
quired to pay 10% of the total transaction amount as a
transaction deposit. If one party wants to terminate the deal
after the deal is matched or fails to complete the transaction
step by the agreed time, they need to pay their deposit to the
other party as compensation. If the transaction is success-
fully completed, the locked amount in the energy buyer’s
account will be transferred to the energy seller’s account
through the smart contract, and if any unforeseen cir-
cumstances cause the transaction to fail, the locked amount
in the energy buyer’s account will be unlocked and access to
the amount will be restored. ,e transaction buyer needs to
return a confirmation message after receiving the energy,
and the smart contract will transfer the amount deducted in
advance to the transaction seller’s account after receiving
this message. If the trading entity disagrees with the
transaction process, the ETEs can send the disagreement
back to the LA for a ruling. ,e system transaction flow is
shown in Figure 3.

,e process of implementing a smart contract is shown
in Algorithm 1:

3.2.4. Trading Consensus. Considering the access mecha-
nism of the consortium chain and the actual scenario of this
scheme, the consensus efficiency can be improved by re-
ducing the amount of participation of consensus nodes
when the nodes do not do evil. Based on the above con-
ditions, we make an improvement to the existing PBFT
consensus scheme; the new consensus scheme is divided into
two parts as follows.

(1) Selecting the master node: If the system master node
is selected in ETEs, the master node may be different
for each round of transactions, and the trading
system needs to broadcast the master node

information to other nodes within the scope of other
systems, which will increase the communication
overhead of the system. Since LAs are all trusted
nodes authenticated at CA, selecting LAs as the
master nodes of the system, having LAs participate in
consensus in each round of transactions, and
uploading the transaction information to the dis-
tributed ledger will enhance the communication
efficiency of the system.

(2) Consensus process: ,e consensus process is carried
out by the LA that initiated the transaction leading
the rest of the LAs in the system, who package the
transaction information and broadcast it in the
system. In the consensus phase, LA packages this
transaction information to other LAs, and LAs will
broadcast the verification results along with the
signatures to other auditing entities for checking
after reviewing the transaction data. ,e audit
message includes the audit entity ID, audit result,
audit time, and entity signature.

OUT � UI D||RESULT||TIME‖SIGN{ }. (7)

LA counts the audit messages received; if it receives more
than two-thirds of the number of participating entities
agreeing to the message, LA will hash this transaction in-
formation and upload it to the blockchain ledger, while the
frozen funds in the energy buyer’s account will be unlocked
and transferred to the energy seller’s account. ,e consensus
process is shown in Figure 4.

3.3.ActiveReputationValue. When ETEs trade energy in the
system, different trade sizes will have different impacts on
ETEs; thus, we propose a trade impact factor to measure the
degree of impact of different trades on the trading entity
(capped at 1). ,e impact factor is calculated as

f �
Mi

Mq

 . (8)

In the formula, Mi is the current energy transaction
amount and Mq is the account balance of the entity before
the energy trading.

In this scheme, we use the entity activity value to rep-
resent the recent active status of the ETEs. A high activity
value of an ETE indicates that this entity has been actively
trading in the system recently, and the entity will close the
deal as soon as there is a successful match.

ETEs select the nearest LA after passing the CA audit,
and the LA will give the entity an initial entity activity value
ofP0 = 10 after receiving the entity information. ,e entity
activity value of ETE will be counted and stored by LA, and it
will be used as one of the reference criteria for the allocation
of trading resources. ,e activity value is calculated as
follows.

When an ETE completes an energy trading action, the
entity’s entity activity value is calculated and updated by the
LA.
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Pi � log P
f
i−1  + Pi−1 . (9)

When an ETE initiates an energy trade match after a
period of no energy trade, the LA counts the length of silence
of the trading entity and updates the entity’s activity value
for that ETE based on the length of silence (the lowest
activity value is 0), where T is the length of silence time (unit
in days) and α is a random value chosen by LA (α is a descent
parameter greater than 1 and less than 5).

Pi � Pi−1 − e
T

· 
i−1

i−∝

Mi′

Mq′
 . (10)

Entity reputation value: We use entity reputation value
to indicate the integrity of ETEs in energy trading.,e entity

reputation value indicates the integrity of ETE in energy
trading, and an ETE with high reputation value is able to
comply with the system trading rules in the energy trading.
After the ETEs select LA, LA will initialize the ETEs’ rep-
utation value C0 � 20. ,e reputation value of ETEs will
change with the entity’s trading practices.

When entity completes this transaction,

Ci � f
(1/f)

+ Ci−1. (11)

When a trading entity violates trading rules or does not
complete an energy transaction,

Ci � (1 − f) · Ci−1. (12)
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Figure 3: Scheme transaction diagram.

Input: seller’s accountW1, buyer’s accountW2, number of energy transactions q, amount of energy transaction M
Output: trading results

(1) Freezing of deposits M0 � 10%M

(2) Lock transaction balance M1 � 90%M

(3) if transaction down
(4) release seller(M0)
(5) W1←M1 + M0
(6) else if transaction break
(7) if seller break
(8) W1←W1 − M0
(9) W2←2∗M0
(10) else if buyer break
(11) W2←W2 − M0
(12) W1←2∗M0
(13) end if

ALGORITHM 1: Energy trading contracts.
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In the energy trading system, ETEs post their trading
requirements in the system in the form of signatures. ,ere
may be multiple ETEs requesting trade matching for the
same trading resource. If the system randomly selects ETEs
for matching, the fairness of the trade will be lost. To tackle
this problem, this proposal proposes to handle the allocation
of trading resources based on the active reputation value of
ETE. In the case of multiple competitors competing for a
uniform resource, the ETE with the highest active reputation
value will be eligible to trade. If the ETEs have the same
active value, the entity with the higher reputation value will
be eligible to trade. ,e active reputation value of ETE is
calculated as follows:

Hi � f
β

·
P
δ
i + C

δ
i

δ Pi + Ci( 
. (13)

In this equation, β and δ are the regulating parameters of
the system. When the active reputation value of EFE’s rises
or falls continuously, the system will adjust β and δ so that
the rate of change of the active reputation value decreases.

4. Simulation and Experiment Analysis

4.1. Security Analysis

4.1.1. Authentication. In the HO-TRAD scheme proposed in
this paper, all ETEs and LAs are required to undergo the
same authentication by CA before entering the trading
system. CA generates public-private key pairs by means of
prescribed elliptic curve ciphers and determines the
uniqueness of ETE identity by assigning different public-
private key pairs and CA certificates to each ETE. All in-
formation released by ETEs in HO-TRAD scheme needs to
be signed by affiliated entities, and any information can be
traced back to the issuer of the information. It is experi-
mentally demonstrated that an attacking adversary performs
an eavesdropping indistinguishable experiment under the
condition of having access to the predictive machine model
and succeeds in eavesdropping with a probability no greater
than 1/2 +ϑ (ϑ is a negligible function), which is statute to the

mathematical problem, so the adversary will not be able to
crack the authentication scheme.

4.1.2. Privacy. In this scheme, all information of entity
authentication and entity transaction process is encrypted,
and ETEs will attach their signatures to the released in-
formation to ensure the source and reliability of the message.
When a transaction is reached, LA will hash the transaction
information and upload it to the federation chain ledger, so
that even if an adversary obtains the transaction ledger of the
system, it cannot get the corresponding transaction infor-
mation, which protects the privacy of the transaction.

4.1.3. Resource Fairness. When the system encounters the
situation where multiple ETEs compete for the same trading
resource, it is unfair to allocate the resources by random
assignment. ,erefore, in this scheme, LAs will measure the
allocation of current trading resources based on the active
reputation value of the trading entities in the system, and the
entity with the highest active reputation value will get the
ownership of the trading resources. If the active reputation
value of an ETE remains high after an honest transaction,
this ETE will always enjoy the right to allocate trading re-
sources. ,erefore, this proposal proposes that if ETEs do
not trade for a period of time or behave dishonestly in the
transaction, the active reputation value of the ETEs will be
significantly reduced to ensure that ETEs enjoy a fair
competition for trading resource .

4.1.4. Trading Fairness. When ETEs make an energy trans-
action, the LA checks the eligibility of both parties to the
transaction, and when both parties are eligible to trade, the
energy transaction is transferred to a smart contract for further
execution. ,e smart contract will freeze the corresponding
account funds in the trading account in advance before exe-
cuting the trade, depending on the amount of this trade.
During the execution of the contract, when one party violates
the trading rules, the frozen amount of that ETE is forfeited and
transferred to the other counterparty as compensation.When a

CA

LA1
(master node)

LA2

LA3

LA4

Request Pre-prepare Verify Commit Store

Figure 4: Consensus procedures.
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transaction is successfully concluded, the corresponding funds
in the transaction buyer’s account will be deducted and
transferred from the smart contract to the transaction seller’s
account when the transaction buyer confirms receipt of the
energy, and the ETEs can refer to the LAs for adjudication if
there are objections to the transaction.

4.1.5. Verifiability. In this scheme, all transaction records
are accompanied by the signature of the node handling the
transaction. If a malicious LA or an adversary changes the
LA transaction data, CA can quickly check the source of the
error and make changes based on the signature, and the
unforgeability of the blockchain ensures the verifiability of
the transaction data.

We compare HO-TRAD with existing works, and the
results are shown in Table 1 where we can easily identify the
differences in the solutions.

4.2. Experiment Setting. We instantiate the HO-TRAD on a
laptop with 16.00GB RAM running Windows 10 Home and
PyCharm Community Edition and using an AMD Ryzen 5
4600H CPU@3.0GHz and NVIDIA GeForce GTX 1650
graphics card to run the experimental platform. We choose
Hyperledger Fabric as the blockchain platform for the so-
lution, obtain the public and private key pairs of transaction
entities on the elliptic curve y2 � x3 − x + 1, and upload the
transaction information hash to the blockchain through the
hash function SHA256. Hyperledger Fabric is an

experimental blockchain-based platform that allows the
creation of consensus mechanisms that meet the needs of
users.

4.3. Results and Discussion. For the IoT energy trading
scheme proposed in this paper, the experiment will reflect
the fairness of system resource allocation through the change
of active reputation value of energy trading entities and
illustrate the trading performance of the scheme through the
transaction duration. ,e experiment passes the observation
to collect the recent activity of trading entities and track and
record the trading practices of trading entities. ,e exper-
iment simulates 500 energy trading entities trading in the
system and intercepts the recent entity parameters of twenty
trading entities U1, U2, U3 . . . . . . U20  after the trading
system has been running for a period of time. ,e entity
activity values are shown in Figure 5, and the reputation
values are shown in Figure 6. ,e initial entity parameters of
these twenty trading entities are consistent, and the ex-
periment records the entity parameters as an array and
records the changed values in the array according to their
trading practices. It is obvious in the figure that the entity
parameters have changed significantly after the entity has
been in the system for a period of time for its trading
practices.

,e experiment simulates the entity parameters under
different scenarios based on the current entity values of the
system, the entity activity value changes as shown in Fig-
ure 7, and the entity reputation value changes as shown in

Table 1: Performance comparison.

Property BSeIn BETS DePET FeneChain HO-TRAD
Authentication √ × √ √ √
Privacy × × √ √ √
Resource fairness × × × × √
Trading fairness × × × √ √
Verifiability √ × √ √ √
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Figure 5: Energy trading entity activity.
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Figure 8. From the perspective of entity activity value, user 2
stopped trading for one day after the fourth transaction and
terminated the transaction on the eighth day after resuming
the transaction on the sixth day, and the rate of decrease of
entity activity value was proportional to the length of
transaction stoppage. User 1 maintains a very high level of
transaction participation throughout the transaction period,
so the entity activity value tends to increase. From the
perspective of entity reputation value, user 1 and user 3 have
maintained good trading practices, so the entity’s reputation
value is in a slow growth state, while user 2 did not comply
with the trading rules during the fourth transaction, so the
entity’s reputation value dropped significantly. Figure 9
shows how the active reputation value of the entity varies
with the entity’s transaction practices.

Compared with the transaction efficiency proposed in
[4], this paper specifies the consensus master node in the
algorithmic consensus process of PBFT so that this
scheme does not need to execute the attempted rotation
protocol. In addition, due to the solidification of the
consensus master node, the time spent in the view
checking protocol in each consensus round is further
reduced compared to the scheme proposed in [4]. For the
sake of generality, the average latency of 200 transactions
with different number of nodes is taken for comparative
analysis. As can be seen in Figure 10, the transaction
latency of this scheme is reduced by nearly 1/3 compared
to that of [4], and the transaction performance of this
scheme is more prominent when the number of consensus
nodes increases.
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Figure 7: Change of ETE’s activity value.
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5. Conclusions

In this paper, we propose HO-TRAD, a secure energy
trading scheme based on consortium chain, to solve the
problem of limited resource allocation and transaction fraud
in energy trading. ,e model achieves privacy, unforge-
ability, and verifiability of energy trading data with the
technical support of the consortium chain.,e experimental
results show that the scheme can effectively ensure the
fairness of system trading and improve the system trading
efficiency. ,is scheme is more consistent with the IoT
energy trading scenario from the perspective of transaction
fairness. However, the fairness of energy trading should be
reflected not only in the allocation of trading resources, but
also in the trading price, and we will use the game theory
approach to solve the trading price problem in our future
work.
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