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With the development of computer network and the popularization of information system, the security of databases, as platforms
for centralized storage and sharing of information system data, has increasingly become a serious problem in the field of in-
formation security, so data encryption technology has come into people’s sight. However, the current data encryption technology
still has certain shortcomings, such as the inconsistency of the code text of the encryption and decryption technology, and the low
efficiency of decoding and encryption. The purpose of this paper is to study the application of data encryption technology in
computer network communication to provide better suggestions and explore better methods for improving network com-
munication security system. This article, through the analysis of the database threat model and database application system
structure, puts forward a design scheme of database encryption system model. A complete database encryption system can be
divided into five logic modules: a key storage module, key engine module, key information module, key management module, and
data storage module, and provides an in-depth analysis of the various parts and implementation details related to these modules.
Finally, the designed encryption system model is programmed to be implemented; with the help of online examination system, the
function and performance of the encryption system were tested; and the transmission efficiency of data encryption is maintained
at more than 95%, which proves the effectiveness of the system.

1. Introduction

With the rapid development of semiconductor industry in the
twenty-first century, computer technology is gradually pop-
ularized in the world, which promotes the arrival of the in-
formation age in the twenty-first century. Government
agencies promote online office, and large enterprises and
transnational corporations set up their own management
systems to ensure the efficient operation of enterprises.
Computers are indispensable to e-commerce, distance edu-
cation, and video and audio entertainment, indicating the
important role of computer technology in modern society.
However, due to the universality of computer applications, the
society is now threatened by data security risks. A large
amount of personal information, enterprise information, and
business data are leaked, which brings great inconvenience to
people’s work and life and causes serious consequences. In life,
mobile phone applications illegally collect too much identity
information; face recognition collects too large an area,
resulting in a large amount of personal information leakage.

Enterprises themselves need to protect their confidential
information. Individual users also exchange data through the
Internet. On the one hand, they obtain useful information
from the network; on the other hand, they also leave their basic
personal information such as name, id number, address, and
telephone number on the Internet. The database adminis-
trator has extensive access to all resources of the database and
manages user accounts and permission settings. In fact, in real
life, personal information has long been leaked, and new
industries have been created. Specialized in the protection of
information companies and engaged in data encryption and
protection management, their emergence has promoted the
advancement of encryption algorithm technology.

All walks of life are inseparable from the application of
databases; the centralized storage and sharing of data are the
characteristics of databases; databases contain more and
more information. With the continuous improvement of
various technologies and platforms, database security has
become the focus of information security. In view of the
security problems in the implementation of typical mask
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data encryption standard (DES), TAO Wengqing proposed a
correlation capability analysis (CPA) method combining the
first two rounds of DES algorithm and selecting discrete bits
of intermediate data as the objective function. The hamming
weight (HW) model was used to guess the 16th round DES
key and calculate the correlation between power and data
HW. TAO Wengqing broke the shielded DES key by sorting
the relevant values. The experimental results of using mask
software to attack smart CARDS show that this method can
successfully break through the 64 bit DES key [1]. Wendelin
Serwe introduced two formal models of the data encryption
standard (DES), one using the international standard LO-
TOS and the other using the newer process calculus LNT.
Both models encode DES in an asynchronous circuit. The
data flow block of DES algorithm is represented by the
process of set communication to ensure the correctness of
the model. Some of these techniques have been applied in
reality, including model checking and equivalence checking.
After comparing the results, the resulting prototype was
automatically generated from the formal model to implement
DES [2]. Liangliang Lu has designed a wireless blood pressure
measurement system to facilitate the measurement of pa-
tients” blood pressure and to transmit the measurement data
safely and reliably. Through PDA, radio frequency identifi-
cation (RFID) technology and Bluetooth technology, patient
information and data values such as blood pressure and heart
rate are read. IDEA and RSA are used to encrypt the patient
data and the key of IDEA algorithm to ensure the security of
the patient data. The test results show that the system has
high accuracy in measuring data, with safe and reliable
transmission, and improves the work efliciency of nurses [3].
However, through their research, it can be found that they
mainly focus on the data encryption technology in a single
scenario and do not discuss the encryption technology in the
overall Internet environment.

In this paper, the security of network communication is
taken as the research object, and the security of database is
discussed in detail. This paper makes an in-depth analysis of
database encryption technology and encryption algorithm. A
three-level key management scheme is designed: the primary
key is the hash value of the user password, the secondary key is
the user key or the public user key, and the tertiary key is the
working key. The third-level secret key is encrypted through
three layers, and only the administrator has the authority to
change it, which can greatly improve the security of the secret
key. Now, the two-dimensional array index can effectively
improve the query efficiency of the numerical data in the
database. In particular, for the query with fewer hit records, it
has a good effect, but for the query with more hit records, it is
still not ideal; this scheme has some room for improvement.

2. Proposed Method

2.1. Data Encryption Technology

2.1.1. Overview of the Database. Database security refers to
protecting the database from data leakage, change, or
damage caused by illegal use. A database management
system can be classified according to the database model it
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supports, such as relational and XML model; the type of
computer it supports, such as server clusters and mobile
phones; the query language used, such as SQL and XQuery;
the focus of performance impulse, such as the largest scale
and the highest running speed; or other classification
methods. The three basic factors of database security are
confidentiality, availability, and data integrity [4]. Confi-
dentiality means that only authorized users are allowed to
access the data and any unauthorized users are prohibited
from accessing it. The availability of the database means that
authorized users can perform normal operations, the system
runs stably, and can meet the needs of users for normal
work. The confidentiality and availability of database are a
pair of contradictions. The database encrypts the data, which
means that users cannot access the data at any time. To
ensure a high level of security protection, the immediacy of
information acquisition is inevitably threatened, which re-
quires a balance between confidentiality and availability [5].

2.1.2. Database Security Threats. According to the mode and
nature of security attack, the factors threatening database
security are classified into the following categories.

(1) Unauthorized Access to the Database. The password of the
authorized user’s account is leaked, and the unauthorized
intruder obtains confidential information through the
intercepted authorized account and tampers with the data.
The authorized user obtains the downloaded data through
normal access but obtains other unauthorized information,
confidential information, and basic information of the da-
tabase through the reasoning of accessing the data. The
database in the network environment is vulnerable to the
threat of Trojan virus, copying or tampering with the da-
tabase, but the general database is protected by the firewall
and the intrusion detection system, which can prevent the
invasion of general viruses. Trojan invasion way is through
the disk medium infection database host computer and its
internal network, security vulnerability, and injection attack
in database system. The design of the code module in the
system development process is improper, which is used by
the attacker or the developer who is familiar with the system,
so that the attacker can bypass the access control of the
database and invade the database.

(2) Human Factors. In the field of network security, there is a
principle that some security threats come from outside the
network, and this is also true in database systems, where
threats from outside the system are much less than those
from inside the system. In the current database architecture,
the database administrator not only undertakes the work of
maintaining the normal operation of the system but also
manages user rights and user accounts. Database adminis-
trators can assign, use, and view all information about the
database, including sensitive information, data tables, pro-
tected data, and more. There exists the possibility that the
administrator divulges the information for personal reasons
or economic interests, or the administrator illegally au-
thorizes other users, causing unauthorized visitors to view
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the protected data, which will bring serious consequences to
the enterprise. This is a common problem in real database
system management, which is difficult to solve in a short
time [6, 7].

2.1.3. Commonly Used Data Algorithm Encryption Formula
and Measures. The original idea of DES can refer to the
German Enigma machine in World War II, and its basic idea
is roughly the same. The traditional cipher encryption is
derived from the ancient cyclic shift idea, and the Enigma
machine is diffused and obscured on this basis. Data en-
cryption methods vary. Ciphertext encrypted with certain
data encryption methods can remain uncracked for cen-
turies, while data encrypted with certain data encryption
methods can be cracked in minutes or even seconds. In the
digital age, people rely on data encryption technology. The
use of online banking, website registration, e-mail, etc. will
involve data encryption, although you do not directly per-
form encryption or decryption operations.

The relational expression of the data encryption function
is denoted as follows:

C = Ex(P). (1)

The corresponding decryption function relation ex-
pression is as follows:

P = Dy, (C). ")

In the relation, P is the plaintext data, C is the ciphertext
data, K is the key, E, is the encryption function using the key
K, and Dy, is the decryption function using the key K1,
where K=Kl in the symmetric key algorithm and K+ K1 in
the asymmetric key algorithm.

RSA’s algorithm involves three parameters, W, x;, x,,
where W is the product of M and N of two large primes, and
the number of bits occupied in the binary representation of
W is the key length.

RSA encryption and decryption algorithms are the same.
If p is plaintext and c is ciphertext, then

p = cex;modw,

(3)
¢ = pex,moduw,
where x; and x, can be used interchangeably; namely,
p = cex,modw,
(4)

¢ = pex;modw.

RSA public key cryptosystem is a cryptosystem that uses
different encryption keys and decryption keys, and “it is
computationally infeasible to derive a decryption key from a
known encryption key.” The traditional RSA algorithm is the
BR algorithm, which represents the exponential E in (5) in
binary form and then converts the exponentiation and
modulus calculation into a series of square modulus and
multiplicative modulus iterations; namely,

3
M =CFmodN, (5)
n-1 ) 0
E:;eiz’ &= (6)
2 P 2
M =<( (1eC”'modN) modNeC"*modN) modN)
C’modN.
(7)

Starting from the high position of the binary repre-
sentation of the exponential E, when p; = 1, find the product
modulus first, multiply C times the result of the previous
step, and then find the square modulus; When p; =0, square
the result of the previous iteration directly.

Calculation of C’modN using 2 base algorithm can be
simplified into the following form:

C"modN =((((C™)2"modN xC"'modN )2“ x LxC"")2").
(8)

After the exponent E is recoded according to the sliding
window technology, C’modN are simplified to the fol-
lowing equation:

CpmodN _ C5*22°+7*215+3 #2943 % szodN. (9)

Calculate C’modN from the highest digit of the ex-
ponent E, and simplify it to the following equation:

CPmodN = C ((((52%7) % 23+3) # 27+3) = Zz)modN. (10)

The so-called database security measures refer to the col-
lection of various database security policies. These security pol-
icies include user identity and identification, access control, view,
audit, and key store. It is these policies that make up the security
model of the database, and the security measures in the computer
are set in layers. Below, we describe the classification [8].

(1) User Identification. User identification is the outermost
protection measures in the security model. This method
requires the system to provide a certain way for users to
identify their identity. After entering the system, the user
must use various permissions according to the requirements,
and also cooperate with the audit function to perform op-
erations. The function of user identity is to identify the
unique identity of the user in the database. Identification refers
to the system to check whether the user’s identity is legitimate.
This method of user identification is relatively easy, but it is not
secure, and the password is easy to be disclosed. Therefore, with
the development of database applications, password authen-
tication, digital authentication, smart card authentication, and
personal identity authentication are also introduced, which
improves the security of the system within a limited scope
[9, 10].

(2) Access Control. Role-based access control is the association
of users with permissions through roles. Simply put, a user has
several roles, and each role has several permissions. In this way,



an authorization model of “user-role-authority” is constructed.
In this model, there is generally a many-to-many relationship
between users and roles, and between roles and permissions
(functions). Role-based access control is also one of access
control technologies. It connects the subject with the per-
mission through the setting of roles. Each role can be granted
permission. Authorization is accomplished when the admin-
istrator grants the user a specific role. Each user can be assigned
multiple roles. After the user logs in successfully, the system will
assign the user a unique session within the system. The session
records the user’s operation information and corresponds to
the roles one by one. This authorization process is greatly
simplified, with high manageability and operability [11, 12].

2.14. The Connection between Data Encryption and
Database. With the popularization of database system ap-
plication, the security of database has attracted more and
more attention and become an important research direction
in the development of information technology. Database
security has become a problem that must be solved at
present, and database encryption technology is an effective
and feasible method [13, 14].

A good database encryption system should improve
work efficiency as much as possible on the basis of protecting
data security and achieve a balance between work efficiency
and security. Generally speaking, the following requirements
should be met:

(1) Encryption and decryption speed shall be fast enough
to reduce the response time of data operation.

(2) The encryption is strong enough to ensure that most of
the data will notbe deciphered for along time. However,
encryption algorithm is not necessarily theoretically
uncrackable, but in practical application, it should be
able to ensure that the cost of decrypting ciphertext is
greater than the significance of obtaining the data.

(3) The encryption and decryption operation are
transparent to the legitimate users of the database,
which will not affect the reasonable operation of
users. In other words, if a user in the plaintext da-
tabase system can update, add, delete data, then the
user can encrypt and decrypt the database at any
time.

(4) The storage capacity of the encrypted database shall
not be increased to a large extent.

(5) The key management scheme is flexible, efficient, and
convenient to store and use. As we all know, en-
cryption algorithms themselves are not secret, so
ensuring the security of encrypted data usually de-
pends on the security of the key [15, 16].

2.2. Network Communication Security

2.2.1. Encryption Granularity of Data Encryption Technology
in Network Communication Security. According to the
structure level of the database to be encrypted, the optional
encryption granularity is divided into database encryption. In-
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library encryption includes data tables, records, fields, and data
items. Each encryption granularity has its own strengths and
weaknesses, which are discussed below.

(1) Database Level. Database-level encryption is the use of
each database as input to the encryption system. For the
database level, the database management system and the
operating system use the physical block number of the
database in the file system exchange, so the encryption of the
database, the encryption of the operating system files, and
the encryption of the read database blocks are all indexed
according to the database system information table and user
data table. Database encryption is easy to implement, and
key management is also very simple; a database only needs a
key. The most commonly used database is the query op-
eration. The database needs to be decrypted for each fre-
quent query, including the system information table and
many irrelevant retrieval data tables. The query efficiency is
very low, which may easily lead to a waste of system re-
sources [17].

(2) Table. Table-level encryption is actually similar to data-
base-level encryption. Data tables are encrypted as files. The
reading of table information usually adopts the reading of the
physical address of the stored data table, which does not
support this function. Table encryption has its own advantages
over database encryption: it has increased flexibility, you can
choose to have the encryption requirements of the data table
encryption, other tables can be managed according to the
normal table of the database and query, and then the system
resources can be greatly saved to a certain extent to improve
the performance of the system. However, the encrypted data
table may also contain some fields that do not need to be
encrypted. For example, in the basic information table of
users, it is necessary to encrypt the user’s mobile phone
number and identity account in daily life, while the encryption
of name, gender, and age may have little significance [18].

(3) Record Level. Record-level encryption refers to taking a
complete record in the data table as the encryption object,
and the corresponding output after encryption is the ci-
phertext string of each field. The information contained in
each record in the database has a certain degree of closure.
Generally, the information contained in a record is the
complete record of an entity. Record-level encryption is a
common encryption granularity, which has higher flexibility
and better query performance compared with table level.
When encrypting, a record corresponds to a key, but the
decryption process also requires the decryption of the whole
record, especially the query of a single field, which is less
efficient. In order to query the field value, every record needs
to be decrypted, which is a heavy workload [19].

2.2.2. Key Research. The data in the database is encrypted
and stored in ciphertext form. The confidentiality of the
database depends on the security of encryption keys. The
security management of these keys is very important to the
database. This section mainly discusses the basic knowledge
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of keys, including key source, key family, key cycle, and key
replacement [20, 21].

Key generation requires random source, that is, key
source, which is usually provided by the system by default.
As a key source, the three principles of unpredictability,
randomness, and unrepeatability need to be achieved [22].

(1) Unpredictability. The key source must ensure the un-
predictability of the key production. If the key can be ob-
tained in advance by pre-prediction or other means, then
encryption has no effect on the database and reduces the
system efficiency of the database. Unpredictability requires
that even if the algorithm, the environment, and the gen-
erated key are obtained, the next key cannot be obtained by
means of prediction. At the same time, the length of the key
must be kept to a certain extent. If the length of the key is
short, it can be deciphered by the exhaustive attack method,
so that the length of the key cannot be easily deciphered; that
is to say, the cost of deciphering the key cannot be lower than
the value of the encrypted data [23].

(2) Randomness. Randomness requires that the creation of
the key is a random process, and the rule and condition of
the key generation cannot be predicted by mathematical
methods such as statistics. In the computer environment, it
is impossible to generate truly random numbers. The gen-
eration of random numbers is usually based on the state of
the computer at that time, the time and date at that time, etc.
as parameters, with the help of certain mathematical algo-
rithms, which are periodic mathematical functions and can
predict the next key through periodicity. The computer
implements pseudorandom numbers, which can only be
manually input. If the generation period of random numbers
is as long as possible, even if the generated finite sequence
with a certain length is not periodic, then the generation
time is not periodic, and then the randomness can be
recognized.

(3) Nonrepeatability. It requires that if the key is produced in
the same environment, it is not possible to obtain the same
key result. In fact, all of this is done through mathematical
probability calculations, where a very small probability event
is considered an unrepeatable event. For example, randomly
selected characters from a string are considered unrepeat-
able [24, 25].

3. Experiments

3.1. Experimental Background. When using encryption
technology to protect database security, a perfect design is
required. Developers can use existing encryption methods
for encryption and embed encryption keys into program
code, but the security provided by such encryption measures
is very limited. As time goes on, more users or applications
need to access the database data, hence the need to con-
stantly copy a key and add it to the new application; soon,
this key will exist in many applications. Thus, an attacker’s
opportunities to obtain the key will increase. If an attacker
can access the key, then, based on the database encryption

key protection measures, it will be easy to crack. Attackers
can also use some advanced tools to extract the key from the
code.

Designers may embed multiple different keys in different
applications, and these keys need to be replaced periodically.
Obviously, the long-term maintenance associated with this
encryption scheme is quite troublesome. It may not be cost-
effective to make a huge maintenance effort to provide
security.

Therefore, the design of a reasonable and perfect da-
tabase encryption system is of great significance to the
security of the database. An excellent encryption system
not only ensures the security of the database, but also does
not bring serious problems and has good expansibility. This
paper adopts three-level encryption technology for the
database encryption system and uses the advanced de-
cryption and encryption technology of the RSA algorithm
to improve the operation efficiency of the system. Finally,
based on digital communication technology, the physical
communication transmission of the system is encrypted
and optimized.

3.2. Experimental Process. A good encryption system ar-
chitecture should be flexible, modular, and able to adapt to a
variety of situations. However, flexibility and modularity
enhancements often mean that it is difficult to ensure system
security. The design of encryption system should strive to find
a balance between functionality and security. Generally
speaking, the design model of an encryption system structure
should be composed of five logic modules, three of which are
data storage modules and the other two are key data pro-
cessing modules. These modules are introduced as follows:

(1) Key storage module is used to handle the storage
operation and protection measures of the master key
and the working key.

(2) Key engine module is the module that really per-
forms key addition and decryption operations.

(3) Key information module records the detailed in-
formation of the key, including key family and key
cycle.

(4) Key management module manages keys in key
storage module and key information module.

(5) Data storage module manages data that needs to be
encrypted and protected.

The key length has great influence on the security of the
key algorithm. For a certain key algorithm, the longer the key
length is, the more secure it is.

For multiple key algorithms, there is no definite
conclusion.

The design of the key should conform to the principle of
singleness; that is, each key should be used in a single en-
cryption process as far as possible, which should meet the
following conditions:

(1) Keep the number of key uses as small as possible.
Because the security of an encryption system de-
pends on the security of the key, it is better to ensure
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TaBLE 1: Linear table corresponding experimental data.
No. Size of clear text (bit) Encryption index length (bit) BR algorithm time (ms)
128 14.5
1 1024 512 65.4
1024 115.6
128 13.2
2 512 512 60.2
1024 106.2
128 12.1
3 256 512 57.7
1024 100.4
128 11.1
4 128 512 54.3
1024 97.6
128 9.6
5 64 512 49.8
1024 90.5

that the number of uses is kept to a minimum.
Limiting the scope of key usage can reduce the
number of access key entities.

(2) It shall be ensured that the amount of data in the
process of key replacement is limited. In order to
maintain the security of the encryption system, the
key needs to be changed regularly. When the process
is replaced, all data encrypted with the old key needs
to be decrypted and then re-encrypted with the new
key. It should be ensured that the key update process
can be carried out at different times or even run in
parallel, so that the process is more controllable.

(3) The amount of data encrypted with the same key
should be reduced appropriately, so as to reduce the
amount of information used by attackers to crack the
key. It is known that plaintext attack is a kind of
attack against ciphertext data. If different keys are
used to encrypt the data, the amount of data used for
single key encryption will be reduced, which will
limit the attack to some extent.

(4) Try to control the degree of damage that may be
caused by key leakage. If the key is compromised,
perhaps by ill-intentioned insiders, then all data
encrypted using the key will be in an insecure state.
Every effort should be made to reduce the scope of
this harm, except, of course, for data encrypted with
a compromised key, which is not affected by the use
of the same encryption key. That way, the intruder
can get the user’s name, but not the user’s bank
account.

In order to verify the encryption efficiency of the
combination algorithm, in the VS2010 environment, C#
programming language was used to realize the comparison
program of BR algorithm, sliding window algorithm, and
combination algorithm. The linear table T'is created, and the
code set is stored to find the linear tables X and L. In the
linear table X, the encoded nonzero elements are stored, and
the corresponding difference number is stored in the linear
table L. According to the data provided by the linear table,

RSA algorithm is used for calculation. To ensure the ac-
curacy of the experimental results, the lengths were 128 bit,
512 bit, and 1024 bit. 50 sets of encryption operations were
performed on the 256 bit and 128 bit encryption index, as
shown in Table 1. As for RSA algorithm, the encryption
operation and decryption operation of data are the reverse
operations of each other, which are essentially the same.
Therefore, in the evaluation of the algorithm, the encryption
speed of different algorithms can be compared without the
decryption operation.

When implementing the encryption service, analyze the file
through the reserved file header to determine whether the file
has been encrypted with the file encryption system. If the result
is encrypted, analyze the encryption algorithm adopted. It will
be triggered when the user does not specify the action to be
taken; it is also triggered when implementing the encryption to
check whether the encryption algorithm to be adopted conflicts
with the encryption algorithm already used, as shown in Table 2.

4. Discussion

4.1. Analysis of Data Encryption under AES Algorithm.
The encryption operation structure of AES consists of an
AddRoundKey operation, nr—1 round operation, and ter-
mination round operation. The decryption structure of AES
is also composed of an AddRoundKey operation, nr—1 turn
operation, and terminating turn operation. The turn oper-
ation function is the reverse operation of the encryption
operation function, and the turn operation number executed
by both is the same, as shown in Figure 1.

The key scheduling process of ES algorithm is also the
generation process of round key. The round key is the key Ki
used in the round operation of AES algorithm in the process
of encryption and decryption. Key scheduling consists of
two parts: key extension and round key selection. The
quantization comparison of AES algorithm’s key length and
data length is shown in Figure 2.

The AES algorithm key pattern is usually a combination
of a basic key, some feedback, and some simple operations.
The security of the algorithm depends on the basic key, but
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TaBLE 2: List of conflicts.

Conflict resolution

Project A Project B Conflict risk
proposal

XOR XOR High Get rid of A or B
DES RSA Low Do not deal with them
DES AES Low Do not deal with them
Add Subtraction Medium Get rid of A or B
RSA AES Medium Get rid of A

L Application Decryption
The application program interface processing

module

Database
processing

module i
\ Key souree

FIGURE 1: AES algorithm turn operation flow.

—>» Database interface — No encryption

requirement

not on the pattern, which will not compromise the security
of the algorithm. Efficiency is the first consideration. The
operation mode should not significantly reduce the effi-
ciency of the base key. In some cases, it is important that
ciphertext and plaintext are of the same size. The second
thing to consider is fault tolerance. Some applications need
to be encrypted or decrypted in parallel, while others need to
be preprocessed as much as possible. However, in a lost or
added bit ciphertext stream, it is important that the de-
cryption process be able to recover from bit errors, and
different patterns will have different subsets of character-
istics. There are other security considerations: clear text
patterns should be hidden; input ciphertext should be
random; it should be difficult to control plaintext by in-
troducing errors into ciphertext; and encrypting multiple
messages with the same key should be allowed.

The five most commonly used modes of AES-Rijndael
algorithm are electronic ciphertext (ECB), ciphertext packet
link (CBC), ciphertext feedback (CFB), output feedback
(OFB), and counter (CRT) mode. In this paper, the en-
cryption system is designed in CBC mode. CBC mode has
the advantages of not being vulnerable to active attacks, good
security, and being suitable for long data transmission. It is
the standard of SSL and IPsec.

The link adds a feedback mechanism to the block key: the
encryption result of the previous block is fed back into the
encryption of the current block; in other words, each block is
used to modify the encryption of the next block. Each ci-
phertext grouping depends not only on the plaintext grouping
that produced it, but also on all previous plaintext groupings.
In the key packet link (CBC) mode, the plaintext is XOR with
the previous ciphertext being encrypted. Figure 3 is the key
program of the packet link mode of the changed data. After
the plaintext of the first data packet is encrypted by the
feedback register, an XOR operation will be performed. The
feedback register is shown in Figure 4. As the input of the next
encryption, the result is sent to the feedback register again,
and the XOR operation is performed on the next data packet

7
3
2.8
2.6
8 5 24
6 2.2
. 2
1.8
2 1.6
0 AES-296 1.4

Number of turns : AES-226 12
The length of the data - AES-192 :
The key length AES-128 1

I The key length
[ The length of the data
[ Number of turns

FIGURE 2: Quantization comparison of key length and data length
of AES algorithm.
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2.6
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4 1.8
2 1.6

AES-296
0 1.4
AES-226

Number of turns . AES-192 12

The length of the data AFS-128 .

The key length

I The key length
[ The length of the data
[ Number of turns

FiGUure 3: Quantitative comparison of key parameters in packet
link mode.

until the end. The encryption of each group depends on all
previous groups.

IV is the initialization vector, which is set to make each
packet data unique, so that exactly the same message can be
encrypted into different ciphertext messages. It is impossible
for eavesdropper to attempt to use the packet replay to
attack, and it will be more difficult to create the cipher book.

4.2. Key Information and Database Design Analysis. You can
assume that the key information module is a table in the
database; of course, it can also be a file in the server; the
server needs to access the data in the background operation,
and it can be very convenient to access the table. But
bringing convenience to access means being more vulner-
able to attacks. Although the keys are safely stored in the key
store, key information data is stored in the same database, so
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FIGURE 4: Operation flow of encryption operation under AES
algorithm.
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FIGURE 5: Test data changes under different encryption modes.

for offline attacks, do not worry too much, the encrypted
information stored in the key information table is not
threatened under any circumstances. However, if it is an
online attack, the situation is different, because an online
attack may change the data in the key information table.
There is no need to worry that tampering with the data will
cause damage, so the system will recover from the backup;
there is always the threat of an online attacker destroying the
data, and we did not design the encryption specifically for
that threat.

In key data table, also known as key store, the KEY_ID
column is the primary key used to uniquely determine the
keys in the key store, and the KEY_DATA column stores the
encrypted key, which is encrypted with the MASTERKEY,
which represents the MASTERKEY used for KEY_ID en-
cryption. The key encryption key is stored in a separate table
(MASTERKEY_STORE). The type of column in which these
keys are stored is a small binary type (TINYBLOB), as shown
in Figure 5.
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FiGUure 6: Comparison of key storage module indexes.

A primary key is the primary key used to encrypt the
user key. The master key is the MD5 value generated by the
user password. Each user will have their own password, a
user primary key, so as to ensure that the user’s private data
cannot be accessed by other users; MD5 value security
according to the database access control; and user rights to
control the administrator’s rights. The secondary key is the
user key, and the user key is a 128 bit key assigned to the
user by the administrator when the user successfully reg-
isters to the system. The primary key is used as the key,
which is encrypted by AES encryption algorithm and stored
in the user key table. The three-level key is the working key,
which is actually used to encrypt the fields in the data table.
The three-level key also adopts AES encryption algorithm,
and the secondary key is stored in the working key table The
comparison of various index lengths is shown in Figure 6.
For rights management problems, the user data table is
encrypted by the work key, and the work key is encrypted
by the user. User keys are encrypted using a password hash
and an encryption algorithm. If the administrator does not
have access to the user's key, he also has no access to the
user's private database, which guarantees the user's privacy
to a certain extent.

5. Conclusions

Database encryption can effectively improve the safety level
of the database, maintaining the integrity of the data and
confidentiality, but encrypted databases can cause a series of
problems, including the data type, data length, encrypted
string fuzzy matching, cryptograph query, and data integrity
and consistency.

This article considers the database security and query
efficiency. The use of encryption algorithm is proposed based
on two-dimensional array index ciphertext query methods,
and this paper adopts the three-level key management
scheme to encrypt the database system and design the system
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structure. This paper believes that database encryption
technology has great application value and is the last line of
defense of database security. Secondly, the commonly used
data encryption algorithm is introduced, and the AES al-
gorithm and mode are deeply analyzed. Then, by analyzing
the basic model structure of database encryption, a solution
of database encryption is proposed, and the basic module of
database encryption system is designed in detail. Finally, by
programming the designed encryption system model and by
studying the application of data encryption technology in
network security communication problems, the function
and performance of the encryption system are tested to
verify the effectiveness of the system.

The encryption system designed in this paper only serves
as a basic model of database encryption, with few imple-
mentation details considered. If it is directly set up and used,
there may be some problems, and system developers are still
required to further improve the system according to the
characteristics of their own database. The research topic of
this paper still has some contents that are worthy of further
study. Due to my limited knowledge and time, I cannot make
in-depth study of these contents one by one. The contents
include key distribution management, multi-algorithm and
multi-platform encryption system model research, cipher-
text database storage efliciency optimization, ciphertext
database query optimization, transparent encryption tech-
nology, data obfuscation technology, and database valida-
tion technology.
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