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In the process of SQL injection attack and defense of power dispatching data network, in order to ensure the accuracy of
identification and defense, it is often necessary to build a rule base. However, the scale of the temporarily constructed rule base is
limited, which is easy to cause false positives and omissions. Based on the traditional defense, data mining technology is in-
troduced to design a SQL injection attack and defense technology for power dispatching data network. First, the SQL injection
attack is analyzed, and the attack flow diagram is obtained as the basis of attack identification. Using the ITFIDF algorithm in data
mining technology, combined with the dataset distribution diagram of conventional words and sensitive characters, the SQL
injection attack is detected. Design the SQL injection attack early warning mechanism, establish the SQL injection attack defense
model, and optimize the workflow of the defense model. The performance test results show that compared with the traditional

defense technology, the proposed technology has certain advantages in false alarm rate and running time.

1. Introduction

For power companies, power dispatching data network is
an important production data information transmission
tool in the production and operation process of power
enterprises. The main content is the real-time data about
power dispatching and related power communication
monitoring data in the process of network transmission.
Power dispatching data network is an important tool that
can effectively improve production safety and dispatching
automation, and it is also an important part of the oper-
ation [1, 2]. In power enterprises, the security protection of
power dispatching data network is very necessary for the
safe operation of power dispatching data network and
economic and stable operation. With the increasing im-
portance of it, the related security risks are also increasing.
According to the report of a power enterprise, almost all
dispatching data network applications have suffered from
different forms of attacks from the network, of which more
than 60% are SQL injection attacks. In recent years, the
number of SQL injection attacks is on the rise. Therefore,

for power companies, it is of certain practical significance
to analyze the SQL injection attacks on power dispatching
data network and obtain high-performance defense tech-
nologies [3-5].

In the power dispatching data network, generally, the
web application is designed based on ASP.NET language.
In the process of network design, there is no verification
test of user data input, resulting in some security vulner-
abilities injected by SQL in the network database. In this
case, due to the external threats that can be encountered,
the wind and fire wall designed on the website cannot be
identified. At this time, the SQL injection attacker can
change the data and parameters in the database in the
network system without being recognized as illegal by the
system so as to cause harm to the statements in the database
system [6-8]. In the traditional defense method, in the
process of identifying and defending the SQL injection
attack of power dispatching data network, it is necessary to
build a rule base. However, the size of the constructed rule
base is limited, which is easy to cause false positives and
missing positives [9, 10].
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This paper is divided into four parts: introduction, attack
and defense technology of power dispatching data network,
experimental results and discussion, and conclusion. This
paper introduces data mining technology and designs a SQL
injection attack and defense technology for the power dis-
patching data network. This paper intends to analyze the
SQL injection attacks, obtain the common SQL attack flow
diagram, and take it as the basis of attack identification. In
the process of inspection, the ITFIDF algorithm in data
mining technology is used to detect SQL injection attack,
and finally the SQL injection attack defense model is
established to realize the research of defense technology.

2. Attack and Defense Technology of Power
Dispatching Data Network

2.1. Analysis and Identification of SQL Injection Attacks.
For the power dispatching data network, the SQL injection
attacks are attacks on the SQL statements in the network
using SQL syntax. The attacker modifies the SQL statement
by maliciously tampering with the content, illegally accesses
the database, and performs relevant operations. For the
power dispatching data network, it is very destructive. If you
want to identify and defend against SQL injection attacks,
you must first understand the process of SQL injection
attacks [11, 12]. The attacker constructs special user input
based on SQL syntax. After it is transmitted to the appli-
cation in the scheduling data network, the attacker will
construct the corresponding SQL statement according to the
dynamic parameters. After the obtained SQL statement is
transferred to the database, SQL injection attack is generated
accordingly. The attack process is shown in Figure 1:

In the process shown in the figure above, the attacker will
first find the SQL injection point and judge the type of
database in the network. For different types of databases,
attackers will take different methods to expand their priv-
ileges. When the attacker really obtains the administrator’s
privileges, he can carry out the attack. After understanding
the process and principle of SQL injection attack, it lays a
foundation for subsequent identification and defense.

2.2. SQL Injection Attack Detection Based on Data Mining.
Next the SQL injection attack detection based on data
mining will be introduced. The application of power dis-
patching data network is expanding, and the network access
behavior will be more and more. For the power dispatching
data network and the power dispatching data Internet, their
server processes hundreds of Internet applications every day,
and these applications are often mixed with some malicious
attacks [13]. Many of these malicious intrusions are SQL
attacks, while some intrusions have no obvious intrusion
characteristics in appearance after careful construction.
Therefore, it must be verified at a deeper level in order to
achieve the effectiveness protection effect of source code
data. In the process of data scheduling, the code is extracted
from the network application and statically analyzed. Then
in this process, the address of SQL injection point and the
statement model of static SQL are automatically obtained. At
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FIGURE 1: Schematic diagram of attack flow.

this time, get the AOP program, realize the dynamic ac-
quisition of SQL, get the real-time dynamic SQL statement
to be executed, compare the logical structure of SQL pre-
diction, and complete the verification. In this process, this
paper uses the ITFIDF algorithm, which is a new weighting
technology combining data mining and information re-
trieval. Therefore, this paper uses data mining techniques to
help defend against SQL attacks. In this algorithm, we can
evaluate the importance of a word segmentation in the file.
In the detection of this algorithm, first analyze the distri-
bution of regular words and sensitive characters in the SQL
statement dataset, as shown in Figure 2.

In the process of text vectorization of dataset using this
algorithm, the distribution of sensitive characters t; is rel-
atively scattered and keeps an uneven state. In general, it
occurs more frequently in the set of attack classes. For the
statements of normal classes, the ability to distinguish
sensitive characters is stronger.

m+k=x+y. (1)

At this time, it exists as

a
idf, = log( —>,
xX+y

idf, = log< ﬁ)

In the above formula, idf, represents the inverse doc-
ument frequency of conventional words in the SQL

(2)
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FIGURE 2: Dataset distribution diagram of conventional words and
sensitive characters.

statement dataset, and idf, represents the inverse document
frequency of sensitive characters in the SQL statement
dataset, and then it can get

idf, ~ idf,. (3)

In the algorithm designed in this paper, in the calcu-
lation of inverse document frequency, not only the total
amount of data in SQL dataset is considered but also the
relationship between the number of statements containing
word segmentation is verified. However, there is a lack of
comprehensive analysis of the distribution of the word
segmentation in the same category dataset, resulting in the
weight of the calculated inverse document frequency being
not accurate enough [14]. In the improvement process,
when calculating the inverse document frequency of word
segmentation, the parameter of the distribution number of
relevant words in the set is added. The calculation formula
is shown as follows:

m* D
| t: e df|

In the above formula, D represents the total number of
statements in the dataset, and P — idf represents the im-
proved inverse document frequency. The inverse document
frequency represents the number of relative SQL statements
of the word segmentation in the SQL statement set where the
word segmentation is located. The word frequency calcu-
lation formula of word segmentation is

P-idf, =log (4)

ni’j

ank,j.

tfi;= (5)

In the above formula, 7; ; represents the number of times
a participle appears in the SQL statement, and } n ; rep-
resents the total number of participles in the selected SQL
statement. The inverse document frequency calculation
formula of the word segmentation is

idf; = log (6)

st e i}

Bring the above formula into the calculation to obtain
the weight (P — Widf, ;) calculation formula of the injected
attack statement, as shown in formula (5):

n; mx*d
P - Widf, ; = =——log . 7)
i,j .
ank,j H]: t; € dj}|

In the calculation of the above formula, the interference
between the number of different characters can be effectively
avoided, and there is no need to re-establish the rule base.
The final weight can effectively represent the weight of the
word segmentation in identifying SQL injection attack
statements. According to the comparison of weights, it can
effectively identify SQL injection attacks.

2.3. Establish the SQL Injection Attack Defense Model.
After the completion of SQL attacks, it is necessary to
identify a wide variety of applications. The defense model
proposed in this paper is a web application for the in-
teraction between the power dispatching data network
platform and the rule database, and its most significant
feature is the large scale of data [2]. In this case, an early
warning mechanism of SQL injection attack is estab-
lished by using data mining technology, as shown in
Figure 3:

In the figure above, the historical data and detection data
are input into the data input interface, which is associated
with the tool data mining module and early warning module.
In the user input interface, after parameter mining and early
warning data constraints, the output data is reinput into the
attack data mining module. The mining results are input into
the functional early warning module after passing through
the risk factor database, and the final early warning infor-
mation is the output.

Under the support of the above early warning mecha-
nism, the established defense model should first filter the
requests with obvious attack characteristics. For some
carefully disguised attack requests, the syntax structure is
compared to achieve defense. The overall workflow of the
defense model is shown in Figure 4.

The defense model established in this paper is mainly
deployed and implemented in the server of power dis-
patching data network. Intercept offensive HTTP requests in
the GET or POST environment, obtain the host IP address,
and match and filter the IP address with the existing IP
address in the blacklist. If the match is successful, the request
can be directly listed as an SQL injection attack. If the
matching fails, the sent request will be filtered. At this time, if
the match is successful, it indicates that the request is an SQL
attack request. If the number of attacks reaches the specified
limit, you need to maintain the IP blacklist and add new
attack IP data. If it does not match, take the next defensive
measure. Parameterize the SQL statement and convert it into
XML format. Select the corresponding main file according to
the SQL statement generated during the operation of the
network application. After matching, judge whether it is an
attack type. In the above operations, the request determined
as an attack type will be discarded directly, and the internal
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database will be upgraded at the same time. The abnormal
response is also directly shielded to realize online database
maintenance and data update. So far, the research and design
of SQL injection attack and defense technology of power
dispatching data network based on data mining have been
completed.

3. Experimental Results and Discussion

In order to verify the effectiveness of SQL injection attack
and defense technology of power dispatching data network
based on data mining, relevant experiments need to be
designed in this chapter. In the experiment, the effectiveness
and performance of the design method are verified. The
relevant SQL attack traffic set required in the experiment is
shown in Table 1:

In the hardware setting in this experiment, the CPU
server processor used is 7643, 48 cores and 96 threads 2.3 g of
EPYC 7003 series. The software adopts Windows 10 oper-
ating system and installs relevant SQL injection tools, in-
cluding SqlMap and Pangolin. The test environment is set
under DVWA, and C# programming is adopted. The SQL
attack traffic set used in the experiment is the data in the
above table, and the legal data is intercepted from the normal
traffic in the power dispatching network. In the experiment,
the input filtering module is deployed through the filter
program. The specific configuration is shown in Figure 5:

In the figure above, the request and response of related
programs to HTTP are set in the file. In the experiment, the
performance of this method is evaluated and measured by
the false positive rate and the false negative rate. Among
them, the false positive rate indicates that a normal request is
treated as an attack request and filtered out in the test. The
number of such normal requests’ accounts for the pro-
portion of the total number of all test requests. The false
negative rate indicates that SQL attack traffic is released as a
normal request in the test without filtering. The number of
such attack requests accounts for the proportion of the total
number of all test requests. In addition, it is also necessary to
calculate the average response time of all requests to de-
termine the processing speed of defense technology. Under
the above experimental environment and judgment
methods, the false positive rate, false negative rate, and
running time of defense technology are tested.

3.1. False Positive Rate Detection. In order to verify the ef-
fectiveness of the SQL injection attack and defense tech-
nology of power dispatching data network based on data
mining in solving the problem of false positives, the method
designed in this paper is compared with the traditional
keyword filtering method and the filtering method based on
the SQL syntax tree. In the experiment, different attack data
are selected to test the power dispatching data network. In
the experiment, the number of normal traffic and attack
traffic in each attack accounts for 50%, respectively. In
addition, the defense technologies to be tested are deployed
on the scheduling data network, and the identification and
defense of SQL injection attacks are carried out. In the

TaBLE 1: Experimental SQL attack traffic set.

Flow type Number of attack traffic Overall proportion (%)
Multimedia 653115 80.90
INT 132125 16.38
P2P 1565 0.19
WWW 1236 0.15
ATTACK 586 0.07
GAMES 4550 0.06
BULK 1265 0.16
MALL 1692 0.21
SERVICE 4589 0.57
COM 5633 0.70
BULK 899 0.11
<filter>

<filter-name>KeyFilter</filter-name>
<filter-class>html.staticParam.KeyFilter</filter-class>

</filter>

<filter>
<filter-name>RuleFilter</filter-name>
<filter-class>check. RuleFilter</filter-class>

</filter>

<filter-mapping>
<filter-name>KeyFilter</filter-name>
<url-pattern>web* .jsp</url-pattern>

</filter-mapping>

<filter-mapping>
<filter-name>RuleFilter</filter-name>
<url-pattrn>web* .jsp </url-pattermn>

</filter-mapping>

FIGURE 5: Experimental deployment and configuration.

experiment, select the experimental data to construct the
user’s request to access the data network, count the number
of false positives for normal requests under each method,
and calculate the false positives rate of each method. The
experimental data under each method are shown in Table 2:

According to the data in the above table, the false alarm
rate under three methods can be calculated, and the results
are shown in Figure 6:

It can be seen from the results in the figure above that
when the filtering method based on SQL syntax tree is
adopted, the false positive rate changes little with the increase
of the number of requests and is basically maintained at about
10%. When using the traditional keyword filtering method,
when the number of requests is small, the false positive rate is
low. With the increase of the number of requests, the false
positive rate also increases, and finally reaches about 8%. In
the method designed in this paper, the performance of false
positive rate is relatively stable, which is about 1%. Compared
with the two traditional methods, the method designed in this
paper has certain advantages in the false alarm rate, and the
false alarm rate is significantly reduced, which can effectively
solve the problem of false alarm in practical application.

3.2. False Alarm Rate Detection. In the detection of false
negative rate, in order to verify the performance advantages
of this method, this method is compared with the traditional
keyword filtering method and the filtering method based on
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TABLE 2: Statistical quantity of different methods under false positive rate detection.

Number of false positives of the

Total number of Actual number of SQL Number of false Number of false positives of the

filtering method based on the SQL

requests injection attacks positives in this method ~ keyword filtering method syntax tree
200 100 1 6 18
400 200 3 15 38
600 300 7 19 58
1000 500 10 36 98
2000 1000 21 62 189
5000 2500 53 151 476
10000 5000 97 296 952
20000 10000 189 558 186
50000 25000 521 3552 476
100000 50000 1210 7362 896
200000 100000 1983 19320 1993
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FIGURE 6: Performance test results of false positive rate.

the SQL syntax tree. The experimental process is similar to
that in 3.1. In the experiment, the experimental data are
selected to construct the user’s request to access the data
network. And count the number of false positives for normal
requests under each method, and calculate the false positives
rate of each method. The experimental data under each
method are shown in Table 3:

According to the data in the above table, the false alarm
rate under the three methods can be calculated, and the
results are shown in Figure 7:

It can be seen from the experimental results in the figure
above that when defending against SQL injection attacks, the
false alarm rate of the three methods increases first and then
decreases. However, it can be seen from the image that the
highest false alarm rate of the defense technology designed in
this paper is about 1.5%, and then slowly decreases to 0.5%.
The false alarm rate of the two traditional methods is more
than 6%. In contrast, the defense method designed in this
paper only makes judgment in deep data mining, which
reduces the rate of missing reports.

3.3. Run Time Detection. In the above experimental steps,
the average response time of each request of the three
methods is counted. The response time includes the total
time of analyzing statements, returning results after exe-
cuting database operations and closing links. During the
experiment, it is necessary to ensure that the power dis-
patching data network and computer in the test need to
focus on the test without dealing with other work. This can
eliminate external interference to the greatest extent and
ensure the accuracy of test results. The test results obtained
are shown in Table 4:

The experimental results in the above table show that
when the power dispatching data network uses the tradi-
tional defense technology to identify the SQL injection at-
tack, the average response time of each request is between 0.4
and 0.6 ms. In the process of processing requests, the average
response time of the method designed in this paper is about
0.20 ms. This shows that the designed process improves
response time by 50% to 66.66%. The significant improve-
ment of response time not only improves the efficiency of
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TABLE 3: Statistical quantity of different methods under the detection of missing report rate.

Number of missing reports of the

Total number of Actual number of SQL  Number of missing ~ Number of missing reports of filtering method based on the SQL

requests injection attacks reports of this method the keyword filtering method syntax tree
200 100 3 4 5
400 200 5 16 9
600 300 6 19 15
1000 500 8 25 28
2000 1000 15 35 51
5000 2500 20 43 113
10000 5000 49 80 232
20000 10000 89 325 405
50000 25000 570 1356 1536
100000 50000 895 2236 2142
200000 100000 1124 5515 5823
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F1GURE 7: Performance test results of false alarm rate.

TaBLE 4: Statistical results of processing time of different methods.

Average response time per

Total Average response time per request of Average response time per request of keyword request of filtering

requests this method (ms) filtering method (ms) method based on SQL syntax tree
(ms)

200 0.26 0.42 0.51

400 0.25 0.50 0.52

600 0.22 0.51 0.53

1000 0.14 0.45 0.53

2000 0.28 0.52 0.56

5000 0.12 0.56 0.55

10000 0.23 0.42 0.57

20000 0.23 0.42 0.56

50000 0.25 0.54 0.60

100000 0.15 0.45 0.62

200000 0.24 0.52 0.61




judging attacks but also indirectly improves the defense
capability of data networks.

To sum up, comparing the SQL injection attack and
defense technology of power dispatching data network based
on data mining designed in this paper with the traditional
defense technology, this technology has certain advantages
in false positive rate, false negative rate, and running time. It
verifies the effectiveness of this paper.

4. Conclusion

SQL injection attack is ancient script attack vulnerability,
and it is also the most common network attack at present.
The development of the network makes the spread of SQL
injection attack wider and wider. For the internal production
data information transmission network of power companies,
it cannot be spared. Once the internal communication
network of power companies is attacked, it will seriously
affect the safe, economic and stable operation of power
enterprises. SQL injection attack itself has a certain con-
cealment, high success rate, and great destructiveness. Based
on the traditional SQL injection attack and defense tech-
nology and with the working characteristics of power dis-
patching data network, it designs a SQL injection attack and
defense technology. Through the analysis of SQL injection
attack, the attack flow diagram is obtained as the basis of
attack identification. Using the ITFIDF algorithm in data
mining technology, combined with the dataset distribution
diagram of conventional words and sensitive characters, the
SQL injection attack is detected. Design the SQL injection
attack early warning mechanism, establish the SQL injection
attack defense model, and optimize the workflow of the
defense model. After completing the design of the overall
defense technology, the test results of this technology are
better than the two traditional technologies.

Although the defense technology designed in this paper
has achieved certain results, due to the limitations of ex-
perience and other reasons, the current technology still has
room to be improved. In terms of defense, it still needs in-
depth practice, and the defense interface needs to be further
improved. SQL injection attack is only one aspect of network
security. With the expansion of power company dispatching
data network, new attacks will continue to appear.
Strengthening the security management of power dis-
patching data network and regularly evaluating the network
security are also the next research direction.
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