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A novel distributed fault detection strategy for a class of nonlinear stochastic systems is presented. Different from the existing design
procedures for fault detection, a novel fault detection observer, which consists of a nonlinear fault detection filter and a consensus
filter, is proposed to detect the nonlinear stochastic systems faults. Firstly, the outputs of the nonlinear stochastic systems act as
inputs of a consensus filter. Secondly, a nonlinear fault detection filter is constructed to provide estimation of unmeasurable system
states and residual signals using outputs of the consensus filter. Stability analysis of the consensus filter is rigorously investigated.
Meanwhile, the design procedures of the nonlinear fault detection filter are given in terms of linear matrix inequalities (LMIs).
Taking the influence of the system stochastic noises into consideration, an outstanding feature of the proposed scheme is that false
alarms can be reduced dramatically. Finally, simulation results are provided to show the feasibility and effectiveness of the proposed
fault detection approach.

1. Introduction
In recent years, with the increasing complexity of modern
dynamic systems, more and more researchers are now investigating new fault detection and identification (FDI) schemes
to ensure safety and reliability of these modern complex
dynamic systems. Effective FDI schemes can help find the
early indication of system faults and avoid breakdowns of
these complicated plants. The model-based analytical redundancy approaches have been proved to be an effective way to
detect and diagnose faults for linear systems in the last two
decades [1, 2].
However, in many practical applications, a large number of dynamic systems are inherently nonlinear systems
with some uncertainty, which include the transformer,
some chemical processes, and robotic manipulators with
homonymic constraints. There are fruitful research results
on fault diagnosis schemes for nonlinear systems in recent
years. In [3], Donghua and Yinzhong proposed a novel FDI
scheme for a class of nonlinear systems. Strong tracking
filter was employed for parameter estimation to achieve fault
detection. Fault estimation and accommodation scheme for

nonlinear time-delay systems was developed using adaptive
fault diagnosis observer in literature [4]. A novel fast adaptive
fault estimation algorithm was proposed to improve the
accuracy of fault estimation. The existence of the proposed
adaptive fault diagnosis observer was given in terms of matrix
inequality. More recently, by combining adaptive learning
control theory with neural network, Polycarpou et al. in [5–
8] proposed an online learning approximator to detect and
isolate system faults. These approaches were based on generic
function approximator with adjustable parameters. In [7],
Zhang et al. developed a sensor fault isolation scheme for a
class of nonlinear systems using online learning approximator. In the presence of modeling uncertainties, Vemuri used
adaptive techniques to estimate an unknown sensor bias for
a class of nonlinear discrete-time systems. The robustness,
sensitivity, and stability properties were rigorously investigated [8]. Chen and Saif in [9] proposed an iterative learning
observer (ILO) based fault diagnosis approach for fault
detection, identification, and accommodation. The states of
the ILO were updated using the previous output errors and
the control input vectors.
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Due to the existence of some Gaussian or non-Gaussian
noises, fault detection and identification for nonlinear
stochastic systems are always challenging tasks [10–12]. There
are fewer research results on FDI for nonlinear stochastic
systems compared with fruitful research results for linear
systems. An effective FDI method for linear stochastic systems is to apply Kalman filters or extended Kalman filters. For
nonlinear stochastic systems, this situation turns to be much
more complicated. Zhang et al. investigated a fault detection
and isolation scheme for a class of Lipschitz nonlinear systems with nonlinear and unstructured modeling uncertainty
using adaptive estimation techniques [10]. The fault detection
and isolation scheme was composed of a fault detection
estimator and a bank of fault isolation estimators. The fault
detectability and isolability were also rigorously investigated.
For fault isolation problems, Guo and Wang proposed a novel
fault isolation scheme for nonlinear non-Gaussian stochastic
systems with multiple faults [11]. In this work, the fault isolation problem was converted into an entropy optimization
problem using a state estimator. By building output probability density functions (PDFs) of the stochastic error, a novel
data-driven fault isolation algorithm was derived. For those
unmeasurable system outputs, square root B-spline expansion approach was applied to find the relationship of entropy
of the system outputs with system faults and noises [12].
The main difficulty of designing an effective fault detection observer is the influence of stochastic noises on residual
signals, which can give rise to false alarm and reduce the
accuracy of fault detection. In this paper, we present a novel
distributed fault detection scheme for a class of nonlinear stochastic systems. The objective of the fault detection
scheme is to minimize the influence of system stochastic
noises on residual signals using parameter optimization
techniques. Firstly, by constructing a consensus filter to filter
system outputs, a novel fault detection filter is proposed to
estimate system states and generate residual signals. Secondly,
the properties of the consensus filter are analyzed in detail,
and the existence of the proposed fault detection filter is
rigorously investigated in terms of linear matrix inequalities.
An outstanding feature of the proposed scheme is that the
influence of system stochastic noises on residual signals is
reduced greatly, and, as a result, fault detection accuracy can
be improved dramatically.
An outline of this paper is as follows. In Section 2,
we define a class of nonlinear stochastic systems and give
some preliminaries. In Section 3, a fault detection observer
is proposed to detect system faults. The stability analysis
of the consensus filter and the existence of the proposed
fault detection filter are rigorously investigated. Finally, in
Section 4, some simulation results are reported to illustrate
the effectiveness of the proposed fault detection scheme.
Some conclusion remarks are provided in Section 5.

2. Problem Statement and Preliminaries
Consider a class of nonlinear stochastic systems described by
𝑥̇ (𝑡) = 𝐴𝑥 (𝑡) + Φ (𝑥, 𝑢) + 𝐵𝑑 𝑑 (𝑡) + 𝐵𝑓 𝑓 (𝑡) ,

(1)

𝑦 (𝑡) = 𝐶𝑥 (𝑡) ,

(2)

where 𝑥(𝑡) ∈ 𝑅𝑛 is the system state vector, 𝑢(𝑡) ∈ 𝑅𝑚
is the control input vector, 𝑦(𝑡) ∈ 𝑅𝑞 is the measurement
output vector, 𝑑(𝑡) is a zero-mean Gaussian white-noise
process, 𝑓(𝑡) ∈ 𝑅𝑚 is the system fault to be detected, and
Φ(𝑥, 𝑢) is a known nonlinear function. 𝐴, 𝐵𝑓 , 𝐵𝑑 , and 𝐶
are known parameter matrices with appropriate dimensions.
Throughout this paper, we take the following assumptions.
Assumption 1. System faults 𝑓(𝑡) and stochastic noises 𝑑(𝑡)
are bounded, that is, ‖𝑓(𝑡)‖ ≤ 𝑁1 , and ‖𝑑(𝑡)‖ ≤ 𝑁2 .
Assumption 2. The nonlinear function Φ(⋅) satisfies Lipschitz
condition: that is,




Φ (𝑥 (𝑡) , 𝑡) − Φ (𝑦 (𝑡) , 𝑡) ≤ 𝑎 (𝑥 (𝑡) − 𝑦 (𝑡)) ,
(3)
∀𝑥 (𝑡) , 𝑦 (𝑡) ∈ 𝐷,
where 𝑎 is a known real constant.
In order to estimate system states, one gives the following
full order Luenberger-like observer [13–16]:
̂̇ (𝑡) = 𝐴𝑥̂ (𝑡) + Φ (𝑥,
̂ 𝑢) + 𝐻 (𝑦 − 𝐶𝑥)
̂ ,
𝑥

(4)

where H is a gain matrix to be determined. In order to detect
system faults, one constructs the nonlinear fault detection
filter as follows:
̂̇ (𝑡) = 𝐴𝑥̂ (𝑡) + Φ (𝑥,
̂ 𝑢) + 𝐻 (𝑦 − 𝐶𝑥)
̂ ,
𝑥

(5)

𝑦̂ (𝑡) = 𝐶𝑥̂ (𝑡) ,

(6)

𝑟 (𝑡) = 𝑦 (𝑡) − 𝑦̂ (𝑡) ,

(7)

̂ ∈ 𝑅𝑞 represent the estimated states
̂ ∈ 𝑅𝑛 and 𝑦(𝑡)
where 𝑥(𝑡)
and outputs vectors, respectively. H is a 𝑛 × 𝑞 design gain
matrix. 𝑟(𝑡) is the so-called generated residual signal. Define
̂ and it follows from
states estimation error 𝑒(𝑡) = 𝑥(𝑡) − 𝑥(𝑡),
(1) to (7) that
̂
𝑒 ̇ (𝑡) = (𝐴 − 𝐻𝐶) 𝑒 (𝑡) + 𝐵𝑓 𝑓 (𝑡) + 𝐵𝑑 𝑑 (𝑡) + Φ − Φ,
𝑟 (𝑡) = 𝐶𝑒 (𝑡) ,

(8)
(9)

̂ ≜ Φ(𝑥,
̂ 𝑢). The gain matrix H is
where Φ ≜ Φ(𝑥, 𝑢) and Φ
to be designed such that systems (5)–(7) are asymptotically
stable.
We can clearly see from (5) to (7) that estimation errors
of system states and system outputs are all corrupted by
stochastic noises, which will lead to false alarms. In order to
improve fault detection accuracy, a nonlinear fault detection
observer is needed to minimize the influence of the system
stochastic noise on residual signals. Therefore, we convert
this problem to the following optimization problem: finding
a gain matrix H, such that system (8) and (9) remains
asymptotically stable, and the performance index 𝐽 = ‖𝑇rd ‖∞
is minimized. Here, 𝑇rd denotes the transfer function from
system stochastic noises to residual signals. From (8) and (9),
we can see that dynamics of the residual signals depend not
̂ So the
only on 𝑓(𝑡) and 𝑑(𝑡) but also on nonlinear part: Φ− Φ.
existing design techniques for fault detection observer cannot
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Figure 1: Architecture of fault detection observer.

be used here. In this paper, we propose a novel distributed
fault detection approach by combining a consensus filter with
a nonlinear fault detection filter. The selection of matrix H
will be given in terms of LMIs in Section 3.

3. Main Results
In this section, we will give detailed design procedures for
fault detection observer. The stability analysis of consensus
filter and the existence of the fault detection filter are
rigorously investigated.

3.1. Fault Detection Observer Design. Generally speaking, it is
often difficult to get an exact description of a real plant system.
Some unavoidable stochastic noises will have an influence
on the practical engineering systems. As a result, some false
alarms will be generated using the existing fault detection
techniques. Also, with the increasing complexity of a real
plant system, it is inevitable to use distributed sensors to measure system outputs at the same time. Take the high voltage
direct current transmission system, for instance, we have to
use distributed sensors to measure voltages, currents, and
resistors along the transmission lines. Therefore, distributed
fault diagnosis schemes are now attracting a lot of attentions
from researchers.
In this work, we propose a novel distributed fault detection observer for a class of nonlinear stochastic systems. From
(5) to (7), we can clearly see that the estimation errors of
system states and outputs are affected by stochastic noises.
It is difficult to detect the nonlinear stochastic systems faults
using residual signals generated by a fault detection filter. To
improve the fault detection accuracy, we develop a novel fault
detection observer to detect system faults, which consists of
a consensus filter and a fault detection filter. Firstly, a bank
of distributed sensors is used to measure the system outputs.
Secondly, each sensor sends its data to the consensus filter.
The consensus filter acts as a data fusion center to reduce
the influence of stochastic noises on residual signals. Then, a
novel fault detection filter is developed by combining system
control inputs with outputs of the consensus filter. Due to the
existence of stochastic noises, one thing we have to consider
is that to what extent the stochastic noises will have an
influence on the residual signals. The whole architecture of
the proposed fault detection scheme is shown in Figure 1.

For the convenience of designing the fault detection
observer, we rewrite (5)–(7) as follows:
̂ ,
̂̇ (𝑡) = 𝐴𝑥̂ (𝑡) + Φ (𝑥,
̂ 𝑢) + 𝐿 (𝑦 − 𝐶𝑥)
𝑥

(10)

𝑦̂ (𝑡) = 𝐶𝑥̂ (𝑡) ,

(11)

𝑧𝑖 (𝑡) = 𝑦̃𝑖 (𝑡) − 𝑦 (𝑡) ,

(𝑖 = 0, 1, . . . , 𝑛) ,

𝑟 (𝑡) = 𝑦 (𝑡) − 𝑦̂ (𝑡) ,

(12)
(13)

̃ is the state
where 𝑦(𝑡) is outputs of the consensus filter. 𝑦(𝑡)
of each node in consensus filter. To minimize the influence of
nonlinear system stochastic noises on residual signals, it leads
to the following optimization problem: finding gain matrix L,
such that system (10)–(13) remains asymptotically stable, and
the performance index 𝐽 = ‖𝑇rd ‖∞ is minimized.
3.2. Stability Analysis of Consensus Filter. In recent years, the
study of information flow and coordination among different
dynamic agents had aroused a larger amount of interests for
researchers from all over the world. Among them, how to
control each agent in a group to reach consensus is the key
point in the condition that information exchange is limited
and unreliable. The conceptions and ideas of consensus filter
can be found in [17–29] and references therein.
Theorem 3. Suppose that system (1) and (2) satisfies the
Assumptions 1 and 2, and the fault diagnosis observer holds the
form of (10)–(13). Then the consensus filter is asymptotically 𝜀
stable with each node state 𝜂∗ = 𝑧(𝑡)𝑃, where
 
 
𝜀 = (‖𝐶‖ [(‖𝐴 − 𝐿𝐶‖ + 𝛼) 𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 ]
×√𝑛 (1 + 𝑑max ) 𝜆1/2
min (𝑀))

(14)

−1

× (𝜆5/2
min (𝑀)) ,
𝜂 denotes the node of a small world networks 𝐺, 𝑀 = {𝑚𝑖𝑗 } is
the relation topology matrix of 𝐺, 𝑍(𝑡) is the expected output of
the consensus filter, and 𝑃 = ⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
[1, 1, . . . , 1]𝑇 .
𝑛

Proof. From (10)–(12) and the definition of state estimation
̂
errors 𝑒(𝑡) = 𝑥(𝑡) − 𝑥(𝑡),
the maximum estimation errors of
system states can be expressed as follows: 𝜎 = MAX(𝑒(𝑡)).
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We choose small world networks 𝐺 as the weighed graph
of the consensus filter. Let 𝜂 denote a set of nodes in graph 𝐺
with size 𝑛. 𝑧(𝑡) is the input of the consensus filter, that is, the
state of each node is 𝑧(𝑡)𝑃.
Let 𝛿 = 𝜂 − 𝑧(𝑡)𝑃, then we have
𝛿̇ = −𝑀𝛿 + 𝑧̇ (𝑡) 𝑃,

(15)

where 𝑀 is a positive definite matrix with property
(1 + 𝑑min ) ≤ 𝜆 min (𝑀) ≤ 𝜆 max (𝑀) ≤ (1 + 3𝑑max ) .

(16)

Then we have 𝑋 ⊂ Δ,
1
1
(21)
‖𝛿‖ ≤ 𝑟 ⇒ 𝑉 (𝛿) = 𝛿𝑇 𝑀𝛿 ≤ 𝜆 max (𝑀) 𝛿2 .
2
2
Thus we have 𝛿 ∈ Δ. Therefore, the solution of 𝛿̇ = −𝑀𝛿 +
̇
̇
𝑧(𝑡)𝑃
satisfies 𝑉(𝜌)
< 0.
This completes the proof.
According to Theorem 3, we can draw the conclusion that
the consensus filter for the nonlinear stochastic systems is
asymptotically convergent.

For system (12), we select the Lyapunov function as follows:
1
𝑉 = 𝛿𝑇 𝑀𝛿.
2

(17)

Then we have
𝑉̇ = −‖𝑀𝛿‖2 + 𝑧̇ (𝑡) (𝑃𝑇 𝑀𝛿)

Lemma 4 (see [1]). Let A and B be real matrices with
appropriate dimensions. For any scalar 𝜀 > 0 and vectors x,
y ∈ 𝑅𝑛 , one has 2𝑥𝑇 𝐴𝐵𝑦 ≤ 𝜀−1 𝑥𝑇 𝐴𝐴𝑇 𝑥 + 𝜀𝑦𝑇 𝐵𝑇 𝐵𝑦.

= −‖𝑀𝛿‖2
̂ + 𝐵𝑓 𝑓 (𝑡) + 𝐵𝑑 𝑑 (𝑡)]
+ 𝐶 [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + Φ − Φ

Theorem 5. Suppose that the systems (1) and (2) satisfy
Assumptions 1 and 2, and the fault detection observer holds
the form of (10)–(13). Given a constant 𝛾 > 0, the system
(10)–(13) satisfies ‖𝑟(𝑡)‖∞ ≤ 𝛾‖𝑑(𝑡)‖∞ , if there exist a positive
symmetrical matrix 𝑃 and a scalar 𝜀1 > 0, satisfying the
following LMI:

× [(1 + 𝑑1 , 1 + 𝑑2 , . . . , 1 + 𝑑𝑛 ) 𝛿]
≤ −𝜆2min (𝑀) ‖𝛿‖2
 
 
+ ‖𝐶‖ (‖𝐴 − 𝐿𝐶‖ 𝜎 + 𝛼𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 )
2

1/2

× [∑(1 + 𝑑𝑖 ) ]

𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)𝑇 𝑃 + 𝐶𝑇 𝐶 + 𝜀1 𝛼2 𝐼 0
𝑃
]
0
−𝛾2 𝐼
𝑇
−𝜀1 𝐼]
𝑃
[

‖𝛿‖

[

𝑖

≤

−𝜆2min

3.3. Design of Fault Detection Filter. In this section, design
procedures of fault detection filter are given in details. The
matrix parameters are designed in terms of linear matrix
inequality using robust control theory and nonlinear matrix
inequality methods.

(𝑀) ‖𝛿‖2

< 0.

 
 
+ ‖𝐶‖ [(‖𝐴 − 𝐿𝐶‖ + 𝛼) 𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 ]

(22)

× √𝑛 (1 + 𝑑max ) ‖𝛿‖
= − {𝜆 min (𝑀) ‖𝛿‖
 
 
− (‖𝐶‖ [(‖𝐴 − 𝐿𝐶‖ + 𝛼) 𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 ]
−1
× √𝑛 (1 + 𝑑max )) (2𝜆 min (𝑀)) }

2

𝑉̇ (𝑡) = 𝑒𝑇 (𝑡) 𝑃𝑒 ̇ (𝑡) + 𝑒𝑇̇ (𝑡) 𝑃𝑒 (𝑡)
̂ + 𝑒𝑇̇ (𝑡) 𝑃𝑒 (𝑡)
= 𝑒𝑇 (𝑡) 𝑃 [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + Φ − Φ]

 
 
+ ((‖𝐶‖ [(‖𝐴 − 𝐿𝐶‖ + 𝛼) 𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 ]

̂
= 𝑒𝑇 (𝑡) 𝑃 [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + Φ − Φ]

−1 2

(23)

̂ 𝑇 𝑃𝑒
+ [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + Φ − Φ]

×√𝑛 (1 + 𝑑max )) (2𝜆 min (𝑀)) ) .
(18)
Define a closed ball X which is centered at zero point, and the
radius of the closed ball is
 
 
𝑟 = ( ‖𝐶‖ [(‖𝐴 − 𝐿𝐶‖ + 𝛼) 𝜎 + 𝑁1 𝐵𝑓  + 𝑁2 𝐵𝑑 ]
(19)
−1
×√𝑛 (1 + 𝑑max ) ) (2𝜆 min (𝑀)) .

= 𝑒𝑇 (𝑡) [𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)𝑇 𝑃] 𝑒 (𝑡)
̂ + [Φ − Φ]
̂ 𝑇 𝑃𝑒.
+ 𝑒𝑇 (𝑡) 𝑃 [Φ − Φ]
According to Lemma 4 and Assumption 2, we have
̂
2𝑒𝑇 (𝑡) 𝑃 [Φ − Φ]
𝑇

Define a set of Lyapunov functions:
1
Δ = {𝛿 : 𝑉 (𝛿) ≤ 𝜆 max (𝑀) 𝑟2 } .
2

Proof. Considering the system (10)–(13), we choose a Lyapunov function of the following form: 𝑉(𝑡) = 𝑒𝑇 (𝑡)𝑃𝑒(𝑡),
where P is a positive symmetrical matrix. In fault-free case,
when system uncertainty 𝑑(𝑡) = 0, we have

̂ (Φ − Φ)
̂
≤ 𝜀1−1 𝑒𝑇 (𝑡) 𝑃𝑃𝑇 𝑒 (𝑡) + 𝜀1 (Φ − Φ)
(20)

≤ 𝜀1−1 𝑒𝑇 (𝑡) 𝑃𝑃𝑇 𝑒 (𝑡) + 𝜀1 𝛼2 𝑒𝑇 (𝑡) 𝑒 (𝑡) .

(24)
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Figure 2: Stochastic noises.

Figure 3: System outputs.

Thus,
𝑉̇ (𝑡) ≤ 𝑒𝑇 (𝑡) [𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)𝑇 𝑃 + 𝜀1−1 𝑃𝑃𝑇
+ 𝜀1 𝛼2 𝐼] 𝑒 (𝑡) .

For any given time 𝑡 > 0, integration of (29) from 0 to t yields
(25)

∫

+∞

0

̇ ≤ 0.
From (22), we can obtain that 𝑉(𝑡)
So the system described by (10)–(13) is asymptotically
stable in the condition of no fault.
When the system uncertainty 𝑑(𝑡) ≠ 0, by defining
𝐻 (𝑒, 𝑑) = 𝑉̇ (𝑡) + ‖𝑟 (𝑡)‖∞ − 𝛾2 ‖𝑑 (𝑡)‖∞

(26)

we have
𝐻 (𝑒, 𝑑) = 𝑒𝑇 (𝑡) 𝑃𝑒 ̇ (𝑡) + 𝑒𝑇̇ (𝑡) 𝑃𝑒 (𝑡) + 𝑒𝑇 (𝑡) 𝐶𝑇 𝐶𝑒 (𝑡)
− 𝛾2 𝑑𝑇 (𝑡) 𝑑 (𝑡)
̂
= 𝑒𝑇 (𝑡) 𝑃 [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + 𝐵𝑑 𝑑 (𝑡) + Φ − Φ]
𝑇

𝑟𝑇 (𝑡) 𝑟 (𝑡) < 𝛾2 ∫

+∞

0

𝑑𝑇 (𝑡) 𝑑 (𝑡) .

Thus, the inequality ‖𝑟(𝑡)‖∞ ≤ 𝛾‖𝑑(𝑡)‖∞ holds.
This completes the proof.
Remark 6. Theorem 5 gives the existence of the fault detection filter. This optimization problem (22) can be solved by
using Matlab software toolboxes. In the presence of system
stochastic noises, the effects of faults on residual signals are
hidden in the stochastic noises. It is difficult to distinguish
a real one from the residual signals. Theorem 5 gives us a
method to select an approximate gain matrix to design the
fault detection filter. One can use residual evaluation function
‖𝑟(𝑡)‖2 to detect system faults. As a result, the fault detection
accuracy can be improved dramatically.

̂ + 𝐵𝑑 𝑑 (𝑡)] 𝑃𝑒 (𝑡)
+ [(𝐴 − 𝐿𝐶) 𝑒 (𝑡) + Φ − Φ
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+ 𝑒𝑇 (𝑡) 𝐶𝑇 𝐶𝑒 (𝑡) − 𝛾2 𝑑𝑇 (𝑡) 𝑑 (𝑡)

We consider a class of nonlinear stochastic systems:

≤ 𝑒𝑇 (𝑡) [𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)𝑇 𝑃 + 𝜀1−1 𝑃𝑃𝑇 + 𝐶𝑇 𝐶
+ 𝜀1 𝛼2 𝐼] 𝑒 (𝑡) − 𝛾2 𝑑𝑇 (𝑡) 𝑑 (𝑡)

𝑥̇ (𝑡) = [

−0.46 0
1
] 𝑥 (𝑡) + [ ] 𝑢
0 −0.53
1

+[

𝑇

Λ 0
𝑒 (𝑡)
𝑒 (𝑡)
=[
] [
][
],
𝑑 (𝑡)
0 −𝛾2 𝐼 𝑑 (𝑡)
(27)

(30)

+[

0.3 sin (𝑥 (𝑡))

]

0.2 sin (𝑥 (𝑡))

(31)

0.3
1
] 𝑑 (𝑡) + [ ] 𝑓 (𝑡) ,
0.2
0

𝑦 (𝑡) = [1 1] 𝑥 (𝑡) ,

where
𝑇

𝑇

Λ = 𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶) 𝑃 + 𝐶 𝐶 +

𝜀1−1 𝑃𝑃𝑇

2

+ 𝜀1 𝛼 𝐼.
(28)

From the known condition (22), by using Schur theory we
have
𝐻 (𝑒, 𝑑) = 𝑉̇ (𝑡) + 𝑟𝑇 (𝑡) 𝑟 (𝑡) − 𝛾2 𝑑𝑇 (𝑡) 𝑑 (𝑡) < 0.

(29)

where 𝑑(𝑡) is a zero-mean Gaussian white noise. Let 𝛾 =
0.3, 𝜀1 = 0.7. According to Theorem 5, we determine the gain
matrix L with Matlab toolbox: 𝐿 = [0.2511, 0.1279].
In the simulation study, we take the step-function fault
into consideration. Figure 2 shows the zero-mean Gaussian
white noises generated by Matlab software. Figure 3 shows
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Figure 5: (a) System outputs, (b) measurements by distributed sensors, and (c) outputs of fault detection filter.

the system outputs measured by 100 distributed sensors.
Figure 4 shows the outputs of the fault detection filter using
the outputs of the consensus filter. From Figure 3, we can
see that system outputs are corrupted by stochastic noises,
and it is difficult to detect system faults using these system
outputs. From Figure 4 we can clearly see that system faults
occur at time 𝑡 = 100 s and 𝑡 = 300 s, respectively. As a
result, we can detect system faults at time 𝑡 = 100 s and 𝑡 =
300 s, respectively. Figure 5 shows another simulation study
by using 100 distributed sensors. In this simulation study, we
investigate a step-function fault which occurs at 𝑡 = 0.38 s.
From Figure 5(a), we can see that the system faults seem to be
hidden by system stochastic noises. Some false alarms may be
generated using existing fault detection approaches. We use
100 distributed sensors to measure the system outputs at the
same time and then send the measured system outputs to the
consensus filter, as is shown in Figure 5(b). A fault detection

filter is constructed using outputs of the consensus filter
and the system control inputs. Comparing Figure 5(a) with
Figure 5(c), we can see that the residual signals generated by
fault detection filter can reflect real system faults. Therefore,
fault detection accuracy can be improved dramatically.

5. Conclusions
This paper has proposed a novel distributed fault detection
scheme for a class of nonlinear stochastic systems. A novel
fault detection observer is developed using a consensus filter
and a nonlinear fault detection filter. By combining these
two kinds of filters, a distributed fault detection observer is
designed to minimize the influence of stochastic noises on
residual signals. The stability of consensus filter is rigorously
analyzed in detail. Meanwhile, the parameter optimization
of the fault detection filter is given in terms of LMIs.

Mathematical Problems in Engineering
In the simulation study, numerical examples are given to
demonstrate the validity and applicability of the proposed
approach.
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