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Aiming to estimate SEE soft error performance of complex electronic systems, a soft error propagation model based on cellular
automaton is proposed and an estimation methodology based on circuit partitioning and error propagation is presented.
Simulations indicate that different fault grade jamming and different coupling factors between cells are the main parameters
influencing the vulnerability of the system. Accelerated radiation experiments have been developed to determine the main
parameters for raw soft error vulnerability of themodule and coupling factors. Results indicate that the proposedmethod is feasible.

1. Introduction

Single-event effects (SEEs) are induced by the interaction
of an ionizing particle with electronic components. This
becomes possible when the collected fraction of the charge
liberated by the ionizing particle is larger than the elec-
tric charge stored on a sensitive node. These effects are
categorized into hard errors and soft errors. Hard errors
are nonrecoverable, while soft errors may be recovered by
a reset or simply a rewrite of the information. There is a
great variety of manifestations depending upon the device
considered, such as single-event transients (SET), single-
event upset (SEU), and multibit upset (MBU) [1, 2]. With
very-large-scale integration (VLSI) being widely used in
space-borne electronic systems and recorded as accidental
failures of space instruments, SEEs have become the main
cause of such failures. The Beijing Institute of Spacecraft
System Engineering has studied 272 satellite failures since the
20th century around the world, results of which indicate that
40%of the total number of failureswas induced by SEEs [3, 4].

Three processes can be identified based on the trans-
formation of related faults into functional failures. First is
the generation of SEE soft errors. The second process is
propagation of an SEE soft error. The propagation of an SET
pulse in a combinatorial circuit is affected by three mask
effects: electrical masks, logical masks, and timing masks [5].

For example,Wang et al. showed that 85% of the soft errors in
a processor aremasked at the architectural level [6].The third
process is the functional failure of the system.Thismeans that
the raw fault has propagated into the output of the system.

Many efforts have been made in recent decades to mea-
sure, model, and mitigate radiation effects, applying numer-
ous techniques and approaching the problem at various
abstraction levels. There are three main research methods:
mixed-level simulations, fault injection [7–9], and acceler-
ated radiation ground testing [10, 11].

Mixed-level simulations have been used to study the
production and propagation of digital single-event transients
(DSETs) in scaled siliconCMOSdigital logic circuits [12].The
system soft error rate (SER) modeling of a chip or its compo-
nents can be analyzed accurately by combined Monte Carlo
device simulations and SPICE simulations [13]. A technique
for evaluating the soft error vulnerability of application-
specific integrated circuit (ASIC) designs by employing
circuit partitioning and fault propagation techniques was
also presented [14]. A method based on probabilistic model
checking, a formal verification technique, has been used to
analyze designs at an early stage for avionics applications [15].
This is a new method, but it is not suitable for large-circuit
analysis.

Fault injection and accelerated radiation ground testing
are the twomainmethods of evaluating the SEE performance
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Figure 1: Structure of a cellular automaton.

of a device. However, these are time consuming and cannot
be used in the early design phase of the system.

For modern complex electronic systems, especially those
that consist of VLSIs, such as SRAM-based FPGA and digital
signal processors (DSPs), the above-mentioned methods are
not suitable for estimating the SEE soft error vulnerability of
the whole system.

A cellular automaton (CA) is a discrete model studied
in computability theory, mathematics, physics, complexity
science, theoretical biology, and microstructure modeling
[16]. Cellular automata can simulate a variety of real-world
systems, including biological and chemical ones [17, 18].
In complex electronic systems, the SEE soft errors induced
by heavy ions or protons can be propagated and coupled.
Research on SEE soft error propagation in complex elec-
tronic systems is equivalent to research in modeling cellular
automata.

The main purpose of the present work is to expand
knowledge in this field. The cellular automaton is introduced
tomodel SEE soft error propagation. As far as we know, this is
the first time this approach has been used tomodel a complex
electronic system and acquire the sensitive parameters of a
cellular automaton by accelerated radiation experiments.

There are four main parts in this paper. First, background
on cellular automata is introduced. Second, the estimation
methodology is presented. Third, soft error propagation
based on CA is proposed. Accelerated radiation experiments
to acquire the parameters of the system are then described.
Finally, results are discussed.

2. Background

2.1. The Theory of Cellular Automaton. A cellular automa-
ton is introduced to simulate the dynamic processes of a
nonlinear system. A cellular automaton consists of four
components: the cell, cell space, neighborhood cell, and rule,
as shown in Figure 1.

Cell. The cell is the basic part of the cellular automaton, and
each one is in a finite number of states. The state of the cell

varies with discrete time, and the current state at time 𝑡 only
depends on the state at time 𝑡 − 1 and the current state of the
neighborhood cell. A subcircuit unit can be represented as a
cell, and the state of the cell can be modeled as a fault grade.

Cell Space. The cell space is the set of grid spaces that the
cell arranges, including geometric structure and boundary
conditions. For a two-dimensional CA, the grid arrangement
can be triangle, square, or hexagon.The boundary conditions
are used to determine the neighborhood cell of the cell space.
It is suitable to adopt a two-dimensional CA in this research
because the subcircuit is arranged on a two-dimensional
surface.

Neighborhood Cell. The neighborhood cell is the cell that
arranges around the center cell and can be affected by the
center cell. For a two-dimensional CA with a square grid
space, the neighborhoodmay be vonNeumann-type,Moore-
type, or expanded Moore-type, with respective numbers of
neighborhood cells of 4, 8, and 24, as shown in Figure 2.

Rule. A fixed rule (generally a mathematical function) deter-
mines the new state of each cell in terms of the current state
of the cell and the states of the cells in its neighborhood. It
is modeled as 𝑓 : 𝑆

𝑡+1

𝑖
= 𝑓(𝑆

𝑡

𝑖
, 𝑆
𝑡

𝑁
), where 𝑆𝑡

𝑁
at time 𝑡 is the

state of the neighborhood and 𝑓 is a mathematical function.
Ordinary rules include Pascal’s triangle, HexWolfram’s code,
and the outer totalistic rule.

2.2. Applicability Analysis of a Cellular Automaton. In com-
plex electronic systems, the SEE soft error induced by a heavy
ion or a proton can be propagated and coupled. A complex
electronic system can be divided into several subsystems or
subcircuits; an SEE soft error is generated in subcircuit and
propagates among the subcircuits. Research on SEE soft error
propagation in complex electronic systems is equivalent to
research on modeling cellular automata.

As shown in Figure 3, an SEE soft error is generated and
propagates in an electronic system. The system consists of
four functional modules. In module 1, the SEE vulnerability
cell of the device is irradiated by high-energy particles and
an SET pulse is generated in the CMOS transistor and
propagates in the circuit. It is captured by the flip-latch, so an
SEU is generated. A soft error is generated in module 1 and
propagated through module 4, and a functional failure of the
system is induced.

Such a system can be modeled as a two-dimensional
cellular automaton, where the subcircuit is modeled as a cell,
and others are modeled as the neighborhood cell. Fault grade
𝑆
𝑖
is modeled to evaluate the working state of the subcircuit; it

is the SEE soft error occurrence probability of the subcircuit.
The value is in the range [0, 1]. The value of 0 represents the
case where the subcircuit is normal, and a value of 1 denotes
the case where the subcircuit is absolutely disabled.

Fault coupling factor𝑊
𝑖,𝑗
is modeled to indicate the fault

propagation probability among subcircuits 𝑖 and 𝑗. Its value
is in the range [0, 1], where a value of 0 represents that the
subcircuit is normal and a value of 1 denotes the case where
the subcircuit is absolutely disabled.
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Figure 2: Neighborhood cell types for a two-dimensional CA.
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Figure 3: SEE soft error generation and propagation in an electronic system.

3. Proposed Estimation Methodology

The proposedmethodology is used to model the propagation
behavior of a soft error in modern electronic systems and to
evaluate the soft error vulnerability of such a system.

Complex systems consist of multiple interconnected sub-
systems. A subsystem is called a function module, which is
a part of the system. System partitioning can be achieved in

several ways depending on the given set of criteria. Typically,
this can be done based on the hierarchy of the design.

Suppose that a system consists of N function modules,
Sys = {𝑀 (1) ,𝑀 (2) , . . . ,𝑀 (𝑁)} , (1)

whereM(i) is 𝑖th function module of the system.
The soft error vulnerability of each module is 𝑆

𝑀(𝑖)
,

𝑖 = 1, 2, . . . , 𝑁. This is the occurrence probability of output
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errors of the function module induced by a heavy ion and
is determined by the radiation environment and the detailed
physical technology implementation of the module. The
following equation is in errors/particle:

𝑆 =
The amount output error of module

The amount of heavy ion
. (2)

𝑆
𝑀(𝑖)

has the same meaning as fault grade 𝑆
𝑖
stated in

Section 2.2.
The soft error propagation rate between modules is 𝑤

𝑖,𝑗
,

𝑖 = 1, . . . , 𝑁. And 𝑗 = 1, . . . , 𝑁. This is the output
error probability of one function module induced by another
output of the module. The equation is as follows:

𝑤
𝑖,𝑗
=

The amount output error of Mj

The amount output error of Mi
. (3)

In this paper, the soft error propagation rate is called
the coupling factor. It describes the interlink state between
modules. Suppose that there are N function modules in the
system; then, based on the definition of the coupling factor,
the coupling factor matrix of the system is

𝑊 =

[
[
[
[
[

[

𝑤
1,1

𝑤
1,2

⋅ ⋅ ⋅ 𝑤
1,𝑁

𝑤
2,1

𝑤
2,2

⋅ ⋅ ⋅ 𝑤
2,𝑁

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅

𝑤
𝑁,1

𝑤
𝑁,2

⋅ ⋅ ⋅ 𝑤
𝑁,𝑁

]
]
]
]
]

]

. (4)

Moreover, when 𝑖 = 𝑗, then 𝑤
𝑖,𝑗
= 1.

Coupling factor matrix𝑊 represents the probability that
a soft error propagates among function modules. It is the
foundation of the soft error propagationmodel. Based on this
methodology, the soft error propagation model on a system
level is described as follows:

�⃗� = �⃗� × �⃗�

[
[
[
[
[
[
[
[

[

𝑃 (𝑀
1
)

⋅ ⋅ ⋅

𝑃 (𝑀
𝑖
)

⋅ ⋅ ⋅

𝑃 (𝑀
𝑁
)

]
]
]
]
]
]
]
]

]

= [𝑆𝑀(1) ⋅ ⋅ ⋅ 𝑆𝑀(𝑖) ⋅ ⋅ ⋅ 𝑆𝑀(𝑁)]

×
[
[

[

𝑤
1,1

⋅ ⋅ ⋅ 𝑤
1,𝑖

⋅ ⋅ ⋅ 𝑤
1,𝑁

𝑤
𝑖,1

⋅ ⋅ ⋅ 𝑤
𝑖,𝑖

⋅ ⋅ ⋅ 𝑤
𝑖,𝑁

𝑤
𝑁,1

⋅ ⋅ ⋅ 𝑤
𝑁,𝑖

⋅ ⋅ ⋅ 𝑤
𝑁,𝑁

]
]

]

,

(5)

where 𝑃(𝑀
𝑖
) is the failure probability of module 𝑀

𝑖
. For

different structures of the system, the coupling factor matrix
is different. Moreover, if we can measure the raw soft error
vulnerability of each module and the coupling factor matrix,
we can calculate the function failure probability of each
module and of the whole system.

4. The Soft Error Propagation Model
Based on Cellular Automata

4.1. The Modeling Method for Soft Error Propagation Based on
CA. Based on SEE soft error characteristics and propagation
behavior and combining the methodology and advantages
of the cellular automaton, the soft error propagation model
using a CA for complex electronic systems is described
as follows. The model is established as a two-dimensional
cellular automaton, as shown in Figure 4. 𝑁 × 𝑁 matrix
is modeled to represent the number of CAs, where (𝑖, 𝑗),
𝑖 = 1, 2, . . . , 𝑁, 𝑗 = 1, 2, . . . , 𝑁, 𝐶(𝑖, 𝑗) represents a cell, and
𝑁 = 10. The neighborhood is Moore-type, and the boundary
is circular, which means that the left boundary is connected
to the right boundary, and the top boundary is connected to
bottom boundary.

The model of the CA is defined as

𝐴
𝑡+1

(𝑖, 𝑗) =

{{{

{{{

{

1 0 ≤ 𝑆
𝑡+1

(𝑖, 𝑗) < 𝛿

0

−1 𝑆
𝑡+1

(𝑖, 𝑗) ≥ 𝛿,

(6)

𝑆
𝑡+1

(𝑖, 𝑗) =
𝑆
𝑡
(𝑖, 𝑗) + 𝑊 (𝑖, 𝑗) 𝑆

∗

𝑡

(∑
𝑘=8

𝑖=1
𝑥
𝑘
) + 1

, (7)

𝑆
𝑡+1

(𝑖, 𝑗) =
𝑆
𝑡
(𝑖, 𝑗) + 𝑊 (𝑖, 𝑗) 𝑆

∗

𝑡

(∑
𝑘=8

𝑖=1
𝑥
𝑘
) + 1

+ 𝑅, (8)

𝑊(𝑖, 𝑗)

=

(
(
(
(
(
(
(
(

(

𝑥(𝑖 − 1, 𝑗 − 1) × 𝑤 ((𝑖, 𝑗) , (𝑖 − 1, 𝑗 − 1))

𝑥 (𝑖 − 1, 𝑗) × 𝑤 ((𝑖, 𝑗) , (𝑖 − 1, 𝑗))

𝑥 (𝑖 − 1, 𝑗 + 1) × 𝑤 ((𝑖, 𝑗) , (𝑖 − 1, 𝑗 + 1))

𝑥 (𝑖, 𝑗 − 1) × 𝑤 ((𝑖, 𝑗) , (𝑖, 𝑗 − 1))

𝑥 (𝑖, 𝑗 + 1) × 𝑤 ((𝑖, 𝑗) , (𝑖, 𝑗 + 1))

𝑥 (𝑖 + 1, 𝑗 − 1) × 𝑤 ((𝑖, 𝑗) , (𝑖 + 1, 𝑗 − 1))

𝑥 (𝑖 + 1, 𝑗) × 𝑤 ((𝑖, 𝑗) , (𝑖 + 1, 𝑗))

𝑥 (𝑖 + 1, 𝑗 + 1) × 𝑤 ((𝑖, 𝑗) , (𝑖 + 1, 𝑗 + 1))

)
)
)
)
)
)
)
)

)

𝑇

,

(9)

𝑋(𝑖, 𝑗) =

(
(
(
(
(
(
(
(
(

(

𝑥
1

𝑥
2

𝑥
3

𝑥
4

𝑥
5

𝑥
6

𝑥
7

𝑥
8

)
)
)
)
)
)
)
)
)

)

𝑇

=

(
(
(
(
(
(
(
(
(

(

𝑥(𝑖 − 1, 𝑗 − 1)

𝑥 (𝑖 − 1, 𝑗)

𝑥 (𝑖 − 1, 𝑗 + 1)

𝑥 (𝑖, 𝑗 − 1)

𝑥 (𝑖, 𝑗 + 1)

𝑥 (𝑖 + 1, 𝑗 − 1)

𝑥 (𝑖 + 1, 𝑗)

𝑥 (𝑖 + 1, 𝑗 + 1)

)
)
)
)
)
)
)
)
)

)

𝑇

, (10)

𝑆
∗

𝑡
(𝑖, 𝑗) =

(
(
(
(
(
(
(
(

(

𝑆
𝑡
(𝑖 − 1, 𝑗 − 1)

𝑆
𝑡
(𝑖 − 1, 𝑗)

𝑆
𝑡
(𝑖 − 1, 𝑗 + 1)

𝑆
𝑡
(𝑖, 𝑗 − 1)

𝑆
𝑡
(𝑖, 𝑗 + 1)

𝑆
𝑡
(𝑖 + 1, 𝑗 − 1)

𝑆
𝑡
(𝑖 + 1, 𝑗)

𝑆
𝑡
(𝑖 + 1, 𝑗 + 1)

)
)
)
)
)
)
)
)

)

. (11)
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Figure 4: Two-dimensional 10 × 10 cellular automaton and its
Moore-type neighborhood.

𝐴
𝑡+1
(𝑖, 𝑗) represents the output state of cell 𝐶(𝑖, 𝑗) at time

𝑡 + 1. A value of 1 indicates that the cell is normal, a value of
−1 indicates that the cell is disabled, and a value of 0 indicates
that the cell is vacant.

𝑆
𝑡
(𝑖, 𝑗) represents the fault grade value of cell 𝐶(𝑖, 𝑗) at

time 𝑡; the larger the value, the more the influence on the cell
and its neighborhood at the next time step.

𝛿 indicates the critical value of the fault grade on a range
of (0, 1). When the fault grade of the cell is larger than this
value, a failure will occur in the circuit cell.

𝑆
∗

𝑡
(𝑖, 𝑗) is the fault grade matrix of the neighborhood cell

for cell 𝐶(𝑖, 𝑗). It is the fault grade set of the eight Moore-type
neighborhood cells. The first cell is in the top left corner, the
third cell is in the top right corner, and the eighth is in the
bottom right corner.

𝑋(𝑖, 𝑗) is the neighborhood matrix of cell 𝐶(𝑖, 𝑗), which is
used tomark the connection relationship between the cell and
the neighborhood cell. If there is a connection relationship
between 𝐶(𝑖, 𝑗) and kth neighborhood, then the value of 𝑥

𝑘
is

1; otherwise, it is 0.
𝑤((𝑖, 𝑗), (𝑖, 𝑗𝑗)) represents the coupling factor between cell

𝐶(𝑖, 𝑗) and 𝐶(𝑖, 𝑗𝑗), the range is [0, 1], and 𝑤((𝑖, 𝑗), (𝑖, 𝑗𝑗)) =
𝑤((𝑖, 𝑗𝑗), (𝑖, 𝑗)).

𝑊(𝑖, 𝑗) represents the coupling factor matrix of the
neighborhood of cell 𝐶(𝑖, 𝑗).

𝑅 represents whether jamming of the SEE soft error acts
on the cell on a range of [0, +∞).

The coupling grade of the cell 𝑤 is modeled to evaluate
the coupling performance of the circuit. It is the ratio of the
number of coupling factors in𝑊(𝑖, 𝑗) larger than 0.5𝛿 to the
number of nonvacancies in𝑋(𝑖, 𝑗).

4.2. Algorithm and Simulation. In this section, based on
the soft error propagation model, the algorithm is first
presented and the soft error propagation evolution simulation
is described.

4.2.1. The Algorithm. To simulate soft error propagation
based on a two-dimensional CA, the algorithm flow shown
in Figure 5 is adopted. Details are as follows.

When t < m, simulate the CA 
based on rule (6) and rule (7)

End

Initialization CA

The fault grade of cell
The coupling factor between cells

The neighborhood matrix 
The fault grade matrix

The coupling factor matrix

Start

When t = t + 1, calculate fault grade

to the critical value. If >𝛿, the 

Yes

No
Step 4:

Step 3:

Step 2:

Step 1:

A(i, j), i, j = 1, 2, . . . , 10

When t = m, adding soft error
R to one cell C(i, j)

randomly, simulate CA
based on rule (6) and rule (8)

(i, j) of cell C(i, j), and compare St

Mt = Mt−1?

amount of fault Mt = Mt−1 + 1

Figure 5: Algorithm flow of the CA.

Step 1. First, at time 𝑡 = 1, for each cell 𝐶(𝑖, 𝑗), 𝑖, 𝑗 =

1, 2, . . . , 10, 𝐴
𝑡
(𝑖, 𝑗) is initialized with {0, 1}, where 1 repre-

sents that there is a subcircuit in a cell, and 0 represents
that there is none. Second, initializing fault grade 𝑆

𝑡
(𝑖, 𝑗) to

[0, 𝛿) randomly, all cells are in the normal state, and the
number of faulty cells is𝑀

𝑡
= 0. Third, fault coupling factor

𝑤((𝑖, 𝑗), (𝑖, 𝑗𝑗)) is initialized on [0, 1]. Finally, based on the
neighborhood type and boundary condition, neighborhood
matrix 𝑋

𝑡
(𝑖, 𝑗) of cell 𝐶(𝑖, 𝑗) is formed along with fault

grade matrix 𝑆∗
𝑡
(𝑖, 𝑗) and coupli critical valueng factor matrix

𝑊(𝑖, 𝑗) of cell 𝐶(𝑖, 𝑗).
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Step 2. At time 𝑡 < 𝑚, the SEE fault jamming situation is set
to 𝑅 = 0, simulating the CA based on rules (6) and (7). At
time 𝑡 = 𝑚, cell 𝐶(𝑖, 𝑗) is chosen randomly to be acted upon
by SEE fault jam 𝑅 ≥ 1. By simulating using rule (8), if fault
grade 𝑆

𝑡
(𝑖, 𝑗) of the cell is larger than the critical value, cell

𝐶(𝑖, 𝑗) is disabled.

Step 3. At 𝑡 = 𝑡 + 1, based on rules (6) and (7), whether fault
grade 𝑆

𝑡
(𝑖, 𝑗) of the cell is larger than critical value 𝛿 is judged

in turn. If 𝑆
𝑡
(𝑖, 𝑗) > 𝛿, it indicates that cell 𝐶(𝑖, 𝑗) is disabled

and the number of disabled cells is recorded as𝑀
𝑡
= 𝑀
𝑡−1
+1;

otherwise,𝑀
𝑡
= 𝑀
𝑡−1

.

Step 4. Judging the number of disabled cells, if 𝑀
𝑡
= 𝑀
𝑡−1

,
it indicates that soft error propagation is steady and the
simulation is ended; if𝑀

𝑡
> 𝑀
𝑡−1

, then return to Step 3.

4.2.2. Results andDiscussion. Evaluating the effect of SEE soft
error propagation on complex electronic systems, different
fault grade jamming situations and different coupling factors
between cells were simulated.

(1) Different Fault Grade Jamming.Thepurpose of this experi-
ment was to evaluate different fault grade jamming situations
𝑅 acting on the CA. In physically complex electronic systems,
fault grade jamming is associated with the effect of SEE,
including the energy and flux of the incoming particles.

The CA model was that of a two-dimensional CA with a
size of 10×10, a Moore relationship, and a circular boundary.
In the initialization, 77 nonvacant cells were generated, and
the fault grade was set on range of [0, 𝛿) while the coupling
factor was set on range of [0, 1]. The critical fault grade was
𝛿 = 0.8 and the average coupling factor was 𝑤 = 0.6222.
At time 𝑚 = 10, fault jam R was enacted on cell 𝐶(𝑖, 𝑗). The
value of R was set to 1, 10, 100, 1000, and 10000, successively.
For different values, the CA model was simulated 100 times,
recording fault amount 𝑀

𝑡
(𝑖) of the whole cell. The average

was the estimated value of the number of faulty cells at time
𝑡.

The simulation was performed on the MATLAB7.1 plat-
form, and the results are shown in Figure 6.

When the fault jamoccurredwith𝑅 = 1,𝑅 = 10,𝑅 = 100,
𝑅 = 1000, and 𝑅 = 10000, the number of faulty cells was,
respectively, 1 at time 11 (affecting the current cell only), 1.6 at
time 13, 2.7 at time 20, 4 at time 20, and 4.2 at time 20.

Generally, the number of faulty cells increased with
increasing fault jamming, and the time needed to become
steady grew longer. In physical complex electronic systems,
the higher the energy and flux of bombarding particles, the
more the harm to the circuit.

(2) Different Coupling Factors between Cells. The purpose of
this experiment was to evaluate the different coupling factors
𝑤 acting on the CA. In physically complex electronic systems,
the coupling factor is associated with the placement and
routing of a circuit.

The CA model was that of a two-dimensional CA with a
size of 10×10, a Moore relationship, and a circular boundary.
During initialization, 78 nonvacant cells were generated, and

0 5 10 15 20 25
Time/step

R = 10000
R = 1000
R = 100

R = 10
R = 1

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

Th
e n

um
be

r o
f f

au
lty

 ce
lls

Figure 6: Number of faulty cells in different fault jamming situa-
tions.
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Figure 7: Number of faulty cells for different coupling factors.

the fault grade was set on range of [0, 𝛿) while the coupling
factor was set on range of [0, 1]. The critical fault grade was
𝛿 = 0.8. At time 𝑚 = 10, a fault jam with 𝑅 = 10000 is
applied to cell 𝐶(𝑖, 𝑗). The values of 𝑤 were 0.57576, 0.70034,
0.79125, 0.86869, and 0.99307. For different values, the CA
model was simulated 100 times, recording fault number𝑀

𝑡
(𝑖)

of the whole cell. The average is the estimated number of
faulty cells at time 𝑡.

The simulations were performed on the MATLAB7.1
platform, and the results of which are shown in Figure 7.

When the fault jam was 𝑤 = 0.5547, 𝑤 = 0.6316, 𝑤 =

0.7814, 𝑤 = 0.8745, and 𝑤 = 0.9838, the number of faulty
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Figure 8: Structure of the test system.

cells, respectively, was 3.3 at time 20, 3.5 at time 20, 3.8 at time
20, 4.3 at time 21, and 4.5 at time 21.

Generally, the number of faulty cells increased with
increasing fault jamming, and the time required to become
steady grew longer. In physical complex electronic systems,
the higher the density of the circuit, the higher the fault
coupling factor, the more the harm to the circuit.

5. Experimental Study

In this section, the method used to determine the raw soft
error vulnerability of each module and the coupling factor
matrix is described by the analysis of one case.

5.1. Analysis of One Case. A data reception and transmission
system with a common reception and transmission protocol
used in many fields was adopted for study. As shown in
Figure 8, there were three function modules.

Receiver Module (M1).This received the data bits one by one
and formed a byte from each group of 8 bits.

Condition FIFOModule (M2).This was a three-order FIFO. It
received one byte from M1, and if the value of the byte could
be divided by 4, then the byte was piped out. Otherwise, the
hex value of 1 was piped out.

Transmitter Module (M3).This received one byte of data and
transformed it into data bits one by one.

Based on the proposed methodology, we define the
following:

The raw soft error vulnerability of eachmodule: 𝑆
𝑀(𝑖)

,
𝑖 = 1, 2, . . . , 3.

Thesoft error propagation rate betweenmodules:𝑤
𝑖,𝑗
,

𝑖 = 1, 2, 3. And 𝑗 = 1, 2, 3.

The soft error propagation model on the system level is

[
[
[

[

𝑃 (𝑀
1
)

𝑃 (𝑀
2
)

𝑃 (𝑀
3
)

]
]
]

]

= [𝑆𝑀(1) 𝑆𝑀(2) 𝑆𝑀(3)]

×
[
[

[

1 𝑤
1,2

𝑤
1,3

𝑤
2,1

1 𝑤
2,3

𝑤
3,1

𝑤
3,2

1

]
]

]

.

(12)

The functional failure of the system is

𝑃 = 𝑃 (𝑀
3
) = 𝑆
𝑀(1)

× 𝑤
1,3
+ 𝑆
𝑀(2)

× 𝑤
2,3
+ 𝑆
𝑀(3)

= 𝑆
𝑀(1)

× 𝑤
1,2
× 𝑤
2,3
+ 𝑆
𝑀(2)

× 𝑤
2,3
+ 𝑆
𝑀(3)

.

(13)

5.2. The Accelerated Ground Radiation Experiment. The
accelerated ground radiation experiment was used to study
the response of the system in a real radiation environment.
Both the raw soft error vulnerability and the coupling factor
can be obtained.

A test system was established as shown in Figure 9. The
radiation board was the circuit system to be tested. The
motherboard was the main controller used to monitor the
radiation board, acquire the test data, and transmit it to the
test computer. Other components included the test computer,
digital power supply, and remote control computer. Only
the remote control computer was in the testing room; other
equipmentwas in the radiation room; the radiation board and
motherboard were in the vacuum room.

In order to irradiate the different modules of the circuit at
the same time, four copies of the circuit were implemented, as
shown in Figure 10.The tested modules included the receiver
module, condition FIFO module, and transmitter module,
which are the shaded blocks in the diagram. One copy was
a golden system used to judge the others. The output signals
of each module were monitored; fifo1 1 was the output of
receiver module; fifo1 2 was the output of the condition FIFO
module; SDO was the output of the transmitter module. The
same arrangement was used for the other copies.

The four copies were implemented in an Actel FPGA
A54SX32A, which is an antifuse FPGA. The method of
placement and routing for each copy was based on the area
constraint method [19] so the radiant modules of different
copies could be placed on one side of the device.

The surface package of the A54SX32A was removed
before the experiment. The silicon area of the device was
4mm × 4mm and the irradiation area was 2mm × 4mm.
The heavy ion was Br, and detailed parameters are listed in
Table 1. The heavy ion was provided by the HI-13 Tandem
Accelerator of the Atomic Energy Institute of the Physical
Science Research Institute in Beijing.

The actual test scene is shown in Figure 11, and the
experimental flow was as follows:

(1) Establish the testing system shown in Figures 9 and 11.

(2) Adjust the heavy ion beam; the incident angle
was apeak. The spot area of the beam was about
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Table 1: Parameters of the irradiating ion.

Number Ion Energy
(MeV)

Voltage
(MV)

Surface LET
(MeV⋅cm2/mg)

Range
(𝜇m)

1 Br 290 12.468 65 30.5

Communication controller

70 I/O

Command 
controller

Input
signal

Signal acquisition
and process 

Current
detector

Control
signal

Radiation board

Digital power

Radiation area

HPC

Testing computer

Remote control 
computer

USB

Motherboard (FPGA)

LAN

Radiation area

Irradiation area

12V

LAN (>50m)

Figure 9: Diagram of the test system.

1 cm × 1 cm in size. The flux of the Br ion began at
1 × 10

4 p/cm2/s.
(3) Start the experiment. We operated the remote control

computer to control the testing computer. The test
computer recorded the test results. The number of
data bits was 703840, and 703840/2048 = 343 periods
of the system were covered.

The experimental details are listed in Table 2. Test data for
raw soft error vulnerability and the coupling factor are listed
in Tables 3 and 4, calculated based on (2) and (3).

5.3. Results and Discussion. Based on the radiation experi-
ment, the soft error vulnerability of each module was

�⃗� = {9.495 × 10
−5
, 1.598 × 10

−4
, 1.766 × 10

−5
} . (14)

This indicates the functional failure probability of each
module induced by one heavy ion (Br), on average. As shown
in Table 4, the lower the combinatorial unit/sequential unit
ratio of the module, the higher its soft error vulnerability.

Based on the experiment, as shown in Table 4, 𝑤
1,2

is
the coupling factor between modules 1 and 2 and 𝑤

2,3
is

that between modules 2 and 3. The radiation testing is an
approximate method for ascertaining the coupling factor and
is used because it is almost impossible to change all the inner
node values of a circuit in a real physical system.The soft error
vulnerability of the whole circuit is

𝑃 = 𝑆
𝑀(1)

× 𝑤
1,2
× 𝑤
2,3
+ 𝑆
𝑀(2)

× 𝑤
2,3
+ 𝑆
𝑀(3)

= 2.382 × 10
−4
.

(15)

This represents the output error probability of the circuit
induced by one heavy ion (Br). Based on the results, the soft
error propagation model is a reliable model for evaluating
the functional failure of one system. It is a suitable method
for evaluating the soft error vulnerability of circuit systems in
early design.

6. Conclusion

In order to study SEE soft error propagation in complex
electronic systems and expand relevant knowledge, soft error
propagation based on a cellular automaton was proposed,
and the method of estimating the soft error vulnerability
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Figure 10: Diagram of the testing circuit.

(1)
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(1) The radiation board (2) The motherboard

(3)

(4)

(3) The power line (4) The LAN (connected to
testing computer)

Figure 11: Actual test scene.
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Table 2: Overall experimental details.

Number
Working
frequency
(MHz)

Time
(s)

Total flux
(p/cm2)

Average flux
rate

(p/(cm2⋅s))
1 40 901 18299310 20310

Table 3: Experimental results for the coupling factor.

Number Coupling factor
𝑊
1,2

𝑊
2,3

Accelerated radiation 0.6956 0.9758

Table 4: Soft error vulnerability of each module.

Number Combinatorial unit Sequential unit Combinatorial/sequential
ratio

Number of output
errors

Soft error vulnerability
of the module (errors/p)

M1 31 35 0.8857 139 9.495𝑒
−5

M2 9 37 0.2432 234 1.598𝑒
−4

M3 44 27 1.6296 26 1.766𝑒
−5

of a circuit by employing circuit partitioning and error
propagation was presented.

The basic theory of cellular automaton and analysis of its
applicability was presented. Based on the characteristics of
soft error propagation, the cellular automatonmodelwas pro-
posed and the corresponding cell, cell space, neighborhood
cell, and rule were stated.Themain parameter fault grade and
the fault coupling factor were modeled.

A complex electronic system was modeled as a two-
dimensional cellular automaton. The algorithm was pre-
sented and simulated. Different fault grade jamming sit-
uations and different coupling factors between cells were
simulated. Generally, the number of faulty cells increased
with increasing fault jamming and coupling factors, and
the time required to become steady increased. The soft
error vulnerability of each module and the coupling factors
between modules were determined by accelerated radiation
experiments. A testing systemwas established, and the testing
circuit was implemented in FPGA, with detailed methods
developed to ascertain the parameters. Results of the exper-
iments indicate that the soft error vulnerability of a circuit
is determined by soft error vulnerability of each module and
by the interlink state between modules. The output error
probability of the circuit induced by one heavy ion was
calculated. The sum of the different modules’ corresponding
values contributed to the final output of the system.

This approach highlights error propagation behavior
through the internal modules of a circuit design. Future work
may involve modeling other modern electronic systems to
improve confidence in the generality of the results and further
research on cellular automata, especially regarding the rule of
cellular automata.The results of simulations and experiments
indicate that the method is feasible.
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