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In this paper, the security analysis of a bit-level image chaotic encryption algorithm based on the 1D chaotic map is proposed. The
original image chaotic encryption algorithm includes bit-level permutation encryption, diﬀusion encryption, and linear
transform. Deciphering of it can be divided into two stages. First, bit-level permutation encryption, diﬀusion encryption, and
linear transform can be simpliﬁed into bit-level equivalent permutation encryption and equivalent diﬀusion encryption, which is a
key breakthrough point of cryptanalysis. Second, the chaotic sequence generated by this algorithm is independent of the plaintext
image. Therefore, the equivalent diﬀusion key and the equivalent permutation key can be obtained by chosen-plaintext attack,
respectively. Theoretical analysis and numerical simulation experiment results verify the eﬀectiveness of the analytical method.
Finally, some suggestions are proposed to promote the security of the original image chaotic encryption algorithm.

1. Introduction
With the rapid development of network technology, a large
amount of multimedia information, such as image, voice,
text, and video, needs to be transmitted through the Internet.
Therefore, the security problem becomes an important research subject and attracts more and more attention. Because of some intrinsic properties of images, for example,
bulk data capacity, high redundancy, and strong correlation
of two adjacent pixels, traditional text encryption algorithms
such as AES and DES, which have higher time complicity,
are not suitable for image encryption [1]. Because chaos is
pseudo-random, ergodic, and highly sensitive to initial
values and control parameters, these characteristics can
achieve good confusion and diﬀusion eﬀects and can meet
the basic requirements of cryptography. Therefore, many
image encryption algorithms have been proposed based on
the chaotic map in recent years [1–20].
In 1997, the ﬁrst image chaotic encryption algorithm
based on the permutation-diﬀusion structure is proposed in
[2]. Thereafter, a symmetric image encryption algorithm
based on 3D chaotic cat map is presented in [1]. In 2007, a
new image encryption algorithm based on the permutation-

diﬀusion structure is proposed in [3]. In [4], a novel image
encryption algorithm based on the skew tent chaotic map
and classic permutation-diﬀusion structure is proposed. To
enhance the security of the image chaotic encryption algorithm, some bit-level image chaotic encryption algorithms
are proposed in [5–8]. In addition, many image encryption
schemes based on constructing new chaotic maps are also
proposed in [9–13]. An image chaotic encryption algorithm
based on CHHCS and LBP is proposed in [14], where
CHHCS is used to scramble the plaintext image, while LBP is
considered to diﬀuse the scrambled image in order to change
the values of all pixels. In [15], a color image encryption
algorithm is proposed based on cellular automata and
hyperchaotic system; the main contribution is the application of the hyperchaotic system and nonuniform cellular
automata for robust keys. An image encryption algorithm
utilizing the principles of the Josephus problem and the
ﬁltering technology is developed in [16]. Moreover, some
typical image encryption algorithms based on the chaotic
S-box are proposed in [17–20].
Note that the chaotic encryption schemes proposed in
[1–4, 6–15, 20] adopt the classical permutation-diﬀusion
two-stage encryption structure; security test metrics are
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mainly limited to histogram, correlation analysis, diﬀerential
analysis, key sensitivity test, and so on, which are not enough
to guarantee cryptosystem security. In [21–32], the cryptanalysis literature studies point that many chaotic encryption algorithms have some intrinsic security weaknesses,
which are not robust against chosen-plaintext attack, chosen-ciphertext attack, and conquer attack. In addition, the
chaotic encryption algorithm proposed in [5] adopts permutation-only structure; however, permutation-only is
vulnerable to chosen-plaintext attack given in [33–36]; for
example, according to the chosen-plaintext attack, one can
obtain equivalent permutation keys by choosing several
pairs of plaintext-ciphertext images and then recovering the
corresponding original plaintext image.
This paper re-evaluates the security of a bit-level image
encryption algorithm based on the 1D chaotic map proposed
in [37]. The algorithm adopts a permutation encryptiondiﬀusion encryption-linear transform structure. In the permutation encryption stage, 1D chaotic sequence is generated
by the improved logistic map, and its corresponding index
sequence is used to scramble the plaintext image. In the
diﬀusion encryption stage, 1D diﬀusion sequence is utilized to
diﬀuse the scrambled image. In the linear transform stage, the
ciphertext encrypted by diﬀusion is rotated to the right. The
authors also give the statistical test results of key space,
histogram, correlation of two adjacent pixels, and key sensitivity and claim that the algorithm is secure. However, the
cryptanalysis results in this paper show that the algorithm has
three security vulnerabilities as follows:
(1) The three-stage structure for the permutation encryption-diﬀusion encryption-linear transform of
the original encryption algorithm can be simpliﬁed
to an equivalent permutation encryption-equivalent
diﬀusion encryption two-stage structure
(2) The generated chaotic sequence is independent of the
plaintext image
(3) There is no ciphertext feedback mechanism in the
algorithm
Based on the aforementioned security vulnerabilities, the
equivalent permutation encryption-equivalent diﬀusion
encryption parts of the image chaotic encryption algorithm
proposed in [37] can be cracked separately by the divideand-conquer strategy. Furthermore, the equivalent diﬀusion
key and the equivalent permutation key can be obtained by
chosen-plaintext attack.
The rest of the paper is organized as follows. Section 2
brieﬂy introduces the image chaotic encryption algorithm
under study. Section 3 presents the security analysis. Section
4 gives the numerical simulation experiments. Section 5
proposes some suggestions for improvement. Section 6
concludes the paper.

2. Description of the Original
Encryption Algorithm
In [37], the original encryption algorithm adopts the permutation encryption-diﬀusion encryption-linear transform

three-stage structure. It consists of secret key selection, bitplane decomposition, permutation encryption, diﬀusion
encryption, linear transform, and bit-plane composition, as
shown in Figure 1. In Figure 1, x0 , μ, k, N0 , kd, rp are secret
key parameters, I(i, j) is a 2D plaintext image, B(l) is a 1D
bit-plane decomposition sequence of I(i, j), Q(l) is a 1D
index sequence corresponding to the improved logistic map,
P(l) is a 1D diﬀusion sequence corresponding to the improved logistic map, S(l) is a 1D permutation encryption
sequence of B(l), D(l) is a 1D diﬀusion encryption sequence
of S(l), L(l) is a 1D linear transform sequence of D(l), and
the corresponding ciphertext image of I(i, j) is deﬁned by
C(i, j). Note that I(i, j), C(i, j), and Q(l)are denoted by a
decimal number, and B(l), P(l), S(l), D(l), and L(l) are
denoted by a binary number, where i � 1, 2, . . . , M,
j � 1, 2, . . . , N, l � 1, 2, . . . , 8NM, the size of the 2D
plaintext image is N × M, M is the height, and N is the
width, respectively.
The detailed principle of the chaotic encryption algorithm given by Figure 1 can be described as follows:
(1) Choose the secret key parameters: according to
Figure 1, the chaotic encryption algorithm includes
six secret key parameters x0 , μ, k, N0 , kd, and rp,
where x0 , μ, k, and N0 are initial values and control
parameters of the improved logistic map, kd is a
disturb parameter, and rp is the number of circle
shifts to the right.
(2) Generate the 1D index sequence Q(l) and the 1D
diﬀusion sequence P(l) by using the chaotic sequence: ﬁrst, obtain the 1D chaotic sequence xn (n �
0, 1, 2, . . .) by adopting the improved logistic map
xn+1 � mod((μxn (1− xn ) − (4 − μ)xn (1 − xn ))2k , 1),
where μ ∈ [0, 4], k � 12, and mod denotes module
operation. Then, obtain the 1D index sequence Q(l)
and the 1D diﬀusion sequence P(l) corresponding to
xn [37].
(3) Encrypt the image by using the original encryption
algorithm: the encrypted object may be a color image
or a grayscale image [37]. For the sake of analysis,
here, a plaintext grayscale image of size N × M
resolution is taken as an example to indicate the
encryption process. Suppose that I(i, j) ∈
{0, 1, . . . , 255}(i � 1, 2, . . . , M; j � 1, 2, . . . , N) denotes the 2D plaintext grayscale image, hereinafter
referred to as the 2D plaintext image. The steps for
the original encryption algorithm are shown as
follows:
Step 1: bit-plane decomposition: ﬁrst, convert the 2D
plaintext image I(i, j) ∈ {0, 1, . . . , 255}(i � 1, 2, . . . ,
M; j � 1, 2, . . . , N) into a 1D sequence Z(m) ∈
{0, 1, . . . , 255}(m � 1, 2, . . . , NM) by scanning it
from left to right and up to down. Second, according
to the bit-plane decomposition method, the pixel of
Z(m) can be represented as 8 bit planes, and then
Bv (m) ∈ {0, 1}(m � 1, 2, . . . , NM; v � 1, 2, . . . , 8) is
obtained [38]. Finally, transform Bv (m) into the 1D
sequence B(l)(l � 1, 2, . . . , 8NM) with binary form.
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Figure 1: Block diagram of the permutation encryption-diﬀusion encryption-linear transform three-stage structure.
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Figure 2: Schematic diagram of bit-plane decomposition.

Note that the relationship between Z(m) and Bv (m)
is deﬁned as
8

Z(m) �  Bv (m) × 2v−

1

� B1 (m) × 20 + B2 (m)

v�1
1

(1)

7

× 2 + · · · + B8 (m) × 2 ,

where l � 1, 2, . . . , 8NM and ⊕ denotes the bitwise
XOR operation.
Step 4: linear transform: obtain 1D linear transform
sequence L(l) by circle shifting D(l) to the right with
step rp, given by


where m � 1, 2, . . . , NM. Take a plaintext image of size
N × M � 2 × 2 resolution as an example, and the bitplane decomposition process is shown in Figure 2.
Step 2: bit-level permutation encryption: in Figure 1,
scramble B(l) by using 1D index sequence Q(l) and
obtain the corresponding 1D permutation encryption
sequence S(l), given by
S(l) � B(Q(l)),

(2)

where l � 1, 2, . . . , 8NM.
Step 3: bit-level diﬀusion encryption: in Figure 1,
diﬀuse S(l) by utilizing 1D diﬀusion sequence P(l) and
obtain the corresponding 1D diﬀusion encryption sequence D(l) as
D(l) � P(l) ⊕ S(l),
(3)

L(l + rp) � D(l),

l + rp ≤ 8NM,

L(l + rp − 8NM) � D(l),

l + rp > 8NM,

(4)

where l � 1, 2, . . . , 8NM and rp � 1, 2, . . . , 8NM.
Step 5: bit-plane composition: it is the inverse
process of the bit-plane decomposition. Convert the
1D linear transform sequence L(l)(l � 1, 2, . . . ,
8NM) with binary form into a 2D ciphertext image
C(i, j) ∈ {0, 1, . . . , 255}(i � 1, 2, . . . , M; j � 1, 2, . . . ,
N) with decimal form by utilizing the bit-plane
composition method.
(4) Decrypt the image by using the original decryption
algorithm: decryption is the inverse of encryption.
The plaintext image I(i, j) is recovered from the 2D
ciphertext image C(i, j). Note that the detail relevant
statistical test analysis of the original encryption
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algorithm can be referred from Tables 1–8 of Section
5.2 proposed in [37].

3. Cryptanalysis
3.1. Analysis of Equivalent Permutation Encryption-Equivalent Diﬀusion Encryption. According to Figure 1, the chaotic
encryption algorithm adopts the permutation encryptiondiﬀusion encryption-linear transform three-stage structure,
which can be simpliﬁed into its corresponding equivalent
permutation encryption-equivalent diﬀusion encryption
two-stage structure. From equation (4), one gets the diagram
of linear transform between L(l) and D(l), as shown in
Figure 3.
From Figure 3, one gets
⎪
⎧
L(rp + 1) � D(1),
⎪
⎪
⎪
⎪
⎪
L(rp + 2) � D(2),
⎪
⎪
⎪
⎪
⎪
⎪
······,
⎪
⎪
⎪
⎪
⎪
⎨ L(8NM) � D(8NM − rp),
⎪
⎪
L(1) � D(8NM − rp + 1),
⎪
⎪
⎪
⎪
⎪
⎪ L(2) � D(8NM − rp + 2),
⎪
⎪
⎪
⎪
⎪
······,
⎪
⎪
⎪
⎪
⎩ L(rp) � D(8NM).

(5)

Proof. The equivalence is proved by comparing the threelevel encryption as shown in Figure 1 with the two-level
encryption as shown in Figure 4.
(1) From Figure 1 and equations (6) and (7), the result of
the permutation encryption-diﬀusion encryptionlinear transform is given by

� D(l),
� S(l) ⊕ P(l),

(8)

� B(Q(l)) ⊕ P(l) .
(2) According to Figure 4 and equation (2), the result of
equivalent permutation encryption is given by

(6)

where ℓ � 1, 2, . . . , 8NM and l � 1, 2, . . . , 8NM.
From equation (6), one gets the relationship between
coordinate l before linear transform and coordinate ℓ after
linear transform as
ℓ � mod((l + rp), 8NM).

Proposition 1. Equivalent permutation encryption-equivalent diﬀusion encryption two-stage structure, as shown in
Figure 4, is equivalent to the permutation encryption-diﬀusion encryption-linear transform three-stage structure as
shown in Figure 1.

L(ℓ) � L(mod((l + rp), 8NM)),

According to equation (5), its general iterative form is
given by
L(l) � L(mod((l + rp), 8NM)) � D(l),

B(ℓ), P′ (ℓ), S′ (ℓ), and L(ℓ) are denoted by a binary number,
where
ℓ � 1, 2, . . . , 8NM,
i � 1, 2, . . . , M,
and
j � 1, 2, . . . , N.

(7)

Note that when l � 8NM − rp, ℓ � 8NM.
In the image chaotic encryption algorithm, permutation
encryption-diﬀusion encryption is a general two-stage encryption algorithm. However, the algorithm, as shown in
Figure 1, is a permutation encryption-diﬀusion encryptionlinear transform three-stage structure. For the sake of
cryptanalysis, according to equations (2) and (3) with
equations (6) and (7), one can simplify the three-stage
structure of Figure 1 to its corresponding equivalent permutation encryption-equivalent diﬀusion encryption twostage structure, as shown in Figure 4.
In Figure 4, Q′ (ℓ) � Q′ (mod((l + rp), 8NM)) � Q(l)
represents the 1D equivalent index sequence by shifting Q(l)
to the right of size rp, P′ (ℓ) � P′ (mod((l + rp), 8NM)) �
P(l) represents the 1D equivalent diﬀusion sequence
through rotating P(l) to the right of size rp,
S′ (ℓ) � B(Q′ (ℓ)) represents the 1D sequence obtained by
equivalent permutation encryption of B(ℓ) with Q′ (ℓ),
L(ℓ) � S′ (ℓ) ⊕ P′ (ℓ) represents the 1D sequence obtained by
equivalent diﬀusion encryption of S′ (ℓ) with P′ (ℓ), I(i, j),
C(i, j), and Q′ (ℓ) are denoted by a decimal number, and

S′ (ℓ) � B Q′ (ℓ),
� B(Q(ℓ)).

(9)

Similarly, from Figure 4 with equation (9), the result of
diﬀusion encryption is given by
L(ℓ) � S′ (ℓ) ⊕ P′ (ℓ),
� B Q′ (ℓ) ⊕ P′ (ℓ),

(10)

� B(Q(ℓ)) ⊕ P(l).
Comparing equation (8) with (10), it can be seen that
the results of the permutation encryption-diﬀusion encryption-linear transformation three-level structure are
equal to those of the equivalent permutation encryptionequivalent diﬀusion encryption two-level structure. The
proof is completed.
According to Figure 4, Q′ (ℓ) is the 1D equivalent index
sequence expressed in the decimal number, and P′ (ℓ) is the
1D equivalent diﬀusion sequence expressed in the binary
number. Therefore, the problem of deciphering key parameters x0 , μ, k, N0 , kd, and rp in the original chaotic
encryption algorithm can be solved by chosen-plaintext
attack and transforming it into solving the 1D equivalent
index sequence Q′ (ℓ) and the 1D equivalent diﬀusion sequence P′ (ℓ).
□
3.2. Deciphering 1D Equivalent Diﬀusion Sequence
P′ (ℓ)(ℓ � 1, 2, . . . , 8NM). According to chosen-plaintext
attack, ﬁrst, choose a full zero 2D plaintext image as
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Table 1: Information entropy of some encrypted images.
Image
Lena
Flower
Greens
Koala

R
7.314029
7.743743
7.743528
7.894208

Original image
G
7.639443
7.130098
7.468523
7.849115

B
7.050612
6.854102
5.834117
7.82162

R
7.997213
7.997215
7.997192
7.997036

Encrypted image
G
7.997199
7.997182
7.997333
7.996995

B
7.997233
7.99711
7.997374
7.997507

Table 2: Information entropy performance.
Image
Lena

R
7.9972

Proposal
G
7.9972

B
7.9972

R
7.9974

Li et al. [39]
G
7.9970

B
7.9971

Table 3: Correlation coeﬃcient of some encrypted images in the R channel.
Image
Lena
Flower
Greens
Koala
Back
Leaf
Bird
Cup

Vertical
0.9239
0.9563
0.9758
0.9078
0.9178
0.8865
0.9494
0.9526

Original image
Horizontal
0.9567
0.9542
0.9789
0.9051
0.9086
0.8577
0.9426
0.9454

Diagonal
0.8888
0.9238
0.9622
0.8687
0.8661
0.7798
0.9212
0.9092

Vertical
− 0.0024
0.0025
− 0.0007
0.0016
− 0.0036
− 0.0074
− 0.0089
0.0001

Encrypted image
Horizontal
0.0035
− 0.0017
0.0103
0.0021
− 0.0071
− 0.0003
− 0.0009
0.0009

Diagonal
0.0014
− 0.0037
0.0047
0.0039
− 0.0019
0.0007
− 0.0004
− 0.0017

Li et al. [39]
Horizontal
− 0.0127
− 0.0075
− 0.0007

Diagonal
0.0060
− 0.0078
0.0026

UACI (%)
G
33.3356
33.5063
33.4685
33.4637
33.3744
33.6032
33.4532
33.4557

B
33.4044
33.4894
33.515
33.3583
33.5597
33.5455
33.2876
33.4035

Table 4: Correlation coeﬃcient performance.
Channel
R
G
B

Vertical
− 0.0024
− 0.0008
− 0.0033

Proposal
Horizontal
0.0035
0.0007
− 0.0028

Diagonal
0.0014
0.0008
0.0014

Vertical
0.0067
− 0.0068
0.0018

Table 5: The mean NPCR and UACI of some encrypted images.
Image
Lena
Flower
Greens
Koala
Back
Leaf
Bird
Cup

R
99.6124
99.5682
99.6201
99.6201
99.6811
99.6414
99.5956
99.6338

NPCR (%)
G
99.6277
99.6384
99.6246
99.6002
99.6368
99.6048
99.6246
99.5956

B
99.6399
99.617
99.6231
99.585
99.617
99.6048
99.559
99.6124

I(0) (i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . , N), and its corresponding 2D ciphertext image is denoted by
C(0) (i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . , N). Then, using the
obtained I(0) (i, j), C(0) (i, j) as a known condition, one
further gets the corresponding 1D equivalent diﬀusion sequence P′ (ℓ)(ℓ � 1, 2, . . . , 8NM). In addition, the attack
complexity contains data complexity and time complexity.

R
33.5715
33.5319
33.4527
33.5346
33.4485
33.5595
33.2906
33.3025

Therefore, the data complexity of the proposed deciphering
1D equivalent diﬀusion sequence P′ (ℓ) is O(1).
The speciﬁc approach for deciphering the 1D equivalent
diﬀusion sequence P′ (ℓ)(ℓ � 1, 2, . . . , 8NM) is as follows:
(1) Choose a full zero 2-D plaintext image as I(0) (i, j); its
corresponding 1D bit-plane decomposition sequence
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Table 6: The NPCR and UACI performance.
NPCR (%)
G
99.6277
99.6134

R
99.6124
99.6124

Proposal
Li et al. [39]

B
99.6399
99.6192

UACI (%)
G
33.3356
33.5232

R
33.5715
33.4438

B
33.4044
33.5010

Table 7: The PSNR of some encrypted images.
Data loss
Noise attack

Lena
45.8046
52.9234

Flower
45.4999
52.8497

Greens
45.5328
52.9709

Koala
45.7227
52.9123

Back
45.6335
52.8472

Leaf
45.4982
53.1511

Bird
45.7684
53.0019

Cup
45.5385
52.6502

Table 8: The PSNR performance.
Proposal
45.8046
52.9234

Data loss
Noise attack

D (l) D (8NM – rp + 1) D (8NM – rp + 2)

L (l)

L (1)

L (2)

Pak and Huang [13]
47.4199
48.17702

...

D (8NM)

D (1)

...

...

L (rp)

L (rp + 1)

...

D (8NM – rp)

L (8NM)

Figure 3: Diagram of linear transform between L(l) and D(l).
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diffusion sequence
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permutation encryption

L ()
Equivalent
diffusion encryption
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Figure 4: Block diagram of the two-stage structure for equivalent permutation-diﬀusion encryption.

is B(0) (ℓ). According to chosen-plaintext attack, one
obtains a 2D ciphertext image C(0) (i, j) corresponding to I(0) (i, j), and its corresponding 1D bitplane decomposition sequence is C(0) (ℓ). Then, one
further gets the 1D ciphertext sequence L(0) (ℓ)
corresponding to C(0) (ℓ) such that
L(0) (ℓ) � C(0) (ℓ),

(11)

where I(0) (i, j) and C(0) (i, j) are denoted by the
decimal number and B(0) (ℓ), C(0) (ℓ), and L(0) (ℓ)are
denoted by the binary number, respectively.

(2) According to equation (10), one has
L(0) (ℓ) � B(0) Q′ (ℓ) ⊕ P′ (ℓ),

(12)

where Q′ (ℓ) is denoted by the decimal number.
Since all pixels of I(0) (i, j) are zero, the corresponding 1D bit-plane decomposition sequence
satisﬁes B(0) (ℓ) � 0. After performing equivalent
permutation encryption operation, B(0) (Q′ (ℓ)) �
B(0) (ℓ) � 0 also holds.
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(3) According to equations (11) and (12) with
B(0) (Q′ (ℓ)) � 0, one gets the 1D equivalent diﬀusion
sequence P′ (ℓ), given by
P′ (ℓ) � L(0) (ℓ) � C(0) (ℓ),

(13)

where ℓ � 1, 2, . . . , 8NM and P′ (ℓ) is denoted by the binary
number.
3.3. Deciphering 1D Equivalent Index Sequence
Q′ (ℓ) � (ℓ � 1, 2, . . . , 8NM). After deciphering the 1D
equivalent diﬀusion sequence P′ (ℓ) � (ℓ � 1, 2, . . . , 8MN),
the original equivalent permutation encryption-equivalent
diﬀusion encryption two-stage structure is simpliﬁed to the
equivalent permutation-only encryption one-stage structure. On this basis, one can further choose n � (log2
(8NM) plaintext images as I〈q〉 (i, j)(i � 1, 2, . . . , M;
j � 1, 2, . . . , N; q � 1, 2, . . . , n), obtain the corresponding
ciphertext images as C〈q〉 (i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . ,
N; q � 1, 2, . . . , n), and decipher the 1D equivalent index
sequence Q′ (ℓ)(ℓ � 1, 2, . . . , 8NM) by using both 2D
plaintext images I〈q〉 (i, j) and the corresponding 2D ciphertext images C〈q〉 (i, j). Therefore, the corresponding
data complexity of deciphering the 1D equivalent index
sequence Q′ (ℓ) is O(log(NM)).
The speciﬁc approach for deciphering the 1D equivalent
index sequence Q′ (ℓ)(ℓ � 1, 2, . . . , 8NM) is as follows:
(1) Choose n 2D plaintext images I〈q〉 (i, j)(q � 1, 2, . . . ,
n), obtain the corresponding 1D bit-plane decomposition sequence B〈q〉 (ℓ)(q � 1, 2, . . . , n), and get
the 2D ciphertext images C〈q〉 (i, j)(q � 1, 2, . . . , n)
corresponding to I〈q〉 (i, j). Then, by using C〈q〉 (i,
j)(q � 1, 2, . . . , n), the 1D ciphertext sequence
L〈q〉 (ℓ) (q � 1, 2, · · · , n) can be ﬁnally determined.
(2) On the basis of acquiring B〈q〉 (ℓ), L〈q〉 (ℓ), and P′ (ℓ),
according to equation (10), corresponding
〈q〉
Q′ (ℓ)(q � 1, 2, . . . , n) is obtained by
〈q〉

L〈q〉 (ℓ) � B〈q〉 Q′ (ℓ) ⊕ P′ (ℓ),
〈q〉

⇒B〈q〉 Q′ (ℓ) � L〈q〉 (ℓ) ⊕ P′ (ℓ),
− 1

〈q〉

− 1

⇒B〈q〉  B〈q〉 Q′ (ℓ) � B〈q〉  L〈q〉 (ℓ) ⊕ P′ (ℓ),
〈q〉

− 1

⇒Q′ (ℓ) � B〈q〉  L〈q〉 (ℓ) ⊕ P′ (ℓ),

q � 1, 2, . . . , n,

(14)
where (B〈q〉 )− 1 denotes the inverse operation of B〈q〉
〈q〉
and Q′ (ℓ) is denoted by the binary number.
〈q〉
(3) According to Q′ (ℓ), one gets the 1D equivalent
index sequence Q′ (ℓ) as

n

Q′ (ℓ) �  Q′

〈q〉

(ℓ) × 2q− 1 + 1,

(15)

q�1

where ℓ � 1, 2, . . . , 8NM and Q′ (ℓ) is denoted by the
decimal number.

4. Numerical Simulation Experiments
In our numerical simulation experiments, grayscale images
of Lena, Baboon, and Pepper and RGB color images of Lena,
Baboon, and Pepper are taken as six examples, where the size
of the images is N × M � 256 × 256. The secret keys are set
as x0 � 0.34, μ � 2.56, k � 12, N0 � 1000, k d � 654321, and
rp � 1000. Simulation experiments are operated on MATLAB R2017a running on the desktop computer with Intel(R)
Core(TM) i7-7700 CPU @3.60 GHz, 16 GB RAM, and the
operation system is Windows 7.
4.1. Breaking Results for Grayscale Images Using ChosenPlaintext Attack
(1) According to chosen-plaintext attack, choose a full
zero 2D plaintext image I(0) (i, j), and the corresponding ciphertext image is C(0) (i, j), as shown in
Figure 5.
Based on I(0) (i, j) and C(0) (i, j), one obtains their
corresponding 1D bit-plane decomposition sequences B(0) (ℓ)(ℓ � 1, 2, . . . , 524288) and C(0) (ℓ)
(ℓ � 1, 2, . . . , 524288), respectively, and gets the 1D
ciphertext sequence L(0) (ℓ)(ℓ � 1, 2, . . . , 524288)
corresponding to C(0) (ℓ)(ℓ � 1, 2, . . . , 524288).
Then, according to equations (11)–(13), one further
deciphers the 1D equivalent diﬀusion sequence
P′ (ℓ)(ℓ � 1, 2, . . . , 524288), given by
P′ (1), P′ (2), . . . , P′ (524288)
� [1, 1, 0, 1, 0, 0, 1, 1, 0, 1, . . . , 0, 0, 1, 1, 1, 1, 1, 1, 1, 1].

(16)

(2) Let n � log2 (8NM) � 19. According to chosenplaintext attack, by choosing 19 special 2D plaintext
images I〈q〉 (i, j)(q � 1, 2, . . . , 19), one obtains the
corresponding 1D bit-plane decomposition sequences B〈q〉 (ℓ)(q � 1, 2, . . . , 19), 2D ciphertext
images C〈q〉 (i, j)(q � 1, 2, . . . , 19), and L〈q〉 (ℓ)
(q � 1, 2, . . . , 19), respectively. Moreover, in our
numerical simulation experiments, 2D images with
the size of 8N × M � 2048 × 256 resolution are
adopted to represent 1D sequences B〈q〉 (ℓ) and
L〈q〉 (ℓ), as shown in Figure 6.
After obtaining B〈q〉 (ℓ), L〈q〉 (ℓ), and P′ (ℓ), from
〈q〉
equation (14), the 1D sequences Q′ (ℓ)(ℓ � 1, 2,
. . . , 524288; q � 1, 2, . . . , 19) can be deciphered as
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〈1〉
〈1〉
〈1〉
⎧
⎪
Q′ (1), Q′ (2), . . . , Q′ (524288) � [1, 1, 1, 1, 1, 1, 1, 0, 1, 0, . . . , 1, 1, 0, 1, 1, 1, 1, 0, 0, 0],
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎨ Q′〈2〉 (1), Q′〈2〉 (2), . . . , Q′〈2〉 (524288) � [0, 1, 0, 0, 1, 1, 0, 0, 1, 0, . . . , 0, 1, 1, 1, 0, 0, 1, 1, 0, 1],
⎪
⎪
⎪
······,
⎪
⎪
⎪
⎪
⎪
⎩ Q′〈19〉 (1), Q′〈19〉 (2), . . . , Q′〈2〉 (524288) � [0, 1, 0, 0, 1, 1, 1, 0, 0, 0, . . . , 1, 0, 0, 0, 0, 0, 0, 0, 0, 0].

(17)

〈q〉

Based on obtained Q′ (ℓ)(ℓ � 1, 2, . . . , 524288;
q � 1, 2, . . . , 19), according to equation (15), the 1D
equivalent diﬀusion sequence Q′ (ℓ)(ℓ � 1, 2, . . . ,
524288) can also be deciphered, which is given by

I �

Q′ (1), Q′ (2), . . . , Q′ (524288)

C �

19

〈q〉

⎢
⎣  Q′
�⎡

19

(1) × 2q− 1 + 1,  Q′

q�1

〈q〉

(2) × 2q−

q�1
19

〈q〉

+ 1, . . . ,  Q′

84 180
86 183
110

,

1

234 175

(19)
.

1

(18)

(524288) × 2q− 1 + 1⎥⎦⎤,

q�1

� [71746, 421934, . . . 153983].
(3) By utilizing the deciphered 1D equivalent diﬀusion
sequence P′ (ℓ)(ℓ � 1, 2, . . . , 524288) and the 1D
equivalent index sequence Q′ (ℓ)(ℓ � 1, 2, . . . ,
524288), the plaintext grayscale images can be recovered, as shown in Figure 7. Note that Figures 7(e),
7(j), and 7(o) show that the original plaintext
grayscale images and the recovered plaintext grayscale images are equal, concluding that the proposed
attack scheme is eﬀective.
4.2. Breaking Results for RGB Color Images Using ChosenPlaintext Attack. Similarly, according to the proposed attack
method in Sections 3.2 and 3.3, the breaking experiments are
carried on the RGB color images of Lena, Baboon, and
Pepper with the size of N × M � 256 × 256. Note that, as for
the RGB color images of the same size, the number of
plaintext images and the corresponding ciphertext images
required to crack the permutation-only process is
log2 (24NM) � 21 because the total size of RGB color
images is 3 × 256 × 256. Hence, according to chosenplaintext attack, one reveals the recovered RGB color images,
as shown in Figure 8. Note that Figures 8(e), 8(j), and 8(o)
show that the original plaintext RGB color images and the
recovered plaintext RGB color images are equal.
4.3. A Simple Numerical Example. In order to demonstrate
the eﬀectiveness of the cryptanalysis, one provides a simple
numerical example.
Suppose that a plaintext grayscale image of size N × M �
2 × 2 is set as an example, which is denoted by
I(i, j)(i � 1, 2; j � 1, 2). Then, one obtains the corresponding ciphertext image represented by C(i, j)(i � 1, 2; j � 1, 2)
through utilizing the original encryption algorithm. Moreover, let I(i, j) and C(i, j) be

Suppose that I(i, j) is unknown, and IR (i, j) represents
the recovered plaintext grayscale image from the ciphertext
image C(i, j). The steps for obtaining IR (i, j) by using the
proposed chosen-plaintext attack scheme are given as
follows:
(1) According to chosen-plaintext attack, choose a full
zero plaintext image as I(0) (i, j), and the corresponding ciphertext image is C(0) (i, j), which are
given by
I(0) � 
C

(0)

�

0 0
0 0

,

24 42
37 235

(20)
.

Then, based on equations (19) and (20), one gets their
corresponding 1D bit-plane decomposition sequences
B(0) (ℓ)(ℓ � 1, 2, . . . , 32) and C(0) (ℓ)(ℓ � 1, 2, . . . , 32) ,
respectively, and gets the 1D ciphertext sequence
L(0) (ℓ) (ℓ � 1, 2, · · · , 32)
corresponding
to
C(0) (ℓ)(ℓ � 1, 2, . . . , 32) . Then, according to equations
(11)–(13), one further deciphers the 1D equivalent
diﬀusion sequence P′ (ℓ)(ℓ � 1, 2, . . . , 32) , which is
denoted by
P′ (1), P′ (2), . . . , P′ (32)
� [0, 1, 0, 1, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 0, 0,

(21)

1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 1].
(2) Given n � log2 (8 × 2 × 2) � 5. According to chosen-plaintext attack, by choosing 5 special 2D
plaintext images I〈q〉 (i, j)(q � 1, 2, . . . , 5), one obtains the corresponding 1D bit-plane decomposition
sequences B〈q〉 (ℓ)(q � 1, 2, . . . , 5), 2D ciphertext
images C〈q〉 (i, j)(q � 1, 2, . . . , 5), and 1D ciphertext
sequences L〈q〉 (ℓ)(q � 1, 2, . . . , 5), respectively. Besides, the mathematical expressions of B〈q〉 (ℓ) and
L〈q〉 (ℓ)are represented by
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(a)

(b)

Figure 5: (a) Zero 2D plaintext image I(0) (i, j) and (b) its corresponding 2D ciphertext image C(0) (i, j).
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Figure 6: Continued.
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(b10)
(j)
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(b11)
(k)

(a12)

(b12)
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(a13)

(b13)
(m)

(a14)

(b14)
(n)

(a15)

(b15)
(o)

(a16)

(b16)
(p)

(a17)

(b17)
(q)
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(s)

Figure 6: 2D images B〈1〉 (ℓ)–B〈19〉 (ℓ) and L〈1〉 (ℓ)–L〈19〉 (ℓ) with a size of 8N × M resolution.
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B〈1〉 (1), B〈1〉 (2), . . . , B〈1〉 (32) � [0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1],
⎧
⎪
⎪
⎪
⎪
⎪
⎪
B〈2〉 (1), B〈2〉 (2), . . . , B〈2〉 (32) � [0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1],
⎪
⎪
⎨
B〈3〉 (1), B〈3〉 (2), . . . , B〈3〉 (32) � [0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1],
⎪
⎪
⎪
⎪
〈4〉
〈4〉
〈4〉
⎪
⎪
⎪ B (1), B (2), . . . , B (32) � [0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1],
⎪
⎩ 〈5〉
B (1), B〈5〉 (2), . . . , B〈5〉 (32) � [0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1],

(22)

L〈1〉 (1), L〈1〉 (2), . . . , L〈1〉 (32) � [0, 1, 1, 1, 1, 0, 1, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0],
⎧
⎪
⎪
⎪
⎪
⎪
⎪ L〈2〉 (1), L〈2〉 (2), . . . , L〈2〉 (32) � [0, 0, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 1, 1],
⎪
⎨
L〈3〉 (1), L〈3〉 (2), . . . , L〈3〉 (32) � [0, 1, 0, 1, 1, 1, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 0, 0],
⎪
⎪
⎪
⎪
⎪
L〈4〉 (1), L〈4〉 (2), . . . , L〈4〉 (32) � [0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 1, 0, 0, 0, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0],
⎪
⎪
⎩ 〈5〉
L (1), L〈5〉 (2), . . . , L〈5〉 (32) � [0, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 1, 0, 1, 1].

(23)

(3) Based on equations (21) and (22), one deciphers the
〈q〉
1D sequences Q′ (ℓ) as

〈1〉
〈1〉
〈1〉
⎪
⎧
Q′ (1), Q′ (2), · · · , Q′ (32) � [0, 0, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1],
⎪
⎪
⎪
⎪
⎪
⎪
⎪
〈2〉
〈2〉
〈2〉
⎪
⎪
Q′ (1), Q′ (2), · · · , Q′ (32) � [0, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 1, 0],
⎪
⎪
⎪
⎪
⎪
⎨
〈3〉
〈3〉
〈3〉
Q′ (1), Q′ (2), · · · , Q′ (32) � [0, 0, 0, 0, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 1, 0, 0, 1],
⎪
⎪
⎪
⎪
⎪
⎪
〈4〉
〈4〉
〈4〉
⎪
⎪
Q′ (1), Q′ (2), · · · , Q′ (32) � [0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 1, 0, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1],
⎪
⎪
⎪
⎪
⎪
⎪
⎪
⎩ Q′〈5〉 (1), Q′〈5〉 (2), · · · , Q′〈5〉 (32) � [0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 0, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 1, 1, 0, 1, 1, 0, 1, 0].

(4) According to equations (15) and (24), one reveals the
1D equivalent index sequence Q′ (ℓ), given by

(24)

[B (1), B (2), . . . , B (32)]

′

′

′

� [0, 0, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, (27)
Q′ (1), Q′ (2), . . . , Q′ (32)

1, 1, 1, 1, 0, 0, 0, 0, 1, 1].

� [1, 19, 20, 27, 6, 31, 11, 16, 4, 12, 3, 8, 5, 17, 25, 15, 26, 13,
2, 29, 10, 22, 18, 30, 32, 24, 7, 23, 21, 9, 28, 14].
(25)
(5) First, by using the obtained 1D equivalent diﬀusion
sequence P′ (ℓ), rediﬀuse the 1D diﬀusion sequence
L(ℓ) corresponding to the ciphertext image C(i, j).
The 1D equivalent permutation encryption sequence
S′ (ℓ) is deciphered as
S′ (1), S′ (2), . . . , S′ (32)
� [0, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 1, 0, 1, 0, 0, 0, 1,

(26)

0, 1, 0, 1, 1, 0, 1, 0, 1, 0, 0].
Then, rescramble S′ (ℓ) by utilizing the 1D equivalent
index sequence Q′ (ℓ), and the 1D bit-plane decomposition sequence B (ℓ) is given by

′

Finally, according to the bit-plane composition principle, B′(ℓ)is converted into 2D plaintext image IR (i, j), that
is, one recovered plaintext grayscale image IR (i, j) from the
ciphertext image C(i, j) is
84 180
IR � 
(28)
.
86 183
According to equations (19) and (28), one obtains that
IR � I. Therefore, the proposed chosen-plaintext attack
scheme has been veriﬁed through the above examples.
4.4. Attack Complexity and Time. According to above
analysis, as for the grayscale images with the size of N × M,
one gets that deciphering the 1D equivalent diﬀusion sequence P′ (l) and the 1D equivalent index sequence Q′ (l)
only require (1 + log2 (8NM) plaintext images and the
corresponding ciphertext images without any known keys.
Therefore, the total data complexity is O(log(NM)), which
represents a logarithmic level complexity. Moreover, the
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(a)

(b)

(c)

(d)

(e)
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(g)

(h)

(i)

(j)

(k)

(l)

(m)

(n)
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Figure 7: Original images, ciphertext images, recovered permutated images, recovered images, and diﬀerence images of grayscale images of
Lena, Baboon, and Pepper. (a) Lena original grayscale image. (b) Lena ciphertext image. (c) Lena recovered permutated image. (d) Lena
recovered image. (e) Lena diﬀerence image. (f ) Baboon original grayscale image. (g) Baboon ciphertext image. (h) Baboon recovered
permutated image. (i) Baboon recovered image. (j) Baboon diﬀerence image. (k) Pepper original grayscale image. (l) Pepper ciphertext
image. (m) Pepper recovered permutated image. (n) Pepper recovered image. (o) Pepper diﬀerence image.

breaking time is 12.18 seconds by utilizing our proposed
schemes. As for the RGB color images with the size of
N × M, the total data complexity is O(log(NM)). Besides,
the breaking time is 40.3 seconds by utilizing our proposed schemes, respectively. Consequently, the experiment results show that the cracking method is both
eﬀective and eﬃcient, where it has lower running time and
attack complexity.

5. Suggestions for Improvement
According to the security defects of the original image
chaotic encryption algorithm, the suggestions for improvement are given as follows:
(1) In the permutation encryption structure, one can
construct the combination of key stream parameters
and the characters of the plaintext image, such as all
pixels’ sum, average, and hash value of the plaintext
information, where the equivalent permutation keys
can be avoided.

(2) In the diﬀusion encryption structure, one could add
some nonlinear diﬀusion encryption techniques
such as S-box and ciphertext feedback mechanism to
enhance the combination of plaintext, keys, and
ciphertext and further promote the security of the
original encryption algorithm. Moreover, one can
suggest building the combination of the circle shift
parameter and the diﬀusion encryption results to
avoid the equivalent diﬀusion keys.
(3) One can suggest that the multiple-round encryption
algorithm is proposed to improve the security based
on the higher eﬃciency.
(4) One can check the randomness of chaotic sequences.
The periods of chaotic sequences obtained by iterating the logistic map in the digital computer are
rigorously analysed in [39] and further lead to the
dynamic degradation of chaotic maps. Moreover, the
randomness of chaotic sequences aﬀects the security
of the encryption algorithm. Therefore, it is necessary to check the randomness of chaotic sequences
from the perspective of cryptanalysis.
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(a)

(b)
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Figure 8: Original images, ciphertext images, recovered permutated images, recovered images, and diﬀerence images of RGB color images
of Lena, Baboon, and Pepper. (a) Lena original RGB color image. (b) Lena ciphertext image. (c) Lena recovered permutated image. (d) Lena
recovered image. (e) Lena diﬀerence image. (f ) Baboon original RGB color image. (g) Baboon ciphertext image. (h) Baboon recovered
permutated image. (i) Baboon recovered image. (j) Baboon diﬀerence image. (k) Pepper original RGB color image. (l) Pepper ciphertext
image. (m) Pepper recovered permutated image. (n) Pepper recovered image. (o) Pepper diﬀerence image.

6. Conclusions

Data Availability

In this paper, the chaotic cryptosystem with the three-level
structure of permutation encryption, diﬀusion encryption, and
linear transformation is analysed. Simplifying the three-level
encryption structure of a chaotic cipher into the two-level encryption structure of equivalent permutation encryption and
equivalent diﬀusion encryption is the key point to solve the
security analysis problem. In addition, because the chaotic cipher
algorithm belongs to an open-loop structure and lacks the ciphertext feedback mechanism, the generated chaotic sequence
has nothing to do with the plaintext image, so the equivalent key
method can be used to decipher it. The results of theoretical
analysis and numerical simulation show that, as for the grayscale
images and RGB color images of size NM, by utilizing the
chosen-plaintext attack method, the equivalent diﬀusion key and
equivalent permutation key can be obtained by choosing only
(1 + log2 (8NM) and (1 + log2 (24NM) plaintext images and the corresponding ciphertext images; thus, the original
algorithm can be deciphered successfully. Finally, some suggestions are presented to improve the security of the original
image chaotic encryption algorithm. Furthermore, the paper sets
up a good example framework for security analysis of bit-level
chaotic cryptosystems.

The data and code used to support the ﬁndings of this study
are available from the corresponding author upon request.

Conflicts of Interest
The authors declare that there are no conﬂicts of interest
regarding the publication of this paper.

Acknowledgments
This work was supported by the National Key Research and
Development Program of China (no. 2016YFB0800401) and
the National Natural Science Foundation of China (nos.
61532020 and 61671161).

References
[1] G. Chen, Y. Mao, and C. K. Chui, “A symmetric image encryption scheme based on 3D chaotic cat maps,” Chaos
Solitons & Fractals, Solitons & Fractals, vol. 21, no. 3,
pp. 749–761, 2004.
[2] J. Fridrich, “Image encryption based on chaotic maps,” in
Proceedings of the 1997 IEEE International Conference on

14

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

Mathematical Problems in Engineering
systems, Man, and Cybernetics. Computational Cybernetics
and Simulation, vol. 2, pp. 1105–1110, Orlando, FL, USA,
October 1997.
T. Gao and Z. Chen, “A new image encryption algorithm
based on hyper-chaos,” Physics Letters A, vol. 372, no. 4,
pp. 394–400, 2008.
G. Zhang and Q. Liu, “A novel image encryption method
based on total shuﬄing scheme,” Optics Communications,
vol. 284, no. 12, pp. 2775–2780, 2011.
C. Fu, B. Lin, Y.-S. Miao, X. Liu, and J.-J. Chen, “A novel
chaos-based bit-level permutation scheme for digital image
encryption,” Optics Communications, vol. 284, no. 23,
pp. 5415–5423, 2011.
Z. Zhu, W. Zhang, K. W. Wong, and H. Yu, “A chaos-based
symmetric image encryption scheme using a bit-level permutation,” Information Sciences, vol. 181, no. 6,
pp. 1171–1186, 2011.
A. Shaﬁque and J. Shahid, “Novel image encryption cryptosystem based on binary bit planes extraction and multiple
chaotic maps,” The European Physical Journal Plus, vol. 133,
no. 8, pp. 1–16, 2018.
X. Chai, Z.-H. Gan, K. Yuan, Y. Lu, and Y.-R. Chen, “An
image encryption scheme based on three-dimensional
Brownian motion and chaotic system,” Chinese Physics B,
vol. 26, no. 2, Article ID 0205, 2017.
Y. Zhou, L. Bao, and C. L. Philip Chen, “A new 1D chaotic
system for image encryption,” Signal Processing, vol. 97,
pp. 172–182, 2014.
B. Norouzi, S. Mirzakuchaki, S. M. Seyedzadeh, and
M. R. Mosavi, “A simple, sensitive and secure image encryption algorithm based on hyper-chaotic system with only
one round diﬀusion process,” Multimedia Tools and Applications, vol. 71, no. 3, pp. 1469–1497, 2014.
Z. Hua and Y. Zhou, “Image encryption using 2D Logisticadjusted-Sine map,” Information Sciences, vol. 339, pp. 237–
253, 2016.
Z. Hua, Y. Zhou, and H. Huang, “Cosine-transform-based
chaotic system for image encryption,” Information Sciences,
vol. 480, pp. 403–419, 2019.
C. Pak and L. Huang, “A new color image encryption using
combination of the 1D chaotic map,” Signal Processing,
vol. 138, pp. 129–137, 2017.
H. Zhu, X. Zhang, H. Yu, C. Zhao, and Z. Zhu, “An image
encryption algorithm based on compound homogeneous
hyper-chaotic system,” Nonlinear Dynamics, vol. 89, no. 1,
pp. 61–79, 2017.
A. Yaghouti Niyat, M. H. Moattar, and M. Niazi Torshiz,
“Color image encryption based on hybrid hyper-chaotic
system and cellular automata,” Optics and Lasers in Engineering, vol. 90, no. 3, pp. 225–237, 2017.
Z. Hua, B. Xu, F. Jin, and H. Huang, “Image encryption using
Josephus problem and ﬁltering diﬀusion,” IEEE Access, vol. 7,
pp. 8660–8674, 2019.
S. Zhu, G. Wang, and C. Zhu, “A secure and fast image
encryption scheme based on double chaotic S-boxes,” Entropy, vol. 21, no. 8, p. 790, 2019.
Q. Lu, C. Zhu, and X. Deng, “An eﬃcient image encryption
scheme based on the LSS chaotic map and single S-box,” IEEE
Access, vol. 8, pp. 25664–25678, 2020.
B. Idrees, S. Zafar, T. Rashid, and W. Gao, “Image encryption
algorithm using S-box and dynamic Henon bit level permutation,” Multimedia Tools and Applications, vol. 79, no. 910, pp. 6135–6162, 2020.

[20] U. Cavusoglu, S. Kacar, I. Pehlivan, and A. Zengin, “A secure
image encryption algorithm design using a novel chaos based
S-box,” Chaos Solitons Fractals, vol. 95, no. 2, pp. 92–101,
2017.
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