
Research Article
On the Cryptanalysis of a Bit-Level Image Chaotic
Encryption Algorithm

Yingchun Hu , Simin Yu , and Zeqing Zhang

School of Automation, Guangdong University of Technology, Guangzhou 510006, China

Correspondence should be addressed to Yingchun Hu; 1111704006@mail2.gdut.edu.cn

Received 3 March 2020; Accepted 18 June 2020; Published 3 August 2020

Academic Editor: Vassilios Constantoudis

Copyright © 2020 Yingchun Hu et al. *is is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

In this paper, the security analysis of a bit-level image chaotic encryption algorithm based on the 1D chaotic map is proposed.*e
original image chaotic encryption algorithm includes bit-level permutation encryption, diffusion encryption, and linear
transform. Deciphering of it can be divided into two stages. First, bit-level permutation encryption, diffusion encryption, and
linear transform can be simplified into bit-level equivalent permutation encryption and equivalent diffusion encryption, which is a
key breakthrough point of cryptanalysis. Second, the chaotic sequence generated by this algorithm is independent of the plaintext
image. *erefore, the equivalent diffusion key and the equivalent permutation key can be obtained by chosen-plaintext attack,
respectively. *eoretical analysis and numerical simulation experiment results verify the effectiveness of the analytical method.
Finally, some suggestions are proposed to promote the security of the original image chaotic encryption algorithm.

1. Introduction

With the rapid development of network technology, a large
amount of multimedia information, such as image, voice,
text, and video, needs to be transmitted through the Internet.
*erefore, the security problem becomes an important re-
search subject and attracts more and more attention. Be-
cause of some intrinsic properties of images, for example,
bulk data capacity, high redundancy, and strong correlation
of two adjacent pixels, traditional text encryption algorithms
such as AES and DES, which have higher time complicity,
are not suitable for image encryption [1]. Because chaos is
pseudo-random, ergodic, and highly sensitive to initial
values and control parameters, these characteristics can
achieve good confusion and diffusion effects and can meet
the basic requirements of cryptography. *erefore, many
image encryption algorithms have been proposed based on
the chaotic map in recent years [1–20].

In 1997, the first image chaotic encryption algorithm
based on the permutation-diffusion structure is proposed in
[2]. *ereafter, a symmetric image encryption algorithm
based on 3D chaotic cat map is presented in [1]. In 2007, a
new image encryption algorithm based on the permutation-

diffusion structure is proposed in [3]. In [4], a novel image
encryption algorithm based on the skew tent chaotic map
and classic permutation-diffusion structure is proposed. To
enhance the security of the image chaotic encryption al-
gorithm, some bit-level image chaotic encryption algorithms
are proposed in [5–8]. In addition, many image encryption
schemes based on constructing new chaotic maps are also
proposed in [9–13]. An image chaotic encryption algorithm
based on CHHCS and LBP is proposed in [14], where
CHHCS is used to scramble the plaintext image, while LBP is
considered to diffuse the scrambled image in order to change
the values of all pixels. In [15], a color image encryption
algorithm is proposed based on cellular automata and
hyperchaotic system; the main contribution is the applica-
tion of the hyperchaotic system and nonuniform cellular
automata for robust keys. An image encryption algorithm
utilizing the principles of the Josephus problem and the
filtering technology is developed in [16]. Moreover, some
typical image encryption algorithms based on the chaotic
S-box are proposed in [17–20].

Note that the chaotic encryption schemes proposed in
[1–4, 6–15, 20] adopt the classical permutation-diffusion
two-stage encryption structure; security test metrics are
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mainly limited to histogram, correlation analysis, differential
analysis, key sensitivity test, and so on, which are not enough
to guarantee cryptosystem security. In [21–32], the crypt-
analysis literature studies point that many chaotic encryp-
tion algorithms have some intrinsic security weaknesses,
which are not robust against chosen-plaintext attack, cho-
sen-ciphertext attack, and conquer attack. In addition, the
chaotic encryption algorithm proposed in [5] adopts per-
mutation-only structure; however, permutation-only is
vulnerable to chosen-plaintext attack given in [33–36]; for
example, according to the chosen-plaintext attack, one can
obtain equivalent permutation keys by choosing several
pairs of plaintext-ciphertext images and then recovering the
corresponding original plaintext image.

*is paper re-evaluates the security of a bit-level image
encryption algorithm based on the 1D chaotic map proposed
in [37]. *e algorithm adopts a permutation encryption-
diffusion encryption-linear transform structure. In the per-
mutation encryption stage, 1D chaotic sequence is generated
by the improved logistic map, and its corresponding index
sequence is used to scramble the plaintext image. In the
diffusion encryption stage, 1D diffusion sequence is utilized to
diffuse the scrambled image. In the linear transform stage, the
ciphertext encrypted by diffusion is rotated to the right. *e
authors also give the statistical test results of key space,
histogram, correlation of two adjacent pixels, and key sen-
sitivity and claim that the algorithm is secure. However, the
cryptanalysis results in this paper show that the algorithm has
three security vulnerabilities as follows:

(1) *e three-stage structure for the permutation en-
cryption-diffusion encryption-linear transform of
the original encryption algorithm can be simplified
to an equivalent permutation encryption-equivalent
diffusion encryption two-stage structure

(2) *e generated chaotic sequence is independent of the
plaintext image

(3) *ere is no ciphertext feedback mechanism in the
algorithm

Based on the aforementioned security vulnerabilities, the
equivalent permutation encryption-equivalent diffusion
encryption parts of the image chaotic encryption algorithm
proposed in [37] can be cracked separately by the divide-
and-conquer strategy. Furthermore, the equivalent diffusion
key and the equivalent permutation key can be obtained by
chosen-plaintext attack.

*e rest of the paper is organized as follows. Section 2
briefly introduces the image chaotic encryption algorithm
under study. Section 3 presents the security analysis. Section
4 gives the numerical simulation experiments. Section 5
proposes some suggestions for improvement. Section 6
concludes the paper.

2. Description of the Original
Encryption Algorithm

In [37], the original encryption algorithm adopts the per-
mutation encryption-diffusion encryption-linear transform

three-stage structure. It consists of secret key selection, bit-
plane decomposition, permutation encryption, diffusion
encryption, linear transform, and bit-plane composition, as
shown in Figure 1. In Figure 1, x0, μ, k, N0, kd, rp are secret
key parameters, I(i, j) is a 2D plaintext image, B(l) is a 1D
bit-plane decomposition sequence of I(i, j), Q(l) is a 1D
index sequence corresponding to the improved logistic map,
P(l) is a 1D diffusion sequence corresponding to the im-
proved logistic map, S(l) is a 1D permutation encryption
sequence of B(l), D(l) is a 1D diffusion encryption sequence
of S(l), L(l) is a 1D linear transform sequence of D(l), and
the corresponding ciphertext image of I(i, j) is defined by
C(i, j). Note that I(i, j), C(i, j), and Q(l)are denoted by a
decimal number, and B(l), P(l), S(l), D(l), and L(l) are
denoted by a binary number, where i � 1, 2, . . . , M,
j � 1, 2, . . . , N, l � 1, 2, . . . , 8NM, the size of the 2D
plaintext image is N × M, M is the height, and N is the
width, respectively.

*e detailed principle of the chaotic encryption algo-
rithm given by Figure 1 can be described as follows:

(1) Choose the secret key parameters: according to
Figure 1, the chaotic encryption algorithm includes
six secret key parameters x0, μ, k, N0, kd, and rp,
where x0, μ, k, andN0 are initial values and control
parameters of the improved logistic map, kd is a
disturb parameter, and rp is the number of circle
shifts to the right.

(2) Generate the 1D index sequence Q(l) and the 1D
diffusion sequence P(l) by using the chaotic se-
quence: first, obtain the 1D chaotic sequence xn(n �

0, 1, 2, . . .) by adopting the improved logistic map
xn+1 � mod((μxn(1− xn) − (4 − μ)xn(1 − xn))2k, 1),
where μ ∈ [0, 4], k � 12, and mod denotes module
operation. *en, obtain the 1D index sequence Q(l)

and the 1D diffusion sequence P(l) corresponding to
xn [37].

(3) Encrypt the image by using the original encryption
algorithm: the encrypted object may be a color image
or a grayscale image [37]. For the sake of analysis,
here, a plaintext grayscale image of size N × M

resolution is taken as an example to indicate the
encryption process. Suppose that I(i, j) ∈
0, 1, . . . , 255{ }(i � 1, 2, . . . , M; j � 1, 2, . . . , N) de-
notes the 2D plaintext grayscale image, hereinafter
referred to as the 2D plaintext image. *e steps for
the original encryption algorithm are shown as
follows:

Step 1: bit-plane decomposition: first, convert the 2D
plaintext image I(i, j) ∈ 0, 1, . . . , 255{ }(i � 1, 2, . . . ,

M; j � 1, 2, . . . , N) into a 1D sequence Z(m) ∈
0, 1, . . . , 255{ }(m � 1, 2, . . . , NM) by scanning it
from left to right and up to down. Second, according
to the bit-plane decomposition method, the pixel of
Z(m) can be represented as 8 bit planes, and then
Bv(m) ∈ 0, 1{ }(m � 1, 2, . . . , NM; v � 1, 2, . . . , 8) is
obtained [38]. Finally, transform Bv(m) into the 1D
sequence B(l)(l � 1, 2, . . . , 8NM) with binary form.
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Note that the relationship between Z(m) and Bv(m)

is defined as

Z(m) � 

8

v�1
Bv(m) × 2v− 1

� B1(m) × 20 + B2(m)

× 21 + · · · + B8(m) × 27,

(1)

where m � 1, 2, . . . , NM. Take a plaintext image of size
N × M � 2 × 2 resolution as an example, and the bit-
plane decomposition process is shown in Figure 2.
Step 2: bit-level permutation encryption: in Figure 1,
scramble B(l) by using 1D index sequence Q(l) and
obtain the corresponding 1D permutation encryption
sequence S(l), given by

S(l) � B(Q(l)), (2)
where l � 1, 2, . . . , 8NM.
Step 3: bit-level diffusion encryption: in Figure 1,
diffuse S(l) by utilizing 1D diffusion sequence P(l) and
obtain the corresponding 1D diffusion encryption se-
quence D(l) as

D(l) � P(l)⊕ S(l), (3)

where l � 1, 2, . . . , 8NM and ⊕ denotes the bitwise
XOR operation.
Step 4: linear transform: obtain 1D linear transform
sequence L(l) by circle shifting D(l) to the right with
step rp, given by

L(l + rp) � D(l), l + rp≤ 8NM,

L(l + rp − 8NM) � D(l), l + rp> 8NM,
 (4)

where l � 1, 2, . . . , 8NM and rp � 1, 2, . . . , 8NM.
Step 5: bit-plane composition: it is the inverse
process of the bit-plane decomposition. Convert the
1D linear transform sequence L(l)(l � 1, 2, . . . ,

8NM) with binary form into a 2D ciphertext image
C(i, j) ∈ 0, 1, . . . , 255{ }(i � 1, 2, . . . , M; j � 1, 2, . . . ,

N) with decimal form by utilizing the bit-plane
composition method.

(4) Decrypt the image by using the original decryption
algorithm: decryption is the inverse of encryption.
*e plaintext image I(i, j) is recovered from the 2D
ciphertext image C(i, j). Note that the detail relevant
statistical test analysis of the original encryption
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Figure 1: Block diagram of the permutation encryption-diffusion encryption-linear transform three-stage structure.
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Figure 2: Schematic diagram of bit-plane decomposition.
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algorithm can be referred from Tables 1–8 of Section
5.2 proposed in [37].

3. Cryptanalysis

3.1. Analysis of Equivalent Permutation Encryption-Equiva-
lentDiffusionEncryption. According to Figure 1, the chaotic
encryption algorithm adopts the permutation encryption-
diffusion encryption-linear transform three-stage structure,
which can be simplified into its corresponding equivalent
permutation encryption-equivalent diffusion encryption
two-stage structure. From equation (4), one gets the diagram
of linear transform between L(l) and D(l), as shown in
Figure 3.

From Figure 3, one gets
L(rp + 1) � D(1),

L(rp + 2) � D(2),

· · · · · · ,

L(8NM) � D(8NM − rp),

L(1) � D(8NM − rp + 1),

L(2) � D(8NM − rp + 2),

· · · · · · ,

L(rp) � D(8NM).

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(5)

According to equation (5), its general iterative form is
given by

L(l) � L(mod((l + rp), 8NM)) � D(l), (6)

where ℓ � 1, 2, . . . , 8NM and l � 1, 2, . . . , 8NM.
From equation (6), one gets the relationship between

coordinate l before linear transform and coordinate ℓ after
linear transform as

ℓ � mod((l + rp), 8NM). (7)

Note that when l � 8NM − rp, ℓ � 8NM.
In the image chaotic encryption algorithm, permutation

encryption-diffusion encryption is a general two-stage en-
cryption algorithm. However, the algorithm, as shown in
Figure 1, is a permutation encryption-diffusion encryption-
linear transform three-stage structure. For the sake of
cryptanalysis, according to equations (2) and (3) with
equations (6) and (7), one can simplify the three-stage
structure of Figure 1 to its corresponding equivalent per-
mutation encryption-equivalent diffusion encryption two-
stage structure, as shown in Figure 4.

In Figure 4, Q′(ℓ) � Q′(mod((l + rp), 8NM)) � Q(l)

represents the 1D equivalent index sequence by shifting Q(l)

to the right of size rp, P′(ℓ) � P′(mod((l + rp), 8NM)) �

P(l) represents the 1D equivalent diffusion sequence
through rotating P(l) to the right of size rp,
S′(ℓ) � B(Q′(ℓ)) represents the 1D sequence obtained by
equivalent permutation encryption of B(ℓ) with Q′(ℓ),
L(ℓ) � S′(ℓ)⊕P′(ℓ) represents the 1D sequence obtained by
equivalent diffusion encryption of S′(ℓ) with P′(ℓ), I(i, j),
C(i, j), and Q′(ℓ) are denoted by a decimal number, and

B(ℓ), P′(ℓ), S′(ℓ), and L(ℓ) are denoted by a binary number,
where ℓ � 1, 2, . . . , 8NM, i � 1, 2, . . . , M, and
j � 1, 2, . . . , N.

Proposition 1. Equivalent permutation encryption-equiva-
lent diffusion encryption two-stage structure, as shown in
Figure 4, is equivalent to the permutation encryption-diffu-
sion encryption-linear transform three-stage structure as
shown in Figure 1.

Proof. *e equivalence is proved by comparing the three-
level encryption as shown in Figure 1 with the two-level
encryption as shown in Figure 4.

(1) From Figure 1 and equations (6) and (7), the result of
the permutation encryption-diffusion encryption-
linear transform is given by

L(ℓ) � L(mod((l + rp), 8NM)),

� D(l),

� S(l)⊕P(l),

� B(Q(l))⊕P(l) .

(8)

(2) According to Figure 4 and equation (2), the result of
equivalent permutation encryption is given by

S′(ℓ) � B Q′(ℓ)( ,

� B(Q(ℓ)).
(9)

Similarly, from Figure 4 with equation (9), the result of
diffusion encryption is given by

L(ℓ) � S′(ℓ)⊕P′(ℓ),

� B Q′(ℓ)( ⊕P′(ℓ),

� B(Q(ℓ))⊕P(l).

(10)

Comparing equation (8) with (10), it can be seen that
the results of the permutation encryption-diffusion en-
cryption-linear transformation three-level structure are
equal to those of the equivalent permutation encryption-
equivalent diffusion encryption two-level structure. *e
proof is completed.

According to Figure 4, Q′(ℓ) is the 1D equivalent index
sequence expressed in the decimal number, and P′(ℓ) is the
1D equivalent diffusion sequence expressed in the binary
number. *erefore, the problem of deciphering key pa-
rameters x0, μ, k, N0, kd, and rp in the original chaotic
encryption algorithm can be solved by chosen-plaintext
attack and transforming it into solving the 1D equivalent
index sequence Q′(ℓ) and the 1D equivalent diffusion se-
quence P′(ℓ). □

3.2. Deciphering 1D Equivalent Diffusion Sequence
P′(ℓ)(ℓ � 1, 2, . . . , 8NM). According to chosen-plaintext
attack, first, choose a full zero 2D plaintext image as
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I(0)(i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . , N), and its corre-
sponding 2D ciphertext image is denoted by
C(0)(i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . , N). *en, using the
obtained I(0)(i, j), C(0)(i, j) as a known condition, one
further gets the corresponding 1D equivalent diffusion se-
quence P′(ℓ)(ℓ � 1, 2, . . . , 8NM). In addition, the attack
complexity contains data complexity and time complexity.

*erefore, the data complexity of the proposed deciphering
1D equivalent diffusion sequence P′(ℓ) is O(1).

*e specific approach for deciphering the 1D equivalent
diffusion sequence P′(ℓ)(ℓ � 1, 2, . . . , 8NM) is as follows:

(1) Choose a full zero 2-D plaintext image as I(0)(i, j); its
corresponding 1D bit-plane decomposition sequence

Table 1: Information entropy of some encrypted images.

Image
Original image Encrypted image

R G B R G B
Lena 7.314029 7.639443 7.050612 7.997213 7.997199 7.997233
Flower 7.743743 7.130098 6.854102 7.997215 7.997182 7.99711
Greens 7.743528 7.468523 5.834117 7.997192 7.997333 7.997374
Koala 7.894208 7.849115 7.82162 7.997036 7.996995 7.997507

Table 2: Information entropy performance.

Image
Proposal Li et al. [39]

R G B R G B
Lena 7.9972 7.9972 7.9972 7.9974 7.9970 7.9971

Table 3: Correlation coefficient of some encrypted images in the R channel.

Image
Original image Encrypted image

Vertical Horizontal Diagonal Vertical Horizontal Diagonal
Lena 0.9239 0.9567 0.8888 − 0.0024 0.0035 0.0014
Flower 0.9563 0.9542 0.9238 0.0025 − 0.0017 − 0.0037
Greens 0.9758 0.9789 0.9622 − 0.0007 0.0103 0.0047
Koala 0.9078 0.9051 0.8687 0.0016 0.0021 0.0039
Back 0.9178 0.9086 0.8661 − 0.0036 − 0.0071 − 0.0019
Leaf 0.8865 0.8577 0.7798 − 0.0074 − 0.0003 0.0007
Bird 0.9494 0.9426 0.9212 − 0.0089 − 0.0009 − 0.0004
Cup 0.9526 0.9454 0.9092 0.0001 0.0009 − 0.0017

Table 4: Correlation coefficient performance.

Channel
Proposal Li et al. [39]

Vertical Horizontal Diagonal Vertical Horizontal Diagonal
R − 0.0024 0.0035 0.0014 0.0067 − 0.0127 0.0060
G − 0.0008 0.0007 0.0008 − 0.0068 − 0.0075 − 0.0078
B − 0.0033 − 0.0028 0.0014 0.0018 − 0.0007 0.0026

Table 5: *e mean NPCR and UACI of some encrypted images.

Image
NPCR (%) UACI (%)

R G B R G B
Lena 99.6124 99.6277 99.6399 33.5715 33.3356 33.4044
Flower 99.5682 99.6384 99.617 33.5319 33.5063 33.4894
Greens 99.6201 99.6246 99.6231 33.4527 33.4685 33.515
Koala 99.6201 99.6002 99.585 33.5346 33.4637 33.3583
Back 99.6811 99.6368 99.617 33.4485 33.3744 33.5597
Leaf 99.6414 99.6048 99.6048 33.5595 33.6032 33.5455
Bird 99.5956 99.6246 99.559 33.2906 33.4532 33.2876
Cup 99.6338 99.5956 99.6124 33.3025 33.4557 33.4035
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is B(0)(ℓ). According to chosen-plaintext attack, one
obtains a 2D ciphertext image C(0)(i, j) corre-
sponding to I(0)(i, j), and its corresponding 1D bit-
plane decomposition sequence is C(0)(ℓ). *en, one
further gets the 1D ciphertext sequence L(0)(ℓ)
corresponding to C(0)(ℓ) such that

L
(0)

(ℓ) � C
(0)

(ℓ), (11)

where I(0)(i, j) and C(0)(i, j) are denoted by the
decimal number and B(0)(ℓ), C(0)(ℓ), and L(0)(ℓ)are
denoted by the binary number, respectively.

(2) According to equation (10), one has

L
(0)

(ℓ) � B
(0)

Q′(ℓ)( ⊕P′(ℓ), (12)

where Q′(ℓ) is denoted by the decimal number.
Since all pixels of I(0)(i, j) are zero, the corre-
sponding 1D bit-plane decomposition sequence
satisfies B(0)(ℓ) � 0. After performing equivalent
permutation encryption operation, B(0)(Q′(ℓ)) �

B(0)(ℓ) � 0 also holds.

Table 6: *e NPCR and UACI performance.

NPCR (%) UACI (%)
R G B R G B

Proposal 99.6124 99.6277 99.6399 33.5715 33.3356 33.4044
Li et al. [39] 99.6124 99.6134 99.6192 33.4438 33.5232 33.5010

Table 7: *e PSNR of some encrypted images.

Lena Flower Greens Koala Back Leaf Bird Cup
Data loss 45.8046 45.4999 45.5328 45.7227 45.6335 45.4982 45.7684 45.5385
Noise attack 52.9234 52.8497 52.9709 52.9123 52.8472 53.1511 53.0019 52.6502

Table 8: *e PSNR performance.

Proposal Pak and Huang [13]
Data loss 45.8046 47.4199
Noise attack 52.9234 48.17702

... ...L (1) L (2)

... ...

L (rp) L (rp + 1) L (8NM)

D (1)D (8NM – rp + 1) D (8NM – rp)D (8NM – rp + 2)D (l)

L (l)

D (8NM)

Figure 3: Diagram of linear transform between L(l) and D(l).
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Figure 4: Block diagram of the two-stage structure for equivalent permutation-diffusion encryption.
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(3) According to equations (11) and (12) with
B(0)(Q′(ℓ)) � 0, one gets the 1D equivalent diffusion
sequence P′(ℓ), given by

P′(ℓ) � L
(0)

(ℓ) � C
(0)

(ℓ), (13)

where ℓ � 1, 2, . . . , 8NM and P′(ℓ) is denoted by the binary
number.

3.3. Deciphering 1D Equivalent Index Sequence
Q′(ℓ) � (ℓ � 1, 2, . . . , 8NM). After deciphering the 1D
equivalent diffusion sequence P′(ℓ) � (ℓ � 1, 2, . . . , 8MN),
the original equivalent permutation encryption-equivalent
diffusion encryption two-stage structure is simplified to the
equivalent permutation-only encryption one-stage struc-
ture. On this basis, one can further choose n � (log2
(8NM) plaintext images as I〈q〉(i, j)(i � 1, 2, . . . , M;

j � 1, 2, . . . , N; q � 1, 2, . . . , n), obtain the corresponding
ciphertext images as C〈q〉(i, j)(i � 1, 2, . . . , M; j � 1, 2, . . . ,

N; q � 1, 2, . . . , n), and decipher the 1D equivalent index
sequence Q′(ℓ)(ℓ � 1, 2, . . . , 8NM) by using both 2D
plaintext images I〈q〉(i, j) and the corresponding 2D ci-
phertext images C〈q〉(i, j). *erefore, the corresponding
data complexity of deciphering the 1D equivalent index
sequence Q′(ℓ) is O(log(NM)).

*e specific approach for deciphering the 1D equivalent
index sequence Q′(ℓ)(ℓ � 1, 2, . . . , 8NM) is as follows:

(1) Choose n 2D plaintext images I〈q〉(i, j)(q � 1, 2, . . . ,

n), obtain the corresponding 1D bit-plane decom-
position sequence B〈q〉(ℓ)(q � 1, 2, . . . , n), and get
the 2D ciphertext images C〈q〉(i, j)(q � 1, 2, . . . , n)

corresponding to I〈q〉(i, j). *en, by using C〈q〉(i,

j)(q � 1, 2, . . . , n), the 1D ciphertext sequence
L〈q〉(ℓ) (q � 1, 2, · · · , n) can be finally determined.

(2) On the basis of acquiring B〈q〉(ℓ), L〈q〉(ℓ), and P′(ℓ),
according to equation (10), corresponding
Q′

〈q〉
(ℓ)(q � 1, 2, . . . , n) is obtained by

L
〈q〉

(ℓ) � B
〈q〉

Q′
〈q〉

(ℓ) ⊕P′(ℓ),

⇒B
〈q〉

Q′
〈q〉

(ℓ)  � L
〈q〉

(ℓ)⊕P′(ℓ),

⇒ B
〈q〉

 
− 1

B
〈q〉

Q′
〈q〉

(ℓ)   � B
〈q〉

 
− 1

L
〈q〉

(ℓ)⊕P′(ℓ) ,

⇒Q′
〈q〉

(ℓ) � B
〈q〉

 
− 1

L
〈q〉

(ℓ)⊕P′(ℓ) , q � 1, 2, . . . , n,

(14)

where (B〈q〉)− 1 denotes the inverse operation of B〈q〉

and Q′
〈q〉

(ℓ) is denoted by the binary number.
(3) According to Q′

〈q〉
(ℓ), one gets the 1D equivalent

index sequence Q′(ℓ) as

Q′(ℓ) � 
n

q�1
Q′

〈q〉
(ℓ) × 2q− 1

+ 1, (15)

where ℓ � 1, 2, . . . , 8NM and Q′(ℓ) is denoted by the
decimal number.

4. Numerical Simulation Experiments

In our numerical simulation experiments, grayscale images
of Lena, Baboon, and Pepper and RGB color images of Lena,
Baboon, and Pepper are taken as six examples, where the size
of the images is N × M � 256 × 256. *e secret keys are set
as x0 � 0.34, μ � 2.56, k � 12, N0 � 1000, k d � 654321, and
rp � 1000. Simulation experiments are operated on MAT-
LAB R2017a running on the desktop computer with Intel(R)
Core(TM) i7-7700 CPU @3.60GHz, 16GB RAM, and the
operation system is Windows 7.

4.1. Breaking Results for Grayscale Images Using Chosen-
Plaintext Attack

(1) According to chosen-plaintext attack, choose a full
zero 2D plaintext image I(0)(i, j), and the corre-
sponding ciphertext image is C(0)(i, j), as shown in
Figure 5.
Based on I(0)(i, j) and C(0)(i, j), one obtains their
corresponding 1D bit-plane decomposition se-
quences B(0)(ℓ)(ℓ � 1, 2, . . . , 524288) and C(0)(ℓ)
(ℓ � 1, 2, . . . , 524288), respectively, and gets the 1D
ciphertext sequence L(0)(ℓ)(ℓ � 1, 2, . . . , 524288)

corresponding to C(0)(ℓ)(ℓ � 1, 2, . . . , 524288).
*en, according to equations (11)–(13), one further
deciphers the 1D equivalent diffusion sequence
P′(ℓ)(ℓ � 1, 2, . . . , 524288), given by

P′(1), P′(2), . . . , P′(524288) 

� [1, 1, 0, 1, 0, 0, 1, 1, 0, 1, . . . , 0, 0, 1, 1, 1, 1, 1, 1, 1, 1].
(16)

(2) Let n � log2(8NM) � 19. According to chosen-
plaintext attack, by choosing 19 special 2D plaintext
images I〈q〉(i, j)(q � 1, 2, . . . , 19), one obtains the
corresponding 1D bit-plane decomposition se-
quences B〈q〉(ℓ)(q � 1, 2, . . . , 19), 2D ciphertext
images C〈q〉(i, j)(q � 1, 2, . . . , 19), and L〈q〉(ℓ)
(q � 1, 2, . . . , 19), respectively. Moreover, in our
numerical simulation experiments, 2D images with
the size of 8N × M � 2048 × 256 resolution are
adopted to represent 1D sequences B〈q〉(ℓ) and
L〈q〉(ℓ), as shown in Figure 6.
After obtaining B〈q〉(ℓ), L〈q〉(ℓ), and P′(ℓ), from
equation (14), the 1D sequences Q′

〈q〉
(ℓ)(ℓ � 1, 2,

. . . , 524288; q � 1, 2, . . . , 19) can be deciphered as

Mathematical Problems in Engineering 7



Q′
〈1〉

(1), Q′
〈1〉

(2), . . . , Q′
〈1〉

(524288)  � [1, 1, 1, 1, 1, 1, 1, 0, 1, 0, . . . , 1, 1, 0, 1, 1, 1, 1, 0, 0, 0],

Q′
〈2〉

(1), Q′
〈2〉

(2), . . . , Q′
〈2〉

(524288)  � [0, 1, 0, 0, 1, 1, 0, 0, 1, 0, . . . , 0, 1, 1, 1, 0, 0, 1, 1, 0, 1],

· · · · · · ,

Q′
〈19〉

(1), Q′
〈19〉

(2), . . . , Q′
〈2〉

(524288)  � [0, 1, 0, 0, 1, 1, 1, 0, 0, 0, . . . , 1, 0, 0, 0, 0, 0, 0, 0, 0, 0].

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(17)

Based on obtained Q′
〈q〉

(ℓ)(ℓ � 1, 2, . . . , 524288;

q � 1, 2, . . . , 19), according to equation (15), the 1D
equivalent diffusion sequence Q′(ℓ)(ℓ � 1, 2, . . . ,

524288) can also be deciphered, which is given by

Q′(1), Q′(2), . . . , Q′(524288) 

� 
19

q�1
Q′

〈q〉
(1) × 2q− 1

+ 1, 
19

q�1
Q′

〈q〉
(2) × 2q− 1⎡⎢⎢⎣

+ 1, . . . , 
19

q�1
Q′

〈q〉
(524288) × 2q− 1

+ 1⎤⎥⎥⎦,

� [71746, 421934, . . . 153983].

(18)

(3) By utilizing the deciphered 1D equivalent diffusion
sequence P′(ℓ)(ℓ � 1, 2, . . . , 524288) and the 1D
equivalent index sequence Q′(ℓ)(ℓ � 1, 2, . . . ,

524288), the plaintext grayscale images can be re-
covered, as shown in Figure 7. Note that Figures 7(e),
7(j), and 7(o) show that the original plaintext
grayscale images and the recovered plaintext gray-
scale images are equal, concluding that the proposed
attack scheme is effective.

4.2. Breaking Results for RGB Color Images Using Chosen-
PlaintextAttack. Similarly, according to the proposed attack
method in Sections 3.2 and 3.3, the breaking experiments are
carried on the RGB color images of Lena, Baboon, and
Pepper with the size of N × M � 256 × 256. Note that, as for
the RGB color images of the same size, the number of
plaintext images and the corresponding ciphertext images
required to crack the permutation-only process is
log2(24NM) � 21 because the total size of RGB color
images is 3 × 256 × 256. Hence, according to chosen-
plaintext attack, one reveals the recovered RGB color images,
as shown in Figure 8. Note that Figures 8(e), 8(j), and 8(o)
show that the original plaintext RGB color images and the
recovered plaintext RGB color images are equal.

4.3. A Simple Numerical Example. In order to demonstrate
the effectiveness of the cryptanalysis, one provides a simple
numerical example.

Suppose that a plaintext grayscale image of size N × M �

2 × 2 is set as an example, which is denoted by
I(i, j)(i � 1, 2; j � 1, 2). *en, one obtains the correspond-
ing ciphertext image represented by C(i, j)(i � 1, 2; j � 1, 2)

through utilizing the original encryption algorithm. More-
over, let I(i, j) and C(i, j) be

I �
84 180

86 183
 ,

C �
110 1

234 175
 .

(19)

Suppose that I(i, j) is unknown, and IR(i, j) represents
the recovered plaintext grayscale image from the ciphertext
image C(i, j). *e steps for obtaining IR(i, j) by using the
proposed chosen-plaintext attack scheme are given as
follows:

(1) According to chosen-plaintext attack, choose a full
zero plaintext image as I(0)(i, j), and the corre-
sponding ciphertext image is C(0)(i, j), which are
given by

I
(0)

�
0 0

0 0
 ,

C
(0)

�
24 42

37 235
 .

(20)

*en, based on equations (19) and (20), one gets their
corresponding 1D bit-plane decomposition sequences
B(0)(ℓ)(ℓ � 1, 2, . . . , 32) and C(0)(ℓ)(ℓ � 1, 2, . . . , 32) ,
respectively, and gets the 1D ciphertext sequence
L(0)(ℓ) (ℓ � 1, 2, · · · , 32) corresponding to
C(0)(ℓ)(ℓ � 1, 2, . . . , 32) . *en, according to equations
(11)–(13), one further deciphers the 1D equivalent
diffusion sequence P′(ℓ)(ℓ � 1, 2, . . . , 32) , which is
denoted by

P′(1), P′(2), . . . , P′(32) 

� [0, 1, 0, 1, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 0, 0,

1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 1].

(21)

(2) Given n � log2(8 × 2 × 2) � 5. According to cho-
sen-plaintext attack, by choosing 5 special 2D
plaintext images I〈q〉(i, j)(q � 1, 2, . . . , 5), one ob-
tains the corresponding 1D bit-plane decomposition
sequences B〈q〉(ℓ)(q � 1, 2, . . . , 5), 2D ciphertext
images C〈q〉(i, j)(q � 1, 2, . . . , 5), and 1D ciphertext
sequences L〈q〉(ℓ)(q � 1, 2, . . . , 5), respectively. Be-
sides, the mathematical expressions of B〈q〉(ℓ) and
L〈q〉(ℓ)are represented by
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(a) (b)

Figure 5: (a) Zero 2D plaintext image I(0)(i, j) and (b) its corresponding 2D ciphertext image C(0)(i, j).

(a1) (b1)

(a)

(a2) (b2)

(b)

(a3) (b3)

(c)

(a4) (b4)

(d)

(a5) (b5)

(e)

(a6) (b6)

(f )

(a7) (b7)

(g)

(a8) (b8)

(h)

Figure 6: Continued.
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(a9) (b9)

(i)

(a10) (b10)

(j)

(a11) (b11)

(k)

(a12) (b12)

(l)

(a13) (b13)

(m)

(a14) (b14)

(n)

(a15) (b15)

(o)

(a16) (b16)

(p)

(a17) (b17)

(q)

(a18) (b18)

(r)

(a19) (b19)

(s)

Figure 6: 2D images B〈1〉(ℓ)–B〈19〉(ℓ) and L〈1〉(ℓ)–L〈19〉(ℓ) with a size of 8N × M resolution.
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B〈1〉(1), B〈1〉(2), . . . , B〈1〉(32)  � [0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1],

B〈2〉(1), B〈2〉(2), . . . , B〈2〉(32)  � [0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1, 0, 0, 1, 1],

B〈3〉(1), B〈3〉(2), . . . , B〈3〉(32)  � [0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1],

B〈4〉(1), B〈4〉(2), . . . , B〈4〉(32)  � [0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1],

B〈5〉(1), B〈5〉(2), . . . , B〈5〉(32)  � [0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1],

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(22)

L〈1〉(1), L〈1〉(2), . . . , L〈1〉(32)  � [0, 1, 1, 1, 1, 0, 1, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0],

L〈2〉(1), L〈2〉(2), . . . , L〈2〉(32)  � [0, 0, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 1, 1],

L〈3〉(1), L〈3〉(2), . . . , L〈3〉(32)  � [0, 1, 0, 1, 1, 1, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 0, 0],

L〈4〉(1), L〈4〉(2), . . . , L〈4〉(32)  � [0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 1, 0, 0, 0, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0],

L〈5〉(1), L〈5〉(2), . . . , L〈5〉(32)  � [0, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 1, 0, 1, 1].

⎧⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

(23)

(3) Based on equations (21) and (22), one deciphers the
1D sequences Q′

〈q〉
(ℓ) as

Q′
〈1〉

(1), Q′
〈1〉

(2), · · · , Q′
〈1〉

(32)  � [0, 0, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1],

Q′
〈2〉

(1), Q′
〈2〉

(2), · · · , Q′
〈2〉

(32)  � [0, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0, 1, 0],

Q′
〈3〉

(1), Q′
〈3〉

(2), · · · , Q′
〈3〉

(32)  � [0, 0, 0, 0, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 1, 0, 0, 1],

Q′
〈4〉

(1), Q′
〈4〉

(2), · · · , Q′
〈4〉

(32)  � [0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 1, 0, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1],

Q′
〈5〉

(1), Q′
〈5〉

(2), · · · , Q′
〈5〉

(32)  � [0, 1, 1, 1, 0, 1, 0, 0, 0, 0, 0, 0, 0, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 1, 1, 0, 1, 1, 0, 1, 0].

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(24)

(4) According to equations (15) and (24), one reveals the
1D equivalent index sequence Q′(ℓ), given by

Q′(1), Q′(2), . . . , Q′(32) 

� [1, 19, 20, 27, 6, 31, 11, 16, 4, 12, 3, 8, 5, 17, 25, 15, 26, 13,

2, 29, 10, 22, 18, 30, 32, 24, 7, 23, 21, 9, 28, 14].

(25)

(5) First, by using the obtained 1D equivalent diffusion
sequence P′(ℓ), rediffuse the 1D diffusion sequence
L(ℓ) corresponding to the ciphertext image C(i, j).
*e 1D equivalent permutation encryption sequence
S′(ℓ) is deciphered as

S′(1), S′(2), . . . , S′(32) 

� [0, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 1, 0, 1, 1, 0, 1, 0, 0, 0, 1,

0, 1, 0, 1, 1, 0, 1, 0, 1, 0, 0].

(26)

*en, rescramble S′(ℓ) by utilizing the 1D equivalent
index sequence Q′(ℓ), and the 1D bit-plane decom-
position sequence B′(ℓ) is given by

[B′(1), B′(2), . . . , B′(32)]

� [0, 0, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 0, 0,

1, 1, 1, 1, 0, 0, 0, 0, 1, 1].

(27)

Finally, according to the bit-plane composition princi-
ple, B′(ℓ)is converted into 2D plaintext image IR(i, j), that
is, one recovered plaintext grayscale image IR(i, j) from the
ciphertext image C(i, j) is

IR �
84 180

86 183
 . (28)

According to equations (19) and (28), one obtains that
IR � I. *erefore, the proposed chosen-plaintext attack
scheme has been verified through the above examples.

4.4. Attack Complexity and Time. According to above
analysis, as for the grayscale images with the size of N × M,
one gets that deciphering the 1D equivalent diffusion se-
quence P′(l) and the 1D equivalent index sequence Q′(l)

only require (1 + log2(8NM) plaintext images and the
corresponding ciphertext images without any known keys.
*erefore, the total data complexity is O(log(NM)), which
represents a logarithmic level complexity. Moreover, the
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breaking time is 12.18 seconds by utilizing our proposed
schemes. As for the RGB color images with the size of
N × M, the total data complexity is O(log(NM)). Besides,
the breaking time is 40.3 seconds by utilizing our pro-
posed schemes, respectively. Consequently, the experi-
ment results show that the cracking method is both
effective and efficient, where it has lower running time and
attack complexity.

5. Suggestions for Improvement

According to the security defects of the original image
chaotic encryption algorithm, the suggestions for im-
provement are given as follows:

(1) In the permutation encryption structure, one can
construct the combination of key stream parameters
and the characters of the plaintext image, such as all
pixels’ sum, average, and hash value of the plaintext
information, where the equivalent permutation keys
can be avoided.

(2) In the diffusion encryption structure, one could add
some nonlinear diffusion encryption techniques
such as S-box and ciphertext feedback mechanism to
enhance the combination of plaintext, keys, and
ciphertext and further promote the security of the
original encryption algorithm. Moreover, one can
suggest building the combination of the circle shift
parameter and the diffusion encryption results to
avoid the equivalent diffusion keys.

(3) One can suggest that the multiple-round encryption
algorithm is proposed to improve the security based
on the higher efficiency.

(4) One can check the randomness of chaotic sequences.
*e periods of chaotic sequences obtained by iter-
ating the logistic map in the digital computer are
rigorously analysed in [39] and further lead to the
dynamic degradation of chaotic maps. Moreover, the
randomness of chaotic sequences affects the security
of the encryption algorithm. *erefore, it is neces-
sary to check the randomness of chaotic sequences
from the perspective of cryptanalysis.

(a) (b) (c) (d) (e)

(f ) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

Figure 7: Original images, ciphertext images, recovered permutated images, recovered images, and difference images of grayscale images of
Lena, Baboon, and Pepper. (a) Lena original grayscale image. (b) Lena ciphertext image. (c) Lena recovered permutated image. (d) Lena
recovered image. (e) Lena difference image. (f ) Baboon original grayscale image. (g) Baboon ciphertext image. (h) Baboon recovered
permutated image. (i) Baboon recovered image. (j) Baboon difference image. (k) Pepper original grayscale image. (l) Pepper ciphertext
image. (m) Pepper recovered permutated image. (n) Pepper recovered image. (o) Pepper difference image.
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6. Conclusions

In this paper, the chaotic cryptosystem with the three-level
structure of permutation encryption, diffusion encryption, and
linear transformation is analysed. Simplifying the three-level
encryption structure of a chaotic cipher into the two-level en-
cryption structure of equivalent permutation encryption and
equivalent diffusion encryption is the key point to solve the
security analysis problem. In addition, because the chaotic cipher
algorithm belongs to an open-loop structure and lacks the ci-
phertext feedback mechanism, the generated chaotic sequence
has nothing to do with the plaintext image, so the equivalent key
method can be used to decipher it. *e results of theoretical
analysis and numerical simulation show that, as for the grayscale
images and RGB color images of size NM, by utilizing the
chosen-plaintext attackmethod, the equivalent diffusion key and
equivalent permutation key can be obtained by choosing only
(1 + log2(8NM) and (1 + log2(24NM) plaintext im-
ages and the corresponding ciphertext images; thus, the original
algorithm can be deciphered successfully. Finally, some sug-
gestions are presented to improve the security of the original
image chaotic encryption algorithm. Furthermore, the paper sets
up a good example framework for security analysis of bit-level
chaotic cryptosystems.
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