Hindawi
Mathematical Problems in Engineering
Volume 2021, Article ID 5542078, 7 pages
https://doi.org/10.1155/2021/5542078

Research Article
Optimization of PBFT Algorithm Based on Improved C4.5
Xiandong Zheng , Wenlong Feng , Mengxing Huang, and Siling Feng
School of Information and Communication Engineering, Hainan University, Haikou 570228, China
Correspondence should be addressed to Wenlong Feng; fwlfwl@163.com
Received 6 January 2021; Revised 9 February 2021; Accepted 20 February 2021; Published 4 March 2021
Academic Editor: Leandro F. F. Miguel
Copyright © 2021 Xiandong Zheng et al. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.
Aiming at the problems of PBFT algorithm of consortium blockchain, such as high communication overhead, low consensus
eﬃciency, and random selection of leader nodes, an optimized algorithm of PBFT is proposed. Firstly, the algorithm improves
C4.5 and introduces weighted average information gain to overcome the mutual inﬂuence between conditional attributes and
improve the classiﬁcation accuracy. Then classify the nodes with improved C4.5, and select the ones with a high trust level to form
the main consensus group. Finally, the integral voting mechanism is introduced to determine the leader node. Experimental
results show that compared with traditional PBFT algorithm, the communication times of the improved PBFT algorithm are
reduced greatly, which eﬀectively alleviates the problem that the number of nodes in traditional PBFT algorithm increases and the
traﬃc volume is too large, and signiﬁcantly reduces the probability of the leader node doing evil and improves the
consensus eﬃciency.

1. Introduction
Blockchain technology was ﬁrst proposed by Satoshi
Nakamoto in the literature [1] in 2008. With the rapid
development of science and technology, blockchain technology has attracted much attention in recent years. Related applications based on blockchain are also emerging,
involving many ﬁelds such as ﬁnancial transaction [2], edge
computing [3], energy [4], medical care [5], and data security [6–8]. As the consensus algorithm is the core content
of blockchain technology, the consensus algorithm has
been paid more and more attention by researchers. There
are several existing consensus algorithms, such as workload
proof (Pow), equity proof (PoS), share authorization proof
DPoS, PBFT, and raft [9]. Among them, Pow, PoS, and
DPoS algorithms are implemented in the public blockchain, the Raft algorithm is applied in the private blockchain, and PBFT is widely used in the consortium
blockchain. Existing Byzantine fault-tolerant algorithms
either have poor scalability or low fault-tolerant rate. Besides, the random selection of leader nodes will cause the
switching of views and aﬀect the whole consensus process.
In view of the problems of the Byzantine fault-tolerant

algorithm mentioned above, in [10–12], the leader node of
the PBFT algorithm is tried to improve in two ways; in [10],
the reputation module is introduced; and in [11, 12], credit
mechanism and credit reward and punishment scheme are
introduced. [13] adopts the separation of negotiation and
execution to improve the problem of view change. Jeon
et al. [14] propose a method to increase the number of user
nodes entering the blockchain by grouping. In [15], the
trust value is combined with the grouping mechanism. In
[16], the signature algorithm is combined with PBFT algorithm. In [17], the DPoS consensus algorithm is combined with PBFT consensus algorithm to complement each
other. In [18], nodes are clustered and layered by the
clustering algorithm, which is improved from the node
scale. At present, there are many methods to improve the
practical Byzantine algorithm, but all of them focus on
scalability (transaction throughput, node scalability, etc.),
fault tolerance, and security [19], and pay less attention to
the communication times and consensus eﬃciency between nodes. In this paper, we design a PBFT-optimized
algorithm based on improved C4.5, aiming to solve the
problems of excessive communication times and low
consensus eﬃciency among large-scale nodes.
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The main contributions of this paper are summarized as
follows:
(1) We improve the C4.5 algorithm and introduce
weighted average information gain to overcome the
mutual inﬂuence between conditional attributes and
improve the classiﬁcation accuracy.
(2) We propose a PBFT-optimized algorithm based on
improved C4.5, which classiﬁes the consensus nodes
and improves the consensus eﬃciency of the leader
nodes.
(3) We compare the optimized PBFT algorithm with the
traditional PBFT algorithm and analyze the communication complexity and node security in detail.
The rest of this paper is arranged as follows: Section 2
introduces the improved design of the C4.5 algorithm. In
Section 3, the optimized PBFT algorithm based on the C4.5
algorithm is studied. Section 4 presents the experimental
comparison and analysis with the traditional PBFT algorithm, and Section 5 is the conclusion of this paper.

2. Improved Design of the C4.5 Algorithm
2.1. Overview of the C4.5 Algorithm. The C4.5 decision tree
[20–22] is a classical decision tree algorithm, which determines the features to be classiﬁed by calculating and
comparing the information gain rate of each feature, and its
basic ﬂow is as follows:
(1) Let the sample set S have s training samples, divide
the sample set into m classes, and the number of
instances of Class i is Si , (Si /s) is the probability Pi ,
Info(S) is the category information entropy, and its
calculation formula is
m

Info(S) � −  pi log2 pi .

(1)

i�1

(2) If the selected feature A is a split feature, the sample
set S is divided into k subsets S1 , S2 , . . . , Sk . Let
feature A have k uncorrelated values a1 , a2 , . . . , ak .
Then the number of training individuals that should
be class i in Sj is Sij . Info(S) is ai conditional information entropy. Its calculation formula is
k

S1j + S2j + · · · + Snj
∗ InfoSj ,
S
j�1

InfoA (S) � − 

(2)

where Info(Sj ) � − m
i�1 pij log2 (pij ) and pij � (Sij /Sj )
is sample probability of class i in Sj .
(3) Calculate the information gain of conditional attribute A:
Gain(A, S) � Info(S) − InfoA (S).

(3)

(4) The information entropy of attribute A in sample S:

k

Info(A) � −  pj log2 pj .

(4)

j�1

(5) The information gain rate of attribute A:
Gain − Ratio(A) �

Gain(A, S)
.
Info(A)

(5)

2.2. Improvement of the C4.5 Algorithm. The C4.5 algorithm
uses the information gain to select the test attribute when
generating the decision tree. The higher the information
gain, the stronger the correlation between the attribute and
the class attribute, and the higher the possibility that the
attribute is selected as the test attribute. The C4.5 algorithm
considers the impact of attributes on class attributes but does
not consider the mutual inﬂuence between conditional attributes. Combined with the speciﬁc application scenario of
blockchain consensus mechanism, when the trust level is
classiﬁed according to the node attribute values, the node
condition attributes inﬂuence each other, and the classiﬁcation accuracy will decrease. To improve the accuracy of
node trust classiﬁcation, the concept of weighted average
information gain is introduced, as shown in Algorithm 1.
w avgGAIN AI  �

 Info(A) − InfoI (A)
· ωi ,
n

(6)

where GAIN(AI ) is the sum of information gains of other
attributes to attribute A, indicating the degree of association
between attribute A and other attributes, I represents all
conditional attribute sets except feature A, and ωi represents the
importance of each conditional attribute,0 ≤ ωi ≤ 1,  ωi � 1.
The improved information gain rate is
Gain − Ratio(A) �

Gain(A, S)
.
Info(A) + w avgGAIN AI 

(7)

The lower the correlation between attribute A and other
attributes, the lower the w avgGAIN(AI ), the higher the
information gain rate, and the higher the probability of being
a split attribute, thus overcoming the inﬂuence of the relationship between conditional attributes on the classiﬁcation accuracy.

3. Optimization of PBFT Algorithm Based on
Improved C4.5
Optimized PBFT algorithm based on improved C4.5 mainly
includes optimization of PBFT algorithm and leader node
selection strategy based on an integral voting system. The
optimization of PBFT algorithm mainly reduces communication times and improves consensus eﬃciency by
grouping consensus nodes after being classiﬁed by the C4.5
algorithm. The leader node selection strategy based on the
integral voting system is based on the comprehensive
evaluation of node behavior and vote rate. The higher the
integral value, the greater the probability of selecting the
leader node. The algorithm design process is as follows:
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Input: samples, adjustment weight
Output: decision tree
(1) Create root node N;
(2) if samples are empty then
(3) Return the previous step;
(4) else if sample is the same attribute then
(5)
Marked as leaf nodes and marked as the most class;
(6)
else if candidate attribute set is empty then
(7)
The class with the largest sample size
(8)
end
(9) end
(10) end
(11) Calculate the weighted average information gain and information gain rate to determine the split point;
(12) Run the function continuously and recursively on a subset of data;
(13) Return to the root node to continue execution;
ALGORITHM 1: Optimizing the C4.5 algorithm.

Step 1: use the C4.5 algorithm to classify participating
network nodes according to the level of trust
Step 2: select nodes with a high trust level as the main
consensus group, and other nodes as subconsensus
groups
Step 3: subconsensus group implements PBFT
consensus
Step 4: select the leader node of the main consensus
group
Step 5: the main consensus group implements the
second PBFT consensus and broadcasts it to the subconsensus group
Step 6: the subconsensus group veriﬁes and links the
operation records
3.1. Optimization of PBFT Algorithm. Combining the C4.5
algorithm with PBFT consensus mechanism, the decision
tree algorithm is used to evaluate and classify the trust of
participating nodes. It is assumed that there are m nodes in
the class with high trust, numbered as {0, 1, . . . , M − 1}
according to the level of trust. The ﬁrst K nodes with higher
trust level are selected as the main consensus group, and
each node in the group keeps a list, on which an address of
the node in the group appears, which indicates that these
nodes belong to the same group. There is an upper limit
(M/K) for the number of nodes in this group. The blockchain consensus model is shown in Figure 1.
When new node a joins, it issues its request with a public
key P and then enters a waiting state. After receiving the
request information from the new node, the leader node b in
the network determines that the number of nodes in its
group has not reached the upper limit, attaches a timestamp
to the joining information and the public key MS of its node,
encrypts it with P, and transmits it to the main consensus
group in the form of a message. Other nodes in the main
consensus group may receive multiple messages at the same
time after receiving the determined message, with the earliest timestamp. bbroadcasts the message to the whole group

Leader node
Slave node

Figure 1: Consensus model.

of nodes after receiving it, updates the node list, and synchronizes the latest node list to node a, and then node a
synchronizes all data of blocks in the whole network.
The consensus process of optimizing the PBFT algorithm
is shown in Figure 2. The detailed operation process is as
follows:
(1) Subconsensus group consensus: the slave node in the
group sends the request to the leader node. After
receiving requests for a period of time, the leader
node packages several requests into a block, and then
broadcasts the block to its group for PBFTconsensus.
(2) Consensus of the main consensus group: after the
block passes the consensus veriﬁcation process of the
subconsensus group, the second PBFT consensus
conﬁrmation will be conducted in the main group. K
nodes in the main group elect a leader node through
the integral reward and punishment mechanism. If
there is no new request from the subgroup within
this time, the node will package an empty block and
send it to the consensus uplink of the main group
and then proceed to the next election.
(3) Submission stage: after the block has passed the
consensus of the main group, all the leader nodes will
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Figure 2: The consensus process of optimizing the PBFT algorithm.

digitally sign this block and collect digital signatures
from other leader nodes, indicating that they agree
with the authenticity and validity of this block. Then,
the block attached to the digital signature set of the
main consensus group is packaged into a submission
message and broadcast to all the slave nodes in the
subgroup to which it belongs, indicating that the
block can be uplink.
(4) Execution stage: after receiving the submission
message from the leader node, the slave node veriﬁes
the digital signature set attached to the block and can
judge whether the block has passed the consensus
veriﬁcation of the main group. If the veriﬁcation
fails, it can be considered that the leader node to
which the slave node belongs has malicious behavior,
and this illegal operation can be reported, so as to
achieve the role of upward supervision from the slave
node. If the veriﬁcation is successful, the requested
content of this block can be executed, and the block
can be recorded and uploaded.
3.2. Leader Node Selection Based on the Integral Voting
Mechanism. In the main consensus group, to further reduce
the probability of malicious nodes becoming leader nodes,
the leader nodes are selected by the integral voting mechanism. The voting results are calculated as follows:
T � Vm ∗ α + Vi ∗ β,

(α + β � 1),

(8)

where T is the ﬁnal score, Vm is the number okf votes, Vi is
the integral value, and α and β are diﬀerent correction
parameters set according to the change of node integral
value.
(1) Calculation of the integral value: when the system is
initialized, each node will be assigned an integral
value of 50 points. In a cycle, if a node successfully
produces a block and is veriﬁed to be valid, the
system will reward 10 points for the integral value. If
the node fails to complete the block discharging
within the speciﬁed time, the system will deduct 10

integral values. The integral value will gradually
accumulate with the behavior of nodes. At this time,
in order to avoid the excessive gap between the rich
and the poor, the integral threshold is set to 200
points, and the system resets its integral value to 50
after exceeding 200 points.
(2) Regarding the maintenance of the integral schedule,
select the node with the highest trust level in the
consortium blockchain as the authoritative node to
maintain the integral table. After the node succeeds
in consensus, the hash value of the successful consensus content will be used as evidence to bind the
integral, and the authoritative node will verify the
hash value. If the veriﬁcation passes, it will accumulate the integral for the node. If the veriﬁcation
fails, it will deduct the integral according to the node
address. Finally, before the next stage of consensus
starts, the establishment of the integral system in the
integral table maintenance process will be
completed.
(3) Punishment mechanism: a consensus node needs to
pay a deposit when entering the main consensus
group. If the system ﬁnds that the node has committed evil acts, the deposit will be conﬁscated to
punish the node.

4. Results and Discussion
4.1. Operational Eﬃciency Analysis
(1) Calculate the communication times of PBFT single consensus. In the consistency protocol process of the PBFT algorithm, there are three periodic broadcasts. Assuming that
the number of nodes in the whole network is M, the number
of times of message transmission is T � 2M(M − 1).
(2) Calculate the communication times of the improved PBFT
single consensus. After the block is submitted, the PBFT
consensus process will be conducted in the subconsensus
group. Therefore, the communication frequency is
(2M/k(M/K − 1)). After the subconsensus group reaches
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a consensus, the leader node will conduct PBFT consensus
on this block again in the main consensus group. The
communication frequency of this consensus is 2K(K − 1).
After the consensus veriﬁcation of the main consensus
group passes, all the leader nodes will broadcast this block
to their subordinate nodes to inform that this block has
passed the consensus process and can be stored in uplink.
The communication times of this process are
(M/(K − 1))K. Therefore, it can be calculated that the total
communication times required by the consensus process
are as follows: (2M/K(M/(K − 1))) + (2K(K − 1)) +
(M/(K − 1))K.
In the practical application scenario of consortium
blockchain, the number of groups K is determined in advance; that is, K is a constant. The inﬂuence of the group
number K on the single communication volume of the
improved PBFT algorithm is shown in Figure 3. When the
number of groups K � 10 is determined, the inﬂuence of the
change in the number of consensus nodes on the communication times of the traditional PBFT algorithm and the
optimized PBFT algorithm is shown in Table 1.
From the above results, it can be seen that with the
increase of the number of consensus nodes, the communication times of the traditional PBFT algorithm increase
sharply. Compared with the improved PBFT algorithm, it
can be seen that the improved PBFT algorithm can best
reduce the communication times and has better advantages
in the application scenario of consortium blockchain with
large-scale nodes.
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4.2.2. Security Analysis of the Leader Node of the Main
Consensus Group. Based on the C4.5 algorithm, an integral
voting mechanism is introduced to further enhance the
honesty probability of the leader node. With the constant
change of the node integral value, the higher the integral
value, the more reliable the node will be, and the higher the
honesty probability of the selected leader node will be, which
can eﬀectively avoid the possibility of mistakes of the leader
node. In order to verify that the mechanism can eﬀectively
improve the honesty probability of the leader node, this
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Figure 3: The inﬂuence of K on the communication times of
optimized PBFT.
Table 1: Comparison of communication times between PBFT and
optimized PBFT.
PBFT
Optimized PBFT

Accuracy

4.2. Security Analysis
4.2.1. Security Analysis of Consensus Nodes of the Main
Consensus Group. In this paper, the C4.5 algorithm is used
to classify the trust level of the nodes participating in the
consortium blockchain network consensus. The top K nodes
are selected as the main consensus group. In the experiment,
iris data set is selected, and the C4.5 algorithm, KNN algorithm, Naive Bayes algorithm, Logistic, perceptron, and
maximum entropy classiﬁers are used to compare and observe the results shown in Figure 4. There are 300 experimental data in this paper, including 240 training samples
and 60 test samples.
According to the experimental results, it can be concluded that the C4.5 decision tree has the best classiﬁcation
accuracy, and using the C4.5 decision tree can eﬀectively
improve the security of consensus nodes.
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Figure 4: Comparison of classiﬁer accuracy.

section selects the Monte Carlo method for experimental
analysis. Assuming that the number of repeated experiments
is m, the consensus number of each experiment is n, and the
frequency of the leader node being an honest node is f, and
the frequency P(A) of the selected leader node being an
honest node in each repeated experiment is
f
P(A) � .
n

(9)

When the number of n is large enough, P(A) will
probabilistically converge to the theoretical probability
P(Ai ) of the i-th experiment:



f
(10)
lim P − P Ai  < ε.
n⟶∞
n
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algorithm are classiﬁed and sorted according to the trust
level, which ensures the reliability of the leader node to a
certain extent, reduces the number of views switching, and
obtains higher consensus eﬃciency. At the same time, by
grouping nodes, the global decentralization consensus is
improved to a hierarchical multicentralization consensus,
which eﬀectively alleviates the problem that the number of
nodes increases and the traﬃc is too large due to the simple
use of the PBFT algorithm. The next step is to study the
uncertainty of network nodes, hoping to dynamically sense
the changing state of the number of nodes.

200

PBFT
Optimized PBFT

Figure 5: Security of the leader node of algorithm.

Data Availability
Then the frequency with which the selected leader node
is an honest node can be used as an approximation of the
probability of honesty of the leader node, by taking the mean
value of the probability of m repeated experiments as the
ﬁnal expected probability, namely,
P�

1 m
 P Ai .
m i

(11)

The security of the algorithm is analyzed and veriﬁed
through simulation experiments on the PBFT algorithm and
the optimized PBFT algorithm. The security probability of
the leader node is obtained by simulating the consensus
number of 10, 20, 50, 100, and 200 times, and the average
result of each simulation is shown in Figure 5.
The security selection probability of the leader node of the
PBFT algorithm is as follows: P(A1 ) � (0.906 + 0.915 + 0.910 +
0.910 + 0.921)/5 � 0.9124. The security selection probability of
the leader node of the optimized PBFT algorithm is as follows:
P(A2 ) � (0.894 + 0.916 + 0.928 + 0.935 + 0.96)/5 � 0.9266. Obviously, P(A2 ) > P(A1 ), the point voting mechanism can increase the probability that the leader node is an honest node, can
eﬀectively avoid the possibility of errors in the leader node, and
the entire system is more secure and stable.
4.2.3. System Security Analysis. The algorithm uses a doublelayer veriﬁcation mechanism. If an error occurs in a certain
link, the entire system will roll back. If the related nodes
involved in the subconsensus group reject the operation, the
main consensus group can get feedback immediately and
feed it back to the corresponding main consensus group
node. If a node in the main consensus group rejects the
operation, the nodes in the main consensus group will call
back the operation failure and the reason to each subconsensus group, forming an upper and lower layer supervision
mechanism, which greatly guarantees system security.

5. Conclusions
In this paper, an improved scheme based on the decision tree
algorithm is proposed to solve the problems of large
communication volume, random selection of main nodes,
and low consensus eﬃciency in PBFT consensus algorithm
commonly used in consortium blockchain. According to the
C4.5 algorithm, the consensus nodes of traditional PBFT
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