
Research Article
Application of Blockchain for Internet of Things: A
Bibliometric Analysis

Ruijun Duan and Li Guo

School of Economics and Commerce, Henan University of Technology, Zhengzhou 450001, China

Correspondence should be addressed to Ruijun Duan; duanrj52058@126.com

Received 18 January 2021; Revised 28 March 2021; Accepted 23 April 2021; Published 29 April 2021

Academic Editor: Chien Ming Chen

Copyright © 2021 Ruijun Duan and Li Guo. *is is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.

As a disruptive emerging technology, the Internet of things (IoT) has rapidly developed, but its privacy risks and security
vulnerabilities are still key challenges. *e decentralized and distributed architecture of blockchain has the potential to satisfy IoT
privacy and security requirements. *is gives birth to the new domain of blockchain for IoT (BIoT). BIoT will cause significant
transformations across several industries, paving the way for new business models. Based on the Science Citation Index Expanded
(SCIE) and Social Sciences Citation Index (SSCI) databases in Web of Science (WoS) Core Collection, this study aims to explore
the research trends and cooperation in the field of BIoTusing the bibliometric method.*e results indicate that the publications in
this field have increased significantly from 2016 to 2020, with China and the USA being the most productive and influential
countries. Keyword co-occurrence analysis shows that the most important research topics are as follows: security issues, core
technologies, application dimensions, and transaction processes. Text mining analysis indicates that future research directions for
BloT will focus more on both computing paradigms and key applications. *is study will provide researchers with a greater
understanding on the state of the art of BIoTand will serve as a reference for researchers engaging in this field to identify their own
future research directions.

1. Introduction

Internet of things (IoT) applications have been rapidly in-
creasing in recent years and are currently playing a key role
in the development of society. In fact, through the con-
nection of vehicles, household appliances, and other elec-
tronic devices to the Internet, IoT will create more
comfortable living conditions for humans through many
applications coming from various industrial domains such
as smart home, smart healthcare, transportation, agriculture,
retail, and wearable [1]. Cisco predicts that the share of
machine-to-machine (M2M) connections will increase from
33% in 2018 to 50% in 2023, i.e., 14.7 billion connections,
with connected home applications accounting for nearly half
this share, while connected car applications will grow the
fastest at a CAGR of 30% [2]. Currently, most IoT solutions
rely on a centralized server-client paradigm, which involves
connecting to cloud servers through the Internet [3].

However, centralized architectures are susceptible to the
malicious manipulation of information by untrusted enti-
ties, which may in turn result in the exchange of tampered
and forged information [4]. On the other hand, cloud
services that store, forward, and process IoT data are vul-
nerable to network attacks such as false data injection, data
tampering, and single node failures [5]. To sum up, the
major concerns regarding the development of IoT are se-
curity and privacy. In [6], it is pointed out that blockchain-
based decentralized architectures provide solutions to the
problem of IoT application security.

Blockchain was originally invented as the underlying
technology of bitcoin, but its potential applications have
gone far beyond the scope of cryptocurrencies. *e emer-
gence of blockchain marks a breakthrough in decentralized
technologies. Since trade on the Internet relies almost en-
tirely on third-party financial institutions to handle elec-
tronic payments, the existence of financial intermediaries
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increases transaction costs, limits the minimum actual
transaction size, and there exist many potential malicious
activity possibilities, such as fraud [7]. As a distributed
technology, blockchain is created to overcome the inherent
weakness of this trust-based model, because it is an elec-
tronic payment system based on proof of encryption rather
than trust. Blockchain allows peer-to-peer transactions
through decentralized networks using data encryption, time
stamps, tree structures, and consensus mechanisms without
having to rely on third-parties [8]. It also provides public and
full access to the history of transactions, allows access to all
transactions that have occurred since the first transaction,
and their occurrence can be verified by any entity at any time
[3, 9]. Blockchain technology is conducive to solving the
problems of poor reliability, low security, high cost, and low
efficiency in centralized organizations [10, 11].

Similar to cryptocurrencies, many entities (nodes,
gateways, and users) in an IoT system do not necessarily
trust each other when performing transactions. As a dis-
tributed ledger technology, blockchain can fulfill the security
requirements of IoT applications. Blockchain technology
uses public-key cryptography to record transactions between
multiple parties without central coordination. *e peer-to-
peer networks established using blockchain can reduce the
risks of single-point failures commonly faced by IoT ap-
plications [12, 13]. Blockchain can also enrich IoT appli-
cations by keeping transaction records permanently in a
verifiable way, and IoT information for which the blockchain
provides trusted distributed authentication and authoriza-
tion is integral and traceable. *erefore, the use of block-
chain can strengthen the reliability of IoT applications.
Blockchains can use pseudonyms without the need for any
identity information to preserve anonymity and privacy [14].
*is is attractive for many IoT applications that need to
maintain confidential identities and privacy. To sum up,
blockchain-based IoT applications would represent a key
revolution to solve security, privacy, and reliability problems
related to the IoT paradigm.

With the increased focus on the field of blockchain for
IoT (BIoT), a large number of studies have emerged. As an
objective criterion for evaluating the research performance
in a field, bibliometric analyses have become important tools
for assessing scholarly quality and productivity [15, 16]. *e
bibliometric analysis may examine an array of different
objects and have been used in different disciplines [17–20].
Compared to other types of analyses, there are numerous
advantages in using bibliometrics: (1) bibliometrics can be
used to analyze the number of publications and citations to
find influential authors, journals, institutions, and countries
efficiently [21]. (2) With the aid of visualization techniques
(e.g., VOSviewer software), bibliometrics can be used to
analyze information more intuitively by constructing net-
work connections of authors, journals, institutions, coun-
tries, and keywords [22]. (3) Bibliometrics can be used to
find the research hotspots and foresee future research un-
dertakings [23].

In recent years, bibliometric methods are being in-
creasingly applied to the fields of blockchain and IoT. For
example, Firdaus et al. [24] conducted a bibliometric

analysis of the blockchain which exhibited the exploration of
an in-depth research pattern in this area. Dabbagh et al. [25]
conducted a bibliometric study of the blockchain literature
with the aim of systematically analyzing all the blockchain
research papers that have been indexed by WoS Core
Collection. Muessigmann et al. [26] provided a structured
bibliometric analysis of blockchain technology in logistics
and supply chain management. Nobre and Tavares [27]
performed a bibliometric literature review from the Scopus
Database focusing on the application of big data/IoT on the
context of circular economy. Bouzembrak et al. [28]
reviewed the use of IoT technology in food safety using the
bibliometric networks. However, there is still a lack of re-
search on BIoTusing bibliometric methods. For this reason,
in this paper we apply bibliometric methods to sort out the
scientific literature of the BIoT domain in recent years and
explore publication and citation details, research hotspots,
and collaborations among authors, institutions, and coun-
tries. More specifically, the present article intends to answer
the following questions: which publications and issues in
BIoT-related fields have received high attention? Which
authors, institutions, countries, and journals significantly
contribute to the research domain? Which authors, insti-
tutions, and countries are involved in collaborative works?
Which journals are closely linked? Which keywords are the
hot issues of BIoT research? What are the future research
trends for BIoT?

In this study, we aim to provide a holistic vision of the
research trends, the most concerned topic and existing re-
search gaps in the field of BIoT.*e key contributions of this
article lie in two main areas: on the one hand, based on the
keyword co-occurrence analysis, the study explores the hot
issues in the BIoT field. On the other hand, the study predicts
the future research trends in the BIoT field using text mining
technology. *is study will provide researchers with a
greater understanding of the research hotspots and trends,
which will be helpful to the researchers for their future
research planning.

*e remainder of the paper is arranged as follows. In
Section 2, we describe the data sources and methods of the
study. In Section 3, we demonstrate the results in detail.
Section 4 presents hot issues, research trends, and limita-
tions. Section 5 summarizes the key conclusions of the study.

2. Data and Methods

*e data collected in this study are based on the retrieval of
the SCIE and SSCI databases inWoS Core Collection. One of
the basic tenets of this content selection for the WoS Core
Collection is Garfield’s Law of Concentration which pos-
tulates that a relatively small core of journals (10-20 percent)
account for the bulk (80-90 percent) of what is cited by all
published literature, and that these core journals are fre-
quently cited across a wide range of disciplines [29].
*erefore, we mainly analyze the most influential papers
about the topic of the BIoT, which are based on the SCIE and
SSCI databases. *ese two databases cover more scientific
and authoritative publications than others. For this study, we
selected the “topic” search field, and the search terms were
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(“blockchain∗ ” and “IoT”) or (“blockchain∗ ” and “In-
ternet of things”). *e literature searching covered “articles”
and “reviews” published during 2016–2020. A total of 917
documents were obtained. Many papers did not include
search terms in their title, abstract, and keywords, and these
articles were inappropriate to be included in this study.
*erefore, we manually screened 917 documents, elimi-
nating articles that did not contain the search terms in the
title, abstract, and keywords, and finally obtained 802
documents.

Because no individual bibliometric indicator can account
for all aspects of research performance, the collected data from
the SCIE and SSCI databases were analyzed using several
bibliometric indicators, including the total number of publi-
cations (TP), total citations (TC), the percentage of total
publications (%/802), the average citations per paper (AC), and
h-index. *e indicator TP provides information about the
number of publications which is necessary for the analysis of
productive authors, institutions, and countries. TC is a well-
established, purely citation-based metric for measuring the
quality of scientific papers. It helps to acknowledge and trace
the original source and authorship of a concept or an idea. *e
AC indicator reflects average citations per paper, and it is useful
in performance evaluation and comparative studies [30].
According to [31], the h-index can be defined as follows: A
researcher has an h-index if they have at least h publications for
which they have received at least h citations. *erefore, the
h-index combines TP and TC in one index [32].

As an important research topic in the field of biblio-
metrics, bibliometric mapping is a network visualization that
reflects the development process and structural relationship
of scientific knowledge using the dual attributes of “graph”
and “genealogy” [33, 34]. In recent years, it has become a
commonly used method to explore the development of a
certain field. Apart from elementary statistics and standard
visualization graphs, we utilized the VOSviewer software to
prepare a network visualization of the bibliographic cou-
pling of authors, co-authorship of institutions and countries,
co-citation of journals, and co-occurrence of keywords.
VOSviewer is a software tool which has been developed for
constructing graphs based on bibliographic data and visu-
alizing bibliometric maps [35]. It also offers text mining
functionality that can be used to construct and visualize co-
occurrence networks of important terms extracted from a
body of scientific literature [36].

VOSviewer constructs a bibliometric mapping based on
a co-occurrence matrix.*e construction of the bibliometric
mapping consists of three steps: firstly, the similarity matrix
is calculated based on the co-occurrence matrix. Secondly,
the visualization technique is applied to the similarity matrix
to construct a bibliometric mapping. Finally, it is the
transformation, rotation, and mapping [35, 37].

VOSviewer uses the strength of association to measure
similarity. *e similarity sij between individual i and in-
dividual j can be expressed by the following formula:

sij �
cij

wiwj

, (1)

where cij represents the number of co-occurrences of the
individual i and the individual j, and wi and wj represent the
number of respective occurrences of the individual i and the
individual j.

*e core idea of the similarity visualization technique is
to minimize the weighted square sum of the Euclidean
distance. *e higher the similarity between the two indi-
viduals, the higher the weight of the square sum. To avoid
that all individuals are in the same position, a constraint is
given that the average distance between two individuals is
equal to one. We can represent the objective function and
constraints as the following mathematical model:

Min V x1 . . . xn(  � 
i<j

sij xi − xj

�����

�����
2
,

s.t.
2

n(n − 1)

i<j

xi − xj

�����

����� � 1,

(2)

wherein xi � (xi1, xi2) represents the position of the indi-
vidual i in the two-dimensional map and ‖•‖ indicates the
Euclidean norm.

*e optimization problem above has no unique global
optimal solution. It needs to solve this problem in three
steps: the first step is to transform the solution centered on
the origin; the second step is to use the principal component
analysis method to maximize the variance of the solution in
the horizontal direction by rotation.*irdly, if the median of
x11, ..., xn1 is greater than 0, the solution is mapping to the
vertical axis; if the median of x12, ..., xn2 is greater than 0, the
solution is mapping to the horizontal axis. *ese three
transformations ensure that the VOSviewer produces con-
sistent results.

Items and links together constitute a network, where
items are represented by nodes whose size signifies the
weights of the items. *e distance between two nodes ap-
proximately reflects the relatedness between two items; a
shorter distance generally presents a stronger relation. Items
may be grouped into clusters, whose nodes all bear the same
color. Links can exist for any pair of items; a link reveals a
relation between two items, and the stronger the link be-
tween two items, the thicker the line between two nodes that
is used to display the link in the visualization. *e link
strength (LS) indicates the number of links of a node with
other nodes.*e total link strength (TLS) represents the sum
of the link strengths of this node over all other nodes [23].

3. Results and Discussion

3.1. State of the Art in BIoT Research. Using the above
method, we retrieved 802 documents from the WoS Core
Collection database from 2016 to 2020. *e first article on
BIoTwas published in 2016. *e annual change trends of TP
are shown in Figure 1. It can be seen that the annual number
of publications showed an overall upward trend in the
period from 2016 to 2020. Out of a total of 802 publications,
the breakdown for each year from 2016 to 2020 was 2, 6, 64,
236, and 494, respectively. After 2018, there was a
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remarkable increase in the number of BIoTstudies. 2020 was
the most productive year with 494 publications, i.e., 61.6% of
the total 802 papers, indicating that the research on BIoT is
attracting more and more scholars’ attention and is be-
coming a hot research topic.

Table 1 presents the title, author’s name, year of pub-
lication, and number of total citations of the top 10 most-
cited articles. Except for two articles from 2016 and 2019, all
other papers were published in 2018.*e top 10 articles from
Table 1 discuss the state of the art of different themes of BIoT
research. Highly cited articles may affect their respective
research subdomains, thereby setting the scope of future
research efforts.

*e article titled “Blockchains and Smart Contracts for
the Internet of *ings” [13] ranked first with 1003 total
citations. In that article, K. Christidis and M. Devetsikiotis
examine whether blockchains are suitable for Internet of
*ings (IoT) applications. *e conclusion is that the
blockchain-IoT combination can cause significant trans-
formations across several industries. *e paper written by
M.A. Khan and K. Salah entitled “IoT security: review,
blockchain solutions, and open challenges” [38] is the
second influential work in Table 1. *e article analyzes how
blockchain can be a key enabler and solve many IoTsecurity
problems. *e article written by Zheng et al. entitled
“blockchain challenges and opportunities: a survey” [39] is
the third in the list, cited 407 times. *e authors believe that
blockchain can help in improving the IoT sector such as
e-business, safety, and privacy.

3.2. Analysis of Leading Authors. A total of 2676 authors
participated in BIoTresearch. Table 2 enumerates the top 10
authors with the highest number of publications. J.H. Park
from Seoul National University of Science and Technology
published 18 papers on BIoT, becoming the most prolific
author. He is Associate Editor/Editor of 14 international
journals. *e main areas of his research include IoT, Hu-
man-Centric Ubiquitous Computing, Information Security,
Digital Forensics, Vehicular Cloud Computing, Multimedia
Computing, etc. M. Guizani from Qatar University is listed
in the second position with 16 items. He is currently the
Editor-in-Chief of the IEEENetworkMagazine. His research

interests include wireless communications and mobile
computing, computer networks, mobile cloud computing,
security, and smart grid. Y. Zhang from University of Oslo
ranks third with 14 papers, followed by X.J. Du (TP� 13)
from Temple University, and K-K.R. Choo (TP� 12) from
University of Texas at San Antonio. *e top 10 high-yielding
scholars contributed 119 papers, accounting for 14.84% of all
publications.

Highly cited authors are considered to be the world’s
most influential researchers, because they usually grasp the
research hotspots and cutting-edge trends in certain subject
areas. Table 3 presents the top 10 authors with the highest
number of citations. It can be seen that K. Christidis and
M. Devetsikiotis, two scholars from North Carolina State
University with 1003 citations, are the most-cited authors,
followed by Z.B. Zheng of Sun Yat Sen University, J.H. Park
of Seoul National University of Science and Technology, and
H.N. Dai of Macau University of Science and Technology,
cited 536, 533, and 504 times, respectively. In addition, from
the perspective of the country distribution of most influ-
ential authors, China, the United States, and Korea dominate
the research in the field of BIoT.

Bibliographic coupling analysis is an important tool for
establishing the connections among authors who cite the
same publications [40]. *e more often two researchers cite
the same publications, the stronger their relatedness [41].
Figure 2 presents a visualization of the authors’ bibliographic
coupling network. Only authors with more than 5 articles
are labeled. Of the 2676 authors, 39 meet this threshold. *e
node size represents the number of publications while the
thickness of the connecting lines represents the link strength.
As shown in Figure 2, the authors are grouped into 7 clusters
represented by 7 colors. F.R. Yu (TLS� 2320), M. Guizani
(TLS� 2760), N. Kumar (TLS� 3795), M. Imran
(TLS� 1434), J.H. Park (TLS� 3045), W.J. Li (TLS� 1032),
and T.M. Fernandez-Carames (TLS� 3781) are authors with
the greatest bibliographic couplings in the red, green, blue,
yellow, purple, turquoise, and orange clusters, respectively.
Overall, N. Kumar (TLS� 3795) is themost bibliographically
coupled author, followed by T.M. Fernandez-Carames
(TLS� 3781) and K-K.R. Choo (TLS� 3505). Most notably,
N. Kumar had awarded the best research paper awards from
IEEE ICC 2018 and IEEE Systems Journal 2018. At present,
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Figure 1: Annual number of total publications.
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he is leading the Sustainable Practices for the Internet of
Energy and Security research group, where team members
are working on the latest cutting-edge technologies. *e
cooperation network centered on N. Kumar represents the
forefront of research in this field. By pairing authors, the
strongest link strength is found between T.M. Fernandez-
Carames and P. Fraga-Lamas (LS� 1917) affiliated with
Universidade da Coruna of Spain, followed by N. Kumar and
S. Tanwar (LS� 743) and M. Guizani and X.J. Du (LS� 558).

3.3. Analysis of Dominant Institutions. A total of 1073 in-
stitutions are involved in research related to BIoT. Table 4
lists the top 10 institutional contributors to BIoT research
and ranks them according to the number of publications. In
addition, the table captures other relevant information in-
cluding country, percentage of total publications, number of
average citations, and h-index.

*e Beijing University of Posts and Telecommunications
(38, 4.74%) is the largest provider of BIoT research. *e

Table 1: List of top 10 influential papers.

Rank Title Author(s) Year TC
1 Blockchains and smart contracts for the internet of things Christidis, K.; Devetsikiotis, M. 2016 1003
2 IoT security: review, blockchain solutions, and open challenges Khan, M.A.; Salah, K. 2018 430

3 Blockchain challenges and opportunities: a survey Zheng, Z.B.; Xie, S.A.; Dai, H.N.; Chen, X.P.;
Wang, H.M. 2018 407

4 On blockchain and its integration with loT. Challenges and
opportunities

Reyna, A.; Martin, C; Chen, J.; Soler, E.; Diaz,
M. 2018 255

5 Blockchain’s roles in meeting key supply chain management objectives Kshetri, N. 2018 251

6 Blockchain meets IoT: an architecture for scalable access management
in IoT Novo, O. 2018 236

7 Consortium blockchain for secure energy trading in industrial internet
of things

Li, Z.T.; Kang, J.W.; Yu, R.; Ye, D.D.; Deng,
Q.Y.; Zhang, Y. 2018 229

8 Blockchain technology in the energy sector: a systematic review of
challenges and opportunities Andoni, M.; Robu, V.; Flynn, D. 2019 214

9 A review on the use of blockchain for the Internet of things Fernandez-Carames, T.M.; Fraga-Lamas, P. 2018 188

10 A software defined fog node based distributed blockchain cloud
architecture for IoT Sharma, P.K.; Chen, M.Y.; Park, J.H. 2018 178

Table 2: Top 10 most productive authors.

Author Institution Country TP
Park, J.H. Seoul National University of Science and Technology South Korea 18
Guizani, M. Qatar University Qater 16
Zhang, Y. University of Oslo Norway 14
Du, X.J. Temple University USA 13
Choo, K-K.R. University of Texas at San Antonio USA 12
Kumar, N. *apar Institute of Engineering and Technology India 11
Sharma, P.K. Seoul National University of Science and Technology South Korea 10
Fernandez-Carames, T.M. Universidade da Coruna Spain 9
Fraga-Lamas, P. Universidade da Coruna Spain 8
Li, H. Old Dominion University USA 8

Table 3: Top 10 most influential authors.

Author Institution Country TC
Christidis, K. North Carolina State University USA 1003
Devetsikiotis, M. North Carolina State University USA 1003
Zheng, Z.B. Sun Yat Sen University China 536
Park, J.H. Seoul National University of Science and Technology South Korea 533
Dai, H.N. Macau University of Science and Technology China 504
Salah, K. Khalifa University of Science and Technology United Arab Emirates 473
Khan, M.A. Bahauddin Zakariya University Pakistan 430
Zhang, Y. University of Oslo Norway 424
Sharma, P.K. Seoul National University of Science and Technology South Korea 422
Xie, S.A. Sun Yat Sen University China 416
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second position is held by the King Saud University (26,
3.24%), followed by University of Electronic Science and
Technology (25, 3.12%) and the Chinese Academy of Sci-
ences (23, 2.87%). However, from the perspective of average
citations, the Seoul National University of Science and
Technology leads Table 3 with 26.75 average citations, fol-
lowed by Beijing University of Posts and Telecommunica-
tions with 18.87 average citations and King Saud University
with 18.73 average citations. In terms of h-index, the King
Saud University tops Table 4, followed by Beijing University
of Posts and Telecommunications and University of Elec-
tronic Science and Technology of China. It is worth noting
that of the 10 most productive institutions, five are from
China, two institutions are from the United States, one from
South Korea, one from Saudi Arabia, and one from Pakistan.
*is indicates with no doubt that in terms of total

publications, Chinese institutions play an important role in
global BIoT research. *e 10 most productive institutions
have contributed 221 papers, accounting for 27.56% of all
publications in this field.

Figure 3 shows the ten most influential institutions and
ranks them according to the number of total citations. *e
North Carolina State University, with 1003 citations, leads
Figure 3 followed by Beijing University of Posts and Tele-
communications (717), Sun Yat Sen University (566), and
Macau University of Science and Technology (504). Note the
significant contribution of the two authors: K. Christidis and
M. Devetsikiotis from North Carolina State University, who
have contributed 1003 citations. In the top ten places, there
are five institutions from China, one institution from the
USA, one institution from Saudi Arabia, one institution
from Pakistan, one institution from United Arab Emirates,

Figure 2: Bibliographic coupling network of authors.

Table 4: Top 10 most productive institutions.

Institution Country TP %802 AC h-index
Beijing University of Posts and Telecommunications China 38 4.74 18.87 11
King Saud University Saudi Arabia 26 3.24 18.73 13
University of Electronic Science and Technology of China China 25 3.12 12.76 10
Chinese Academy of Sciences China 23 2.87 13 8
Seoul National University of Science and Technology South Korea 20 2.49 26.75 8
Xidian University China 20 2.49 11.15 8
Pennsylvania Commonwealth System of Higher Education USA 18 2.24 9.5 8
Tsinghua University China 18 2.24 16.11 6
Comsats University Islamabad (CUI) Pakistan 17 2.12 9.82 6
University System of Georgia USA 16 2 10.13 7
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and one institution from Norway. It is worth noting that
China is in the leading position in terms of institutional
influence.

As an important aspect of bibliometric studies, co-au-
thorship analysis aims to explore the level of research col-
laborative strength in a specific field [23]. Figure 4 depicts
visualization of the institutions’ co-authorship network,
where the minimum number of documents for inclusion in
the figure is 5. Among the 1073 institutions, 84 meet the
threshold. *e size of the circle represents the number of
publications. *e connection between the two institutions
represents a cooperative relationship. Figure 4 clusters the
institutions into ten groups coded with different colors.
Beijing University of Posts and Telecommunications
(TLS� 41) is at the center of cooperation and has the
strongest co-authorship network, followed by the University
of Electronic Science and Technology of China (TLS� 37)
and King Saud University (TLS� 31). Considering the links
between the two institutions, the strongest co-authorship
collaboration exists between Temple University and Qatar
University (LS� 8) followed by Temple University and
University of Electronic Science and Technology of China
(LS� 6) and by Chinese Academy of Sciences and University
of Chinese Academy of Sciences (TLS� 6).*e figure reveals
that although institutions in geographic proximity are more
closely linked, geographical advantage is not the main factor
influencing interinstitutional cooperation as international
academic exchanges become more frequent.

3.4. Analysis of Key Countries/Regions. A total of 72 coun-
tries are active in the field of BIoTresearch. Figure 5 displays
the top 10 countries/regions in the world in terms of number
of publications and citations. China published the highest
number of literature items (337 articles), followed by the
United States (141), South Korea (100), India (77), and
England (71). China’s literature items received a total of 4306
citations as the highest citation number of all countries,
followed by the USA (3200), South Korea (1339), England

(968), and India (954). As can be seen, the number of
publications and citations in China and the United States is
much higher than in other countries. *is reveals that China
and the USA have been at the forefront of the world in BIoT
research and are likely to lead the development of global
BIoT in the next decade.

Co-authorship collaboration among countries is shown
in Figure 6, which displays countries with more than five
articles. Of the 72 countries, 37 meet the inclusion criteria.
*e countries are grouped into 6 clusters of different colors.
China (TLS� 294) is at the center of collaboration and has
the most cooperation with other countries. *e countries
that have close cooperation with China mainly include the
USA (LS� 69), England (LS� 22), Australia (LS� 19), and
Canada (LS� 17). *e USA (TLS� 171) is the second largest
co-authorship country, and its main partners are China
(LS� 69), England (LS� 27), Australia (LS� 26), and Can-
ada (LS� 18). *is indicates that collaboration between
countries can increase the amount of publications in
comparison to publications from a single country. In ad-
dition, it is worth mentioning that the collaboration between
China and the United States is the most intensive.

3.5. Analysis of Popular Journals. A total of 164 journals are
pertinent to the field of BIoT research. Table 5 depicts the
basic information of the top 10 most productive journals.
Among them, IEEE Access (110) had the greatest number of
publications, accounting for 13.71%. It was followed by IEEE
Internet of *ings Journal (74) and Sensors (65), accounting
for 9.23% and 8.1%, respectively. IEEE Access had not only
published most articles but also had the largest number of
total citations (2578). However, from the perspective of
average citation, Future Generation Computer Systems had
the highest number of average citations (36.71), followed by
IEEE Transactions on Industrial Informatics (25.84) and
IEEE Access (23.44). In terms of the h-index, IEEE Access
again led Table 5 with the highest h-index (21), while IEEE
Internet of *ings Journal (17) obtained the second position
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followed by IEEE Transactions on Industrial Informatics
(16).

We now turn to the analysis of co-citation network of
journals. Co-citation of journals occurs when two docu-
ments of two different journals are cited from the same third
publication [42].*emore often two journals are cited in the
same document, the stronger their relatedness. In this study,
the co-citation analysis of journals with a minimum of 50
citations is considered. Only 100 journals out of 13320 co-
cited sources meet this criterion. As shown in Figure 7, the
journals are grouped into 4 clusters using 4 colors. IEEE
Access tops Figure 6 with 62676 total link strengths, followed
by IEEE Internet of *ings Journal (TLS� 43272) and
Lecture Notes in Computer Science (TLS� 29719).
According to the journal collaboration network, the most

frequent interactions are between IEEE Access and IEEE
Internet of *ings Journal (LS� 6736) followed by IEEE
Access and Future Generation Computer Systems
(LS� 3737), and by IEEE Access and IEEE Communications
Surveys and Tutorials (LS� 3372).

4. Hot Issues, Research Trends, and Limitations

4.1.Hot Issues. Keyword co-occurrence can provide insights
into the research hotspots in a certain discipline, revealing
the research frontiers of the subject. In this study, the co-
occurrence of author keywords is analyzed. *e minimum
number of occurrences of a keyword is set to 5, and 102 out
of 1907 keywords meet this threshold. In Figure 8, these
keywords are grouped into 8 colored clusters according to
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Table 5: Top 10 most productive journals.

Journal TP %802 TC AC h-index
IEEE Access 110 13.71 2578 23.44 21
IEEE Internet of *ings Journal 74 9.23 1152 15.57 17
Sensors 65 8.1 484 13.05 13
IEEE Transactions on Industrial Informatics 37 4.61 956 25.84 16
Future Generation Computer Systems 31 3.87 1138 36.71 13
Electronics 27 3.37 116 4.3 6
IEEE Network 24 2.99 203 8.46 9
Applied Sciences-Basel 17 2.12 84 4.94 6
Sustainability 15 1.87 80 5.33 4
Transactions on Emerging Telecommunications Technologies 14 1.75 47 3.36 4
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the similarity of research fields. *e high-frequency key-
words reflect relevant research hotspots and tendencies. *e
15 most frequent keywords are “blockchain” (582 occur-
rences), “Internet of things” (462 occurrences), “security”
(119 occurrences), “smart contract” (99 occurrences), “edge
computing” (61 occurrences), “industrial Internet of things”
(59 occurrences), “privacy” (51 occurrences), “cloud com-
puting” (42 occurrences), “fog computing” (37 occurrences),
“access control” (35 occurrences), “smart city” (31), “in-
dustry 4.0” (30 occurrences), “authentication” (28 occur-
rences), “peer-to-peer computing” (25 occurrences), and
“bitcoin” (24 occurrences). It is worth mentioning that the
strongest co-occurrence networks are between “blockchain”
and “Internet of things” (LS� 198), followed by between
“blockchain” and “security” (LS� 107). According to
Table 6, the potentially hot issues around BIoT research can
be categorized into four aspects: security issues, core tech-
nologies, application dimensions, and transaction processes.

4.1.1. Security Issues. Since a typical IoT deployment con-
tains heterogeneous devices with embedded sensors through
interconnected networks, it inherits the drawbacks of
conventional computer networks related to security

vulnerabilities and privacy risks [38]. As a decentralized and
distributed ledger technology, blockchain can satisfy the
security requirements and promote the development of
secure IoT applications, such as anonymous authentication,
audit capability, and confidentiality. It highlights the scal-
ability capacity that comes with smart contracts [10, 11].
Within the blockchain network, smart contracts stored on
the blockchain have a unique address, and users trigger a
smart contract by sending a transaction to this address. *e
contractual clauses are then executed independently and
automatically. Blockchain can secure communications be-
tween devices validated through smart contracts [43]. Smart
contracts will enrich the IoT by providing a secure and
reliable processing engine which records and manages all
their interactions. With smart contracts, blockchain has the
potential to improve the security of IoT applications.

One of the key challenges for IoTapplications is privacy,
mainly due to the large scale and distributed nature of IoT
networks. *e blockchain can alleviate the problem through
advanced cryptography technologies [44]. As an important
part of blockchain technology, consensus mechanisms are
not only responsible for the integrity of the information
contained in the blockchain but also help defend against
double-spending attacks [10]. On the other hand,
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blockchain-based identity authentication and access control
techniques can be leveraged to enhance IoT security. For
example, the blockchain is applied to implement permitted
access control for devices in the IoT to securely track data
management and prevent malicious access [45]. Blockchains
can provide trusted distributed authentication and stronger
defense against attacks from IoT applications, as the man-
agement of certificate data is done on the blockchain, so it is
not possible for an attacker to inject fake signatures into the
record [5, 12].

4.1.2. Core Technologies. *e increase in the number of IoT
devices has resulted in a large number of IoT terminals.
*erefore, a significant portion of computing power at
terminals based on blockchain technology would inevitably
be consumed. Cloud computing allows for centralized data
processing, where the big data generated by distributed
sensors are transmitted to a cloud computing data center
through the network. *ese data are centrally processed and
stored, leveraging the computational power of the cloud
platform. Using cloud computing and big data, blockchain-
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Table 6: Main research categories in the field of BIoT.

Category Representative keywords

Security issues Security (119), smart contract (99), privacy (51), access control (35), authentication (28), cryptography (22), trust
(16), consensus (16), distributed ledger technology (14), decentralization (12)

Core technologies
Edge computing (61), cloud computing (42), fog computing (37), peer-to-peer computing (25), computer
architecture (18), machine learning (17), artificial intelligence (17), consensus algorithm (10), computational

modelling (9)
Application
dimensions

Industrial Internet of things (59 occurrences), smart city (31), industry 4.0 (30 occurrences), healthcare (17), supply
chain (14), smart grid (11), 5 g (10), smart home (6), energy trading (6), Internet of vehicles (6)

Transaction processes Smart contract (99), bitcoin (24), Ethereum (21), protocols (15), cryptocurrency (10), servers (10), task analysis (9)
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based cloud platforms for IoTdevice management can adopt
more efficient cryptographic algorithms and leverage dis-
tributed capabilities to ensure low latency and high
throughput in data management [46]. Furthermore,
blockchain technology as a distributed ledger and the
decentralized edge computing model has also revolutionized
the IoT by adding a new layer between cloud computing and
IoT devices. Edge computing brings the cloud capabilities
closer to the computation tasks. *e convergence of
blockchain and edge computing paradigms can overcome
the security and scalability issues of IoT [47].

*e diversification and the rapid increase of IoT devices
lead to many identity authentication tasks, causing the users
to wait too long. With the development of cloud computing,
edge computing, and fog computing, among others, these
technologies can not only achieve effective identity au-
thentication but also guarantee the security and reliability of
data information. For example, edge computing can im-
prove the capability of data caching and computing. Based
on edge computing, the delay-tolerant computing tasks can
be offloaded to a closer edge computing server, and then
more computing tasks can be selectively accommodated and
executed on the local device, edge computing server, or
cloud computing server according to the current network
states and network environments [48]. Compared with the
traditional IoT architecture, this can reduce the end-to-end
delay between IoTdevices and computing resources, thereby
facilitating IoT service provisioning.

4.1.3. Application Dimensions. By providing a secure open
communication platform, BIoT can offer many possible
applications for smart cities such as smart home, smart
management, and smart gadgets [49]. Smart cities can
improve the efficiency of resource utilization, optimize city
management and services, and make city life easier by
exploiting data collection sensors to transmit information.
One smart city BIoTapplication is detailed in [50], where the
use of blockchain technology is analyzed in different smart
city business models.

*e energy sector can also benefit from the application of
BIoT. In [51], a prototype implementation using the
Ethereum platform, a smart energy grid capable of timely
adjustment of the energy demand by enacting the expected
energy flexibility levels and validating all demand response
protocols is analyzed. In [52], a decentralized privacy-pre-
serving healthcare blockchain application for IoT is pro-
posed. *e results showed that IoT application data and
transactions are more secure and anonymous over a
blockchain-based network. In [53], various mechanisms
were illustrated whereby blockchain helps achieve the key
supply chain management objectives such as cost, quality,
speed, dependability, risk reduction, sustainability, and
flexibility. In addition, there are some other application
scenarios of BIoT, e.g., industry 4.0 [54], 5G [55], Internet of
vehicles [56], global value chains [57], Stock Trade [58], and
smart grid [59].

4.1.4. Transaction Processes. Blockchain can accelerate the
creation of services and data marketplaces for the IoT
ecosystem, where transactions between peers can be carried
out without the need for trusted parties. Bitcoin, the first
cryptocurrency, is also the most popular application that
runs on top of the blockchain platform. In general, the
bitcoin blockchain provides a secure payment mechanism to
carry out monetary transactions in a fast, cheap, and reliable
manner. However, its poor scalability limits its use [3].
Ethereum is currently the most popular blockchain-based
platform built for creating smart contracts. It focuses more
on running programming codes and a consensus-based
virtual machine (Ethereum Virtual Machine). Different
from transactions in the bitcoin blockchain, which tracks the
transfer of ownership of cryptocurrencies, the Ethereum
blockchain performs state transitions under an account-
based system which consists of two types of accounts, ex-
ternally owned accounts controlled by private keys and
contract accounts controlled by codes in contracts [4, 60].
More importantly, the Ethereum blockchain implements
smart contracts, which are computerized transaction pro-
tocols that execute the terms of the contract. IoTdevices can
leverage these capabilities to carry out autonomous trans-
actions through smart contracts. *e inclusion of smart
contracts makes the potential space for Ethereum blockchain
in IoT immense and endless [61]. Note that similar smart-
contract blockchain platforms have recently emerged, such
as Hyperledger [62], BigchainDB [63], Stellar [64], and
Tendermint [65].

4.2. Research Trends. A bibliometric analysis can provide an
indication of potential research trends and identify possible
fields of future progress and engagement.*e purpose of this
section is to highlight some priorities for further research
using text mining analysis to better understand the research
trends in the field of BIoT. *e text mining functionality of
VOSviewer offers support for creating term maps based on a
corpus of documents. A termmap is a two-dimensional map
in which terms are located in such a way that the distance
between two terms indicates the relatedness of the terms,
which in turn is determined through the co-occurrences in
documents [66]. Figure 9 presents an overlay visualization
term map using terms extracted from the title and abstracts
of a corpus of academic publications in the field of BIoT. A
full counting method has been chosen, and the minimum
number of occurrences of a term is set to 35. Of the 16309
terms, 143 meet this threshold. For each of the 143 terms, a
relevance score is calculated. Based on this score, the 86 most
relevant terms are selected.

In Figure 9, the color of a term is determined by the score
of the term, where by default the colors range from blue
(lowest score) to green to yellow (highest score). As can be
seen, prominent terms in this area include “edge comput-
ing,” “algorithm,” “cost,” “block,” “protocol,” “perfor-
mance,” “simulation result,” “big data,” “artificial
intelligence,” “iiot,” “communication,” “feasibility,” “trace-
ability,” “transparency,” and so on. *erefore, it is likely that
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future research directions for BloT will focus more on both
computing paradigms and key applications.

In terms of computing paradigms, traditional cloud
computing is unable to meet the real-time and efficient
data processing requirements due to the situations of
limited bandwidth and increased network latency. For
these reasons, in recent years, cloud computing has
evolved towards more complex edge computing and fog
computing. Edge computing pertains to data processing at
the edge of the network close to the data source. It has
gained considerable popularity in academic and industrial
circles because of its ability to provide low latency, high
bandwidth, and location awareness support for latency-
sensitive applications [67]. Extensive simulation results
with different parameters show that edge computing has
more advantages and effectiveness compared with cloud
computing [48]. Fog computing, which seamlessly inte-
grates edge devices and cloud resources, is a distributed
paradigm that provides cloud-like services to the network
edge. It can significantly alleviate the traffic in the core
network and potentially accelerate big data processing.
Fog computing solves the requirements of widely dis-
tributed applications that require low latency [68, 69]. As
discussed, future research will focus more on the per-
formance of fog and edge computing in BIoTapplications.
Despite the promising benefits and the exciting future of
edge and fog computing, there are significant challenges
in security and privacy, system integration, and resource
management [70]. *ese challenges will also trigger more
research on related topics.

Regarding corresponding BIoT-based applications, fu-
ture research directions are likely to concentrate on the
topics of artificial intelligence, big data, communication, and
industrial IoT (IIoT), etc. *e convergence of blockchain
and artificial intelligence in the IoT network will be an
important area of future research and is revolutionizing the
smart city network architecture to build sustainable eco-
systems [71]. It has the potential to provide real-time cost-
efficient solutions for several applications such as healthcare,
smart grid surveillance, smart city monitoring, and border
surveillance [72]. As IoT applications become sophisticated,
IoT big data management in a centralized architecture be-
gins to suffer from single points of failure, poor scalability,
high latency, and privacy issues. *e blockchain can provide
a continued integrity service for IoT big data management
by identity, tamper-proof, fault-tolerant, confidentiality, etc.
[73].

Another key BIoT application is related to communi-
cation domains. *e blockchain is providing new insights
and addressing some of the main challenges of many
communication areas. For example, the blockchain can
establish connections to various 5G networks and assist 5G
networks to select the quickest access node for every user
[74].*ere is clear evidence that BIoTapplications will play a
major role in regard to IIoT in the future. As many re-
searchers have observed, BIoT can revolutionize most of the
current and future industrial applications in different sectors
through the provision of a decentralized architecture [75]. In
particular, the integration of blockchain with the IIoTwill be
a key enabler for many future technologies [76]. In the
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future, industrial BIoT applications will be an active field of
research and hold important technical promise.

4.3. Limitations. Although the findings of this study are
helpful for researchers to understand the current progress,
hot spots, and future directions in the field of BIoT-related
research, some limitations should be addressed. One limi-
tation lies on the retrieval scope (SSCI and SCIE databases in
WoS Core Collection), resulting in some important con-
ference papers not being included. Other databases can be
added in the future to verify the robustness of this study.
Another limitation is that it included only articles written in
English, which may lead to an underestimation regarding
some important literature published in other languages.

5. Conclusions

In this article, we explore the recent progress in the field of
BIoT-related research based on bibliometric analysis of
publications in 2016-2020. Statistical results show a signif-
icant increase in the number of annual BIoT-related pub-
lications, peaking in 2020. China and the USA are the most
productive and influential countries with the most publi-
cations, the highest citations, and the most cooperative
countries. *e keywords co-occurrence analysis indicates
that hot issues around BIoTresearch can be categorized into
four areas: security issues, core technologies, application
dimensions, and transaction processes. According to the text
mining analysis, the future research direction of BloT will
focus more on computing paradigms and key applications.
However, the results obtained can help researchers to delve
deeper into the specific areas of this theme and offer the
possibility of expanding collaboration for future researchers.
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