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A novel technique for transmission of information through visible light communication (VLC) is developed in this study. A light-
emitting diode is used as the light source at the transmitting side to send the encrypted information. At the receiving side, a light
sensor, OPT-101, is used to receive the light signals that carry the encrypted information. The Arduino Due microcontroller board
is used for digital signal processing at both the transmitting and receiving sides. Furthermore, to prevent the transmitted message
from being intercepted, two chaotic systems, a master and a slave, with a synchronization controller are designed to obtain the
transmitted audio signals. The design enables not only a VLC system with the light transmission path as a straight line (so that data
cannot be stolen) but also the encryption of the audio signals with the chaotic system (Réssler system) to enhance data

transmission security. The effectiveness of this system is then experimentally verified.

1. Introduction

Advancements in information technology have enabled the
development of fast wired transmission and wireless
transmission methods, such as Ethernet, serial communi-
cation, Bluetooth, and Wi-Fi, which are now commonly
used in daily life. However, regardless of the communication
method used, in addition to the requirements of high-speed
transmission, low power consumption, strong stability, wide
communication range, and other performance parameters,
the focus of information transmission has shifted to com-
munication security. Therefore, related encryption methods,
such as Rivest-Shamir-Adleman encryption [1], ElGamal
encryption, Paillier encryption [2], and the chaos-based
encryption (Rossler system) [3], have been proposed.
Visible light communication (VLC) uses light-emitting
diodes (LED) to send out high-speed light and dark flashing
signals to transmit data, it can reach 500 Mbit/s, and the
transmission distance can reach 1 to 2 kilometers, which can
be used as a local area network technology. Nowadays, it is

used in applications such as unidirectional indoor broad-
casting system [4] or indoor positioning [5]. Voice signal
transmission over distant places through VLC [6] is a critical
topic of research.

For security considerations, in the proposed technique,
the signal that carries crucial information is encrypted. A
chaotic system that is characterized by a dynamic system,
which is very sensitive to the initial value [7] and can only be
decrypted after the system is synchronized [8], was used in
the proposed system. The proposed system increases com-
munication security. Here, the Rossler system is mainly used
for secure communication [3]. The system contains a
transmission device and a receiving device, which function
as a master and a slave, respectively. A controller is designed
to synchronize the master and slave systems and decrypt the
encrypted transmitted audio signals. Many synchronization
design methods are available for chaotic systems [9-13].
Different from the implementation methods proposed in
other documents [14-16], the main purpose of this manu-
script is to transmit through VLC. Because of the analog
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transmission through the LED, the data is not easy to be
stolen. In order to enhance its security, we encrypt it through
a chaotic system, design a set of channel modulation
methods to enable it to successfully synchronize and decrypt,
and strengthen its confidentiality. In this study, we adopted
the proportional integral derivative (PID) controller for
synchronization [17, 18]. The state error of the master and
slave systems is used as the PID input, and suitable PID
parameters are used to ensure that the system quickly
achieves synchronization to complete the decryption.

2. Research Methods

2.1. Simulation and Synchronization of Chaotic Systems.
Because security of information is critical, the transmission
signal is encrypted to increase communication security. The
Rossler chaotic system is mathematically expressed as
follows:

((dx(t)
o = -y () —z(1),
% =x(t) +ay(t),
1 (1)
dz(t)
i =b+z(t)(x(t)-c),
| wherea =b=0.2,c=5.7.

In the matrix form, it is described as follows:
rdx () ]
dt

dy(t)
dt

x(t)
= Al y(t) | + B[0.2 + x(t)z (1)], (2)

z (1)
dz (t)
L dr
0 -1 -1 0
102 0 |andB=|0].
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Here, x, y, and z are the three states of the chaotic system.

Because these states can be implemented in the transmission
system, the chaotic system is then discretized. By applying a
sampling time (T') of 25 ms, the discrete time system can be
obtained as follows, where k is the time index:

where A =

G=¢", H=(G-1,)A"'B, (3)
100
where I; = (0 1 0 |.
001
Ukt )
y* =Gl y® |+ H[02+xPz®], (1)
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0.9997 -0.0251 -0.0233

where G =1{0.0251 1.0047 —0.0003 and
0 0 0.8672
—2.9815%x 107 *
H=|-25171x10"°|.
0.0233

After successful discretization of the chaotic system,
the initial value of the given chaotic system is obtained as
x@ =5y =6, and z(© = 14 through MATLAB simu-
lation. The chaotic signal characteristics of
(x,¥), (x,2), (,2), and (x, y,z) are displayed in Figure 1.

Because chaotic systems are susceptible to initial
values, if the initial values at the transmitting and the
receiving sides differ, accurate decryption depends on the
synchronization controller. In this study, the state var-
iables of the chaotic system at the transmitter are defined
as x,(rf‘), y,(,f), and z,(,i‘) with the initial wvalue
x0 =5,y =6, andz(?) = 14, where k is the time index,
and the state variables of the chaotic system at the re-
ceiver are defined as x®, y®, and z{®¥ with the initial
value x(¥ = -4,y =7, andz” = 3, for synchronizing
both the transmitter and the receiver with different initial
values. Since the chaotic system is easily affected by the
initial value and causes the system to be unstable, this
manuscript selects the abovementioned initial values that
can prevent the system from diverging as the simulation
parameters. A PID controller is selected because of its
simplicity, convenience, and strong robustness. The
proportional controller (Kp) can speed up the response
speed of the system, improve the accuracy of the system
adjustment, and reduce the system response time. This
allows the chaotic system to quickly catch up with the
master state when the state error between the master and
slave is large. The integral controller (K;) considers the
past error and controls the state to eliminate the steady-
state error, but because the steady-state error is less than a
certain value when synchronizing, it does not affect
subsequent decryption. Furthermore, if the integral
control is improper, overshoot may occur. Therefore,
integral control was not adopted in the synchronous
design. The differential controller (Kp) can consider
future errors and achieve advanced control, which can
improve system stability, reduce synchronization time,
and avoid system overshoot. The state error of the master
and slave formula is defined as e® = x(¥ — x®_and the
PID controller is u®¥ = K,e® + K, Zle e + Kp(AeW),
where K, =-0.05,K; =0, and K, =-0.7. The control
input u® is applied in the chaotic system at the receiver,
which is expressed in (5). Then, some numerical simu-
lations via MATLAB are performed to demonstrate the
system performances. The state relations and errors be-
tween the transmitter and the receiver without the
controller are displayed in Figures 2 and 3. We then apply
the PID controller to synchronize the master and slave
systems. The state relations and errors between the
transmitter and the receiver with the proposed PID
controller are displayed depicted in Figures 4 and 5,
which verify the chaotic synchronization is obtained:
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FIGURE 1: State characteristics of the Rossler chaotic system.

W = xr(:) _ xs(k),

k
= Kpe® 1 K, Y e 1 Kp(2e®),

i=1
x5 = 0.9997x % —0.0251y* - 0.02332% +u®.
(5)

2.2. VLC System Architecture. VLC hardware implementa-
tion is divided into two parts: the transmitter and receiver.
The Arduino Due microcontroller board is the main control
core of the system hardware. As to audio MP3 signals, the
sampling frequency should be at least 44.1 MHz. The
Arduino Due microcontroller board used in this article has a
crystal oscillation frequency of 84 MHz, 12-bit input, high
operation speed, and resolution ability, which are sufficient
for the audio signal processing. The analog to digital (A/D)
and digital to analog (D/A) conversions used in signal
processing are processed internally by Arduino Due
microcontroller board. The A/D convertor has the fastest
conversion rate of 1 MHz, and the D/A processor perfor-
mance can reach approximately 1.74 MHz, which is suffi-
cient to process and encrypt/decrypt music signals. In the
encryption, we add the state of the chaotic system to the

audio signal for encryption. In the decryption, after the
channel modulation and synchronization, we only need to
subtract the state of the chaotic system from the ciphertext,
and we can obtain the original signal. To improve the signal
strength, the transmitter was combined with PAM8403, and
the receiver output was combined with the LM386 amplifier
to increase the signal strength. The working voltage of the
transmitter is in the range of 2.5-5.5 V. The maximum gain
of the system is 24 dB. The working voltage range of the
receiver is 4-12V. A maximum gain of 26 dB can be ob-
tained. The LED is an RGB LED lamp with a diameter of
5 mm with a working voltage range of 2-3.2 V. The power of
the LED is 0.06 W. The working voltage of the optical re-
ceiver OPT-101 is 2.7-36 V. The receiver converts the in-
tensity of the received light to different voltages. A 1-MQ
tfeedback resistor with a bandwidth of 14 kHz is placed inside
the receiver. The internal resistance of the speaker (horn) is
8, and its power rating is 0.3 W. System architectures of
the transmitter and the receiver of the VLC system are given
in Figures 6 and 7, respectively.

3. Experimental Results and Discussion

3.1. Realization of Signal Transmission by Using Visible Light.
In this study, an MP3 signal is used as the transmission
signal. The transmitter converts the music signal (m®)
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FiGure 3: Unsynchronized error of the transmitter and receiver.
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synchronization process at the transmitter and receiver.
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played by the computer through the analogRead function of
Arduino Due microcontroller board (A/D), where k is the
time index. Then, the music signal is converted to an analog
signal (D/A) through the analog output pin DACI. The A/D
in Arduino Due microcontroller can withstand a voltage of
5V and convert it to a 12-bit digital signal, so the numerical
resolution range is 0-4095 (unit), and the accuracy of each
unit is 5V/4096 =1.22mV, and the same is true for D/A.
Then, the PAM8403 amplifier is used to drive the LED for
transmission, and the MP3 audio signal is transmitted to the
receiver, as depicted in Figure 8.

The receiver uses an optical sensor module (OPT-101) to
receive the LED signal of the transmitter and then quantize
the audio signal. The signal receiver also receives the music
signal at the same time through the A/D convertor. After
signal processing (as presented in Figure 9), the signal is
converted by the D/A convertor, whose output functions as
the input to the amplifier (386AMP), and the audio signal is
played by the speaker. The actual hardware implementation
is displayed in Figure 10. Although VLC was realized using
digital signals, the output was analog. At the receiver, the
noise caused by external interference factors and channel
length modulation can be removed using a filter.

3.2. Ensuring Security of Data Transmission. To ensure the
security of data transmission, a chaotic synchronization
control system is used to encrypt and decrypt transmitted
data. To avoid data breach, the difference between the fre-
quency band of the transmitted data and the frequency band
of the chaotic system is minimized. The fast Fourier
transform (FFT) is used to observe the frequency band
distribution. As displayed in Figure 11, a suitable chaotic

system is used to ensure security of transmission data. The
fast Fourier analysis of the chaotic signal is displayed in
Figure 12. With this design, even if the data are stolen at the
transmitter, the data cannot be easily decrypted, which
strengthens the system security.

3.3. Function of Audio and Chaotic Signals. The 12-bit ADC
resolution from analogRead function between value 0 and
4095 (unit) of Arduino Due microcontroller is used in the
signal transmitter to read the audio signal (m®)) played by
the computer to complete the A/D conversion, and then, the
audio signal is encrypted by the chaotic system into a ci-
phertext (c®) according to (6). Figure 13 displays the
encrypted signal. Furthermore, the ciphertext is converted
from the digital to analog signal, and then the amplifier is
used to improve the signal strength to drive the LEDs for
transmission. The receiver receives the ciphertext signal
(C™®) through the OPT101 module, as displayed in Fig-
ure 14. The signal receiver receives the encrypted signal
(Ch) through OPT-101 and transmits it to Arduino Due
microcontroller through analogRead:

c®=m® 4 SOxV(nk). (6)

Considering channel modulation, the relationship be-
tween the value of the ciphertext at the transmitter (c*) and
the value of the ciphertext signal at the receiver (C ®)y g
established under conditions to avoid external interference,
as displayed in Table 1. To decrypt the received signal, the
receiver value is converted into original information:

' =500 + 2.5(c® - 2200), (7)

where ¢/ ® = ¢®,
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Immediately after converting the value back to the
original information, the ciphertext was decrypted using the
chaotic signal that is synchronized with the transmitter, as
expressed in (8). Thus, the original music is obtained.
Figures 15 and 16 display the results of the decryption of the
unmodulated signal and the modulated signal, respectively.

To ensure the feasibility of the channel modulation and
decryption proposed in this manuscript, we transmit some
data through VLC, and the value is shown in Figure 17. And,
then, we observe the received data; it can be found in
Figure 18 that the value before channel modulation has a
large error with the original data. Figure 19 shows that the
value after channel modulation is very similar to the original
data. The error between the original data and the data before
channel modulation is shown in Figure 20. And, the error
between the original data and the data after channel
modulation is shown in Figure 21I:

(k) 1 (k)

m =" - SOxs(k). (8)
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4. Conclusion

A novel VLC system integrated with a chaotic system has
been proposed in the study to enhance the security of data
transmission. The Arduino Due microcontroller is used in
the proposed VLC system. LEDs are used as light sources to
transmit information, and a light-sensing OPT-101 module
is used to receive the light signal. A synchronization con-
troller is used to reduce the state error and synchronize the
master and slave mechanism. Some numerical simulations
are conducted to verify the effectiveness of the proposed PID
controller and analyze the signal. Furthermore, a chaotic
system is used for encryption. The design has improved the
resolution of optical communication transmission and
accelerated the synchronization of the chaotic system. Most
of the interference of external light sources was removed
using appropriate filters. In addition, this manuscript is
different from digital transmission, and we use VLC to
transmit data, which proposes channel modulation methods
to solve the shortcomings of analog transmission that is
susceptible to external environmental interference. The
experimental results of the prototype visible light infor-
mation communication system can be used as the basis for
the improvement of the next generation of communication
technology.
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