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Phishing is a very serious security problem that poses a huge threat to the average user. Research on phishing prevention is
attracting increasing attention. e root cause of the threat of phishing is that phishing can still succeed even when anti-phishing
tools are utilized, which is due to the inability of users to correctly identify phishing attacks. Current research on phishing focuses
on examining the static characteristics of the phishing behavior phenomenon, which cannot truly predict a user’s susceptibility to
phishing. In this paper, a user phishing susceptibility prediction model (DSM) that is based on a combination of dynamic and
static features is proposed.emodel investigates how the user’s static feature factors (experience, demographics, and knowledge)
and dynamic feature factors (design changes and eye tracking) a�ect susceptibility. A hybrid Long Short-Term Memory (LSTM)
and LightGBM prediction model is designed to predict user susceptibility. Finally, we evaluate the prediction performance of the
DSM by conducting a questionnaire survey of 1150 volunteers and an eye-tracking experiment on 50 volunteers. According to the
experimental results, the correct prediction rate of the DSM is higher than that for individual feature prediction, which reached
92.34%.ese research experiments demonstrate the e�ectiveness of the DSM in predicting users’ susceptibility to phishing using
a combination of static and dynamic features.

1. Introduction

With the continuous development of the Internet and the
increasing popularity of electronic payments, the problem of
online fraud has gradually become a focus of attention.
Phishing refers to a category of fraudulent behaviors in
which attackers use social engineering techniques to guide
users to visit fake websites that appear to be real through
SMSs, emails, fake advertisements, and live chat tools,
among other ways, to fraudulently obtain users’ private
information, such as private account passwords, payment
passwords, and credit card information.

Phishing is currently one of the biggest threats in
cybersecurity and is widely used. Many expert researchers
and government authorities give great attention to the
phishing problem and expect the phishing threat to become
more serious in the future [1, 2].e reason for this phishing
threat is simple: many phishing incidents succeed because

users are unable to recognize phishing [3]. Historically,
many disruptive security attacks have occurred, and one of
the more threatening security attacks was a phishing security
attack called the Locky ransomware attack [4]. When a user
with enough access to an organization’s server opens a
phishing e-mail from an attacker, the attacker extorts the
organization by obtaining a large amount of encrypted data.
Researchers in ¡elds that are related to cybersecurity [5, 6]
and in governments [1, 7] have warned businesses and
individual users about the growing phishing threat.

If anti-phishing tools and phishing detection techniques
alone cannot e�ectively prevent phishing, the user is the
ultimate defense against phishing [8]. According to an
APWG report, 1,520,832 phishing websites and 1,031,347
phishing emails were detected in 2020, and the number of
phishing websites peaked in October 2020, with 369,254
phishing attacks occurring in January alone; phishing ac-
tivity is still at an all-time high [9].
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Several recent studies have found that Internet users are
unable to effectively distinguish legitimate sites from
phishing sites and are unable to avoid transactions on
phishing sites [10–12]; summarizing previous work, studies
have found that 40–80% of users are unable to correctly
identify phishing sites [10, 13, 14] and more than 70% of
transactions are made on phishing sites [10, 11]. Many
studies have used anti-phishing tools to prevent users from
visiting phishing websites, which mainly include web
browser security toolbars and plug-ins [15–17]. Although
these tools are highly accurate in detecting phishing web-
sites, phishing still has a high success rate, and these software
tools fail to attract users’ attention or warnings are ignored
[18]. Internet users always ignore the warnings of anti-
phishing tools because users believe that the warnings are
not directed to them [19].

Internet users are unable to recognize the threat of
phishing, and they click on links because they lack security
awareness, which depends mainly on their static awareness.
Static awareness is formed by a user before performing a
security action, so it does not correctly reflect the real sit-
uation of the user at the time of performing the action
[12, 20, 21].

*e central issue for phishing prevention and de-
tection is security awareness. Is the user thinking through
the process of performing actions when he or she is
subjected to a phishing attack? To solve this problem, we
mainly consider the influence of personal characteristics
(e.g., demographic characteristics, personality traits,
experience, and knowledge) and e-mail characteristics
(e.g., sender address and outgoing connections) on the
person [22].

Static awareness cannot be addressed in the case where
the user is performing the action and the static role is
separated. Since human behavior when subjected to
phishing attacks is determined by the interactions with
human perceptions of phishing attacks, awareness in this
interactive scenario is called dynamic awareness. Dynamic
awareness, which is derived from situational awareness, is
represented by a cyclical model (PCM) [15], which considers
both knowledge states and processes.

In contrast to previous studies that treat static aspects of
consciousness as separate from the actual situation, we adopt
an approach that is based on the assumption that safety-
related behaviors are generated by the interaction between
the person and the perception of the situation. *us, our
basic premise is that security-related behaviors are based on
the context of the environment in which they occur and
require an assessment of the encountered situation. To
conceptualize the actual awareness of individuals in security-
related situations, we introduce the construct of situational
information security awareness. It is derived from the
perceptual cycle model (PCM) of situational awareness [15],
which considers both products (knowledge states) and
processes (how knowledge is created through intelligent
interactions).

*e approach that is used in this study differs from
previous approaches in that, instead of predicting a single
phishing attack, we predict the user’s phishing

susceptibility. In this paper, we define the user’s sus-
ceptibility as the degree of interaction between the user
and the phishing attack. Our approach can truly reflect the
user’s susceptibility level, analyze the factors of suscep-
tibility, and provide personalized warning messages to the
user.

We propose a hybrid phishing susceptibility prediction
model that is based on static and dynamic features. *e
model integrates the key features of static and dynamic
features.*ese static features mainly include individual-level
features such as experience, personal attributes, and other
features. To obtain the static features, we use questionnaires
to collect the personal static features of 1150 volunteers. In
addition, to more realistically reflect the real situation of
users facing phishing, it is necessary to obtain the dynamic
features of users in the scenario. We conduct eye-tracking
experiments and questionnaires on 50 volunteers. We use a
hybrid model for static features, we mainly use an LSTM
model for feature extraction, and we apply the LightGBM
model for dynamic feature prediction, in which the
LightGBM algorithm is utilized to predict the user’s sus-
ceptibility. Finally, after the prediction stage, the prediction
results of the two models are combined. *e combined
model integrates the respective characteristics of the two
models, which can not only explore the intrinsic connections
between the time-series data but also avoid the influence of
discontinuous features on the prediction results. *e test
results show that the combinedmodel can realize lower error
than a single model in special scenarios and has more stable
prediction results.

Although phishing has been studied for many years,
predicting users’ susceptibility to phishing is a new challenge
in proactive defense against phishing attacks. Many experts
and scholars have emphasized that anti-phishing tools are
not effective in preventing users from being phished [23–25].
*erefore, according to the scientific guidelines [26], our
work can be regarded as an improvement to previous work,
and the main contributions of this paper are as follows:

(1) Previous studies have not analyzed the prediction of
users’ susceptibility to phishing emails but have
focused on developing or testing behavioral models,
and the present model demonstrates the feasibility of
susceptibility prediction.

(2) Previous phishing studies have analyzed user sus-
ceptibility with a static set of personal characteristics
in the model. *e present model combines static
personal characteristics while taking into account
interactivity and incorporates eye movement by
using eye movement data as a dynamic response to
threat perception for dynamic feature extraction.
*is model yields more accurate prediction results.

*e remainder of the paper is organized as follows:
Section 2 reviews the series of phishing susceptibility studies
that have been conducted, Section 3 discusses the proposed
work, Section 4 presents the detailed results of the data
analysis and discusses the limitations of the model, and
Section 5 discusses and summarizes the full paper.
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2. Related Work

Traditional anti-phishing efforts have focused on designing
and developing anti-phishing tools [26] and designing better
algorithms to improve the accuracy of detection [27]. De-
spite researching anti-phishing techniques, phishing is still
able to attack successfully, and phishing attacks have become
one of the most threatening digging attacks for network
security. To solve the problem of phishing attacks, more and
more researchers have started to shift the focus of their
research to user susceptibility analysis.

In recent years, a survey of Dutch cybercrime victims
[28] has been conducted to determine which user behaviors
increase the risk of being phished, using a multivariate risk
analysis approach. *e results of the analysis were used to
determine several behaviors that increase the user’s risk.

Leukfeldt [28] used risk perception theory, theory of
planned behavior, and decision theory to construct a model
to analyze the factors influencing spear phishing attacks on
users. *e experiments were conducted mainly in Middle
Eastern countries, and the final results analyzed the be-
havioral factors that increase cyber network susceptibility
and help to evaluate and select the use of phishing tools.

According to the research findings [20], some users are
more susceptible to phishing attacks due to attack scenarios
and personality factors, and experiments were conducted
through individuals and companies to analyze how per-
sonality traits affect human behavior.

Lin et al. [29] investigated the factors affecting users’
susceptibility by conducting a study on phishing emails and
analyzing the impact of psychological, demographic, and
cultural characteristics on susceptibility to phishing, and the
experimental results showed that age had the greatest impact
on phishing.

Luo et al. [30] designed a heuristic system model to
investigate the impact of users’ psychology and behavior on
phishing susceptibility through a qualitative study. *e
model can explain the factors of user number victimization.

Lillo et al. [31] showed that the factors influencing
susceptibility to phishing include demographics, knowl-
edge, experience, and self-efficacy, which affect the user’s
access to the browser and transactional behavior on the
phishing site.

Sheng et al. [32] proposed a phishing susceptibility as-
sessment model (DRKM) that analyzes multiple demo-
graphic variables including age, education, and gender as
well as knowledge and experience aspects mainly consid-
ering awareness of phishing, technical skills, etc. Based on
the analysis of the model, the final implementation results
showed that the susceptibility of users to phishing can be
effectively predicted by gender, age, and risk propensity.

Abbasi et al. [33] proposed a phishing funnel model
(PFM) for phishing susceptibility analysis, which divides the
user’s susceptibility into multiple stages and predicts the
user’s susceptibility by performing susceptibility analysis for
each stage separately.

Yang et al. [34] proposed a model for phishing sus-
ceptibility analysis, which mainly extracts features of pairs of

dimensions, including demographics, personality, knowl-
edge experience, and computer knowledge, and uses these
features to predict the susceptibility of users.

3. Proposed Method

In this section, we propose a user phishing susceptibility
prediction model that is based on static and dynamic fea-
tures. Based on the combined LSTM and LightGBM model,
the prediction of phishing susceptibility using static features
and dynamic features is realized. A flowchart of the model is
presented in Figure 1.

*e model has three main components. *e first com-
ponent obtains data for preprocessing. A lot of these static
data are obtained using a normalization method. *e
original static features and dynamic features are obtained for
preprocessing. *e converted data, which contain a variety
of factors that affect susceptibility, are conducive to the
prediction of user susceptibility. *en, we design an LSTM
model, set the LSTM parameters, use the LSTM model to
predict susceptibility for static features, and use the
LightGBM model to predict susceptibility for dynamic
features. Finally, the prediction of user phishing suscepti-
bility is realized by combining the prediction results of the
static susceptibility prediction model and the dynamic
susceptibility prediction model.

3.1. Data Preprocessing. When the LSTM and LightGBM
hybrid model is applied for network phishing susceptibility
prediction, the input feature vectors of the component
models consist of questionnaires and eye-tracking experi-
ment data, and feature values with different magnitudes and
large differences in values are obtained. According to the
characteristics of the network model, the data are directly
input into the model because the weighted accumulator data
will become abnormally large, thereby resulting in the
network failing to converge; therefore, the input data vector
needs to be normalized before the data are input. *e
commonly used method is the min–max normalization
method because it is easy to use and fast, so it is applied in
this paper, and the formula is presented below.

x
∗

�
x − xmin

xmax − xmin
. (1)

In the above equation, xmax is the maximum value of the
sample data, and xmin is the minimum value of the sample
data.

In this paper, the data obtained by questionnaires and
eye tracking, in which the input and output values vary
widely, are normalized using the min–max normalization
method, which can reduce the error of the model and map
the data into the interval [0, 1]. *e data are obtained from
static features such as personal attributes (e.g., gender, age,
income, experience, and knowledge) and dynamic feature
data (e.g., the time of eye gaze and the number of gazes
during user interaction) through questionnaires and eye
tracking. Table 1 presents the acquired data.
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Normalization is performed using the extreme values via
(1) for the above data, and the normalized data are presented
in Table 2.

3.2. LSTM. An LSTM is a special RNN network. RNNs have
the problems of gradient disappearance and gradient ex-
plosion. An LSTM, through a cell gate switch to achieve
temporal memory function and prevent gradient disap-
pearance, can learn the long-term dependence on infor-
mation, preserve the information, and overcome the
disadvantages of RNNs [22]. Its algorithm structure is il-
lustrated in Figure 2. *e current loss xt of an LSTM and the
last state that is passed down ht−1 are used to obtain four
states by splicing training, and the state formula is as follows:

z � tanh w
(z/2)t−1
h , (2)

z
i

� σ w
ttt

h , (3)

z
f

� σ wx
t
h

t−1
 , (4)

z
ρ

� σ w
axt

h , (5)

zi, zf, and z0 in (2) and (3) are converted to values between 0
and 1 by a sigmoid activation function after multiplying the
splicing vector by the weight matrix as a gating state. In (2), z
is the result converted to a value between −1 and 1 by the
tanh activation function. ⊙ denotes multiplication of the
corresponding elements in the operation matrix, which
requires that the two multiplied matrices be of the same type
[12]. + denotes matrix addition. ct, ht, and yt are calculated
as follows:

c
t

� z
f ⊙ c

t−1
+ z

i ⊙ z, (6)

h
t

� z
0 ⊙ tanh c

t
 , (7)

y
t

� σ W
f

h
t

 . (8)

*e computational process of the LSTMmodel is divided
into three main phases: the forgetting phase, the input phase,
and output phase. In the forgetting phase, the previously

unused information is forgotten. *e forgetting gate decides
which information will be forgotten based on the input xt of
the current node, the state ct−1 of the previous node, and the
output ht−1 of the previous node. *e input phase deter-
mines which information will be left behind for the current
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Figure 1: DSM flow.

Table 1: Collected data.

ID Age (years) Annual income (yuan) Duration of gaze (s)
1 23 100,000 0.3
2 24 50,000 0.0087
3 54 80,000 0.2
4 12 300,000 0.0374
5 38 200,000 0.3551
6 21 400,000 0.008

Table 2: Data normalization.

ID Age (years) Annual income (yuan) Duration of gaze (s)
1 0.26 0.11 0.33
2 0.28 0.04 0.00
3 0.85 0.08 0.22
4 0.06 0.36 0.03
5 0.55 0.24 0.39
6 0.23 0.49 0.00

ct–1

ht–1

yt

c t

h t

zoz i

x t

z f Z

v

Figure 2: LSTM structure.
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input data.*emain memory selection is made for the input
xt. *e current input content is expressed by (2).

z is derived, and the selection gating signal is controlled
by zi. From (2) to (4), the ct value that is transmitted to the
next state is obtained by (5).*e output stage determines the
output value. After obtaining the latest node state ct, the
LSTM combines the output ht−1 of the previous node and the
input xt of the current node to determine the output yt of
the current node, which is obtained by changing ht in (6) and
(7). zo in (6) is used to perform control and scaling of the
state ct (which is transformed by the tanh activation
function) [12].

3.3. LightGBM. LightGBM is a distributed gradient boosting
GBDTframework that is based on a decision tree algorithm,
and the GBDT algorithm faces substantial challenges in
terms of performance and accuracy in a data environment
with large training samples and high-dimensional features.
To overcome these problems, LightGBM was developed.
LightGBM has the features of fast training speed, low
memory occupation, high accuracy, and support for par-
allelized learning, and it can handle large-scale data [11].

LightGBMmainly uses some optimization algorithms in
the gradient algorithm.

(1) Gradient-based one-sided sampling algorithm
(GOSS): LightGBM uses the GOSS algorithm to
optimize the training sample sampling. *e basic
strategy of the GOSS algorithm is to first sort the
training set data according to the gradient, apply a
preset proportion, and keep the data samples with
gradients that are higher than the proportion among
all samples; the data samples with gradients that are
lower than the proportion are not discarded directly
but are sampled according to a sampling propor-
tion. To compensate for the impact on the sample
distribution, the GOSS algorithm calculates the
information gained by multiplying the data with
smaller gradients by a factor to amplify them. *e
algorithm can give more attention to the “under-
trained” sample data when calculating the infor-
mation gain.

(2) EFB (exclusive feature bundling) algorithm: *e
LightGBM algorithm not only optimizes the sam-
pling of training samples by the GOSS algorithm but
also performs feature extraction to further optimize
the training speed of the model. In the algorithm, a
table of nonzero-valued features can be created for
each feature. By scanning the data in the table, the
time complexity of creating the histogram can be
effectively reduced.

(3) Histogram algorithm: LightGBM uses a histogram-
based algorithm that discretizes continuous feature
values into K integers, constructs a histogram of
width K, traverses the training data, and counts the
cumulative statistics of each discrete value in the
histogram. In selecting the splitting points of the
features, only the discrete values of the sorted

histogram need to be traversed. *e histogram al-
gorithm reduces the computational cost and mem-
ory consumption.

(4) Grow-by-leaf (leaf-wise) algorithm: Most decision
tree learning algorithms for tree generation use the
grow-by-level (level-wise) strategy loss, as illustrated
in Figure 3.

LightGBM uses a more efficient leaf-wise strategy al-
gorithm, as illustrated in Figure 4. *is strategy finds the leaf
node with the largest splitting gain among all the leaf nodes
of the current decision tree to split in each round. *is
mechanism reduces the splitting computation for the leaf
nodes with lower gain. Compared with the level-wise
strategy, the leaf-wise strategy can reduce the error and yield
higher accuracy with the same number of splits. *e dis-
advantage of the leaf-wise algorithm is that it may generate a
deeper decision tree. *erefore, LightGBM adds a parameter
to limit the maximum depth on the leaf-wise decision tree to
prevent overfitting while ensuring the efficiency of the
algorithm.

3.4. LSTM-LightGBM Model. Because the two models have
different advantages for data processing, we linearly com-
bine the two prediction results by applying a weighting
factor α as follows:

......

Figure 3: Level-wise strategy map.

......

Figure 4: Leaf-wise strategy map.

LSTM prediction model

LightGBM Predictive Model

LSTM-LightGBM prediction model

Figure 5: LSTM-LightGBM prediction model.

Mathematical Problems in Engineering 5



o � αo1 +(1 − α)o2, (9)

where o1 is the prediction probability of the LSTMmodel, o2
is the prediction model of the LightGBMmodel, o is the final
prediction result, and the value of α is determined by the
final evaluation metric; namely, the best α value on the
validation set is chosen. *e structure of the combined
model is illustrated in Figure 5.

4. Results and Discussion

To evaluate the effectiveness of the proposed model for
predicting users’ susceptibility to phishing based on a
combination of static and dynamic features, the static feature
dataset using LSTM and the dynamic feature dataset using
LightGBM are analyzed and studied, and all experiments in
this paper are conducted on a laptop with an Intel 8-core
2.8GHz processor, 32GB RAM, and a 1 TB hard disk using
Python 3.6.

4.1. Experiment Setup and Dataset. In this study, to evaluate
the effectiveness of themethod that is proposed in this paper,
the experimental dataset is mainly obtained by using
questionnaires and eye-tracking methods. Two datasets are
generated: a dynamic dataset and a static dataset. Static

Figure 6: Questionnaire experiment.

(a) (b)

Figure 7: Experimental diagrams of eye tracking. (a) Trajectory diagram. (b) Heat diagram.
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features are collected by using questionnaires; they consist
mainly of users’ characteristics, including name, gender, age,
income, experience, and knowledge. Data are collected from
1150 volunteers. *e susceptibility of users is judged by the
phishing detection of users. One of the survey questionnaires
is shown in Figure 6.

Fifty volunteers are selected from 1150 volunteers to
conduct eye-tracking experiments to build a dynamic feature
dataset, which is the user’s interaction behavior when re-
ceiving phishing requests. *e dynamic features are inter-
action behavior features, including gaze time, number of
gazes, and area of interest. One of the eye-tracking exper-
iments is shown in Figure 7. Because the testers are mostly
Chinese, the phishing emails in the questionnaire and eye-
tracking experiments are in Chinese, considering that vol-
unteers will experience ambiguity when they are recognizing
English.

In this experiment, two datasets are generated. For the
static dataset, 19 characteristics, such as name, age, income,
and knowledge, of 1150 volunteers are collected through 144
questions. Eighty percent of these are randomly selected as
the training dataset, and the rest are selected as the test
dataset. A dynamic feature dataset is obtained through an
eye-tracking experiment on 50 people who are randomly
selected from 1150 people for the experiment, and the dy-
namic features include six dimensions. Before the experi-
ment, the data need to be preprocessed.

4.2. Feature Analysis. For static features, in this paper, 19-
dimensional features, including gender, age, and knowledge,
are constructed mainly from the data that are obtained from
the questionnaire. To better make predictions, all the fea-
tures are analyzed, and by analyzing the distributions of the
categories and quantities of data, one can better understand
the data and improve the model’ correctness rate.

4.3. Analysis of Static Data. Personality is a very important
characteristic that impacts the susceptibility of users; the
distribution of personality characteristics in both categories
is shown below. According to Figure 8, the neurotic per-
sonality is the most common in susceptible users, and the
pleasant personality is the most common in nonsusceptible
users.

Previous studies have shown that education level is an
important factor that influences users’ susceptibility, but
according to the experimental results of this paper, edu-
cation level has little effect on phishing susceptibility; the
results are shown in Figure 9.

*e cybersecurity knowledge scores of susceptible and
nonsusceptible users are shown in Figure 10. *e cyberse-
curity knowledge scores of users who are susceptible are
distributed relatively evenly, but the scores of nonsusceptible
users are mainly concentrated at the average level.

*e distributions of other characteristic data, such as age,
annual income, and gender, are shown in Table 3. *e
distribution of gender is relatively even.*e number of users
with annual incomes of less than 30,000 RMB is the highest,
followed by the number of users with incomes of

30–100,000, and the number of users with incomes of more
than 200,000 is the smallest. *e ages are mainly distributed
in the range of 20–30 years old, because the volunteers are
mostly college students.

Experiment 1. Prediction of phishing susceptibility based on
static features.

In this experiment, the LSMT model is mainly used to
predict the susceptibility of users to network phishing using
static features as input. It is also compared with several other
machine learning models for analysis.
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First, the input data are organized into a three-dimen-
sional structure, as required for LSTM, which is denoted as
(TrainX, SeqLen, Dim_in). *e first dimension, TrainX,
represents the corresponding sample; the second dimension,
SeqLen, represents the sequence data (specified sequence
length) that are collected for that sample; and the third
dimension, Dim_in, represents the corresponding feature
dimension of the static feature variables in the dataset of this
paper. *e dataset is divided into a training set and a test set
according to this three-dimensional structure [20].

Second, the LSTM model is constructed. *e model
structure is represented as (Units, Input_Shape, Activation,
Recurrent_dropout). Units is the number of neurons in the
hidden layer, Input_Shape is the structural form of the input
dataset, Activation is the activation function, and
Recurrent_dropout is the learning rate. *e sample size and
characteristics of the dataset are analyzed to obtain the best
model values. In this paper, Units is 45; Activation is the
activation function, which is “ReLU”; and
Recurrent_dropout is 0.01.

*ird, the LSTM model is trained. *e training model
structure is (X Train, Y Train, Epochs, Batch_Size,
Validation_Split). X Train and Y Train are the model
training data; Epochs is the number of iterations; Batch_Size
is the number of batch samples; and Validation_Split is the
training validation set splitting ratio. *e values of the
training model parameters are based on a priori knowledge
and many experiments. In this paper, Epochs is set to l00,
Batch_Size to l6, and Validation_Split to 0.8.

To compare and analyze the static feature prediction
models, a variety of machine learning models are selected,
such as RF [35], SVM [36], and KNN [37], and their ex-
perimental results are presented in Table 4.

In this experiment, the main dataset used is a static
feature dataset for the analysis of users’ phishing suscepti-
bility keys. *e LSTM static feature prediction model was
designed for comparison with other machine learning
models. According to the experimental results, LSTM ob-
tains the highest correctness rate of 89.71%, which is better
than the rates of other models.

Experiment 2. Dynamic feature network-based phishing
susceptibility prediction.

In this experiment, the main objective is to predict the
user network phishing susceptibility using dynamic features
as input to the LightGBM model. *is model is also com-
pared with several other machine learning models for
analysis.

*e dynamic feature dataset is divided into training and
validation sets, and the scaling factor between the training
and validation sets is set to 0.8. *e parameters of the model
are set based on a priori knowledge and many experiments,
and the core parameters of the LightGBM training model are
set as follows for the experimental data.

objective: task type. *e task type options are regres-
sion, binary, and multiclass, among others. In this paper,
the task is to make predictions, and the type is set to
regression.

num_leaves: the number of leaf nodes. *is parameter
determines the complexity of the tree model. *e larger it is,
the more accurate the model is; however, larger values may
lead to overfitting. *is parameter is set to 120.

max_depth: controlling the maximum depth of the tree.
*is parameter can explicitly limit the depth of the tree. It is
generally set to a value no greater than log2(num_leaves)
and is set to 7 in this paper.

min data in leaf : the minimum number of samples
per leaf node. It is an important parameter for dealing
with overfitting of the leaf-wise tree. By setting it to a
larger value, generation of an overly deep tree can be
avoided, but a larger value may also lead to underfitting.
In this paper, it is set to 16.

Table 3: Distributions of other characteristics.

Attribute Feature Category Frequency

Demographics

Age

<20 67
20–30 720
30–40 107
40–50 128
>50 83

Education level

Below high school 61
Vocational high school/high school 109

Undergraduate 610
Graduate or above 325

Gender Male 555
Female 550

Annual income

<¥30,000 477
¥30,000–¥100,000 369
¥100,000–¥200,000 178
>¥200,000 81

Table 4: Evaluation of LSTM on special static datasets with various
classifiers.

Classifier Accuracy
(%)

Precision
(%)

Sensitivity
(%)

F-measure
(%)

RF 87.00 89.00 88.00 87.98
SVM 88.04 88.42 88.23 88.25
KNN 88.59 83.31 85.88 84.26
LSTM 89.71 89.49 88.90 90.15
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learning rate: the learning rate of the training model. A
larger learning rate will accelerate the convergence but re-
duce the accuracy, and the default value is 0.1. *e learning
rate can be adjusted according to the size of the dataset and is
set to 0.05 in this paper.

Experiments are conducted on dynamic datasets to
predict susceptibility using the LightGBM model, and a
performance comparison is conducted with several other
machine learning models, such as DT [38], LR [39], and
XGBoost [40]. *e experimental results are presented in
Table 5.

In this experiment, the dataset is a dynamic feature
dataset, which is used to analyze the users’ susceptibility to
phishing. *e designed dynamic feature prediction model,
namely, LightGBM, is compared with other machine
learning models. According to the experimental results,
LightGBM obtains the highest correctness rate of 85.37%
among the compared models.

Experiment 3. Susceptibility prediction of phishing based on
hybrid features.

In the experiments in this section, users’ susceptibility to
phishing is predicted using a combined LSTM-LightGBM
model, in which the static feature variables personal attri-
butes, personality, knowledge, and experience data are input
into the LSTM training model, and each static feature
variable can be calculated to predict users’ susceptibility to
phishing. *e dynamic feature multidimensional prediction
values are fed into the LightGBM model as input variables,
from which the user’s phishing susceptibility prediction
values can be derived.

In this paper, a static feature dataset and dynamic feature
dataset are selected as test samples, and the test results of the
LSTM model alone, LightGBM model alone, and combined
model are presented in Table 6. According to Table 6, the
combined model has the highest correctness value and the
best result compared with the stand-alone models; not only
is it sensitive to timing, but it can also handle large batch data
to effectively predict the phishing susceptibility.

5. Conclusions

In this paper, based on static and dynamic data of users, a
prediction algorithm was used to predict the susceptibility
analysis of users to phishing. First, susceptibility prediction
was performed using an LSTM model for 19-dimensional
features, such as the annual income, occupation, age,
knowledge, and experience of users. *en, we used the
LightGBMmodel to predict the susceptibility using dynamic
features. Finally, we used a hybrid LSTM-LightGBM model
to predict the susceptibility of users to phishing. By com-
paring the susceptibility prediction results that were ob-
tained using the LSTM model alone and the combined
LSTM-LightGBM model, we concluded that the prediction
accuracy of the combined LSTM-LightGBM model was
higher, namely, 92.34%, and that its prediction results were
closer to the real situation. In this paper, we combined
dynamic features and static prediction of phishing suscep-
tibility, and by predicting user susceptibility, we identified
users who were susceptible to phishing, for whom a more
secure phishing defense could be implemented.

Although the proposedmodel can predict the susceptibility
of users, there are still several areas for improvement in future
work. For example, the testers in this paper weremainly college
students, and the sample data were not evenly distributed.
More data on occupation and age groups can be collected in the
future to improve the model’s robustness and accuracy rate.
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ongoing study.

Conflicts of Interest

*e authors declare that there are no conflicts of interest.

Acknowledgments

*is research was funded by the National Key R&D Program
of China (2017YFB0802800) and Beijing Natural Science
Foundation (4202002).

References

[1] K. Erb, IRS Warns on Surge of New Email Phishing Scams,
2018.

[2] M. Landewe, “Four phishing attack trends to look out for in
2019,” 2019, https://www.forbes.com/sites/forbestechcouncil/
2019/01/10/four-phishing-attack-trends-to-look-out-for-in-
2019/#6b7a63d4ec20.

[3] J. Hong, “*e state of phishing attacks,” Communications of
the ACM, vol. 55, no. 1, pp. 74–81, 2012.

[4] L. Mathews, “Massive ransomware attack unleashes 23 Million
emails in 24 hours,” 2017, https://www.forbes.com/sites/
leemathews/2017/08/31/massive-ransomware-attack-unleashes-
23-million-emails-in-24-hours/.

[5] M. Vergelis, T. Shcherbakova, T. Sidorina, and T. Kulikova,
“Spam and phishing in 2018,” Secure List, 2019, https://
securelist.com/spam-and-phishing-in-2018/89701.

Table 6: Evaluation of LSTM-LightGBM on the feature dataset
with various classifiers.

Classifier Accuracy
(%)

Precision
(%)

Sensitivity
(%)

F-measure
(%)

LSTM 89.71 89.49 88.90 90.15
LightGBM 85.37 85.15 84.56 85.81
LSTM-
LightGBM 92.34 91.26 92.29 92.26

Table 5: Evaluation of LightGBM on the dynamic feature dataset
with various classifiers.

Classifier Accuracy
(%)

Precision
(%)

Sensitivity
(%)

F-measure
(%)

DT 82.66 84.66 83.66 83.64
LR 83.70 84.08 83.89 83.91
XGBoost 84.25 78.97 81.54 79.92
LightGBM 85.37 85.15 84.56 85.81

Mathematical Problems in Engineering 9

https://www.forbes.com/sites/forbestechcouncil/2019/01/10/four-phishing-attack-trends-to-look-out-for-in-2019/#6b7a63d4ec20
https://www.forbes.com/sites/forbestechcouncil/2019/01/10/four-phishing-attack-trends-to-look-out-for-in-2019/#6b7a63d4ec20
https://www.forbes.com/sites/forbestechcouncil/2019/01/10/four-phishing-attack-trends-to-look-out-for-in-2019/#6b7a63d4ec20
https://www.forbes.com/sites/leemathews/2017/08/31/massive-ransomware-attack-unleashes-23-million-emails-in-24-hours/
https://www.forbes.com/sites/leemathews/2017/08/31/massive-ransomware-attack-unleashes-23-million-emails-in-24-hours/
https://www.forbes.com/sites/leemathews/2017/08/31/massive-ransomware-attack-unleashes-23-million-emails-in-24-hours/
https://securelist.com/spam-and-phishing-in-2018/89701
https://securelist.com/spam-and-phishing-in-2018/89701


[6] R. Brewer, “Ransomware attacks: detection, prevention and
cure,” Network Security, vol. 2016, no. 9, pp. 5–9, 2016.

[7] A. Chanthadavong, “US, Canada issue alert on ransomware,”
2017, http://www.zdnet.com/article/us-canada-issue-alert-
on-ransomware/.

[8] J. Wang, Y. Li, and H. R. Rao, “Coping responses in phishing
detection: an investigation of antecedents and consequences,”
Information Systems Research, vol. 28, no. 2, pp. 378–396, 2017.

[9] S. Grazioli and S. L. Jarvenpaa, “Perils of Internet fraud: an
empirical investigation of deception and trust with experi-
enced Internet consumers,” IEEE Transactions on Systems,
Man, and Cybernetics-Part A: Systems and Humans, vol. 30,
no. 4, pp. 395–410, 2000.

[10] T. N. Jagatic, N. A. Johnson, M. Jakobsson, and F. Menczer,
“Social phishing,” Communications of the ACM, vol. 50,
no. 10, pp. 94–100, 2007.

[11] L. Li, E. Berki,M.Helenius, and S.Ovaska, “Towards a contingency
approach with whitelist- and blacklist-based anti-phishing appli-
cations: what do usability tests indicate?” Behaviour& Information
Technology, vol. 33, no. 11, pp. 1136–1147, 2014.

[12] R. Dhamija, J. D. Tygar, and M. Hearst, “Why phishing
works,” in Proceedings of the SIGCHI Conference on Human
Factors in Computing Systems, pp. 581–590, Montréal, Can-
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