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With the presence of the Internet and the frequent use of mobile devices to send several transactions that involve personal and
sensitive information, it becomes of great importance to consider the security aspects of mobile devices. And with the increasing
use of mobile applications that are utilized for several purposes such as healthcare or banking, those applications have become an
easy and attractive target for attackers who want to get access to mobile devices and obtain users’ sensitive information. Developing a secure application is very important; otherwise, attackers can easily exploit vulnerabilities in mobile applications which
lead to serious security issues such as information leakage or injecting applications with malicious programs to access user data. In
this paper, we survey the literature on application security on mobile devices, speciﬁcally mobile devices running on the Android
platform, and exhibit security threats in the Android system. In addition, we study many reverse-engineering tools that are utilized
to exploit vulnerabilities in applications. We demonstrate several reverse-engineering tools in terms of methodology, security
holes that can be exploited, and how to use these tools to help in developing more secure applications.

1. Introduction
In the last decade, the development of information technology has been increasing dramatically which contributes
to advancing the progress of society and the national
economy. The Internet and its application have been an
integral part of our life. It provides a convenient and fast way
to obtain information and receive services remotely. In the
way of information acquisition, the mobile devices represented by intelligent terminals are gradually replacing the
traditional personal computers and are becoming a convenient channel for people to conduct network interconnection and obtain information anytime and anywhere [1].
The operating system is the core of intelligent devices. In
the mainstream intelligent devices operating system, the
Android system developed by Google has become the
world’s ﬁrst share of the intelligent devices operating system
in a few years with its open-source. According to the latest
data released by the strategy analytics of market companies

[2], the global market share of Android phones reached a
high record of 87.5% in the third quarter of 2016, which is in
an absolute dominant position.
Due to the increasing share of Android intelligent operating systems and its open-source, the information related
to the system vulnerabilities and malware exposure is
common, which led to various security problems that have
caused substantial harm to Android users. With the Android
system, users can store ﬁles, send and receive e-mail, surf the
Internet, do mobile payment, and log in to various applications such as banks, government, or health facilities.
Sensitive information such as account numbers, passwords,
bank card information, personal photos, and other private
information are stored in Android mobile devices, which
make hackers attempt to gain that valuable information of
users easily by taking advantage of the lack of security of the
Android system [3].
The application coded by developers may have program
vulnerabilities due to a lack of secure coding techniques.
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According to Tencent Mobile Security Labs [3], 9,182,500
new Android virus packages were found in the ﬁrst half of
2018. In the ﬁrst half of 2018, the number of mobile phone
virus-infected users exceeded 200 million, a year-on-year
increase of 42.35%.
Relatively the enormous growth of malware applications
in the digital world has enforced the IT industries to deploy
robust and high-quality applications to detect malicious
content. Due to this, eﬃcient products with signature-based
intrusion detection features are designed in the market of the
recent era due to its clear-cut adoptability. The ability to
constantly update the signatures and restricted processing in
the database has relatively been a reluctant approach in
terms of IDS product updates. They also generate false
negative alarms due to user overlapping behaviors. Therefore, alternate trending solutions are recommended to
overcome the obstacles in the signature-based approach,
such as cloud-based solutions. Such innovations can facilitate the antimalware corporations to switch to an automatic
signature generation methodology, henceforth reducing
false alarms [4].
In this research work, we aim at analyzing and reviewing
the security threats and vulnerabilities in mobile devices
running on the Android platform. We further investigate the
several reverse-engineering tools and explain their methodology and how they can be used to exploit vulnerabilities
in applications, so developers can utilize those tools to close
those vulnerabilities and produce more secure applications.

2. Android System
The Android system has become one of the most popular
mobile platforms for various devices. The Android system
[5] is developed by Google which produces an average of two
new releases per year that are embedded with an array of new
features to improve the user interface and the system’s
performance [6]. Generally, the Android operating system is
known for its mobility and is an open-source that is designed
on the Linux kernel operating system [7].
2.1. Android System Architecture. The Android system is a
layered operating system, and it can be divided into four
levels, from bottom up: the primary layer being the Linux
kernel, the secondary layer includes the Platform Libraries
and the Android Runtime, the third layer is an application
framework layer, and the top layer is applications layer [7],
as shown in Figure 1.
2.1.1. Linux Kernel. Linux kernel is at the primary layer and is
considered as the core of the Android architecture. Its primary role is to manage all the drivers of the device that play a
vital role in the functionality of the Android device [8, 9].
2.1.2. Platform Libraries and Android Runtime. The secondary layer consists of components related to the libraries
of C/C++ and various other scriptings to support the Android development like SSL, Graphics, and SQLite [10].
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The core libraries play an important role in the Android
runtime environment as it is the core application area that
provides suﬃcient power to the Android applications and is
considered as the foundational framework of the device.
2.1.3. Application Framework. The application framework is
providing the system’s functions to the applications. From
the application developers’ perspective, it is considered the
most important layer because their work is mainly to develop applications that could run on top of the application
framework layer and utilize the services provided by this
application framework layer. More speciﬁcally, the framework layer provides access to all the APIs of the lower layer,
to various hardware and software resources [11].
2.1.4. Applications Layer. The application layer interacts
with users (i.e., applications (APP) in the form of.apk ﬁle)
[12]. The applications are generally coded with the Java
language that allows developers to code the program once
and run it on multiple platforms. Along with applications
developed by software developers, there are many systemlevel applications such as desktops, contacts, e-mail, and
browsers [11]. The Android application mainly contains four
components which are Activities, Services, Content Providers, and Broadcast receivers that provide a strong link
among each other to build up the Android application.

3. Literature Review
There are multiple survey articles and academic papers
publicized in recent years that focus on the security aspects
of Android devices. In this section, we discuss several papers
that survey and demonstrate the security of Android mobile
devices.
Lima et al. [13] performed thorough research on securing and monitoring mobile device assets by discussing
the mobile devices’ security consequences and discussing the
survey on the frameworks, innovations, and use cases for
mobile device security management. Their research focused
on studying the solutions of the management of the mobile
devices, considering the preventive methods and techniques
related to monitoring and mitigating threats at diﬀerent
nodes in the system. The purpose of this survey was to
analyze the available security technologies that can be
implemented to maximize the overall security of private data
and applications stored and used by businesses and on
Android devices.
Faruki et al. [14] focused on the Android platform and
researched countless security concepts, such as code
transformation processes, strength, and disadvantages of
well-known malicious software analysis and techniques to
detect. By studying diﬀerent types of malicious software and
various techniques used to solve various new types of
malicious software, they resolved and concluded a wideranging evaluation framework that combines powerful inactive and active methods to be the solution to this new
problem. In this paper, they discussed the implementation of
the security of the Android device and its concerns and the
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Figure 1: Android system architecture.

technological development of Android malware between
2010 and 2013, particularly malware penetrations, which
hackers adopt in the backdoor procedure. This review
provides an in-depth understanding of the advantages and
disadvantages of known research methods, thereby providing a policy for scientists to propose future Android
security, malware analysis, and malicious application detection methods.
Zachariah et al. [15] proposed virus detection methods
for Android based on static analysis (i.e., permission-based
detection, signature-based detection, and Dalvik bytecode
detection) and discussed the merits and demerits of their
methods. Furthermore, there was no extensive report and
collectively 27 studies were included, with no discussion or
presentation of future work conducted.
Demissie et al. [16] used static and dynamic taint analysis
with the primary aim of detecting secured-based vulnerabilities. Considerably, taint analysis usually extracts data
dependencies among request data from other applications
and data used in primary operations. As a basic function in
Android, sender requesting an operation from another
application may not always cause a weakness. To reduce false
alarms, a speciﬁc analysis method should diﬀerentiate between expected permission and actual permission re-authorization ﬂaws.
Felt et al. [17] introduced the authority of the redelegation problem in the Android operating system. Their
approach identiﬁes every expected access point of an application and analyzes the ﬂow of data from the access point
till the API is reached. They acknowledged certain procedures that can detect permission redelegation situations but
cannot identify intended cases and vulnerable cases,
henceforth intimating several false alarms.

Guyton [18] described the threats faced by mobile devices running Android in terms of malware types and many
other well-known attacks, such as Trojan, BotNet, Backdoor,
Worm, Spyware, Ransomware, and Aggressive Adware. The
authors used four concepts like Support Vector Machines
(SVMs), Self-Organizing Maps (SOMs), decision trees, and
Bayesian networks. Those methods can be utilized for
malware detection analysis that aims at combating Android
malware.
Zou et al. [19] introduced a summary of the technical
probabilities for virtual or nonvirtual attacks, jeopardizing
privacy, taking control over communication, and malicious
activities. This study explores the mechanisms involved in
providing security threats and its environment, wherein a
summarized form of attacks occurrs over the Internet and
intranet like compromising privacy, taking control over
users’ privileges, and so on. Moreover, investigations were
done on how the malicious activity can be detected and how
eﬀective defense methodologies can be reinforced at the
competitive Android development platform.
Ahmed and Sallow [20] discussed the present Android
security threats and the present security proposed solutions
and attempted to classify the proposed solutions and evaluate them. Their proposed solution is divided into two
groups such as static and dynamic satisfying three goals:
assessment, analysis, and detection. This review paper aimed
for expanding the coverage of malicious application growth
and Android security threats.
Shabtai et al. [21] identiﬁed the high-risk threats to the
framework and proposed several security solutions to
mitigate the threats. Their assignment proposed several
security countermeasures, and based on these proposed
countermeasures, the following recommendations can be
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shortlisted: initially, a mechanism should be implemented
that can prevent an attack at the primary layer of the kernel
layer speciﬁcally by the SELinux access control mechanism.
Constant vulnerabilities and limitations have gained much
access on Android-based devices. Later on, the application
needs stronger concepts to protect the permission mechanism or for the detection of any attacks. Consequently, the
topmost priority is given to SELinux and other security
mechanisms like ﬁrewalls and antivirus applications.
Bhat and Dutta [22] classiﬁed intrusions on the applications of Android into major groups: hardware abstraction
layer-based attacks, hardware-based attacks, Linux-Shellbased attacks, and application-based attacks. Their research
focused on a variety of threats and the procedures that can be
taken in terms of security within these groups. They have
also analyzed and summarized the most interrupting
problems in Android applications. A comparative study was
also made between diﬀerent methodologies used in detecting
various malicious activities, and their weaknesses were
highlighted too.
Sikder et al. [23] provided a better spectrum of Android’s
performance at the system level, their policy issues, and
guidelines for the engineers for taking strict measures while
framing the rules and protocols in developing applications.
The generation development of the Androids operating
system was also studied and how the users should maintain
their privacy to avoid the risks involved in maintaining a
secured environment. Their study identiﬁed guidelines,
recommendations about the safety, and security of smartphone platforms. They concluded that the companies producing smartphones must form a uniﬁed protocol to make
sure all patches are updated based on trending developments. In conclusion, authorized practices should be
practiced at large scales and uniformity must be maintained
among software engineers. After all, proper development
practices should be spread and made available to the developers by the platform maintainers.

4. Reverse-Engineering Tools
In this section, we explore twelve of the common reverseengineering tools in terms of tool’s methods, vulnerabilities a
tool can exploit, and recommendations for developers.
4.1. APKInspector. The main purpose of this tool is to help in
visualizing compiled Android packages and their corresponding DEX code. It provides a platform for analysis
functions and graphic features to keenly observe the malicious activity within the apps. APKInspector is useful for
displaying graphs of the Control Flow of a method and also
allows in dragging and zooming. Also, it helps in displaying
the codes of Java apps, shows their bytecodes, and displays
classes, methods, and strings. It is also useful in tracing the
User Interface dialogue before the malicious API. It can
detect vulnerabilities like Insecure Data Storage, External ﬁle
access, Weak Server-Side Controls, and World-writable ﬁles.
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4.2. Apktool. Apktool is used to decompile APK into Java
source code (i.e., classes.dex convert to jar ﬁle); after decompiling, all sources ﬁles of APP (i.e., XML ﬁle, Java ﬁles,
AndroidManifest.xml, pictures, and others source ﬁles) will be
viewed. Apktool is used for reinstalling the resources to
originality that includes all the functions. Also, it allows initializing decoded segments into binary form. It manages APKs
and Smali debugging and solves all repeated tasks.
The major beneﬁt of Apktool in comparison with other
tools is that it is two-way and user-friendly. Developers can
break the code of a segment and transform it and then
rebuild again using the available tools. This will result in a
perfect code of segment and will create a new .apk ﬁle.
Apktool can help to detect many kinds of vulnerabilities
like Untrusted Content-Type Header, Potential Command
Injection, World-writable ﬁle (Android), and Potential Path
Traversal using Scala API.
4.3. FindSecurityBugs. This tool is an extended version for
FindBugs that includes a protocol for securing Java applications. The plugin can be integrated with various development tools. It can be used within Eclipse, IntelliJ, and
Netbeans with their respective FindBugs plugin. Also, it is
used for improving the eﬃciency of detectors that are static
and discovering vulnerabilities and implements detectors
based on availability. It also enhances documentation procedures for new contributors.
For developers, FindSecurityBugs helps and enables the
developer to change and adapt to any new potential security
threats. Developers can design a new customized security
detector and new detection rules in FindSecurityBugs to
increase the security vulnerability check coverage. It helps
developers of Java web applications and Android applications for security audits. FindSecurityBugs can detect 128
vulnerability variants that include Command Injection,
XPath Injection, SQL/HQL Injection, XXE, and Cryptography limitations.
4.4. AndroBugs Framework. It is a highly demanded
framework used by developers or penetration testers with
the ability to uniquely scan and detect vulnerabilities in
Android devices. It is based on python language development, no installation, and conﬁguration-related environment can be used. Although AndroBugs Framework does
not provide GUI, it has high eﬃciency and accurate problem
location (the average scanning time is less than 2 minutes).
AndroBugs Framework is useful for detecting vulnerabilities in applications of Android devices that include
software exploits by hackers, checking if the code falls short
of any eﬃciency, and allows checking susceptible shell
commands. It collects useful data from high-impact APPs
and checks the application’s security protection.
AndroBugs Framework can help to detect vulnerabilities
like SQL/HQL Injection, World-writable ﬁle (Android),
Insecure Data Storage, and Untrusted Content-Type
Header.
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4.5. Bytecode Viewer. It is an open-source written in Java
platform and is used for scanning for malware activities with
the Malicious Code Scanner plugin. It easily edits APKs via
Smali/Baksmali integration and securely launches Java
servlets and inserts hooks via EZ-Injection. It can detect
vulnerabilities like Untrusted Content-Type Header, Potential code injection, and Activities that may leak data.
4.6. JADX. It uses command-based tools and also consists of
graphical interactive tools to give output in Java through the
apk ﬁles. JADX tool is simple to install and used for
uncompiling bytecode to Java servlets from ﬁles of APK, dex,
and zip basis [24]. It helps in breaking the code of
AndroidManifest.xml and other programs. It can detect
vulnerabilities like Untrusted Content-Type Header, Potential code injection, Insecure Data Storage, and Untrusted
Content-Type Header.
4.7. Super. This tool is used in operating systems like
Windows, Macintosh, and Linux which can run commandbased tools within the .apk ﬁles to look for weaknesses.
It can build security-oriented mobile applications where
the code can be constantly reviewed and directed in HTML
report that enable better vulnerability analysis.
Super can detect several vulnerability types like XPath
Injection, SQL/HQL Injection, Potential LDAP Injection,
and Potential code injection when using Script Engine.
4.8. AndBug. It helps in the software bugs used on virtual
machines and has been a support for software analyzers and
troubleshooting teams. It makes use of the similar interface
of Android’s Eclipse debugging plugin, Java Debug Wire
Protocol (JDWP), and Dalvik Debug Monitor (DDM) to
permit users to make use of Dalvik methods, investigation
status, and also make alternatives. It is useful to act as an API
tracer (for java classes) and is used to understand what is
happening when a speciﬁc class/method is loaded when the
APP is running. It can deal with several vulnerability types
including Potential code injection, Insecure Data Storage,
and Untrusted Content-Type Header.
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Android device and helps in identifying the security issues.
Following are the components of the Introspy-Android,
namely, an interface to apply hooks and ﬁlters and the ability
to analyze issues.
Introspy-Android is used for understanding the process
of the application by the tester, and it can identify dangerous
behaviors. It can detect security vulnerabilities like potentially dangerous behaviors, activities that may leak data,
Enabled Backup Mode, and Potential code injection.
4.11. Inspeckage. Any Android application must be analyzed
in a dynamic environment by the application of hooks to the
various Android APIs. It allows a deep understanding of the
application during the processing time. Inspeckage is used in
vulnerabilities and malware analysis, and it has hook templates that show what the APP does during runtime.
Inspeckage is a technique that lets the programmer inject
their code before and after activity, enabling a change in the
system and application behavior. It helps in detecting vulnerabilities like data exposure, unauthenticated requests
within the network, components within the Android device
that have been transferred, and backup option activated and
allows the application bugging.
4.12. Drozer. Drozer [25] has the ability for users to search
for hidden vulnerabilities in applications and devices by
focusing on the performance of the application and also
interacts with the virtual machines of Dalvik and other
crucial endpoints of the applications. It is one of the most
widely used security frameworks implemented in Androids
Pentesting applications. The built-in tools allow developers
to exploit it as a multitasking application. It also can remotely exploit the device through various social engineering
kits. It helps detect vulnerabilities like data that contain
sensitive and attack-prone text, outdated server applications,
an outcast of data unintentionally, and poor authorization
and authentication.
Table 1 summarizes the vulnerabilities that can be
exploited by each of the aforementioned reverse-engineering
tools.

5. Security Countermeasures
4.9. Quick Android Review Kit (Qark). Many innovated
applications are more vulnerable at the source code or
packaged APKs; therefore, this kit allows to focus on the
security issue of Android applications. It also can create
evidence of any vulnerability that has been exploited.
Quick Android Review Kit (Qark) quickly and fastly
detects common vulnerable issues within an Android device.
It gives proper documentation for the reviewers of existing
vulnerabilities within the application. It can use more than
one compiler to have a wide spectrum of outputs that helps
in reﬁned results. It can detect several types of security
vulnerabilities like eavesdropping and data leakage.
4.10. Introspy-Android. While applications are running, this
tool allows us to understand the process run time of the

In this section, we provide several security countermeasures
[26] that users and developers can follow to enhance the
security of the applications installed in Android mobile
devices [27] and how malware can be detected on Android
devices [28].
For users,
(1) It is a good practice to regularly update the phone’s
software which includes security patches, features,
and functionalities
(2) It is good to avoid installing applications from untrustworthy sources [29, 30]
(3) It is advisable to apply data protection using a
password or keys to access sensitive data stored on
mobile devices [31]
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Table 1: Summary of the reverse-engineering tools.

Tool

SQL/
HQL
Injection

APKInspector
Apktool
FindSecurityBugs
AndroBugs
Framework
Bytecode viewer
JADX
SUPER
AndBug
Quick Android
Review Kit (Qark)
Introspy-Android
Inspeckage
Drozer

Untrusted
ContentType
Header

Weak
ServerSide
Controls
√

Insecure
Data
Storage
System
√

√
√
√

Worldwritable
ﬁle
√
√

Potential
path API

Potential
Command
Injection

√

√

External
XPath Command
ﬁle
Injection Injection
access
√

√
√

√

√
√

√

√

√

√
√

√

√

√
√
√
√

√
√

√
√

√
√

√

√
√
√

(4) Two-step veriﬁcation should be used to enhance the
security of your device
(5) Backups should be utilized to protect against data
losses [32, 33]
For developers,
(1) Security mechanisms should be utilized to secure the
servers and API to prevent any form of unauthorized
access
(2) Since the data in mobiles are highly conﬁdential,
encryption procedures should be timely applied
[34, 35].
(3) Protecting the source code must be prioritized at all
levels of analysis and compilers to secure and enhance the conﬁdentiality of the intellectual property
(4) A two-factor authentication system should be applied to protect users’ sensitive data [36, 37]

6. Conclusion
This paper explains security concepts and the analysis of the
vulnerabilities in Google’s Android system with its opensource in the last few years, introducing in detail the
structures of the Android system, analyzing and reviewing
the security threats and vulnerabilities in mobile devices
running on the Android platform. In this research work, we
survey the literature on the application security of Android
mobile devices. We demonstrate many reverse-engineering
tools in terms of the tool’s methodology, its uses, and
vulnerabilities that can be.
We demonstrate many reverse-engineering tools in terms
of the tool’s methodology, its uses, and vulnerabilities that can
be exploited. With reverse-engineering tools, developers can
innovate highly secured applications. We will work towards
designing an eﬀective vulnerability detection tool for mobile
applications, which we consider as future work.

√

√
√

√
√

√
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