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Reversible data hiding (RDH) allows carrying secret information in cover media without introducing permanent distortion. For a
RDHmethod, the important performance measurements are embedding capacity and image quality. Since embedding capacity is
an important requirement in the field of data hiding, it is necessary to consider the security of data embedding in RDH ap-
plications. In general, RDH algorithms usually prefer data embedding in simple image regions with low local complexity. As a
result, image degradation is alleviated at the cost of poor embedding security. In this study, a novel RDH method is proposed to
embed data into complex image regions, wherein the data hiding becomes more secure in defending against modern steganalysis.
To measure regional local complexity, the harmonic mean of directional local variances is employed to combine directional pixel
differences. To embed data into complex regions instead of smooth regions, multiple histogram modification is adopted and
updated for optimized data embedding with higher complexity. Experiment results show that embedding security is significantly
improved with a considerable amount of payload and well-preserved image quality.

1. Introduction

Reversible data hiding (RDH) refers to embedded messages
into digital contents such as images, videos, and documents
of the cover media which are completely recovered after data
extraction [1]. As the image is the most broadly used media,
image-based RDH has been extensively studied and applied
in various applications including image authentication,
cloud image processing, and medical image processing.

Several RDH techniques have been proposed for his-
togram modification (HM) [2, 3], difference expansion (DE)
[4–6], prediction-error expansion (PEE) [7–10], deep neural
networks (DNN) [11, 12], and multiple histogram modifi-
cation (MHM) [3, 12, 13], and so forth. In recent years,
MHM has attracted considerable attention owing to its
potential in revealing spatial redundancy in natural images,
while DNN suggests a new research direction since DNN
serves as a higher performance predictor for prediction-
based RDH methods.

DNN-based RDH usually segments a cover image into
two layers in a chessboard pattern by employing a deep
neural network to predict one layer using the other layer. Hu
and Xiang [11] employed a lightweight and computation-
efficient convolution neural network (CNN) with global
optimization for DNN-based data embedding. )is CNN
predictor was trained using 1000 randomly selected images
to prove its effectiveness in increasing the prediction ac-
curacy and improving the embedding performance. Hou
et al. [12] designed a DNN-based method for dynamical
multiple histograms’ generation and employed MHM for
optimized data embedding. While CNN is used for layer-
wise image prediction [11], DNN classifies a model to es-
tablish histograms with different sizes for better redundancy
exploitation [12].

MHM was first proposed by Li et al. [3]. It is regarded
as a framework for optimized and content-adaptive data
embedding. In this framework, several techniques are
employed including pixel sorting [7], PEE, and HM. Pixel
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sorting uses the strong correlation between prediction
error (PE) and local complexity (LC) and prefers data
embedding in pixels with lower LC. In MHM, multiple
prediction-error histograms (PEHs) are constructed by
evenly distributing PEs according to the level of LC. PEE
and HM are combined as PEE-HM to embed information
by shifting and expanding selected bins from the con-
structed multiple PEHs. Owing to the significantly im-
proved embedding performance, MHM has quickly
attracted research interests and been developed in various
applications [12–17].

In the aforementioned RDH methods, embedding per-
formance is usually represented by embedding capacity and
image quality since the methods embed data in pixels from
the flat regions. )erefore, DNN- and MHM-based RDH
approaches tend to hide data in smoother regions. However,
embedding security (namely, the robustness to modern
steganalysis) is rarely considered, as the most important
performance measurement of data hiding. As pointed out by
steganography [18, 19] and image forensics [20], a pixel in a
smooth region is easier to model than in a complex image
region owing to compact image representation. )erefore,
the behavior of data embedding in a smooth region can be
more easily modeled and detected than that in complex
regions.

Considering embedding security, Hong et al. [21] pro-
posed to selectively embed secret bits into pixels with high
LC. )is method is robust to the detection of modern
steganalysis such as histogram analysis and subtractive pixel
adjacency matrix (SPAM) [22], which is one of the compact
image representations as a well-known feature set in
detecting the operation of data embedding [21, 22]. With
SPAM, the differences between adjacent pixels are modeled
as Markov chains, and the transition probability matrices are
exploited to derive the statistical features. )erefore, the
transition probability in the complex regions shows a small
occurrence rate and thus plays a less important role in the
compact image representing.

DNN has shown a prosperous future in the field of RDH.
However, it is usually employed to provide higher prediction
accuracy or better pixel clustering result. As a result, existing
DNN-based RDH works are effective in reducing image
distortion and improving the embedding capacity. As a
result, DNN is still not used in the area of RDH in improving
embedding security. Even though RDH considers DNN in
RDH to improve the embedding security, more efforts are
required before a DNN-based solution becomes effective in
that direction.

)is study aims to improve the embedding security of
RDH in resisting statistical analysis. Specifically, the tech-
nique of MHM is exploited to embed data into complex
image regions with the inspiration of Li et al.’s [3] and Hong
et al.’s work [21]. Firstly, the concept of embedding cost is
introduced to measure the impact to compact image rep-
resentations introduced by embedding one bit into a single
pixel. For data embedding in a smooth region where LC is
low, the impact to compact image representations is high,
and vice versa. )erefore, embedding cost can be defined as
the harmonic mean of directional LC. Secondly, the overall

embedding cost for hiding a given payload is derived as the
sum of embedding cost from all modified pixels. Finally, the
overall embedding cost is minimized via parameter opti-
mization, and data bits are embedded into pixels in complex
regions.

)e rest of this paper is organized as follows. )e related
works are briefed in Section 2.)e proposed work is detailed
in Section 3. Section 4 illustrates the evaluation of the
embedding performance, and Section 5 concludes this
paper.

2. Preliminaries

In this section, PEE-related techniques are briefed, including
optimal PEE [23], pixel sorting [7], and MHM [3].

Let x be the grey-scale value of a cover pixel, and X �

x1, x2, . . . , xN  be the values of the cover pixel sequence,
where N is the number of cover pixels and x

⌢ is the predicted
value of x. )e prediction error e for estimating x is
computed using the following equation:

e � x − x. (1)

With the obtained PE sequence E � e1, e2, . . . , eN , a
PEH is constructed as

h(e) � # ei ∈ E: ei � e , (2)

where # ·{ } denotes taking the cardinality of the given set.

2.1. Optimal Prediction-Error Expansion. Let S be the bit
sequence of payload. Given S, two bins (namely, a bin-pair) a

and b, where a< b, are obtained from h(e) for data em-
bedding at the restriction of the following equation:

h(a) + h(b)≥ # S{ }. (3)

With a and b, a data bit m ∈ {0, 1} is embedded by using
equation (4), as specified by

e′ �

e − 1, e< a,

e − m, e � a,

e, a< e< b,

e + m, e � b,

e + 1, e> b,

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(4)

where e′ is the marked PE. )en, the marked pixel y can be
derived as y � x + e′.

When assuming S is independent and identically dis-
tributed (i.i.d), the resultant embedding distortion D can be
written as

D ≈
a + b

2
+ 

e<a
h(e) + 

e>b
h(e), (5)

whereD represents the number of modified pixels. Given the
size of the payload # S{ }, D is minimized by optimally
selecting the most proper bin-pair a∗ and b∗, as specified by
(a∗, b∗) � argmin D(a, b) concerning equation (3).
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2.2. Pixel Sorting. As pointed out by Sachnev et al. [7], LC is
proportional to the magnitude of PE, and the lower the LC,
the stronger the correlation. )erefore, the correlation
among the neighboring pixels can be exploited to reduce
image distortion. Specifically, pixel sorting orders cover
pixels according to LC and embeds data bits into pixels with
lower LC. )e sorting technique is originally proposed in
[24], then extended in [7], and later exploited in many PEE-
based RDH methods [3, 25, 26]. )e detailed sorting
technique is detailed in [7].

2.3. Multiple HistogramModification. Let n≥ 0 be the LC of
the pixel x. Li et al.’s work [3] constructs multiple PEHs by
increasing LC from low to high as specified by

hn(e) � # ei ∈ e: ei � e, ni � n . (6)

Let (an, bn) be the to-be-expanded bin-pair selected from
hn(e); the overall embedding distortion can be rewritten as

D � 
n

Dn an, bn( , (7)

where

Dn an, bn(  ≈
an + bn

2
+ 

e<an

hn(e) + 
e>bn

hn(e). (8)

Since n and e vary in a great range, theminimization ofD

under the constraint of payload size # S{ } needs to be sim-
plified. In Li et al.’s work [3], the computation is made
simpler using two simplification techniques related to n and
e, respectively. )e simplifications are technically sound and
the reason has been given in [3].

3. Proposed Method

In pixel sorting, LC reflects the smoothness of a neighboring
image region [3, 9, 21]. For a pixel with local complexity n, a
bigger n indicates a complex neighborhood, and a smaller n
means a smooth neighboring region. Since pixels with
smaller n take a larger portion in a compact image repre-
sentation, conventional RDHmethods tend to hide data into
smooth regions for higher embedding capacity. Similarly, in
compact image representations, the statistical features with
high concurrency rates play more important roles [18, 19]
than in simple image representations. As a result, data
embedding in smooth regions influences compact image
representation more than data embedding in complex re-
gions.)erefore, conventional RDHmethods are considered
nonrobust to modern steganalysis attacks, e.g., histogram
analysis and SPAM [22].

In the contrast, for a pixel with a complex neighborhood,
the local statistical features impact less in compact image
representations; in other words, the pixel is hard to model.
)erefore, data embedding in complex regions influences
less to compact image representations. For simplicity, the
data embedding impact to a compact image representation is
termed as embedding cost. Generally speaking, the larger n

is, the smaller the embedding cost is, and vice versa. )e

embedding cost shows a reciprocal relationship to n.)us, to
improve embedding security in RDH, data bits should be
embedded into complex image regions, where the embed-
ding cost is smaller [18, 19].

In this section, a novel RDH with improved robustness
to modern steganalysis is presented. Firstly, embedding cost
is quantified as the reciprocal of local complexity. )en,
multiple PEHs are constructed by varying LC from low to
high, and overall embedding cost is derived as the sum of
embedding costs for modified pixels. Finally, the overall
embedding cost is minimized through parameter
optimization.

3.1. Complexity Measurement and Embedding Cost. Given
LC measurement n, the related embedding cost, denoted by
ρ, can be simply defined as the reciprocal of n, as specified by

ρ � n
−1

. (9)

Note that the larger is n, the smaller is n, and vice versa.
For simplicity, pixels with smaller ρ (or bigger n) are named
as complex pixels and those with ρ �∞ (or n � 0) are
named as flat pixels. A flat pixel has an infinite embedding
cost and must not be modified during data embedding.

In general, n is constructed from various independent
components n(d)≥ 0, where d ∈ 1, . . . , K{ }, and K is the
number of independent components. For example, in Li
et al.’s work [3], K � 2 and LC are derived from both the
horizontal and vertical directions. When K> 1, the way of
constructing n from multiple n(d) may impact the accuracy
in measuring local complexity.

In this paper, the Hölder norm with ρ< 0 is exploited to
derive n from n(d) [19], as specified by

n � 
K

d�1
n

(d)



p

⎛⎝ ⎞⎠

p−1

, (10)

where ρ can be simply set to constant -1. Now, embedding
cost ρ can be derived using equations (9) and (10).

3.2. Construction of Multiple PEH. Since full-enclosed pre-
dictors have shown improved performance than half-
enclosed predictors [3, 7], the double-layered image parti-
tion scheme and the rhombus prediction technique [7] are
employed for prediction in this paper. In a double-layered
image partition, a cover image is segmented into two layers,
namely, the shadow layer and the blank layer, as shown in
Figure 1(a). With a double-layered image partition, a pixel in
one layer can be estimated by using its neighboring pixels in
the other layer.

With a double-layered image partition, the rhombus
predictor can be employed to estimate a pixel x from its four
close neighbors v1, v2, v3, v4 (see Figure 1(b)), as specified by

x � ⌊v1 + v2 + v3 + v4

4
⌋, (11)

where ⌊·⌋ is the flooring operation. With x, the PE can be
derived as e � x − x.
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Accordingly, the horizontal directional information n(1)

and the vertical directional information n(2) are obtained as
the sum of absolute adjacent pixel difference values in the
horizontal and vertical direction, respectively, as specified by

n
(1)

� v4 − w2


 + w3 − v3


 + v3 − w4


 + w4 − w5




+ w6 − w7


 + w7 − w8


 + w8 − w9



(12)

and

n
(2)

� v2 − w3


 + w3 − w6


 + v3 − w7


 + v4 − w4




+ w4 − w8


 + w1 − w2


 + w2 − w5


 + w5 − w9


,
(13)

where v2, v3, v4 and w1, w2, . . . , w9 are the surrounding
pixels of the to-be-predicted pixel x (Figure 1(b)). )e di-
rectional information n(1) and n(2) represent the local
complexities in the horizontal and vertical directions, re-
spectively. To obtain LC, n(1) and n(2) are combined using
equation (10), as specified by

n �
1

n(1)
+

1
n(2)

 
− 1

. (14)

With n, the embedding cost ρ is then derived using
equation (9).

Now, multiple PEHs hn(e) can be constructed using
equation (6). Let an and bn (an < bn) be the selected bins from
PEH hn(e). Data bit m is embedded by modifying hn(e), as
specified by

e′ �

e − 1, e< an,

e − m, e � an,

e, an < e< bn,

e + m, e � bn,

e + 1, e> bn.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

(15)

3.3. Efficient Parameter Optimization. Let Q be the corre-
sponding embedding cost of the cover pixel sequence and X

and Y be the marked pixel sequence. X(n) denote the subset
of X with local complexity n, Y(n) denote the marked version
of X(n), and Q(n) is the corresponding embedding cost for
X(n). )e overall embedding cost, denoted by C, can be
calculated using the following equation:

C � E ‖Y − X‖
2
2 · Q 

� 
n

E Y
(n)

− X
(n)

�����

�����
2

2
· Q

(n)
 

� 
N

i�0
yi − xi( 

2ρi,

(16)

where yi is the marked pixel and ρi is the embedding cost of
xi. Note that, compared to the image distortion D in
equation (7), the overall embedding cost C in equation (16)
weights a pixel modification by ρ, and thus, C reflects the
overall embedding cost on local image statistics due to data
embedding operations.

To increase the embedding security in RDH, data bits
should be hidden into complex regions, where the em-
bedding cost is smaller. Given a data bit sequence S, the
problem of performance optimization regarding C can be
written as min C{ } subject to # S{ }≤n(an + bn). )is
problem can be resolved numerically by selecting the
optimal set of bin-pairs (a∗n , b∗n ), where n ∈ [1, +∞), but
maybe with unacceptable computation cost. )erefore,
three simplification strategies are employed to make the
optimization process computationally efficient. Even
though the three strategies are explained sequentially,
they are logically independent and used separately. In this
paper, all of the three simplification techniques are
employed.

x1 x2

x3 x4

x5 x6

x7 x8

Shadow layer

Blank layer

(a)

v1 w1

v2 x v4 w2

w3 v3 w4 w5

w6 w7 w8 w9

Shadow layer

Blank layer

(b)

Figure 1: Double-layered image partition for layer-wise data embedding: (a) shadow and blank pixels’ partition and (b) the local context for
prediction and local complexity.
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3.3.1. Reducing the Value Range of LC. LC usually varies
from zero to a big value, which makes the solution of the
overall embedding cost pretty complicated (equation (16)).
)erefore, it is necessary to reduce the range of n to a
smaller range [0, M − 1] to simplify the problem of min C{ }.
In other words, LC is split into M segments with M − 1
thresholds (denoted by Lt, where t ∈ [1, M − 1]), as spec-
ified by

Lt � argmin
n

# i ∈ [1, N]: ni ≤ n 

N
≥

t

M
 . (17)

As a result, the complexity measurement is mapped to M

segments including V0 � [0, L1), V1 � [L1, L2), . . . ,

VM−1 � [LM−1, +∞). )ereby, the value of the new com-
plexity measurement is set to n if the original LC falls in
Vn, 0≤ n≤M − 1. For simplicity, n is reused to denote the
new LC measurement, and thus, n ∈ [0, M − 1].

3.3.2. Simplification on Calculating Embedding Cost. )e
calculation of C in equation (16) involves vector multi-
plexing operations and is time-consuming. By replacing Q(n)

with the averaged embedding cost, denoted by ρ(n), the
calculation can be made much efficient and C is approxi-
mated as

C ≈ 
n≥1

ρ(n)
E Y

(n)
− X

(n)
�����

�����
2

2
 . (18)

Since the data embedding process ends when S is em-
bedded completely, only the former part X is visited. Let
N

(n>0)
end ≤N(n>0) denote the number of visited pixels with

n> 0.)e embedding cost of modifying X(n) for a bin pair of
(an, bn) is approximated as

C
(n) ≈

N
(n>0)
end

N
(n>0)

ρ(n)
Dn an, bn( , (19)

where Dn(an, bn) represents the number of modified pixels
in X(n) (equation (8)).

Let PS � # S{ } be the size of the payload; PS is approx-
imated as

PS ≈
N

(n>0)
end

N
(n>0)


n≥ 1

hn an(  + hn bn( ( . (20)

By far, C can be approximated by combining equations
(18)–(20).

3.3.3. Simplified Process of Bin-Pair Selection. )e value of
PE varies within a large range, e.g., for an eight-bit grey-scale
image, e ∈ [−255, 255]. Since the PEH generally follows
Gaussian distribution with two-sided fast decay [3, 7], the
range of an and bn can be restricted as follows:

(i) For each n ∈ [0, M − 1], an � −bn − 1
(ii) For each n ∈ [0, M − 1], bn ∈ 0,1,2,3,4,5,6,7,{ +∞}

(iii) b0 ≥ b1 ≥ . . . ≥ bM−1 ≥ 0

Note that, these restrictions are made in a similar way as
that of Li et al.’s work [3], the exception is that PEH h0(e) is
not employed for data embedding. Since PEH generally
follows a Gaussian-like distribution with fast two-sided
decay, this simplification is technically reasonable for
application.

Figure 2 illustrates an example of data embedding with
this simplification. PEH h0(e) is not modified, and the se-
lection of b0 ≥ b1 ≥ . . . ≥ bM−1 ≥ 0 forces data embedding
into pixels with high LC. As a result, more bits can be
embedded into the complex regions, and thus, the em-
bedding cost becomes smaller.

3.4. Implementation Details. In this section, the imple-
mentation of the proposed method is presented. Figure 3
illustrates the procedures of implementation, where Ic, I,
and I′ denote the cover image, the preprocessed image, and
the marked counterpart, respectively. In the embedding
procedure, Ic is processed to avoid overflow and underflow.
)e processed pixels are registered in a location map LM,
which is firstly compressed using lossless compression JBIG2
[27] and then embedded along with secret bits. )e pre-
processed image is partitioned into a shadow layer and a
blank layer (Figure 1), and data bits are embedded into each
layer individually.

3.4.1. Data Embedding Procedure. After the image pre-
processing, data embedding is performed in a layer-wise
manner. )e processes of data embedding in the shadow
layer and the blank layer are similar as follows:

Step 1: obtain the cover pixel sequence X by scanning
pixels in a top to bottom and left to right order
Step 2: pixel estimation using equation (11) and then
obtain PE using equation (1)
Step 3: calculate local complexity n using equations
(12)–(14) and the embedding cost ρ using equation (9)
Step 4: reduce the value range of LC by projecting n to
M levels ranging from 0 to M − 1 (see Section 3.3)
Step 5: simplify the calculating of embedding cost by
dividing Q into M subsets Q(n), and then, calculate the
average embedding cost ρ(n) for each Q(n)

Step 6: construct M PEHs hn(e) using equation (6)
Step 7: select M pairs of PEH bins (a∗n , b∗n ) by mini-
mizing C (equation (16)) with the simplified process of
bin-pair selection (see Section 3.3)
Step 8: perform data embedding via PEE (equation
(15)) with the selected bin-pairs (a∗n , b∗n ) and record the
index of the last visited element Nend ≤N

3.4.2. Side Information. Side information is those parame-
ters required by data extraction and image recovery. It is
usually embedded into the preprocessed image I together
with the data bit sequence S. )e required side information
includes
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(i) Segmentation threshold Lt, where t ∈ 1, . . . ,{ M −

1} (10(M − 1) bits)
(ii) )e optimized bins b∗n , where n ∈ [0, M − 1] (4M

bits)
(iii) )e length of the pure payload (log2PS bits)
(iv) )e location of the last modified pixel Nend

(log2 N bits)
(v) )e compressed LM (NCLM bits)
(vi) )e length of compressed LM (log2NCLM bits),-

where ⌈ · ⌉ is the ceiling operation, M � 16, and N �

217 denotes the number of cover pixels in each layer

Side information of the first four categories is generated
individually during data embedding for each layer. )e
length is 14M + log2PS + log2 N − 10≤ 231+ log2
PS≤ 248 bits. Since side information is required before data
extraction and image recovery, it is stored in a preserved
region of the cover image. )e last two kinds of side in-
formation, including the compressed LM and its length
(NCLM + log2NCLM≤ 18 + NCLM bits), are shared by the
whole data embedding procedure. )e compressed location
map and the length are only required in recovering the
preprocessed images I to cover the image Ic; therefore, they
are embedded together along with the payload.

3.4.3. Data Extraction and Image Recovery. )e reverse
procedure is oppositely performed layer by layer compared
to the embedding procedure. For each layer, the pixel se-
quence is scanned from bottom to top and right to left.)en,
data extraction and image recovery procedures are per-
formed with side information from the blank layer to the
shadow layer. )e compressed location map and its length
can be obtained from the extracted bit sequence and used to
recover the preprocessed image. By far, the cover image Ic is
completely restored.

4. Experimental Analysis

Performances are evaluated from four perspectives includ-
ing embedding security, embedding capacity, image quality,
and time complexity. Since we aim at improving embedding
security while maintaining embedding capacity and image
quality, the evaluation of embedding security is put to high
priority.

State-of-the-art RDH methods are employed for com-
parison, including CNN-based RDH [11], two-dimensional
PEE-based method [8], pixel value ordering (PVO) based
PEE method [9], RDH using Delaunay triangulation [21],
and RDH method using MHM [3]. For simplicity, they are
denoted by CNN, 2D-PEE, PVO, Delaunay, and MHM,

-5 -4 -3 -2 -1 0 1 2 3 4 5

n

e

4

3

2

1

Figure 2: Example of the proposed MHM-based RDH embedding with selected bins of b1 � 2, b2 � 2, b3 � 1, and bn � 0, for n≥ 4.

Cover
image

Stego
image

Pre-process Double layered
partition

Embed in
shadow layer

Embed in blank
layer

Post-process Extract & recover
shadow layer

Extract & recover
blank layer

I′

I

I

Ic

Embedding Procedure

Extraction and Recovery Procedure

Figure 3: )e implementation procedures of the proposed RDH method.
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respectively. In Delaunay [21], the normalized startup po-
sition is set to 1, such that data embedding is restricted to
pixels with high LC.

4.1. Embedding Security. )e embedding security is evalu-
ated by using two steganalyses including histogram analysis
[28] and SPAM [22]. Histogram analysis is used to evaluate
the abnormality of the difference histogram, and the SPAM
steganalysis is employed to detect the changes in statistical
image features.

4.1.1. Histogram Analysis. Histogram analysis is used as the
first steganalysis to evaluate the difference of the histogram
on eight typical grey-scale images of size 512 × 512 ob-
tained from image database USC-SIPI [29], including
Lena, Baboon, Peppers, Lake, Elaine, Man, House, and
Tiffany. Figures 4(a) and 4(b) illustrate the different images
of Lena when payload size is 10 and 30 kbits, respectively.
)e white dots represent data embedding locations. Em-
bedding locations are found in complex regions instead of
smooth regions. )erefore, the proposed method tends to
preserve the smooth image regions from modification, and
thus, the characteristics of smooth regions are better
preserved.

Figure 5 presents the difference histograms for Lena,
Baboon, Peppers, and Lake, respectively. In Figure 5, the
scope of pixel differences is set to [−10, 10] to better il-
lustrate the deviation. Compared to the cover distribu-
tions, the difference histogram of the proposed method
presents the least deviation. Specifically, the deviation is
slightly better than that of 2D-PEE and much better than
that of CNN, PVO, MHM, and Delaunay. )erefore, the
proposed method better preserves the difference histo-
gram, and thus, its robustness in resisting histogram
analysis is proved. )e difference histograms of the other
typical images are not shown since they present similar
results.

4.1.2. SPAM Analysis. )e SPAM feature [22], which is a
686-dimensional second-order feature set, is employed to
measure image statistical distortion. )e ensemble classifier
[30], for which Fisher linear discriminant is used as a base
learner, is employed to classify cover images from their
counterparts. )e training-to-testing ratio of the ensemble
classifier is set to 0.5, which means that half of the cover
images and their marked counterparts are used for training
and the remaining for testing. )e performance is measured
by the ensemble’s “out-of-bag” (OOB) error [30]. )e value
of OOB ranges from 0 to 0.5. When OOB equals 0.5, the
classifier cannot tell a cover image from its marked coun-
terpart. )e smaller the OOB, the less secure the data
embedding.

)e SPAM steganalysis is performed on 2000 images that
are randomly selected from the widely used BOWS-2 [31]
image database, where the cover signals are uncompressed
eight-bit natural grey-scale images of size 512× 512. Since
the payload of the PEH-based method varies from image to

image, there may exist cases when the maximum embedding
capacity of a cover image is not enough for a given payload.
For simplicity, a cover image, which is “capable” of carrying
the given payload PS, is named as a “capable” image con-
cerning PS. Figure 6(a) illustrates the number of “capable”
images as the increment of embedding capacity.)e number
of “capable” images drops as the increment of embedding
capacity. )erefore, the SPAM tests are performed using the
same set of “capable” images to make reasonable security
evaluations.

Figure 6(b) presents the curves of payload vs. OOB for
which the corresponding payload is smaller than those of
the embedding capacity among the 2000 BOWS-2 images.
)e detailed OOB data are listed in Table 1, where the best
OOB is marked in bold black. OOB decreases as the in-
crement of embedding capacity from 5 to 40 kbits. Com-
pared to the other five methods, the proposed RDH
presents the best OOB results when embedding capacity is
larger than 5 kbits. For example, for embedding capacity of
20 kbits, the OOB value of the proposed method is 0.2232
which overpasses those of CNN, PVO, 2D-PEE, Delaunay,
and MHM (0.2116, 0.2232, 0.1973, 0.1929, and 0.0946),
respectively. When embedding capacity is 5 kbits, Delaunay
produces a better OOB result, but when embedding ca-
pacity becomes larger, the OOB of Delaunay drops sig-
nificantly. )e reason is that Delaunay embeds data bits
into the most complex pixels, and thus, less embedding cost
is introduced at a low embedding capacity. In general, the
proposed method is more secure in resisting SPAM attacks
than other methods.

4.2. Embedding Capacity. )e proposed method tends to
embed data bits into high complexity pixels. Since the
number of complex pixels is much less than that of low
complexity pixels, the embedding capacity of the proposed
method should be lower than that of Li et al.’s work [3]. As
the increment of n, hn(e) becomes flattened and the peak
becomes smaller, when considering bn ≥ bn+1 (Figure 2), the
proposed RDH embeds data into complex regions, and
thus, it produces a lower embedding capacity than that of
MHM.

As shown in Figure 6(a), the number of “capable” images
of the proposed method is bigger than that of PVO but
smaller than that of CNN, 2D-PEE, Delaunay, andMHM. As
a result, the proposed scheme produces a larger embedding
capacity compared to that of PVO, but a smaller embedding
capacity than that of CNN, 2D-PEE, Delaunay, and MHM.
)e reason is that hn(e) is preserved from data embedding in
the proposed method. Since the proposed work aims at
improving embedding security, the evaluation of embedding
capacity is not further discussed.

4.3. Image Quality. Research studies in image quality
evaluation have shown that image fidelity, which is
measured by the peak signal-to-noise ratio (PSNR), may
not be the best image quality measurement [32]. )ere-
fore, the structural similarity index (SSIM) [32] is
employed to evaluate the image quality in addition to
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PSNR. Compared to the distortion measurement PSNR,
SSIM is a modern perception-based image quality indi-
cator to reflect the change of structure information and
the perceptual phenomena.)e value of SSIM ranges from
0 to 1, and the bigger SSIM is, the better is the image
structure similarity. When two images are identical, SSIM
equals 1.

Figures 7(a) and 7(b) present averaged performances of
payload against SSIM and averaged payload against PSNR,
respectively. Since the maximum embedding capacity
differs from image to image, the performance is averaged
for only part of the 2000 BOWS-2 images, where the
corresponding payload is smaller than the smallest em-
bedding capacity. In Figure 7(a), the performance is av-
eraged for the “capable” images (Figure 6(a)) only. )e
proposedmethod presents improved SSIM results than that
of CNN, PVO, 2D-PEE, and Delaunay, but slightly reduced
SSIM results when compared to that of MHM. In
Figure 7(b), the proposed method offers improved PSNR
results than CNN, PVO, and Delaunay, but reduced PSNR
performance than that of 2D-PEE and MHM. As the
proposed method is designed to improve the embedding
security, such a result is significant.

4.4. Time Complexity. We evaluate the time complexity of
the relevant algorithms by executing them on the same
computer, which is configured with an Intel(R) Xeon(R)
Gold 5120 CPU running at 2.20GHz and 32GB DRAM
memory.)e time complexity is obtained by varying the size
of the payload from 10 to 60 kbits. )e averaged time
consumption for the 2000 BOWS-2 images is used for
comparison, as shown in Table 2.

CNN takes more than 15 seconds on average and is the
most time-consuming. 2D-PEE and PVO cost less than one
second on average and are the least time-consuming.
Delaunay, MHM, and the proposed method require two to
three seconds on average. Furthermore, for CNN, PVO, and

Delaunay, the averaged time complexity increases as the
increment of the size of the payload, while for 2D-PEE,
MHM, and the proposed method, the average consumed
time does not vary much. Compared with that of the pre-
vious MHM, the proposed work requires longer time since
more calculation is required in the procedure of embedding
cost minimization.

4.5. Discussion. )e experiment results in the previous
sections present the embedding performance of the pro-
posed work from four aspects including embedding se-
curity (histogram analysis and SPAM analysis), embedding
capacity, image quality (SSIM and PSNR), and time
complexity. Compared to the previous studies, the pro-
posed method is more secure in defending cyberattacks by
using histogram analysis and the modern steganalysis
ensembled with SPAM features (Figure 6(b)). In addition
to the improved security, the proposed work presents well-
preserved structural image similarity (Figure 7(a)), con-
siderable embedding capacity (Figure 6(a)), well-preserved
image fidelity (Figure 7(b)), and low time complexity
(Table 1).

)ere are two reasons for the improved embedding
security and well-preserved structural similarity. )e first
reason is that data embedding is restricted into complex
image regions that are hard to model when not using pixel
difference histogram or SPAM features.)e second reason is
that embedding cost is minimized by using the framework of
MHM. When compared to the original work of MHM, the
proposed method presents lower embedding capacity and
image fidelity. )e reason is that the proposed work selects
larger PEH bins for smaller LC and smaller PEH bins for
larger LC. )us, less embedding capacity is obtained and
more distortion is introduced. Compared to the framework
of MHM, the proposed work is more time-consuming, as
more time is required in the optimized overall embedding
cost.

(a) (b)

Figure 4: Illustration of the difference images of Lena with payload sizes of 10 kbits (a) and 30 kbits (b) for the proposed method. (a) PS:
10 kbits. (b) PS: 30 kbits.
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Figure 5: Histogram analysis by comparing the difference histograms. (a) Lena, PS: 20 kbits. (b) Baboon, PS: 10 kbits. (c) Peppers, PS:
20 kbits. (d) Lake, PS: 20 kbits.

Mathematical Problems in Engineering 9



0

500

1000

1500

2000
N

um
be

r o
f "

ca
pa

bl
e"

 im
ag

es

0 10 20 30 40 50 60
Payload (kbits)

CNN
PVO
2D-PEE

Delaunay
MHM
Proposed

(a)

0

0.05

0.1

0.15

0.2

0.25

0.3

SP
A

M
 E

O
O

B

CNN
PVO
2D-PEE

Delaunay
MHM
Proposed

5 10 15 20 25 30 35 40
Payload (kbits)

(b)

Figure 6: Comparison of the performance of embedding security against SPAM attacks. (a) Number of “capable” images. (b) Performance
of OOB vs. payload.

Table 1: Performance of embedding security (OOB) against SPAM attacks.

Methods
Performance of embedding security (OOB)

5 10 15 20 25 30 40
CNN 0.022 0.015 0.013 0.010 0.007 0.007 0.004
PVO 0.012 0.000 0.000 0.000 0.000 0.000 0.000
2D-PEE 0.088 0.062 0.041 0.032 0.021 0.010 0.000
Delaunay 0.297 0.140 0.060 0.028 0.010 0.006 0.012
MHM 0.235 0.185 0.145 0.129 0.102 0.091 0.059
Proposed 0.267 0.228 0.181 0.224 0.188 0.167 0.093
)e best security performance is marked in bold for each size of payload.
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Figure 7: Comparison of image quality using averaged SSIM and PSNR. (a) Performance of SSIM vs. payload. (b) Performance of PSNR vs. payload.
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5. Conclusion

A novel RDH method is proposed based on multiple his-
tograms modification to improve the embedding security.
)eMHM framework is modified to restrict data hiding into
high complexity regions, and the harmonic mean of di-
rectional pixel differences is employed as the complexity
measurement. As different from previous RDH develop-
ments, this study highlights embedding security in addition
to image quality. Experimental results demonstrate that the
proposedmethod yields improved embedding security, well-
preserved structural image similarity, considerable embed-
ding capacity, and image fidelity, compared to other
methods. )e proposed method provides the basis for the
future development of secure and reversible data hiding
methods.

Data Availability
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