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Image perceptual hashing is broadly applied in image content authentication, recognition, retrieval, and social media hotspot
event detection. An image authentication algorithm is put forward based on the Itti visual saliency model and geometric invariant
vector distance. To begin with, the image is preprocessed and weighted by the Itti model and contourlet transform. After that, the
weighted image is randomly divided into blocks, and the image feature vector is constructed by calculating the geometric invariant
vector distance on both Hu invariant moment vector and maximum singular value vector of the random blocks. In the end, the
feature vector is quantized and encrypted to generate the ultimate hash. Experimental results illustrate that when the threshold
T� 70, the true positive rate PTPR for duplicate images stands at 0.96574, while the false rate PFPR of diferent images is merely
0.0224, with the total error rate reaching the minimum value (0.0566). Furthermore, the AUC value of the proposed algorithm is
0.9951, which is higher than that of the comparison algorithms, indicating that the algorithm has better performance than other
state-of-the-art algorithms in terms of various visual content-preserving attacks.

1. Introduction

As a wide variety of image editing tools are getting developed
and popularized, such as ACDSee, Corel Paint Shop Pro
Photo, and Photoshop, malicious users can easily modify,
copy, edit, and tamper images, resulting in numerous du-
plicate images growing exponentially on the networks,
which brings serious challenges to the copyright protection
and content authentication of images [1–3]. Tere are some
content-preserving operations which usually refer to those
images that undergo various kinds of image modifcations
such as rescaling, occlusion, noise adding, and luminance
and color change. Terefore, content-based image copy
detection has been dealt with as speedily as possible. Te
purpose of content-based image detection is to fnd the
duplicate version of a given copyright image in the database.
Duplicate images and similar images are visually very similar
to copyright images. Figure 1 shows similar images and
duplicate images of a copyright image. Terefore, how to
efectively distinguish similar images from duplicate images

is a difcult problem in image copy detection. Tis study
focuses on how to use image hashing technology to efec-
tively detect content-based copy images.

At present, there are two kinds of efective image content
detectionmethods.Te frst is digital watermarking technology
[4], but the robustness of watermarking against various con-
tent-preserving attacks limits the practical application. Te
other is image hashing technology [5]. Compared to the for-
mer, image hashing only depends on the image content itself
and does not need to damage the image quality. Te image
hashing generates a brief summary through the extraction and
compression of image perceived content and information,
which is used for recording or representing the image content
or further used for fnding the location where the image
content is tampered [6, 7]. It provides a high-efciency
technology for image content authentication. Because image
hashing can efectively reduce the cost of image storage and
computational complexity, it realizes the quick image pro-
cessing. Also, the hashing has been applied in image retrieval
[8] and other applications [9–13].
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In recent years, the image hashing algorithms [14–20]
ignore the impact of human visual model on hashing per-
ceptual characteristics and pay less attention to the impact of
geometric invariant vector distance on image hash robust-
ness. However, in reference [21], Liu and Huang presented
an efective approach based on geometric invariant vector
distance, that is, to construct image hashing by the vector
distance between Hu invariant moment vectors in the spatial
domain and DCT (discrete cosine transform) coefcients in
the frequency domain. Although this algorithm focused on
the geometric invariance and had good classifcation per-
formance in image copy detection and geometric attack, it
did not fully consider the perceptual characteristics of the
human visual model. In reference [22], an image hashing
algorithmwas introduced using the Itti visual saliency model
and DWT (discrete wavelet transformation), which had
good robustness and uniqueness, but DWTwas not as good
as contourlet transform (CT) in sparse expression of images.
In view of these, this study chooses the Itti visual saliency
model, contourlet transform, and geometric invariant vector
distance to study the image hashing algorithm. Compared
with previous algorithms, the main contributions of this
hashing algorithm are as follows:

(1) A weighted image representation is proposed by
making use of the Itti visual saliency model and
contourlet transform.Te Itti visual saliencymodel can
efciently capture the visual saliency region of the
image and can make a compromise between the cal-
culation speed and the saliency detection performance.
Compared with wavelet transform, contourlet trans-
form has good multiresolution, localization, and di-
rectivity, and the coefcient energy is more
concentrated, which can better sparse represent the
image. Weighting the above two factors to generate a
weighted image and extracting hashing features from it
can ensure that the algorithm achieves a good balance
between perceptual robustness and discrimination.

(2) Te geometric invariant vector distances on the Hu
invariant moment vector and the maximum singular
value vector are extracted to construct the hash. Hu
invariant moment and maximum singular value
vector have strong stability against various attacks.
At the same time, geometric invariant vector dis-
tance is not only robust to geometric transformation

but also efectively distinguishes diferent images, so
that the algorithm has good classifcation
performance.

(3) Two keys ensure the security of the algorithm. First,
the image is randomly partitioned by key K1 and
then the hash eigenvalue is chaotically encrypted by
key K2.

Extensive experiments are done to verify the perfor-
mances of our hashing algorithm. Te results illustrate that
when the threshold T� 70, the true positive rate PTPR for
duplicate images stands at 0.96574, while the false rate PFPR
of diferent images is merely 0.0224, with the total error rate
reaching the minimum value (0.0566). Furthermore, the
AUC value of the proposed algorithm is 0.9951, which is
higher than that of the comparison algorithms, indicating
that the algorithm has better performance than other state-
of-the-art algorithms in terms of various visual content-
preserving attacks. Te rest of this study is organized as
follows. Section 2 describes the related work, Section 3
describes the steps of the proposed algorithm, Section 4
analyzes experimental results, and Section 5 concludes this
study.

2. Related Work

At present, image hashing algorithms can be roughly divided
into two categories: signal processing and machine learning.
Generally, machine learning is mainly used in image re-
trieval, while signal processing is mainly applied in image
authentication, image quality evaluation, and copy detection
[7]. Since this study focuses on the hashing based image copy
detection, it puts emphasis on the hashing algorithms about
the signal processing.

2.1. Image Hashing Algorithms Based on Signal Processing.
Te scheme [14] distilled image boundary information by
utilizing the Canny operator and applied two-dimensional
DWTfor edge detection.Te hash sequence was obtained by
weighting the DWT coefcients of diferent wavelet sub-
bands, with good property in the quality evaluation of
semireference images. Abdullahi et al. proposed an algo-
rithm based on FMT (Fourier–Mellin Transform) and fractal
encoding, which is resistant to most content-invariant

a copyright image

(b) similar images

(a) duplicate images (Contrast Adjustment, Rotation, Brightness Adjustment, Rescaling)

Figure 1: Similar and duplicate images of a copyright image.
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operations and runs faster in reference [15].Te scheme [16]
used shape context and SURF to generate a faster hash. Te
scheme [17] combined Kaze features and SVD (singular
value decomposition) to generate hash sequences, which
were robust to gamma correction. Te scheme [18] took
advantage of quaternion Zernike moments to engender the
hash, with good sorting performance. Huang and Liu [19], to
construct hash, distilled the biggest gradient magnitude and
correlative orientation information from the three color
channels and the generated image gradient feld. Su et al.
integrated the distance metric learning technique and the
quantization strategy into the processing of image authen-
tication, which formed a personal authentication framework
in reference [20]. Shen and Zhao extracted hashes from the
secondary image and quadtree structured features by con-
catenating color elements COC in reference [23]. Te
scheme [24] drew steady and distinctive image features from
the CIELAB color space to generate robust hash with SVD.
Tese image hashing algorithms ignore the impact of human
visual model on hashing perceptual characteristics.

2.2. Image Hashing Algorithms Based on Machine Learning.
Tang et al. [25] raised an image hashing approach based on DCT
and LLE (locally linear embedding), which has good robustness
to image scaling andwatermark embedding, while the calculation
speed of the LLE algorithm is relatively slow. Liang et al. [26]
proposed a fast image hashing algorithm based on LC (lumi-
nance contrast) and 2D PCA (principal components analysis),
which conduced to a low calculating expenditure. Recently, some
scholars have proposed some image authentication algorithms
based on deep learning hashing algorithms. For example, an
integrated feature matching scheme was proposed in Reference
[3], which integrates thematching of SIFT (scale-invariant feature
transform) features and CNN (convolutional neural networks)
features between images for partial-duplicate image detection.
Since both the good robustness of SIFT features and the high
discriminative power of CNN features are sufciently explored,
the scheme could attain an accurate detection. Li et al. [27] raised
an image hashing approach based on neural network, which was
the frst time that deep neural network was applied to this feld.
By comparison, this hash algorithm can achieve better perfor-
mance. Reference [28] presented an image hashing algorithm
using multiconstrained CNN, which especially displayed good
performance in tampering image detection. Although learning-
based hashing methods have achieved satisfactory results in
image semantic retrieval, they are not very suitable for content-
based image copy detection.

In order to more prominently represent the salient features
of the human visual system and improve the robustness and
geometric invariance of hashing, this paper chooses the Itti
visual saliency model, contourlet transform, and geometric
invariant distance to study image hashing algorithms.

3. Proposed Algorithm

In this paper, image hashing is studied though making use of
techniques such as the Itti visual model, contourlet trans-
form, SVD, and geometric invariant vector distance, in

which the Itti visual model can efciently detect the visual
salient area of the image, the Hu invariant moment can resist
common geometric attacks, and the maximum singular
value vector is robust to various attacks. Firstly, the image is
weighted with the Itti visual model and contourlet trans-
form, and secondly, the geometric invariant vector distance
of Hu invariant moment vector and maximum singular
value vector is constructed as the hashing.Terefore, a better
compromise between robustness and discrimination of the
perceptual hashing algorithm can be achieved. Te frame-
work of hashing generation is displayed in Figure 2.

3.1. Algorithm Steps

3.1.1. Preprocessing. To begin with, the original image
I0(x, y) is transformed to a normalized image sized n × n by
the bicubic linear interpolation, which is primarily to ensure
that images of diferent sizes have the same length of hash.
After that, the Gaussian low-pass flter is utilized for the
normalized image by a convolution mask in order for re-
ducing an efect on white noise, interpolation error, and
speckle noise on the hash. Generally, fltering can be
implemented using a convolution mask. Let TGaussian(i, j) be
the element in the ith row and jth column of the convolution
mask. Tus, the convolution template can be computed by
the following formula:

TGaussian(i, j) �
T

(1)
(i, j)


i


j

T
(1)

(i, j)
, (1)

where T1(i, j) is defned as

T
(1)

(i, j) �
1

2πσ2
e

− i2+j2( )/2σ2 . (2)

In equation (2), στ is the standard deviation of all ele-
ments of the convolution template. Te image after pre-
processing is marked as I1(x, y).

3.1.2. Constructing a Weighted Image. In this section, the
weighted image is obtained by unifying calculation of the Itti
visual saliency map and the contourlet transform decom-
position coefcients, which is shown Algorithm 1. Te
specifc calculation steps are as follows.

(1) Calculate the Itti Visual Saliency Map M. Te Itti model
[29] mainly utilizes techniques such as binary Gaussian
pyramid, center-surround computation, cross-scale com-
putation, and linear fusion to extract visual saliency map.
Generally, the Itti model calculation is divided into four
steps. Te frst step is to extract the saliency map, denoted as
Mcolors, through techniques such as Gaussian pyramid,
center-surrounding computation, and cross-scale compu-
tation. Te second step is to extract the intensity saliency
map,Mintensity, which is similar to the calculation process of
color saliency map extraction. Likewise, the third step is to
extract the saliency map of the orientation, Morientation. Fi-
nally, the above three saliency maps are combined to
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generate the fnal visual saliency map M. Te calculation
formula is shown as

M �
Mcolours + Mintensity + Morientations 

3
. (3)

(2) Calculate the Contourlet Transform Coefcient N. In this
study, the contourlet transform [30] is selected for weighting
because of its good suitability of sparse representation of 2D
images. On the one hand, contourlet transform has the mul-
tiresolution time-frequency analysis features of wavelet trans-
form. On the other hand, the contourlet transform also has good
anisotropy, which can approximate singular curves with the least
coefcients along the edge of the image contour. Due to the

better sparse representation of the image, rudimentary data
compression can be achieved, and it is less afected by common
digital operations, for instance, noise pollution, low-pass fl-
tering, and JPEG compression. According to formula (4), the
preprocessing image I1(x, y) is calculated to obtain I2, which is
used as the input of the contourlet transformation. Let N be the
contourlet transform coefcient:

I2 �
(R + G + B)

3
. (4)

(3) Calculate the Weighted Image. Assuming that the size of
the visual saliency map M is S× S and the contourlet co-
efcient N is P×Q, in order for calculating the weighted

Preprocessing

Weighted image

Itti Model

original images

Hu invariant 
moments vector

key

Final hash

quantification

Contourlet

Weight

Geometric invariant 
vector distance

Maximum singular 
value vector

Figure 2: Te framework of hashing generation.

Input: the original image I0(x, y)

Output: the weighted image
Begin
begin preprocessing
standardize the image sized n × n
Gaussian low-pass flter
return I1(x, y)

end preprocessing
M� Itti_Model ( I1(x, y));
begin calculating N
I2 �HSI_Mode ( I1(x, y))

N�Contourlet_transform ( I2)
end calculating N
standardize M and N, return J and K
Return the weighted image I� J×K

End

ALGORITHM 1: Weighted image calculation.
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image, the size of M and N is sampled as n × n by the
bicubic interpolation. Let J and K be the sampled versions
of M and N; therefore, the weighted image I can be cal-
culated by

I(x, y) � J(x, y) × K(x, y), (5)

where I (x, y), J (x, y), and K (x, y) represent the elements of
the matrices I, J, and K at row x and column y, respectively.

Te weighted image is randomly divided into blocks, and
the random key is denoted as K1. Let Bk, k � 1, 2, · · · , L be
the kth block and the size of Bk is b× b.

3.1.3. Hu Invariant Moment Vector Extraction. For each
block Bk, seven Hu invariant moments are calculated, and
we get the column feature vector ϕk � [φ1(k),φ2(k),

· · · ,φ7(k)]T. Let Φ � [ϕ1,ϕ2, · · · ,ϕL]7×L be the invariant
moment feature matrix of the entire image. To build a
normalized matrix for further calculation, data normaliza-
tion is carried out. Let Φj � [Φj(1),Φj(2), · · · ,Φj(L)] be
the jth (1≤ j≤ t) row ofΦ. Each elementΦj(i) is normalized
in the jth row Φj as

Φj(i) �
Φj(i) − μj

δj

, i � 1, 2, · · · , L. (6)

In formula (6), μj and δj are the mean and the standard
deviation of all elements of Φj.

Finally, the normalized Hu invariant moment vector is
obtained, which is denoted as Ψ � [ψ1,ψ2, · · · ,ψL]7×L.

3.1.4. Te Largest Singular Value Vector Extraction.
Similarly, for each block Bk, SVD is performed. We extract
the singular vector corresponding to the maximum eigen-
value, denoted as U1(k)(1≤ k≤ L). Let
U� [U1(1), U1(2), · · · , U1(L)] be the largest singular value
vector. In the same way, the vector is normalized as formula
(6), and the normalized largest singular value vector is
obtained, which is denoted as V � [V1, V2, · · · , VL]b×L.

3.1.5. Calculating Geometric Invariant Vector Distance.
Trough the above steps, we get the feature vectors Ψ andV.
Since the vector distance is invariant to the digital operations
on the content of the image, we use the invariant vector
distance to construct perceptual hashing, which is extracted
in detail as follows.

(1) Calculating the geometric invariant vector distance
of the matrix Ψ;
For the matrix Ψ7×L, in order to calculate the geo-
metric invariant vector distance, we provide a ref-
erence vector Ψ0 � [Ψ0(1),Ψ0(1), · · · ,Ψ0(7)]T,
whereΨ0(j)(1≤ j≤ 7) is the mean of the jth row.Te
Euclidean distance between the kth column vector
ψk � [ψ1(k),ψ2(k), · · · ,ψ7(k)]T and the Ψ0 column
is defned as

d1(k) �

�����������������



7

j�1
ψj(k) − Ψ0(j) 

2




. (7)

After calculation, the geometric invariant vector
distance of Hu invariant moment eigenvector is
obtained, which is denoted as
D1 � [d1(1), d1(2), · · · , d1(L)].

(2) Calculating the geometric invariant vector distance
of the matrix V:
Also, for the matrix V � [V1, V2, · · · , VL]b×L, to
calculate the geometric invariant vector distance, we
provide a reference vector V0 � [V0(1), V0(1),

· · · , V0(n)]T, where V0(j)(1≤ j≤ b) is the mean of
the jth row. Te Euclidean distance between the kth
column vector Vk � [V1(k), V2(k), · · · , Vb(k)]T and
the V0 column is defned as

d2(k) �

�����������������



b

j�1
ψj(k) − V0(j) 

2




. (8)

After calculation, the geometric invariant vector
distance of the maximum singular vector is obtained,
which is denoted as D2 � [d2(1), d2(2), · · · , d2(L)].
After calculating through step (1) and (2), we get the
feature vector D � [D1, D2]2L.

(3) Encryption:
In order to improve the security of the algorithm, we
use the chaotic encryption algorithm to encrypt the
vector D. Assuming that K2 ∈ (0, 1) is a secret key
shared by the sender and the receiver, the logistic
equation is shown as

kn+1 � μkn 1 − kn( , 3.5699< μ< 4. (9)

Let k1 � K2, k2 � μk1(1 − k1), · · · , kn+1 � μkn

(1 − kn), and then the key vector
Key � [k1, k2, · · · , k2L] is obtained.
Let Y � D × Key � [y1, y2, · · · , y2L]2L, where Y is the
hashing sequence after encryption and
randomization.

(4) Quantization:
Since the encrypted eigenvalues are all foating-point
data, in order to reduce the storage space and im-
prove the efciency of image authentication, the
eigenvector Y is quantized by

h(i) � yi ∗ 10 + 0.5 , 1≤ i≤ 2L, (10)

where [·] is the round-up or round-down operation.

Finally, the fnal hashing sequence is generated, denoted
as hash � [h1, h2, · · · , h2L]2L. In order to determine the
hashing length in the binary form, the hashing values of 1000
diferent images are calculated and analyzed to determine
the number of bits occupied by each hashing value, which is
discussed in Section 4.6.
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From Section 3.1.3 to Section 3.1.5, we can calculate the
fnal hash sequence by Algorithm 2.

3.2. ImageCopyDetection. Let IS be the image set, hash(·) be
the hash function, and φ(∙) be the content-preserving op-
eration function. Tere are two diferent images ∀x, y ∈ IS
with diferent perception contents, and hx � hash(x) and
hy � hash(y) represent the hash sequence of the image x and
y, respectively. Let x′ � φ(x) and hx′ � hash(x′) represent
the hash of the image x′.

Euclidean distance is used to measure the diference
between two image hashes during image copy detection.
When the Euclidean distance between the two diferent
images is greater than the threshold T, that is, D(hx, hy)>T,
it is determined that the two images are diferent perceptual
contents. When the Euclidean distance between the origin
image and its duplicate images is less than the threshold T,
that is, D(hx, hx′)<T, it is determined that these duplicate
images are from a copyright image.

4. Experiment Results

Te proposed algorithm is programmed in Matlab language
and implemented on the platform of Windows 2010 and
MATLAB 2018b, in which the CPU is i7-4770k @ 3.50GHz
and the memory is 8.00GB. Te image datasets used in the
experiment includes 1022 images. Tere are 22 images sized
768∗ 512 or 512∗ 768 from Kodak datasets [31], and the
other 1000 images sized 512∗ 384 or 384∗ 512 are from the
UCID [32]. Te simulation results and analysis are as
follows.

4.1. Experimental Parameters. Te experimental parameters
are as follows. Te original image is interpolated into a fxed
size 256 × 256, that is, n� 256, and the size of the random
block size is 60 × 60, that is, b� 60. Te number of blocks is
50, that is, L� 50. Te size of Gaussian low-pass flter
convolution mask is 3 × 3, and the standard deviation is 0.5.
Te random block key is 100, and the initial key of the
chaotic encryption of the eigenvector is 0.27, that is to say,
the key pair (K1, K2) is (100, 0.27). According to the process
of the previous Algorithm 2, the length of the hashing se-
quences is equal to twice the number of blocks, that is, 100
integers. Next, the simulation results and analysis of the
experiment are given below. Section 4.2 verifes robustness,
Section 4.3 discusses discrimination, Section 4.4 analyzes the
hashing security, Section 4.5 explores the infuence of dif-
ferent parameters, Section 4.6 probes hash length and
storage cost, Section 4.7 analyzes which component is crucial
for the proposed algorithm, and Section 4.8 discusses the
performance comparison of other state-of-the-art
algorithms.

4.2. Robustness. To evaluate the performance of the
raised algorithm, 22 images sized 768 × 512 or 512 × 768
in the Kodak dataset were subjected to robust attacks
using Photoshop, Matlab, and StirMark [33] to acquire

their duplicate images. Tese robust attacks are com-
posed of a wide range of operations with perceptual
content unaltered, and the details are shown in Table 1,
containing the using tools, operation types, the pa-
rameters and the values of parameters, and the number
of each operation. Terefore, the total number of ro-
bustness attacks utilized in the experiment is 69. In other
words, there are 69 copy versions of each original image
after the robustness attacks. Consequently, there are
22 ∗ 69 �1518 duplicate images, bringing the total
number of images to 1518 + 22 �1540. We extract
hashing sequences of the 22 test images and their copy
images, and calculate the Euclidean distance between
each original image and its duplicate versions. In this
experiment, we select the threshold T � 70 (for the se-
lection of threshold, please see the relevant instructions
in Section 4.3). As described in Section 3.2, when the
Euclidean distance between the origin image and its
duplicate images is less than the threshold T, that is,
D(hx, hx′)<T, it is determined that the duplicate images
are from a copyright image.

Te results of the Euclidean distance for each oper-
ation are listed in Table 2, including the maximum value,
the minimum value, the mean value, and the standard
deviation. Te variation curves of Euclidean distance
mean under diferent robustness operations and param-
eters are revealed in Figure 3, where the abscissa repre-
sents the diferent parameter settings under each digital
processing operation, and the ordinate represents the
Euclidean distance mean. It is clear from Table 2 and
Figure 3 that the algorithm has good robustness to the
majority of robust operations, especially for JPEG com-
pression, afne transformation, salt pepper noise, speckle
noise, gamma correction, watermark embedding, scaling,
contrast and brightness changes, and the maximum values
of European distances corresponding to these operations
are lower than the threshold (T � 70), and their average
values are lower than 21. In addition, it can be seen from
Table 2 and Figure 3(g) that although the maximum value
of Gaussian noise is 75.1961, the average value range is
[20.1225, 37.5264], and the overall average value is
29.2106. In this experiment, only three image pairs have
Euclidean distances exceeding 70, therefore, the proposed
algorithm also shows good performance against Gaussian
noise. However, for rotation transformation, it has poor
adaptability. Table 3 lists the statistical analysis results
corresponding to diferent rotation angle ranges of 22
images, including the number of distances exceeding the
threshold (T ≥ 70), mean value, and PTPR (shown in for-
mula (11)). It can be seen from Tables 2, 3 and Figure 3(j)
that when the rotation angle range is less than 2 degrees,
the proposed algorithm has strong adaptability, and the
PTPR can reach 96.59%, with merely six pairs exceeding 70.
However, when the rotation angle is greater than 3 de-
grees, the performance of the algorithm decreases, and the
PTPR is less than 90%.

Terefore, the experiments show that the raised algo-
rithm has good robustness to the majority of robust
operations.

6 Mathematical Problems in Engineering



4.3. Discrimination. In order for verifying the discrimina-
tion, 1000 images which are visually diferent are selected
from UCID image databases. To begin with, we attain the

perceptual hashing sequences of these images using the
raised algorithm, and we match pairwise among all the
diferent images at random and calculate the Euclidean

Input: the weighted image I
Output: the hashing sequence
Begin
for 1: k (maximum number of blocks)
for 1: b (block size)

Bk � overlappingblock (I) with secret key K1;
end

End
While Bk

ϕk �Hu_Feature(Bk);
End
Hu_Feature_Vector Ψ7×L �Normalize (ϕ);
While Bk

U(k) � SVD_Feature (Bk);
End
Hu_Feature_Vector Vb×L � Normalize(U);
D1� geometric_invariant_distance (Ψ);
D2� geometric_invariant_distance (V);
D � [D1, D2]2L;
Y� chaotic_encryption (D) with secret key K2;
Hash� quantize (Y);

End

ALGORITHM 2: Te hashing extracting method.

Table 1: Te operation types and parameters adopted in the experiment.

Tool Operation types Parameters Parameters values Number
Photoshop Contrast adjustment Contrast scale ±10, ±20, ±30 6
Photoshop Brightness adjustment Brightness scale ±10, ±20, ±30 6
Matlab Speckle noise Variance 0.002, 0.004, 0.006, 0.008, 0.01 5
Matlab Salt and pepper noise Density 0.002, 0.004, 0.006, 0.008, 0.01 5
Matlab Gaussian noise Variance 0.002, 0.004, 0.006, 0.008, 0.01 5
Matlab Gamma correction c 0.5, 0.7, 0.9, 1.1, 1.3 5
StirMark JEPG Quality factor 25, 30, 35, 40,. . ., 80, 90, 100 10
StirMark Watermark embedding Strength 10, 20, 30,. . ., 90, 100 10
StirMark Image scaling Ratio 0.5, 0.75, 0.9, 1.1, 1.5, 2.0 6
StirMark Image rotation Angle ±1, ±2, ±3, ±4, ±5 10
StirMark Afne transformations Transformation matrix [1 0 0 0.01 1 0] 1

Total 69

Table 2: Statistical results of the Euclidean distance under diferent operations.

Operation Maximum value Minimum value Mean value Standard deviation
Contrast adjustment 27.641 3.317 8.947 4.564
Brightness adjustments 33.690 2.646 10.583 6.396
Speckle noise 42.954 4.123 13.747 9.781
Salt and pepper noise 48.539 3.873 13.350 9.321
Gaussian noise 75.196 7.550 29.211 16.334
Gamma correction 58.181 4.900 17.492 12.033
JEPG 67.985 4.123 17.099 10.337
Watermark embedding 34.627 1.414 8.906 6.382
Image scaling 29.069 3.000 10.985 5.729
Image rotation 111.557 13.038 53.609 21.428
Afne transformations 38.223 8.062 20.012 9.566
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Figure 3: Continued.
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distance of each pair. After that, we get
1000 × (1000 − 1)/2 � 499500 sets of Euclidean distances. In
the end, the frequency statistic of these groups of distances is
counted, and we plot the frequency histogram which reveals
the total intensity distribution of these Euclidean distances,
as shown in Figure 4. It is apparent that the result of the
experiment nearly is in line with the normal distribution,
where the mean value is 120.7119, standard deviation is

29.1825 , the maximum value is 296.2836, and the minimum
value is 31.8434.

In order to determine a reasonable threshold, the true
positive rate(PTPR), the false positive rate(PFPR), and the total
error rate (1− PTPR +PFPR) under a variety of thresholds are
calculated and itemized in Table 4, with detailed defnitions
of PTPR and PFPR shown in formulas (11) and (12). Te range
of the threshold T is between 50 and 150, with increasing step
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Figure 3: Te mean value of the normalized hamming distance under diferent operations: (a) afne transformation, (b) watermark
embedding, (c) speckle noise, (d) gamma correction, (e) scaling, (f ) salt and pepper noise, (g) Gaussian noise, (h) contrast adjustment, (i)
brightness adjustment, (j) rotation, and (k) JEPG compression.
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size of 5. Te threshold criterion that we selected here is to
minimize the total error rate. It is observed from Table 4 that
when the threshold T� 70, the PTPR stands at 0.96574, while
PFPR is merely 0.0224, with the total error rate reaching the
minimum value (0.0566). On the other hand, when the
threshold is lower than or higher than 70, the total error rate
gradually increases and converges to the minimum value
only when T� 70. Remarkably, the overall performance of
the algorithm can be evaluated by the total false rate.
Terefore, this algorithm can choose T� 70 as a recom-
mended threshold.

Obviously, a small threshold means a low collision
probability, that is, good discrimination. A large threshold is
helpful for improving the robustness of the algorithm, but it
will inevitably reduce the discrimination performance.
Terefore, in practice, the threshold can be selected on the
basis of the specifc application scenarios to obtain the

balance between discrimination and robustness. For image
similar detection, for example, the threshold T can be taken
at 50. Under the circumstance, the PFPR reaches the order of
10− 4 magnitude, that is to say, when there are 104 images
received, one pair of diverse images regarded as visually
identical images would probably occur. Terefore, it is be-
lieved that this method can guarantee the discrimination of
diferent perceptual images.

4.4. SecurityExperiment. In this paper, the key K1 is used for
random selection of image blocks, and the initial secret key
K2 is used for chaotic encryption, that is, the key pair (K1,
K2) is taken advantage of enhancing the safety of the al-
gorithm. Te key pair is diferent and the resulting image
hash should also be diferent. For the sake of verifying the
dependence of the algorithm on the key pair, we frstly make

Table 3: Statistical results of rotation operations.

Rotation angle range [−5,+5] [−4,+4] [−3,+3] [−2,+2] [−1,+1]
Number (T≥ 70) 58 41 27 6 0
Mean value 53.6090 43.1023 39.8683 32.2923 26.8037
PTPR 0.8352 0.8669 0.8977 0.9659 1.0000
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Figure 4: Histogram of the Euclidean distance of diferent images.

Table 4: Te true positive rate, the false positive rate, and the total error rate under diferent thresholds.

Treshold PTPR PFPR 1− PTPR +PFPR

100 0.99539 0.25120 0.25265
95 0.99341 0.19220 0.14392
90 0.98880 0.14050 0.15173
85 0.98353 0.09760 0.11405
80 0.97892 0.06410 0.08521
75 0.97563 0.03930 0.06365
70 0.96574 0.02240 0.05664
65 0.95389 0.01150 0.05761
60 0.94466 0.00550 0.06079
55 0.93544 0.00220 0.06676
50 0.91304 0.00076 0.08772
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use of the initial key pair (201, 0.27) to generate the hash of
an image, and secondly, select 200 diferent key pairs (K1,
K2) at random to extract the hashes of the same image. Next,
the Euclidean distance of 201 hash values is matched, and a
total of 19,900 matching results are generated. Te result of
experiment is given in Figure 5. Clearly, the least Euclidean
distance is 155.5796, with being far larger than the given
threshold. It illustrates that hash sequences generated by
various key pairs of the same image will not have false
matches. Terefore, when the key pair is unacquainted, it is
impossible to forge the correct image hashing, which
heightens the safety of the algorithm.

4.5. Infuence of Diferent Parameters on Hashing
Performance. Tis section mainly explores the infuence of
the image block size (denoted as b) and the number of
random blocks (denoted as L) on the classifcation perfor-
mance of the algorithm with respect to robustness and
discrimination. Te image databases of Sections 4.2 and 4.3
are still employed in this experiment. In the experiments,
only the parameter discussed currently is changed, and the
other parameters maintain unchangeable. In this section, the
famous receiver operating characteristic (ROC) [34] curve is
exploited to analyze the classifcation performance of the
algorithm. In the ROC curve, the y-axis coordinate usually
represents the true positive rate PTPR, while the x-axis co-
ordinate represents the false positive rate PFPR. Te specifc
calculation formulas of PTPR and PFPR are defned as follows:

PTPR Dhash ≤Tsame(  �
n1

N1
, (11)

PFPR Dhash ≤Tdi ff(  �
n2

N2
, (12)

where n1 and N1, respectively, represent the number of the
pairs of copy images estimated as visually identical images
and the whole pairs of visually identical images, n2 and N2,
respectively, represent the number of the pairs of diverse
images regarded as visually identical images and all the pairs
of visually diferent images. Apparently, PTPR and PFPR,

respectively, represent the robustness and discrimination of
the algorithm. Terefore, the ROC curve is closer to the
upper-left corner (i.e., the smaller value of PFPR, the larger
value of PTPR ), then the classifcation performance of the
algorithm is better. For quantitative comparison, ROC curve
area (AUC) [34] can be regarded as a judgment standard.
Te range of AUC value is (0, 1), and a larger AUC stands for
better classifcation performance.Te infuence of parameter
L and b on the algorithm is discussed.

4.5.1.Te Number of Random Blocks. Figure 6 is the contrast
chart of ROC curves under diverse L values when b� 60,
including L� 30, 40, 50, 60, and 70. It is obvious that all ROC
curves get close to the upper-left corner, indicating that these
L values can make the presented algorithm commendably
balanced as for robustness and discrimination. Te ROC
curves in the left-top corner are blown up, as displayed in the
small graph below the middle. Obviously, the ROC curve

with L� 50 is closest to the upper-left corner, and the
corresponding AUC value is 0.9948, which is higher than the
AUC value of the ROC curve with other L values. Terefore,
the number of random blocks L is selected as 50. It can be
seen from Figure 6 that when L� 30 and L� 70, the ROC
curves appear alternately, and the corresponding AUC
values are 0.9868 and 0.9922, respectively, which are also
lower. Tis is because when the block size b is fxed, a small
number of blocks will cause the key features of the image to
not be collected, and the image cannot be expressed well,
resulting in performance degradation. If the value of L is too
large, some unnecessary redundant features will be intro-
duced, leading to overftting. In addition, the ROC curves of
L� 30, 40, 50, 60, and 70 are very close, and the corre-
sponding AUC values are also very close, which shows that
the number of random blocks L has little infuence on the
algorithm, and it also refects the good stability of the al-
gorithm on the other hand.

4.5.2. Te Image Block Size. Figure 7 is a comparison graph
of ROC curves under diverse b values when L� 50, including
b� 30, 40, 50, 60, and 70. It is distinct that all ROC curves
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approach the upper-left corner, manifesting that these b
values make the raised algorithm magnifcently balanceable
in regard to robustness and discrimination. Te ROC curves
in the upper-left corner are blown up, as exhibited in the
small fgure below the middle. Obviously, the ROC curves of
b� 60 and b� 70 appear alternately and are signifcantly
higher than the ROC curves of b� 30, 40, and 50. Tis is
because when the number of random blocks L is fxed, the
smaller the block is, the easier it is to cause the loss of image
features, which cannot express the image well, resulting in a
decrease in classifcation performance. If the value of b is too
large, some repeated image regions will be introduced,
leading to feature redundancy and overftting. From Fig-
ure 7, the AUC value of b� 60 is 0.99482 higher than that of
b� 60, whose AUC value is 0.99451. Terefore, we choose
the image block size b� 60.

4.6.Te Length of Hashing. Te storage cost of the hashing is
analyzed though making use of the hashing sequences
extracted in discriminative experiments in Section 4.3. As just
mentioned before, every hashing sequence contains 100 el-
ements, so the total number of the hashing elements is
1000×100�100000. Te hashing value distribution curve of
each image is shown in Figure 8. According to the calculation
and statistics, the least value is 1, the biggest value is 183, and
the average value is 28.3104. We calculate the frequency
distribution of these hashing element values and get a fre-
quency distribution bar graph as shown in Figure 9, where the
x-axis is the value range of the hash element and the y-axis is
its frequency. From Figures 8 and 9, it is clear that the hashing
element values are distributed between [0, 128), accounting
for 99.985%, and only 15 hash values are between 128 and 183,
that is, (128, 183). Since 8 bits can represent unsigned integer
in the interval (0.255), each hashing element of the algorithm
only needs 8 bits to store. It can be seen that the storage cost of
the hashing of the proposed algorithm is 800 bits.

4.7.ComponentAnalysis. Te algorithm in this paper mainly
includes two steps, one is weighted image construction (see
Algorithm 1 for details), and the other is hashing feature

extraction (see Algorithm 2 for details). To begin with, for
Algorithm 1, we test the impact of each single component
(the Itti visual model or contourlet transform (CT)) on the
algorithm performance, respectively, with the remaining
Algorithm 2 unchanged. Similarly, for algorithm 2, we
mainly check out the infuence of each single component
(the geometric invariant vector distance of Hu eigenvector
or SVD eigenvector) respectively, keeping Algorithm 1 fxed.
Because diferent components directly afect the Euclidean
distance of the image hashing, diferent threshold values are
selected in the experimental tests of diferent components,
and the selection standard is also to minimize the total error
rate. Table 5 shows PTPR, PFPR, the total error rate, and
corresponding thresholds under diferent components. It is
clear that the overall performance of SVD component is the
best among the four components, withPTPR reaching 0.9447,
PFPR standing at 0.0090, and a total error rate of 0.0643. Te
Itti component is second only to SVD. However, the overall
performance of the two factors, contourlet and Hu com-
ponent, is poor. Figure 10 shows the ROC curves of four
components, including the Itti visual model, contourlet
transform, Hu feature vector, and SVD feature vector. It can
also be seen from ROC curves that SVD feature vector and
the Itti visual model are two important components of the
proposed algorithm, and their corresponding ROC curves
are very close (AUC values are 0.9938 and 0.9904, respec-
tively), which are signifcantly higher than the ROC curves of
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the other two factors, contourlet transform, and Hu ei-
genvector. But no matter Table 5 or Figure 10, we can clearly
fnd that the performance of the proposed algorithm is the
best when the four components are combined. In the ex-
periment, it is also found that the Euclidean distances of
hashing sequence extracted by contourlet transform and Hu
feature vector have little gap in robustness and discrimi-
nation. To sum up, SVD feature vector and the Itti visual
model are two key components of the proposed algorithm.

4.8. Performance Comparisons of Diferent Algorithms.
For the sake of illustrating the superiority of this algorithm,
it is compared with some state-of-the-art algorithms which
were recently issued in academic journals or conference.Te
comparison algorithms contain geometric invariant vector
distance (GIVD) [21], visual attention model and invariant
moments (VAM and IM) [22] and hybrid features hashing
[35]. Te experimental image library is the same as Sections
4.2 and 4.3. For impartial comparison, all parameter settings
are in accordance with their original settings. In this algo-
rithm, L� 50, b� 60, and the key pair (100, 0.27) are selected
for the comparison among algorithms.

Figure 11 shows the ROC curves of diferent algorithms.
By comparison, it can be seen clearly that the AUC value of
the proposed algorithm is 0.9951, and the AUC values of the
GIVD algorithm, the algorithm based on VAM and IM and
the hybrid features algorithm are 0.9887, 0.9914, and 0.9946,
respectively. Obviously, the AUC value of the proposed
algorithm is a bit higher than that of the comparison al-
gorithms. Terefore, by comparing the ROC curves and

AUC values, we fnd out that the proposed algorithm
outperforms other algorithms in regard to classifcation
performance.

Otherwise, we also analyze other properties of diferent
algorithms, as displayed in Table 6, such as running time, the
AUC value, and the length of the hashing. For calculation of
running time, in the frst place, we recorded the total time
spent on generating hash sequence from 1000 diferent
images and then calculated the average time cost on running
an image. It can be seen from Table 6 that the proposed
algorithm is faster than the hybrid features algorithm and
slower than the GIVD algorithm and is equal to the VIM_IM
algorithm. From the overall perspective of running time, the
length of the hash, and classifcation performance, the
proposed algorithm has better combination property.

5. Conclusion

In this study, an image hashing algorithm is proposed based
on the Itti visual saliency model and geometric invariant
vector distance, combining the features of the frequency
domain and the spatial domain. Te Itti visual saliency
model and low-frequency subband of the contourlet
transform are put into use in constructing a weighted image,
which ensure the perceptual robustness of the algorithm.
Geometric invariant distance is calculated between the Hu
invariant moment vector and the maximum singular value
vector to construct hash so that the algorithm reaches good
classifcation performance between robustness and

Table 5: Correct detection rate and collision rate under diferent
factors.

Components PFPR PTPR 1− PTPR+PFPR Treshold

Itti 0.0235 0.9526 0.0709 105
CT 0.0102 0.8933 0.1169 11
SVD 0.0090 0.9447 0.0643 55
Hu 0.0276 0.9144 0.1132 19
All 0.0224 0.9657 0.0566 70
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Table 6: Performance comparisons among diferent algorithms.

Algorithm performance Time (s) AUC Hash length (bit)
Ours scheme 0.1710 0.9951 800
GIVD [21] 0.0594 0.9887 700
Hybrid features [35] 29.9680 0.9946 3328
VIM_IM [22] 0.1610 0.9914 1152
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uniqueness. Apart from that, random selection of image
blocks and encrypting the hash sequence with the chaotic
encryption make sure the high safety performance. Te
simulation experiment analysis indicates that the proposed
perceptual hash has good comprehensive performance.

With the growing popularity of smart terminal appli-
cations such as mobile phones and tablets, a large number of
screen content images have been generated. Terefore, we
can further study the image quality evaluation hashing al-
gorithm for screen content in the future. In addition, the
computing and storage performance of mobile terminal
equipments is limited. Te current mainstream image
hashing algorithms have limitations when applied to mobile
devices. Terefore, the next step is to study the lightweight
image hashing algorithm for mobile device applications.
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