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A multilevel chaotic image encryption solution based on optical processing technology is proposed to solve the difficulties of poor
security and slow picture processing performance in the present avatar encryption method. The security key is created by
collecting and categorising the features of multilevel chaotic pictures combined with optical processing technology. As a result, the
original picture data are crystal clear and accurate. The increase in image processing security will help in simplifying and speeding
the multilevel chaotic picture enrcryption process. As a result of these findings, researchers discovered that the multilevel chaotic
picture encryption method based on optical processing technology is more secure in the application process, can perform image
encryption faster, and improves the efficiency and accuracy of image processing overall.

1. Introduction

Artificial intelligence and big data have become more
commonplace in people’s daily lives during the last several
years. Groups and even whole nations may be accessed via
massive data. The information conveyed by a color picture
is much more readily understood than a sound [1]. People
like to convey information and express themselves via
visuals. Information expressed in this manner has grown to
be one of the most extensively used and significant forms of
communication globally. In addition to politics and eco-
nomics, it may be used in domains such as education and
entertainment. Unauthorized access to and viewing sen-
sitive picture data are not permitted in some study do-
mains, such as the military, medical, or legal, for fear of
compromising national security [2]. Because of its intrinsic
information hiding properties, it is hard to overlook the
advantages of chaos in image encryption. Compared to the
traditional electrical chaotic system, the vertical cavity
surface emitting laser is the most extensively used semi-
conductor laser.

In contrast to electrical chaos, the optical chaos formed
by it is faster, has a larger bandwidth, has less loss, and is
more complicated. A brief introduction to chaos theory is
offered and a technique for encrypting pictures using chaos.
Several essential cryptographic concepts are also presented
simultaneously, followed by a comparison of their con-
nections. Following that, several chaotic image encryption
techniques and algorithms are shown. The optical processing
technique is the basis for a multilayer chaotic picture en-
cryption scheme. The suggested high-dimensional Z-matrix
map offers favourable qualities such as a lengthy period and
varying number of periods for various dimensions com-
pared to current image encryption maps. Because of this, the
matrix map is a good choice for picture encryption. The
suggested high-dimensional Z-matrix mapping may be used
to encrypt and degrade images. This research offers an
optical processing-based multilevel chaotic image encryp-
tion method for picture degradation encryption. It then
examines the practical application prospects of the degra-
dation algorithm presented by experimentation and com-
parison. In the realm of picture information encryption,
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optical chaos’s unique properties provide significant benefits
and a wide range of potential applications. As a result, this
work investigates an optical chaos-based multi-image
compression and encryption technique. Below is a list of the
most important findings from this study [3]. In this
article, two connected vertical cavity surface emitting
lasers are used to construct a secure communication
system that produces optical chaos. The system’s ex-
terior disruption is caused via mutual injection. The
outputs of many lasers may be synchronised by
adjusting the laser settings. Chaos may be seen in light
output from the laser after synchronisation. The en-
cryption and decryption key may be formed from such a
signal in the picture encryption process. There is a
theoretical underpinning for both processes, and this
article simulates two VCSELs using this theoretical
framework. Various metrics, including simulation data,
demonstrate their effectiveness.

2. Research on Multilevel Chaotic Image
Encryption Algorithm

2.1. Multilevel Chaotic Image Feature Acquisition Algorithm
Based on Optical Processing Technology. Duflieux has suc-
cessfully implemented the Fourier optical transform in the
optical field. The basic idea behind the Fourier transform is
to convert a signal from time domain (or spatial domain) to
frequency domain, allowing an optical image to be expressed
not only by light intensity, amplitude, or transmittance but
also by spatial domain, which can be interpreted by spatial
frequency distribution and change [4]. Lens has Fourier
transform characteristics, so lens is often used in optical
encryption system, which is the basis of optical information
processing. Next, the Fourier transform properties of the
lens are analyzed in detail at three different positions of the
object (in front of the lens, behind the lens, and close to the
lens). The Fourier transform properties of the lens are shown
in Figure 1.

Since then, Fourier optics has developed into an
indispensable part of modern optics and has gradually
evolved into an important mathematical tool in infor-
mation science. G (x) is a periodic function, and we
assume that its period is t=1/F. When this function
satisfies the Dirichlet condition, the series form of the
periodic function can be expanded by exponential pe-
riodic system, trigonometric function system, or other
orthogonal function system. The exponential Fourier
series describing the distribution of the function in the
form of mathematical expression can be written as
follows:

Ag(x) = i G, exp(j2nnfx),

(1)

1 -T/2
G, =+ J 9 (x)exp (= j27n f)dx,
T Jrn

When a signal is not a periodic signal, we can regard
it as a periodic signal whose period ¢ tends to infinity.
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FiGure 1: Fourier transform properties of lens.

When the signal’s period is infinity, the spectral line
interval of the signal will tend to infinity, and the discrete
spectrum will evolve into a continuous spectrum.
To better analyze the spectral characteristics when the
signal is aperiodic, a concept spectral density is
introduced:
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It reflects the spectrum value on the unit frequency band.

According to the Fourier series of function distribution,

when the period t tends to infinity, the spectral line interval

tends to infinity. Therefore, the continuous spectrum v can

be expressed instead of the discrete spectrum 27 and can be
expressed as follows:

(o]
G(jw) = Tlim G,T = J g (x)exp (—jwx)dx,
—00

(3)

(o]

G (jw)exp (jwx)dw.

g(x)z%j

Therefore, G (jwx) is actually the four transform func-
tion of the main signal G(X). Fourier will help to
transform the original function of each pair of
Fourier transform. Fourier transform is generally complex,
and G () is a complex function, which can be expressed as
follows:
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G (jw) =G (jw)lexp (jo (w)) = R(w) + jX (w), (4

where R (w) is the amplitude spectrum of the signal, which is
the real part of the complex number; X (w) is the phase
spectrum of the signal, which is the imaginary part of the
complex number. For the two-dimensional function g (x, ), if
the function is integrable in its whole plane and the Dirichlet
condition has been satisfied, the definition of its two-dimen-
sional Fourier transform G (u, v) can be expressed as follows:

G(u,v) = J Ko exp[—j2m (ux + vy)ldxdy = FT{g(x, y)},
(5)

where FT is expressed as Fourier transform. G (u, v) is the
expression of the function g (x, y) in the frequency domain,
is its Fourier spectrum function, and is also a two-dimen-
sional function with independent variables u and v.

dN,,

Similarly, the process of inverse Fourier transform is the
transformation from spectral function to spatial domain
original function. The inverse Fourier transform is expressed
in IFT as follows:

g(x,y) = J Joo G (u,v)exp[j2m (ux + vy)ldudv
= IFT{G (u,v)}.

The above formula can form mutually transformed Fourier
transform pairs, ux and vy are conjugate variables, and u and v
are the spatial frequencies of G (1, v) in the x-axis direction and
Y-axis direction respectively, which are different expressions of
the same physical quantity in the spatial domain and time
domain. Therefore, in order to simulate the properties of the
light field output by two mutually injected lasers, we must first
write the rate equation expression of the two lasers:

& Vn(# - Nl,Z(l +|ET,2|2 +|E{2|2)) - an”1,2<E{,2Ef; - Esz{D’

dn,,

In the above expression, the subscripts of 1 and 2 rep-
resent the labels of the two lasers, the superscripts of x and y
refer to the polarization square of the output light field, y,
represents the normalized input current, y, represents the
mismatch between the output light field frequencies of the
two lasers and represents the spin counter rotation rate, and
n, , represents the intensity of the joint injection light field
between laser 1 and laser 2, N, refers to the injection time
when two lasers inject light fields with the same intensity
into each other, &,,&, represent the center frequency of
mesll and mcsl2, respectively, 5* represents the noise in-
troduced in the process of laser spontaneous emission, and
the remaining parameters are shown and explained in the
previous section:

X VSP
G, = 7( \/Nl,z +1, &+ \/N1,2 RECW) 52))
VS
G{,z =—Jj\ TP( \/Nl)z +my,& — \/NI,Z BECW) 52)’

where v, represents the spontaneous emission rate. The
multilevel chaotic image encryption algorithm based on
optical processing technology needs to decompose the
image module and encrypt the subimage with different
key parameters to improve the security and periodicity of
the output key sequence. The improvement of the en-
cryption algorithm is mainly divided into the following

four steps:

(8)

Step 1. Input the original image file, which can be
expressed in the form of matrix W and encryption
times T.

(7)

dt’ =Yty — Yn”1,2(|E91(,2|2 +|E{,2|2) - anN1,2<E{,2E)IC; - ET2E£>

Step 2. Input the initial conditions, generate a random
sequence from the chaotic map, and deal with it ap-
propriately, so as to obtain the chaotic sequence of
natural number.

Step 3. Encrypt the image using the diffusion function.

Step 4. Improve the encryption algorithm of chaotic
mapping for the input parameters to get the parameters
again.

Step 5. Repeat steps 2 and 4 until time ¢ to obtain the
output encrypted image file.

2.2. Optimization of Multilevel Chaotic Image Encryption
Steps. The turbidity principle-based picture encrypting
technique is described. The key generates a long
enough bubble pure sequence, and the position
transformation matrix and gray transformation matrix
are built from the sea turbidity sequence [5]. The
plaintext picture is then repeatedly interacted with the
position transformation matrix and gray transforma-
tion matrix to produce the effect of image pixel po-
sition replacement and pixel value scrambling, and the
ciphertext image is the ultimate output [6]. The image
encryption process based on the principle of chaos is
shown in Figure 2.

The frame flow of the proposed color multi-image
compression and encryption based on optical chaos is shown
in Figure 3.

In this framework, optical chaos is not only embedded in
compressed sensing but also embedded in optical technol-
ogy (the optical technology used here is a double random
phase mask based on fractional Fourier transform). The
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FIGURE 2: Image encryption process based on chaos principle.
TasLE 1: Cryptanalysis methods.
Original image Attack form Attacker gets content
Encryption algorithm itself
¢ Get no part of ciphertext

Ciphertext-only attack  The ciphertext information selected by

Obtical chaos » i yourself and the corresponding

P Compressed sensing plaintext generated by the key

Get no part of ciphertext
¢ Encryption algorithm itself

Clear text attack The plaintext information selected by

Obtical chaos » ) yourself and the corresponding

P Optics ciphertext generated by the key

Known plaintext attack Encryption angrlthm itself
Get some ciphertext

One or more ciphertext pairs

E . The ciphertext information selected by
ncrypted image . B
Ciphertext-only attack yourself and the corresponding

FIGURE 3: Frame flow of color multi-image compression and en-
cryption based on optical chaos.

original image is first measured by compressed sensing
based on optical chaotic system, and the measured part of
Hadamard matrix is further applied [7]. Then, the final
compressed encrypted image is encrypted based on the
double random phase mask of optical chaotic system. In the
encryption process, the encryption algorithm and key are the
most important to prevent the encryption system from being
damaged. Therefore, the security of encryption depends
entirely on the key [8]. To find vulnerabilities, attackers also
have many cryptanalysis methods, as listed in Table 1.

It can be seen from the table that ciphertext-only attack is
the most difficult to attack because of the least available
information [9]. The relationship and difference between
chaos theory and cryptography are listed in Table 2.

If only the above improvements are made for the original
algorithm, the security will be greatly improved. However, to
achieve good scrambling and diffusion effect, multiple
rounds (number of rounds n>42) of encryption are re-
quired, which does not meet the needs of image encryption
in practical application. The reason is that the scrambling

plaintext generated by the key
Get no part of ciphertext

TaBLE 2: Relationship and difference between chaos and
cryptosystem.

Compare Chaos Cryptosystem
Number of iterations Number of encryption
rounds
Restricted by starting
Contact conditions Controlled by key

Changing statistical
relationships through
scrambling and diffusion

Sensitive to parameters
and start conditions

Phase space on finite
integer set
There are relatively
complete evaluation and
performance indicators

Phase space on real
number set
Difference There are no evaluation
and performance
indicators

effect of this algorithm only depends on the scrambling
stage, and the diffusion effect only depends on the diffusion
stage. To achieve a good encryption effect with fewer en-
cryption rounds, simple operations (such as table lookup
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FIGURE 4: Schematic diagram of encryption and decryption of chaotic digital image cryptosystem.

and XOR) are added to the algorithm framework [10]. In
improving this encryption algorithm, two simple XOR oper-
ations (XOR) are introduced before and after the scrambling
stage, while the other operation steps are not changed. Thus, in
the first stage, the scrambling of pixel positions and the re-
placement of pixel values are carried out simultaneously, while
the pixel transformation in the second stage also increases the
effect of diffusion. The result of this improvement is that the
diffusion effect depends not only on the diffusion stage but also
on the scrambling stage [11]. Therefore, the same encryption
effect can be achieved with less encryption rounds, but the
encryption time has been greatly reduced. For these two XOR
operations, the first XOR operation is to operate the previous
processed pixel value and the current plaintext pixel value (the
order is from top to bottom and from left to right). The first
pixel is XOR with a fixed key value, and the last processed pixel
is XOR with (2,2) pixels. The operation steps are basically the
same for the second XOR operation, except that the pixel
values are carried out pixel by pixel from left to right and
from top to bottom [12]. The following equation gives the
basic structure of two XOR operations:

{
{

. C C
Vyy = b1tx01r(v2 2 VN N),

v}, = bitxor(p],$),

r . r r
Vij = bltxor(pi,j, Vij-1 )>

vy, = bitxor(Per|[v],],57), 9)

C . T c
Vij = bltxor(Per [vi’j], v,._lyj),

where p is the current plaintext pixel, V is the pixel value
after the first XOR processing, V is the pixel value after
scrambling and the second XOR processing, S is key fixed
values controlled by the user, Per is the scrambling operation
before the second XOR processing, and v, is the final pixel
value after the processing of (2,2) points (where <n.0 < j5m.
The above simple XOR operation can effectively change the
encrypted pixel value of each pixel in the image and achieve a
good diffusion effect [13]. Therefore, this structure is very
conducive to image encryption. The multilevel chaotic image

encryption system based on chaotic system belongs to the
symmetric key cryptosystem because it has the same key in
encryption and decryption. The encryption and decryption
diagram of the cryptographic system is shown in Figure 4.

As can be seen from the figure, the encryption system
inputs the plaintext image and key and outputs the ci-
phertext image through the encryption algorithm [14]. The
encryption aspect sends the key to the decryption aspect
through the secret channel (in most cases, it is realized
utilizing the public key cryptosystem) and transmits the
ciphertext image to the decryption aspect through the public
channel. In the decryption system, the key and ciphertext
image are input, and the decrypted image is output through
the decryption algorithm. The restored plaintext can be
output only when the key is correct [15].

2.3. Implementation of Chaotic Image Encryption. From the
structure of chaotic image encryption, the encryption structure
of chaotic image encryption algorithm can be roughly divided
into scrambling operation encryption structure, diffusion
operation encryption structure, scrambling diffusion operation
encryption structure, and diffusion scrambling operation en-
cryption structure. Common chaotic maps include logistic,
Henon, and baker maps [16]. Security analysis may assess the
image encryption algorithm’s security performance. To assess
the security performance of the chaotic picture encryption
technique, the ciphertext generated by the chaotic image en-
cryption algorithm may be attacked using some attack
methods. A guaranteed security chaotic picture encryption
system should have modest correlation between neighbouring
pixels and a uniform histogram distribution to successfully
withstand other assaults. The key design process, security as-
sessment system, and performance analysis system of con-
ventional cryptography theory are quite developed when
compared to the traditional cryptography theory. However,
due to the short development time of chaotic encryption
system, there is no standard and unified criterion for evaluating
chaotic encryption algorithm [17]. The common standards
used to evaluate the security performance of chaotic image



encryption algorithms are gray histogram index, adjacent pixel
correlation index, key sensitivity index, key space index, av-
erage pixel correlation index, and differential attack. The ad-
jacent pixel correlation refers to the similar characteristics
between the gray values of adjacent pixels of the image. An
attacker can crack the adjacent pixel values around the pixel
point through the pixel value of one of the image pixels [18].
The image pixel position rearrangement method is usually used
to encrypt the image to avoid this situation. In this way, the
correlation between adjacent pixels of the image is disrupted,
and the attacker cannot crack any data information of adjacent
pixels around a pixel from the pixel value of a pixel in the
image. The calculation formula is as follows:

cov(x, y)

" T D) - VD)

N
cov(x, y) = % Z ((x; =E(x)) (y: = E(»))
izl

(10)
1

ﬁ i

M=

E(x) = X

Il
—_

N
DMz%Z@rEMf
i=1

In the above formula, cov (x, y) represents the correlation
function of pixel values, E (x) represents the mean, and D (x)
represents the mean square deviation. Before the image is
encrypted, its histogram is irregular and uneven. Under this
condition, some image information can be obtained [19]. If
the image is encrypted, the gray histogram of the image is
relatively flat and uniform distribution, which proves that the
scrambling effect of the image encryption algorithm is better.
On the contrary, it shows that the scrambling effect of the
algorithm is not very obvious; that is, the security of the
encryption algorithm is not high [20]. In image, it is assumed
as the total number of image pixels which represent the
number of pixels of the K gray level. The formula is as follows:

LS

P(ri) = 5 (11)
where P; can reflect the frequency in the image. Therefore,
the distribution characteristics of the gray value of an image
can be obtained through the histogram. For analyzing an
image, the image gray histogram is a convenient and fast tool
[21]. The formula for calculating the histogram value and the
variance formula for calculating the histogram are as follows:

255

Uu=yp,
i=1

255

o’ =) P,(i-u).
i=1

(12)

According to the above XOR operation principle,
each P (I,]) and B (I, ] — 1) are XOR operated in order to
obtain P (I, ]). B (I, ]) is obtained by operating according
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to the above position exchange principle. After all XOR
and transposition operations are completed, B (m, n) is
obtained. B is the image after scrambling the original
image. The cross conversion of chaotic images is shown in
Figure 5.

The design of chaotic image encryption algorithm
generally follows the following steps: when the security
requirement of encrypted image is relatively low and the
speed of encryption and decryption is relatively fast, a
simple low dimensional chaotic system can be selected as
the encryption system. If the image has a high demand for
encryption security, it will help in high demand of chaotic
mapping system as the main key. In selecting the key, we
can choose the combination of internal key and external
key and select multiple encryption keys, which can ensure
that the key space is relatively large, the encryption effect
is good, and can resist the attack of exhaustive method;
Encryption and decryption are two different process. The
pixel position scrambling operation and pixel value dif-
tusion operation are carried out on the original image to
encrypt the image through the selected chaotic mapping
system. The decryption process is the reverse process of
encryption. Step 4: it will help to evaluate the encryption
security. After encrypting the original image, the ci-
phertext is obtained. The encryption index analyzes the
security of ciphertext image encryption effect and the
speed of encryption and decryption.
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TaBLE 3: Comparison of correlation coeflicient values of adjacent pixels before and after image encryption.

Vertical correlation coefficient

Diagonal correlation coefficient

Direction Horizontal correlation coefficient
Original image 0.93658
Original image 1 -0.00268
Original image 2 —0.00438
Original image 3 0.00165
Original image 4 0.00265

0.95685 0.90868
—-0.00685 0.00658
—0.00468 —-0.00258
0.00109 —0.00168
—-0.00198 0.00015
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FIGURE 6: Image histogram comparison detection results. (a) Lena original histogram. (b) Lena ciphertext histogram.

3. Analysis of Experimental Results

In VC++6.0 programming environment, the simulation
experiment of encryption and decryption of a gray image is
carried out by using the multilevel chaotic image encryption
algorithm based on optical processing technology. The pa-
rameters of setting the key are as follows: the correct de-
cryption password is xo = 0.6; the traditional key is a = 20 and
B=40; the key of multilevel chaotic image encryption al-
gorithm based on optical processing technology is M =5,
n=38, u=11, v=5, and f=50. The encryption key of the
image is 8739 bits and the space is 28739 ~10328. At this
time, the space of the key must be strong to resist brute force
attacks to ensure the accuracy of the experiment. The
multilevel chaotic image encryption algorithm based on
optical processing technology decomposes the original
image into modules and sets the mapping equation for
different parameters (a, b):

cov(a,b) =E(a—-E(a))(b-E(b))
(13)

z

1

=¥, (a; - E(a)) (b; - E(b)),

Il
—_

Where E is the pixel and N is considered as the total pa-
rameter of chaotic region control. Because the chaotic
mapping system’s starting value is chosen at random and the
initial value’s selection range is broad, the initial value is
particularly sensitive to the sequence’s setting. Read the

TaBLE 4: Comparison between two kinds of digital encrypted
images.

Traditional .
. - Digital image
. Original digital .
Project . . encryption based
image encryption . .
) on chaotic mapping
image
Horizontal 0.9812 0.3587 01358
direction
Vertical 0.9578 0.0763 0.0886
direction
Diagonal 0.9435 0.0268 0.0135
direction

complete image information and digitise the increase in
periodic cycle feature of the key output. This will help to
increase the sequence for the enhancement of standard
multilevel chaotic image encryption. After the original
image is encrypted by the algorithm proposed in this section,
four encrypted ciphertext subgraphs can be obtained. The
correlation coefficient values of adjacent pixels in the hor-
izontal, vertical, and diagonal directions of the original
image and ciphertext subgraph are listed in Table 3.
Different key pairs are used for the images of each
submodule, so that the system has high confidentiality and
will not be easily attacked by the outside world. By dis-
tributing the gray value of each pixel information of the
image, the image gray histogram can be obtained, and the
histogram’s statistical correlation between images can be



seen intuitively. The experimental results are shown in
Figure 6.

The image histogram can intuitively reflect the difference
between before encryption and after encryption. The pixel
values before encryption are unevenly distributed and easy
to be decoded. In contrast, the pixels after encryption are
evenly distributed and completely cover up the distribution
of the original image, which greatly increases the difficulty of
decoding the protected image. To summarise, this algorithm
has an unsettling impact. The initial tests are carried out to
validate the rationale of the enhanced multilayer chaotic
picture encryption technique based on optical processing
technology. The diagram shows that even if the key is Y or X
parameter changes slightly, the picture before encryption
cannot be reliably recovered. We will make full sue of
sensitivity of chaotic map for the digital improvement of the
security of map encryption algorithm. The adjacent digital
images in the original image are highly correlated. The
correlation of adjacent digital images is reduced to avoid
image scrambling, and the ability to resist attacks is greatly
enhanced. About 100 pairs of pixel parameters are selected
from the original and encrypted images and tested from
horizontal, vertical, and diagonal directions. The test results
are listed in Table 4.

It can be seen from the table that the digital encrypted
image based on the improved algorithm of optical pro-
cessing technology has slightly higher pixels in the vertical
direction compared with the traditional digital encrypted
image. Whether from the perspective of vision or the
scrambling of image orientation, the improved digital image
based on optical processing technology is better than the
traditional digital encrypted image. It is concluded that the
improved encryption algorithm can increase the key’s space
and improve the encrypted image’s security performance.
The viewing effect of the image is also very good, and the
time is greatly shortened, which can fully meet the real-time
requirements.

4. Conclusion

In multimedia information security research, secure
digital picture transmission and storage have been a hot
subject. Unfortunately, ergodicity, pseudorandomness,
and sensitivity to beginning circumstances are chaos
features. As a result, individuals use chaos to create
multilevel chaotic image encryption. Image encryption
technology is a game-changing advancement that has
addressed several tough research challenges. The picture
encryption techniques based on three chaotic maps are
investigated in this study.
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