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Creating a dependable and effective digital image watermarking (WM) method necessitates balancing imperceptibility, resilience,
capacity, and security. Several studies have combined spatial and transform domains to meet these needs. We investigated the
current state of hybrid digital image WM. When developing a hybrid WM strategy, it is critical to consider software compatibility.
Following a brief review of the literature, we used a table to analyse and evaluate current hybrid approaches. Furthermore, the
limitations and possibilities of these approaches are discussed. We investigated the limitations of current research methodologies
and proposed new research directions. The internet’s role in distributing digital material has resulted in more digitalisation and
more complex copyright concerns. Copyright breaches are being reduced through the deployment of innovative digital WM
techniques. As a result of this research, a WM system capable of dealing with a wide range of threats is being developed. The goal of
this study is to maximise security while maintaining visibility and resilience. Discrete wavelets transform (DWT) and singular value
decomposition (SVD) were used to investigate covert operations; DWT was used to isolate each level of the host image, which was
then processed using SVD. At the time, normalized correlation was the best method for measuring watermarked images. In
research, DWT–SVD was more accurate in detecting assaults; it shows structural similarity index and normalized correlation are
98.4 and 98.35, respectively. Watermarked images can withstand a variety of assaults due to their invisibility and resilience; this
system repels assaults that alter pixel values better than traditional methods.

1. Introduction

The following sections summarise the main points, every
day, multimedia advances without sacrificing quality, digital
images can be instantly modified, copied, reproduced, and
transmitted over local networks and the Internet. The multi-
media revolution has an impact on image security and privacy.
Digital image watermarking (WM) has become an important

way to protect multimedia content and determine who
owns its use in recent years. The watermark information is
implanted in a media item (text, image, sound, and video),
then recovered or recognised to approve the item’s genuineness
[1]. An eavesdropper cannot change or replace the watermark
data in the host data, thus protecting it. By using this strategy,
you can be confident that the content you are using is genuine,
that its integrity has been verified, and that your images have
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been safeguarded. A watermark safeguards the image quality
and aesthetic appeal of the cover. Several spatial or transform-
based approaches have been developed in recent years. The
study made the following contributions: we exposed flaws in
existing hybrid digital image WM methods. The protection of
sensitive electronic information has been and will continue to
be one of the most important problems facing research in the
scientific community. Because of the proliferation of Internet-
connected gadgets, it is now simpler to make unauthorised
copies of digital information, authenticate it, and distribute it
to third parties. These applications include broadcasting and
tracking. Since electronic information has been widely pub-
lished and distributed via the Internet, there has been an
increase in the frequency of various violations of copyright,
including unauthorised use and copying, as well as theft of
online content. The Internet is the distinguishing technology
of the information age, just like the electrical engine was the
push for technical growth during the industrial age. Users may
engage in a wide range of communications in several ways from
any location on Earth due to the linked structure of these net-
works and the fact that the bulk of them are backed by tech-
nology that allows wireless transmission. This immediately
affects a user’s ability to connect to the internet. The Internet
is the distinguishing technology of the information age, just like
the electrical engine was the push for technical growth during
the industrial age. Users may engage in a wide range of com-
munications in several ways from any location on Earth due to
the linked structure of these networks and the fact that the bulk
of them are backed by technology that allows wireless trans-
mission. This immediately affects a user’s ability to connect to
the internet. If digital images are ever going to be worth a
significant amount of money in the future, it is imperative
that their intellectual property rights be safeguarded. It is pos-
sible to safeguard these images by utilising the cutting-edge
method of digital WM [2, 3], which is not only efficient but
also feasible using the WM approach; any data belonging to
the owner that is going to be preserved or shared over the
internet may be encrypted. The demonstration of ownership
may be accomplished by the acquisition of encoded watermark
data at the appropriate time using a variety of technologies,
application domains, and many other online platform-based
systems. There have been very few investigations exploring the
use of digital WM as a technique of protecting images that
were captured with a digital camera. Over the course of the
past several years, several various alternative WM techniques
have been created and implemented. The WM of a digital
image may be extracted with the use of algorithms, which
can then be modified [3–6]. In the context of WM in general,
attacks that seek to erase or otherwise damage encoded water-
mark data could be a real possibility. These kinds of attacks
might be a concern. There is a possibility that theWM process
might be affected inadvertently by actions that are essential to
the maintenance or distribution of the content. The word
“unintentional” could be used to describe attacks of this
kind. This may be achieved in one of two ways: either compu-
tationally or physically. Both approaches are viable options.
However, to extract WM, it is necessary to fulfil several addi-
tional prerequisite requirements. Both intentional and

accidental assaults have the potential to corrupt the data
kept on the host as well as the data that is encoded in WM.
Therefore, it’s possible that taking a statistical approach will
produce better results than trying to extract WM in an orga-
nised and planned method.

To create a form of semisequence that may be used to
integrate many watermark images into one, a cryptographic
approach that uses pseudorandom data may be utilised to
build the sequence. As a watermark, you have the option of
using either a monochromatic or two-color image [7–11].
Approaches for the protection of digital material can be
implemented in WM methods. Two examples of these tech-
niques are scatter-spectral (SS) and quantisation index
manipulation (QIM). The abbreviations SS and QIM refer
to the procedures of SS manipulation and QIM, respectively.
Both alternative and cumulative methods are referred to in a
manner that is virtually equivalent when they are referred to
in this manner. Spatial domain watermarking (STDM) is a
procedure that takes both the dependability of SS and the
efficiency of QIM and combines them. Systems for WM
anything need to have a payload in addition to being reliable
and valid. Images that were processed in the spatial domain
utilising filtering techniques such as brightness, softness, and
noise reduction are substantially more trustworthy than
those that were processed using discrete cosine transform
(DCT). The ability of discrete wavelets transform (DWT)
to edit digital images that have been watermarked has con-
tributed to the broad use of the tool. An initial set of pro-
cesses will work their way down, beginning with the DWT
domain [12–15], going from the domain with the highest
resolution all the way down to the domain with the lowest
resolution. When creating digital images, it is important to
make sure that the intensity of the watermark masking is
raised throughout the process. This ensures that the product
will last for a longer period. Currently, the use of singular
value decomposition (SVD) as a method for adding a water-
mark to digital images is already regarded to be standard
practise. Even if the user is attacked in a variety of ways while
SVD is running, the concealed image will not be corrupted
since it will still be protected. Companies are already utilising
testing platforms to develop algorithms that can interact with
their surroundings in a manner that is more helpful and to
glean insights that have never been discovered before.

The removal of noise and an enhancement in the image’s
overall clarity are two examples of how digital image proces-
sing may enhance the overall quality of an image. The use of
neural networks to construct mappings between clear and
distorted images to enhance deblurring has been increasingly
popular in recent years [16, 17]. To improve the effectiveness
of the deblurring process, this step has been taken. The
images that were sharp and clear were contrasted with those
that were fuzzy or otherwise misleading in some other way.
Convolutional neural network (CNN) has the potential to
offer excellent results in image denoising because of its vast
modelling capacity as well as major network and architec-
tural advancements. CNN makes use of a deep structure
model, which can make greater use of visual information
in both its training and its noise reduction processes. To
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do this, the use of a CNN is necessary; batch normalisation
and the rectified linear unit, both of which have witnessed
significant advancements in recent years, are currently con-
sidered to be two of the most essential learning approaches to
produce CNNs, as well as the teaching of those methodolo-
gies. It is dangerous to employ this method of reducing noise
on an image that has a watermark since the watermark itself
is nothing more than a string of noise. Digitized watermark
images, particularly those whose level of noise has been
increased or lowered, offer a lot of room for attack [18–20].
This is especially true for images in which the noise level has
been altered. Because of this, the starting value of each pixel in
an image is the same for both procedures. An image is com-
posed of a very large number of individual dots called pixels.
Researchers conducted tests using Fully Convolutional Neural
Networks (FCNNs) to see whether the FCNNs could recog-
nise watermarks in images that already included watermarks.
In the course of this study, a noteworthy discovery emerged:
the normalization of denoising could potentially serve as an
independent avenue for launching attacks when implement-
ing computerized digital WM on images.

Images that have been digitally watermarked are suscep-
tible to a broad variety of different attacks. These assaults
make use of a range of tactics, some of which include back-
drop removal, geometric alteration, loss compression, and
additive noise. Any one of these methods will do the trick
in removing watermarks from digital images. The properties
of the noise include both salt-and-pepper noise as well as
multiplicative noise. The most common type of attack used
against digital WM images is one that involves the introduc-
tion of Gaussian noise. The use of salt-and-pepper sounds
may take a greyscale image with 8 bits that appear to be white
and white. The build-up of Gaussian noise results
in a decline in both the image’s quality and its look. Image
filtering methods such as averaging, Wiener, median, and
Gaussian filtration can be utilised to remove a watermark
from a digital image. Other techniques of image filtration,
such as median and Gaussian filtration, are also available.
The median filter is an adaptive nonlinear filtering method
that may be utilised to retain the borders of the image while
simultaneously minimising the amount of noise that is pres-
ent in the image. The Wiener filter is widely utilised as a
means of reducing the overall impression of blur in the
images they capture. When an averaging filter is used, the
value of each pixel is replaced with a weighted average of
the values of its near neighbours as well as itself. This new
value is then used to represent the pixel. As a direct conse-
quence of this, there is less variation in the brightness of
individual pixels. It is usual practise to blur images, as doing
so lessens both the intensity of the image and the amount of
distortion it includes when using a Gaussian filter to process
the image. Image modification techniques such as scaling,
rotating, clipping, and translating may be used to change
images that were created using geometric assaults [21, 22].
Other image modification techniques that can be used
include skewing and blurring. It is possible to speak about
“local” geometric assaults while referring to both “local” and

“global” attacks. Attackers armed with chainsaws are only
able to completely wipe off a small area of the final image.

To produce a wavelet tree quantisation-based blind image
that is more resistant to geometric distortions like rotation,
scaling, or cutting, stenographic techniques were utilised in
the creation process. This method was developed to address
the challenges using this strategy; it is simple to avoid being
caught by cropping and rotating assaults. A method of image
WM that is immune to several forms of cryptographic
assaults, such as translation and rotation [23]. His method
is described in more detail in the reference. Together with
his colleagues, he came up with a method for mathematically
sound image WM [24] that was founded on the change of
histograms. This method was mathematically sound. This
method considers the image’s translations as part of the total
transformation, in addition to rotation, cropping, and scaling,
which are the other components of the transformation. In
order to protect their images from being stolen using geomet-
rical approaches [25], a method of WM for persistent images.
It is not necessary to use DCT to embed a host image; in fact,
you can choose from a variety of different methods. There are
two othermethods formodifying watermark information that
may be used in addition to the JPEG compression strategy and
the continuous gain attack (CGA). CGA attack settings were
utilised to adjust the levels of brightness and darkness in
digital images that had been watermarked. By utilising a
model that considers the user’s point of view [26] were able
to make the STDM WM approach more resistant to JPEG
compression. Other researchers [27] have demonstrated how
they improved a JPEG compression approach [28] that is uti-
lised in imageWM systems. The findings of this research were
presented in a report that was published in Computer Gra-
phics Forum. In the previous few years, the utilisation of CNNs
has become an increasingly crucial component in the process
of the generation of an image prior to [29] designed the
method known as deep network CNN (DnCNN) with the
intention of removing noise from images. In this framework,
you should make use of the convolutional kernels that are
utilised in the process of identifying attacks on image water-
marks. To construct a network with this level of complexity, it
is required to use a broad array of architecture and many
convolutional layers. Since they are all components of the
hidden layer, Convolution, BatchNorm, and Relu are all uti-
lised in the last phase of the downsampling process. The net-
work was taught to perform blinded denoising in conjunction
with cumulative Gaussian denoising. With the use of these
methods, it is conceivable that the identification of attacks
that make use of images with watermarks might be signifi-
cantly enhanced [30] FFDNet. This apparatus can function
normally in a broad variety of loud environments, including
those with exceptionally high noise levels. FFDNet utilises a
CNN model that is superior in both speed and accuracy com-
pared to that of DnCNN, which uses a CNN model that is
equal to FFDNet’s. When it comes to precisely detecting spe-
cific sounds, this approach falls short, even though it is often
believed to be accurate. These images can be utilised in CNN
layers. To be able to see images that have been watermarked,
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one must first come to terms with the fact that watermarks are
both imperceptible and permanent over the course of time
[31]. Researchers have investigated the concept of a trade-off
or compromise to develop a solution that satisfies both the
need for invisibility and the requirement for resistance. Among
the numerous important results and discoveries that came out
of this research are the following: by employing a hybridmodel
that can recognise a broad variety of attacks on watermarked
images, the WM approach was given an increased level of
protection. Through the utilisation of a scaling factor, we
were successful in locating a medium between the invisibility
and robustness linkages. If this capability is developed, con-
trolling images that have been watermarked may become
much simpler. This paper discusses the challenges and poten-
tial solutions for future researchers. Part 2 looks at the litera-
ture review part. Section 3 shows the proposed hybrid method
for the digital WM of images. Section 4 goes into detail about
the results, the conclusion is shared in Section 5.

2. Literature Review

The study proposes a copyright-protecting digital image
WM approach based on DWTs and DCTs. Watermark
images are encrypted using the Arnold transform; the image
is more aesthetically pleasing after the system computes
DWT LL sub-band block-based DCT. In this situation, a
watermark created from the DCT coefficient midfrequency
is used. After the host image has been processed with a 2L
DWT subband, the watermark is added to the unique values
recorded in the HL/LH format. The DWT–SVD digital WM
approach can be built using DWT and SVD wavelet fusion
techniques. It enables them to do more with less resources
while limiting their exposure. The watermark can be under-
stood even if the original image is lost. WM techniques, such
as DWT–SVD hybrid WM [32–34], can be utilised to suc-
cessfully integrate data into an image. Images with water-
marks have noticeable changes in their diagonal singular
value coefficients. When DWT–DCT–SVD was made, both
the privacy of medical imaging and the protection of intel-
lectual property rights were considered. To improve the
approach’s performance, the proposedWMmethod employs
discrete wavelet transforms, DCTs, and SVDs. The DWT
improves the accuracy of potentially uncovered crucial data
by basing its analysis on aspects of the human visual system.
This is because the DWT based its analysis on these char-
acteristics. As a result, it is easier to select solutions that are
beneficial to you. The DCT will remain unknown for an
extended period. Finally, the major advantage of employing
this technique is that it assures the SVD’s single values are
accurate. When a small amount of data, known as perturba-
tions, is introduced to an image, it indicates that the values of
the individual pixels do not fluctuate much. Several indepen-
dent analyses have proved that the approach we describe is
effective. It is not only easy to add a substantial amount of
information without sacrificing image quality (using a
512× 512 watermark), but it is also resistant to a wide range
of various forms of attacks. As a result, employing this
method to safeguard sensitive information is a wise decision.

WM can be used to increase the signal-to-noise ratio (PSNR)
of an image; steps for WM are shown in Figure 1. There are
no scaling, filtering, cropping, or rotating issues with the
approach provided. Another study suggests a method for
preserving telemedicine medical data. To safely transmit
medical data over a network, this study employs both DWT
and DCT. In this medical host scenario, the region of interest
(ROI) and non-region of interest (NROI) are distinct con-
cepts (the ROI). In ROI and NROI, the image has both image
and text watermarks. To add security before embedding a text
watermark, the Rivest–Shamir–Adleman method is used.
When adding a watermark, this hybrid method has no effect
on the image’s visual quality. A hybrid DCT–DWT technique
with auto thresholding is another option. Before DWT, the
host image is DCT-transformed. DWT and DCT can be com-
bined to create a robust and unnoticed method [35]. The
watermark is embedded in this study using DWT–DCT coef-
ficients. This method is illustrative. According to studies, this
method is resistant to histogram equalisation, compression,
cropping, and noise addition. DWT combines DWT, DCT,
and SVD to improve the safety of medical images. This
medical image contains a hidden watermark. The medical
host image has been 3L DWT. Finally, the host image is
DCT and SVD transformed. The system reduces the visibility
and resilience of Gaussian, salt-and-pepper, andWiener noise
addition, as well as Wiener, average, and median filtering.
Edge detection replaces older methods for determining the
best location to include a watermark [36]. To balance imper-
ceptibility and resilience, particle swarm optimisation is used.
If you require more storage, consider [37], which describes a
frequency domain DCT–SVD hybrid technique. Arnold is
used in this method to texture the watermark logo. Both
watermark logo symbol vector decomposition and host image

Host
image

Embedding procedure

Watermarked image

Attacks

Extraction procedure

Extraction watermark

Evaluate metrics
PSNR, SSIM, NC

Watermark

FIGURE 1: Watermarking procedure.
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DCT processing are completed at this stage. Weights are cho-
sen based on the host image’s lowered singular values for the
best results and the least distortion. To protect copyrighted
material, this method [38] employs DFT and DCT. The dem-
onstration demonstrates that the watermarked and host
images are identical. The system can withstand more severe
attacks. The newmethod improved imperceptibility and resil-
ience. Another study employs DCT and DWT to secure
watermark colour images. A three-component RGB host
image must be split into red, blue, and green before DCT
and DWT can be applied. Arnold secures the watermarked
image. The encrypted watermark’s DCT coefficient is calcu-
lated after it has been divided into equal-sized subsets. The
system is more imperceptible than other methods. WM tech-
nologies that are blind and nonblind are recommended, with
the former used on the inside and the latter on the outside. In
2020, researchers published a watermark reinforcement
learning approach. Q learning and matrix factorisation were
used. To determine which host blocks to integrate,Q learning
employs trial-and-error learning. It is more resilient and
undetectable than random embedding. It lacks the ability to
withstand repeated attacks. Another paper [39] employs a
genetic algorithm and SVM to select relevant regions and
generate low-frequency regions; fuzzy entropy is used to
improve the performance. A genetic algorithm is used to
optimise the watermark strength in this case [40]. To find
the best embedding function or block, use a genetic algorithm,
ant colony optimisation, or the firefly algorithm. Machine
learning and neural networks are more popular than ever
[41, 42], and we present a less time-consuming DWT-based
Spiking Neural Network (SNN). Extraction is viewed as an
SNN-solvable optimisation problem by this network. Con-
tourlet transforms, Kurtosis coefficients, and YCbCr spaces
have all been implemented using neural networks.

Figure 2 depicts embedded watermarking process, to
apply a watermark to an image, you must first do the follow-
ing steps: a personalised watermark for your work might be
created using this approach. After that, the watermark will be
applied.

3. Hybrid Method for the Digital
Watermarking of Images

One way for securing multimedia material is to use digital
watermarks, which can obscure the data’s original source
[28]. Everything works out in the end, using an embedding
strategy and a secret key, a watermark has been imprinted on
the host’s image. Following that, folks will swap watermarked
images to remove the watermark image from the system; a
certain technique and key must be used, Figure 3 depicts the
hybrid method.

Procedures in space are vulnerable to attacks and manip-
ulation [29]; as a result, transform domain solutions for
multimedia security have gained traction [30]. Because of
the payload limitations of transform domain methods [31],
hybrid domain approaches have emerged. Two ormore photo
changes are required for hybrid domain WM, and transfor-
mation domain methods benefit from hybrid domain strate-
gies [32]. These approaches are most used to protect
copyrights and multimedia content, but there are other appli-
cations available. An image will first go through the DCT,
DFT, DWT, and SVD editing stages before commencing
the hybrid digital image WM process. It is most likely the
consequence of some form of hybridisation. The n-blocks
are then split down into a lower number of bits once the
watermark image has been encrypted [43, 44]. Following
this, a watermark image is encrypted using a block-based
watermark that can be found dispersed across the image in
entirely random areas. Each chunk has N bytes at this point,
and the previously specified watermark will be applied to the
image. Reverse the process to remove the watermark, and the
hybrid watermark embedding scheme is depicted in Figure 4.

When working with watermarked images, having a mech-
anism for extracting features is critical. It is critical to extract
characteristics from the watermarked image to determine
which elements are the most important. When discussing
watermarked images, it is customary to refer to both the
image-maker and the result. Figure 5 depicts the steps that
must be taken to remove watermarks from previously water-
marked images.

WM images makes it more difficult to sell or share them
since they cannot be modified or removed after capture. This
method can help to avoid data theft and unauthorised use,
both transforms and steganographic approaches must be
used for hybrid WM to operate. Standards for digital image
WM in hybrid systems because of the confluence of multi-
media and the Internet, digital images may now be printed,
transferred, and published over a private network or the
Internet. WM digital images are accomplished by adding
extra data to the host medium. This allows you to limit
who can see a piece of information, and it is critical that
the system works properly. The hybrid digital image WM
technique can only be carried out effectively if certain
parameters are met. It is critical that the system stays undis-
covered while being robust, scalable, and secure. We have
included a graphic illustration of their components in
Figure 6 for your consideration.

Input image

DWT

Watermarking image

DWT

Output

SVD + watermark embedding and extraction

Analysis

FIGURE 2: The watermark embedding procedure.
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The performance of hybrid digital image WM solutions is
evaluated using imperceptibility. The watermarked and host
images look identical. Human eyes cannot distinguish between
dimmed brightness and contrast [28–33]. Because of the dura-
bility of the watermark, the watermarked image may still be

traceable to its owner after standard image processing. Using
this method aids in the retention of the watermark. In addition
to “robustness,” the word “fragility” and “semi-fragility” can be
used to denote it. The amount of data that may be stored inside
an image is known as its payload capacity. A host image can
only store so much data. It may be challenging to incorporate
more watermark bits into the image being stored. Each one of
these conditions must be met before the fingerprinting proce-
dure can begin. As a preventive step, the image containing the
watermark has been encrypted. Images containing watermarks
can be hidden in a variety of ways.

When it comes to digital photo WM, you may choose
between a spatial or transformational watermark technique
that can be used simultaneously. These approaches are classi-
fied as spatial domain techniques and include patchwork,
LSB, and ISB. DCT, DFT, DWT, and SVD are a few
transformation-domain techniques that may be employed
in this sector. The hybrid approach to domains integrates a
variety of approaches within its overarching framework.
Algorithms of this type include DCT/DFT/DWT/SVD. As
seen in Figure 7, there are several techniques for WM images.

The efficacy of assaults like imagemanipulation and sharp-
ening are greatly decreased when hybrid digital photo WM
technologies are utilised. These various techniques are getting
increasingly computationally intensive (time and space). It is
physically impossible for them to have all these attributes at the
same time. Concerns about users’ capacity to retain their pri-
vacy have directly resulted from the introduction of this tech-
nology. Computers, on the other hand, rely on more complex

Key Key

Watermark
image

Watermarked image Watermarked extracting
algorithm

Watermark image

Watermark embedding
algorithmHost images

FIGURE 3: Watermark embedding and extraction is a two-step technique.

Watermark image

Encryption

Watermarked image

Inverse DWT

Divide encrypted
image into n blocks

Host image

Watermarking embedding
for n random place

DWT

FIGURE 4: Digital image watermark embedding framework for hybrid
techniques.

Watermarking host image

DWT

Inverse DWT

Extracted watermarking

Improved SVD

Extraction

FIGURE 5: Feature extracting procedure.

Imperceptibility

Security Capacity

Robustness

Design requirements of
hybrid methods of digital

image watermarking

FIGURE 6: Specifications necessity for hybrid watermarking approach.
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algorithms for security, whereas internet-connected devices
use simpler approaches. The Internet of Things (IoT) necessi-
tates less storage space and processing power [36]. Blockchain
technology allows for decentralised authentication. A block-
chain is a decentralised digital ledger made up of encrypted,
linked data chunks that are protected by encryption. The digi-
tal signature of the host photo is saved using blockchain tech-
nology. An attacker cannot alter the host’s appearance. The
updated area and host image can be validated using the block-
chain signature. Near-field communication can be used to
authenticate pharmaceuticals on the IoT [38]. ROR is used
to secure session keys (real-or-random). This model saves
money on computers and transmission. Content-based image
retrieval does not require information about cloud servers.
Photos in this demo are feature vectors, not bitmaps. The fea-
ture vector is protected by k-neighbors. LBRAPS, a lightweight
authentication technique for RFID data based on blockchain,
will benefit 5G mobile supply chains. The method defends
against multiple attackers [40]. Outsiders can examine cloud
server data from here. Cloud server and smart metre authenti-
cation allow for the secure exchange of cloud server data. Bit-
wise XOR and cryptographic hash algorithms have been shown
in experiments to make the procedure more secure.

4. Results

It is required to use a range of sizes when computing the
scaling factor, and this information must subsequently be

provided to optimal edge detection. Using watermarked
images within the suggested framework allows for the man-
agement of image invisibility and the strengthening of
images against various forms of assaults. Lions, just like film-
makers, have certain requirements when it comes to the size
of their images and the values of their important qualities; we
are aware of both requirements due to our familiarity with
each of these professions. By keeping an eye on this connec-
tion, one can gain control over image invisibility and dura-
bility. The normalized correlation measure is used to show
the relative importance of a variety of unique elements in
connection to assaults (Figure 8).

For example, it was revealed that motion blur and aver-
age filters had exceptionally low PSNR values. The PSNR
values that have been measured are shown on an axis. All
the attack scale variables are presented along the labelled
axis, which reads. Most of the watermark images that we
looked at displayed symptoms associated with a wide range
of diseases. These techniques were used to address difficulties
such as motion blur, spherical noise compression, and histo-
gram equivalency. These criteria were used to assess the
watermark image’s resilience to a variety of attacks. Using
this approach, you may assess how resistant the watermark
image is to various assaults. An assault was carried out on the
watermark images to establish how well they would survive
the normalized correlation measure.

Figure 9 summarises the experiment’s findings because of
technological developments; the screening procedure for

Digital image
watermarking

Spatial domain Transform domain

Hybrid domain

DCT + DFT

DCT + DWT

DCT + SVD

DFT + DWT

DFT + SVD

DWT + SVD

DCT + DFT + DWT

Others

FIGURE 7: Watermarking hybrid domain possibilities.
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averting various forms of assaults proceeded quite successfully.
Following the assaults, watermarked images were gathered and
analysed usingDWT–SVD. Table 1 depicts the study’s findings;
the values offered by NC are superior to the bulk of attacks.

The researchers used a total of six distinct procedures,
some of which were rather difficult and included the use of

techniques such as Gaussian filtering and median filtering.
As a direct result of the investigation, the quality of previ-
ously wrecked images has greatly improved. Multiple attacks
revealed that the proposed strategy was significantly more
successful than the present one. According to the study’s
findings, this strategy had a considerable influence on the
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FIGURE 8: The NC approach was utilised to scale both the lion image and the image of Lina.
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desired objectives. When analysing watermarked photos, Struc-
tural Similarity Index (SSIM) and PSNR were used to deter-
mine their invisibility, whereas normalized correlation was
utilised to determine their resistance to the assaults that
were employed. The study’s empirical data revealed that nor-
malized correlation performed admirably in analysing each of
the assaults used.When the suggested systemwas compared to
those currently in existence, it was discovered to have greater
performance. This approachmay help digital imageWM since
it allows unfettered mobility of theWM information as well as
WM on the host image without causing any damage to either
of them.

5. Conclusion

Images are included in multimedia data sets. Image authen-
tication becomes difficult due to Internet traffic. IoT technol-
ogies and interactive multimedia data transfer make it easier
to copy and distribute information. Making the system invis-
ible, resilient, and data-embedding capable is just as impor-
tant as ensuring the privacy of image data. Keep these
difficulties in mind when WM digital images. To address
these challenges, we concluded that existing hybrid techni-
ques must be improved. Because of the dynamic nature of
digital multimedia data transmission, it is now possible to
easily regenerate information. The DWT–SVD approach will

be used in this study to investigate a range of watermark
assaults. We used scaling variables to study the relationship
between being invisible and having a resilient character.
Watermarks were expected to be implanted and removed
in a manner that was both undetectable and resistant to
numerous attacks for the purposes of the study. The follow-
ing are some of the study’s most notable findings: the
DWT–SVD technique was utilised to extract a wide range
of relevant data to identify all watermark attacks. To put the
proposed approach to the test, hybrid DWT–SVD was
applied to watermarked images. The SSIM, PSNR, and nor-
malized correlation data were used to evaluate the proposed
system’s efficacy. When analysing watermarked photos,
SSIM and PSNR were used to determine their invisibility,
whereas normalized correlation was utilised to determine
their resistance to the assaults that were employed. The
study’s empirical data revealed that normalized correlation
performed admirably in analysing each of the assaults used.
When the suggested system was compared to those currently
in existence, it was discovered to have greater performance.
This approach may help digital image WM since it allows
unfettered mobility of the WM information as well as WM
on the host image without causing any damage to either of
them. Using the suggested approach, invisibility and resil-
ience may be increased and regulated, allowing the system to
respond to a wide range of threats at its best. Our aim is to
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FIGURE 9: Performance evaluation of the proposed method.

TABLE 1: Performance evaluation of the proposed method with traditional methods.

Attacks or noises
Proposed system Existing system

Normalized correlation Structural similarity index Normalized correlation Structural similarity index

Motion blur 96.90 98.2 94.4 86.7
Gaussian noise 98.35 98.4 88.9 62.3
Speckle noise 91.71 97.7 83.1 42.9
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perfect this technology to the point where there is scarcely
any quality loss in the watermarked image, and the restored
watermark is almost immaculate. Watermark extraction
accuracy should improve dramatically with the addition of
this additional information. If the massive over dictionary
was the primary focus of the investigation, other feature
learning methodologies or training models might be used in
possible future research paths.

Data Availability

ImageNet data is publicly available at the following URL:
https://www.image-net.org/.
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