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The concept of a “Smart City” emphasizes the need to employ information and communication technologies to strengthen the
quality, connectivity, and efficiency of various municipal services. Cloud computing and the Internet of Things are shaping future
tech. Both ideas greatly impact smart city application and solution development. Cloud computing is amazing at managing and
storing remote service access. Several companies have switched to cloud leasing to reduce local resource burden. Due to the
intricacy and flexibility of cloud-maintained services, selecting jobs that best suit client needs should be optimized. Quality of
service criteria for each cloud service are the best tools for choosing and optimizing cloud carriers. Genetic algorithms (GAs) and
ant colony optimization (ACO) are combined to make cloud computing. It is discovered that the recommended ACO + GA
obtains an accuracy of 82% when compared to existing methods of energy- and reliability-aware multiobjective optimization
method and the hybrid cuckoo particles swarm, artificial bee colony optimization (CPS + ABCO) where accuracy is 68% and 75%,

respectively.

1. Introduction

Cloud computing is the next step in the evolution of internet-
based computing, and it enables the usage of information tech-
nology skills as a utility [1]. The Internet of Things (IoT) has the
potential to improve productivity, throughput, and efficiency
when smart devices leave the cloud infrastructure environment.
Smart cities are populated areas that systematically endeavor to
understand the new locations of records and modern commu-
nications to attain environmental sustainability, urban system
authority, enhanced health, knowledge growth, and network-
driven advancement. The proposed algorithm based on Kalman
filtering aims to intelligently suggest software and applications
to users in the cloud computing network. It utilizes user log
files and interests to estimate and predict the best recommen-
dations. The algorithm offers advantages such as accurate esti-
mation, adaptability to changing environments, and efficient
resource allocation. Further research is needed to address scal-
ability, privacy and security, and performance optimization for
improved effectiveness [2]. The transmission of information

and communications technology (ICT) resources across a
network is made possible by cloud computing, which the
next stage in the development of internet-based is comput-
ing. The IoT can gain from improved efficiency, effectiveness,
and throughput in cloud infrastructure. The paper proposes
an improved ant colony optimization (IACO) algorithm for
load-aware service discovery in cloud computing [3]. The
IACO addresses the load balancing problem of the traditional
ACO algorithm and demonstrates improved performance
in terms of reduced energy consumption, mitigated response
time, and better service level agreement (SLA) compliance in
cloud environments.

The primary emphasis of the IoT is on the problems that
arise in an environment that is both changing and shared.
The IoT is a broad categorization that encompasses a wide
range of adaptable and unusual devices that have storage,
power source, and performance characteristics that are lim-
ited [4]. These constraints, which include complex issues
such as interoperability, efficiency, complete functionality,
and availability, act as an obstacle and an obstruction to
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the development of IoT systems. Computing in the cloud is
one of the most essential strategies that could be used in
combination with the IoT to overcome these limitations.
The cloud provides common resources that are notable for
their accessibility, affordability, and stylistic attractiveness
[5]. These resources include the network, storage, computers,
and software. As a result, the difficulty of cloud computing is
to create a composition approach that meets the needs of the
clients in terms of quality of service (QoS) parameters, this is
referred to as the QoS-aware cloud service composition chal-
lenge. The cloud computing and service selection, which also
encourages dealing with the CSC problem, enhanced the
service collaboration. The goal of CSC is to fulfill the client’s
request by locating an improved service or a group of pro-
viders that adheres to their QoS specifications. The client’s
requirement in CSC is broken down into a series of tasks
called a workflow. Then, a group of services known as the
recruitment services list is created by retrieving the services
from various providers that are functionally comparable to
the client’s request but have varying QoS criteria for each
activity from the cloud pool [6]. Both the number of suppli-
ers and the quantity of services offered by these operators are
growing. As a result, there are several different resources for
each work from various providers, which makes it quite
difficult to select a superior products combination. This issue
fits the definition of an NP-hard optimization method. Many
nature-inspired methods, such as ACO, ABCO, PSO, and
cuckoo search, etc., were developed to address the CSC prob-
lem. The sophisticated behavior of the insects is inspired by
swarm-based algorithms. This behavior results from a coop-
erative effort to look for food sources. A class of algorithms
known as ACO mimics the way ant colonies forage for food.

The ACO family of algorithms contains a number of
different algorithms, such as the ant system, ACS, and the
max—min ant system. The worker ants in a colony commu-
nicate with one another in order to plan their foraging trips
in such a way that they take the path that is the shortest
distance between the colony and the food source. Pheromone
is the channel through which they communicate with one
another. Pheromone is a molecular substance that is left
behind by traveling insects and steadily evaporates over time.
The concentration of the fragrance is utilized in order to
persuade additional ants to follow in the footprints of the origi-
nal ant. In ACO algorithms, mechanical ants work together to
discover a better solution, imitating the behavior of ant com-
munities as they go about their business. In this research, a
combined metaheuristic algorithm that is built on ACO (ACS
principles were used), as well as GA, is recommended as a way
to successfully resolve the CSC challenge. In addition to that,
the evolutionary algorithm was utilized so that the ACS param-
eters could be independently tuned GA. Metropolisville, a
fictional city, implemented a smart city initiative addressing
traffic management, energy efficiency, waste management,
public safety, connectivity, and data analytics. Results included
reduced congestion, lower energy consumption, efficient waste
collection, enhanced safety, universal high-speed internet access,
and informed decision-making.
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The main objectives of this article are as follows:

(1) Investigate both network and non-network QoS vari-
ables that play a significant role in determining ser-
vice selection and composition.

(2) Develop a method that enforces restrictions on the
number of clouds involved while optimizing the selec-
tion of the best services from multiple cloud providers.

(3) Utilize a multicriteria decision-making approach to
evaluate and compare the QoS attributes of similar can-
didate services, aiding in the decision-making process.

The benefits of cloud computing and IoT in smart cities:

(1) Cloud computing:

(a) Cost savings: Cloud computing eliminates the
need for cities to invest in expensive infrastruc-
ture, reducing upfront costs, and ongoing main-
tenance expenses.

(b) Scalability: Cloud platforms can easily scale up or
down based on demand, ensuring that smart city
applications can handle increasing data volumes
without disruptions.

(c) Accessibility: Cloud-based services are accessible
from anywhere, allowing city officials and resi-
dents to access information and services on vari-
ous devices.

(2) IoT:
(a) Real-time data: IoT devices generate real-time
data, enabling cities to monitor and respond to
changes or issues promptly.

(b) Efficient resource management: IoT sensors can
track and optimize resource usage, such as energy
consumption, reducing waste, and enhancing
sustainability.

(c) Improved quality of life: IoT-enabled systems, such
as smart lighting or intelligent transportation,
enhance safety, convenience, and overall quality
of life for residents.

2. Literature Survey

Zhang et al. [7] developed a four-layer model of an IoT
applications with edge computing. With regard to technol-
ogy, we present a multiobjective optimization approach that
is energy and serviceability and can maximize the utilization
of resources of edge servers, the energy consumption of
smart devices, and the system’s resilience all at the same
time while abiding by security constraints.

In Yu et al.’s [8] study, goal of this effort is to address the
problem of resource and cost management in cloud infra-
structure to offer cloud applications for smart cities a high
service rate with sustainable infrastructure. The suggested
model uses artificial neural networks and algorithms drawn
from nature to lower execution costs, average start, and end
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times, and enhance system utilization while also making the
system more strength.

In Dahan et al.’s [9] study, detection rate for smart cities
remains a difficult challenge. This study suggests a score-
level fusion-based improved multimodal biometric method
for a smart city. In particular, the suggested method offers a
solution for the issues by combining a multimodal fusion
method with an improved fuzzy genetic algorithm (GA)
that offers improved performance. Studies using various bio-
metric settings show that existing methods can be signifi-
cantly improved.

Alayed et al. [10] described the proposed structure’s many
steps, including the cloud broker, network administrator, cus-
tomer devices, and customer requests (tasks). The cuckoo search
algorithm, PSO, and ABCO are three optimization techniques
that are used in the study to reduce the amount of time required
to execute the stakeholder’s demand. The three fields that
make up the fitness function are CPU usage, turnaround
time, and time required.

In Sefati and Halunga’s [11] study, a platform for univer-
sal healthcare called Ube Health is proposed. To overcome
the aforementioned problems, UbeHealth makes use of edge
devices, deep learning, big data, HPC technology, and IoT.
The application’s three primary components and four layers
offer an improved network QoS. The Cloudlet and network
layers employ the reignited network traffic to optimize data
rates, data caching, and routing decisions. Deep learning, big
data, and HPC are used to make these predictions. The net-
work layer can better address the communication needs of
apps and report suspicious traffic and anomalous data when
it comes to the division of network protocols into traffic
flows. To distinguish between the many types of data coming
from the same application protocols, clustering is used.
Using the framework, a proof-of-concept UbeHealth system
has been created.

To minimize the size of the information collected from
the internet-of-energy ecosystem in a smart city, Ahanger et
al. [12] provided a make a positive impression big data man-
agement method. Through the use of higher order single-
value decomposition, the core data are recovered from the
collected data utilizing tensor operations like matriculation,
vectorization, and temporization. Then, the condensed ver-
sion of this fundamental data is kept in the cloud. In smart
cities, information is used for numerous services after its
dimensionality has been reduced, and this study has exam-
ined how it might be applied to offer DR services [13].

For the purpose of computing and evaluating the signifi-
cance degrees of various criteria, an innovative PLBW tech-
nique that is centered on the score value has been proposed.
In order to evaluate IoT platforms, an innovative integrated
probabilistic linguistic MCDM model that is based on the
TODIM method has been suggested. This model is based on
the PLBW method, two-tuple distance measure, and two-
level probability degree [14].

In Huang et al.’s [15] study, we proposed a new score func-
tion for approximately representing PFSs, which is founded
on the degrees of determinacy and indeterminacy. The original

MULTIMOORA method is then modified to include the Dice
distance and score function, and this modified version of
the method is applied to the solution of the multicriteria
decision-making problems that arise within the PFS infor-
mation context.

In Lin et al.’s [16] study, an innovative technique known
as LPF-TOPSIS is suggested as a solution to challenges involving
the decision-making of numerous attributes. In conclusion, the
LPE-TOPSIS technique is utilized in order to deal with a situa-
tion involving the selection of firewall manufacturing.

In Lin et al’s [17] study to tackle the drawbacks of the
existing correlation coefficients between PFSs, some novel
directional correlation coefficients are put forward to compute
the relationship between two PFSs by taking four parameters
of the PESs into consideration, which are the membership
degree, nonmembership degree, strength of commitment,
and direction of commitment. After that, there are two real-
world cases that show how the proposed directional correla-
tion coefficient can be used to diagnose diseases and how the
proposed weighted directional correlation coefficient can be
used in cluster analysis.

In Lin et al.’s [18] study, we suggested the IOLs to deter-
mine PENs, which can show how the ADs and NDs in two
PFNs interact with each other and how the ADs and ODs in
two PFNs interact with each other.

In Vijayaraj et al.’s [19] study, TS-copy is a TOPSIS-based
copy placement algorithm. First, a multiattribute grid that fully
represents node efficiency and load is defined. Next, a TOPSIS-
based program calculates data node efficiency scores. For com-
bining numerous trait weights, the entropy weight method is
presented. Next, copy location is based on the complete load
values of each Spark cluster data node, rack, and cluster [20].

Yang et al.’s [21] Score-ESCA, a new score function based
on the exponential semantic value and confidence estimate
value for the PLTS-CI, is used to compare nodes with distinct
voting attitudes. This method accurately selects the main node
with the highest score by using complex judgment attitudes.

Hosseini Shirvani’s [22] introduced BOTV-PSO, a biob-
jective optimization algorithm, to address cloud security
risks in multicloud environments. BOTV-PSO outperforms
other methods in terms of convergence, diversity, fitness, and
scalability.

Abedpour et al. [23] addressed efficient resource alloca-
tion for IoT applications in fog computing. It combines
k-means clustering and a GA to minimize errors and reduce
latency. Simulation results show its superiority over other
methods in terms of performance and delay rates.

Shirvani et al. [24] introduced a multiobjective task sched-
uling algorithm for efficient resource management in distrib-
uted systems. It leverages the fuzzy TOPSIS tool for multicriteria
optimization, focusing on reducing power consumption and
operational costs. The results demonstrate effective compro-
mise between criteria based on their assigned weights.

The end-users (commercial and residential) are catego-
rized into normal, overloaded, and under loaded categories
using the core data using a support vector machine (SVM)-
based classifier.
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FiGure 1: Flying process to get nearest neighbors.

3. An Adapted Ant-Inspired Algorithm for
Enhancing Web Service Composition

This article suggests a method that has been motivated by
ants for this kind of issue.

They termed it IACO. Figure 1 shows the flying ants added
pheromone on additional nodes in addition to the ones directly
in their path, increasing the possibility that those nodes will be
investigated in later rounds [25]. When two nodes are close to
one another, the amount of pheromone released on those
nodes is inversely proportional to the distance between the
nodes on the trail.

According to the authors, if pheromones are placed on
surrounding nodes, FACO might analyze a larger population
of solutions. This might avoid stagnation. Empirical studies
reveal that FACO outperforms ACO for the WSC issue in
order to improve its performance even if it requires a bit
more time to run.

3.1. Method. FACO algorithm’s objective is to maintain a
healthy balance between exploitation and exploration. Imag-
ine a hypothetical flying ant that injects its pheromone along
its path like a typical ant and that explains the basic principle.
Though numerous nodes might receive some of the implanted
pheromone because it is administered when the ant is flying
away. The nodes nearby would also receive pheromone, so it
was not just the nodes along the path. The amount of phero-
mone delivered to those nodes would be inverse proportion to
how far away they are from the nodes along the path. This
increases the likelihood that these nearby nodes will be inves-
tigated in subsequent cycles. Assuming that the central node in
picture has numerous neighbors and is located on the best path
(local solution) during a certain iteration [26]. Initially, our
flying ant applies pheromone to this node, and then, depend-
ing on the distance between each of its k closest neighbors and
the central node, spreads the same amount of pheromone
among them.

FACO, for the WSC QoS issue, can deal with two chal-
lenges in order to discover a solution for WSC utilizing
FACO: first, we must identify the optimal nearest neighbors
using QoS criteria. Second, we must apply the proper
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quantity of pheromone to the nearby nodes. There are
numerous phases in the FACO algorithm, some of which
resemble the classic ACO [27] FACO, on the other hand,
differs from ACO in that it has to look for nearby nodes and
inject pheromone into them. During the initial task, each ant
gets originally randomly placed in a WS and then navigates
using heuristic value and prior knowledge [28]. Equation is
used to implement the localized version for the pheromone
for every created solution. Finest ant uses equation to modify
the global pheromone at the conclusion of each iteration. We
just used the Euclidean distance to locate the closest WSs to
the optimal solution discovered depending on the QoS values
as in equation C, RT, A, and R in order to determine the
closest neighbors for the QoS-aware composition problem:
cost, reaction speed, accessibility, and dependability, in that
order; x: the best WS outperforms the physically fittest in the
current task; y: a member of the group of services performing
the same task as x, and x # y. The distribution of the world-
wide upgrade among the k neighbors is inversely related to
how far they are from the optimal WS for each job. The
following formula is created to accomplish that, where ij
(t+1), the pheromone originates from Equation (1). In the
very same job, the standardization for the distances between
W and its neighbor [, and we assume that just a part of ants
were flying ants and the remainder are typical (waking) ants
in order to include the advantages of both types of ants. The
paper presents a new intelligent algorithm that utilizes Kal-
man filtering for estimation and prediction in cloud comput-
ing environments. The algorithm aims to identify servers
with lower traffic loads and transfer high-level processes
onto them. This approach prioritizes high-level processes
and ensures QoS in the network. By leveraging Kalman fil-
tering, the algorithm provides intelligence in resource allo-
cation and optimization for efficient cloud computing [29].
The paper proposes a new system that addresses the
challenge of selecting IT service providers among numerous
companies in the market. The system gathers information
about service providers, as well as the needs and system
requirements of clients or organizations seeking services. It
then utilizes this data to recommend the best and reliable
service providers based on the specific needs and require-
ments of customers. This system aims to simplify the selection
process and ensure that customers are matched with suitable
service providers that meet their needs effectively [30].

4. Existing System

By offering a vast array of services via the clouds, the provi-
ders aim to satisfy the needs of the businesses and users. A
service (basic task) or group of services may be able to fulfill
these requirements (composite task). A function that may be
broken down into a number of primitive tasks based on its
functionality is referred to as a collective effort. The collective
effort can be divided into a process for this breakdown, with
each subtask defining a basic task. This study explores the
impact of COVID-19 on HRM roles and the role of technol-
ogy in empowering HRM. It emphasizes the importance of
authentic leadership and prioritizing employee well-being.
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Web-based solutions like cloud computing and teleworking
are discussed as practical solutions. The study highlights the
need for business innovation and remote working opportu-
nities. Overall, the research contributes to advancing knowl-
edge in the field of HRM in the context of COVID-19 [31].

The primary function of the ACO is to resolve issues of
the kind of optimization algorithms that are defined as
graphs G = (V, E), where V denotes the collection of vertexes
(nodes) and E denotes the collection of edges [32]. Although
the Z ants traverse around the network nodes to identify the
initial collection of solutions, each of the graph edges origi-
nally contains the same quantity of pheromone trail T 0.
Equation contains the initial solution transition rule. Then,
a series of steps are repeated until a stop condition is satis-
fied. This article explores the challenges of cloud-based IoT
systems and the potential of edge computing to address
them. It highlights the importance of node selection in
IoT-edge environments and proposes a novel approach for
block chain-enabled edge IoT that utilizes fuzzy logic and
TOPSIS for node selection. The experimental results demon-
strate the effectiveness of the proposed framework in improv-
ing relevant parameters [33].

When looking for novel solutions, the ACO family of
algorithms uses many algorithms with various selection/
updating method to choose the best node and modify pher-
omone trails. In this paper, we concentrate on ACS to
address the CSC issue.

4.1. Multi-Agent ACS For Qos-Aware CSC Problem. Most of
the time, the CSC problem’s high level of complexity makes
it challenging to find an ideal solution in a fair amount of
time. Using searching decomposition and live population dis-
ruption, the suggested multi-agent ACS (MAACS) model can
lessen the difficulty of the problem. The multiagent system,
which consists of autonomous agents working together to
simultaneously achieve shared goals, is frequently employed
in distributed and parallel applications [34]. Additionally,
it offers a crucial feature for solving optimization issues via
metaheuristic algorithms, allowing one agent to locally resolve
a suboptimization issue with the aim of 32 pursuing to achieve
the global optimum by intersecting with other agents. In this
paper, we take advantage of this feature to create a multiagent
method for the CSC issue based on ACS, which includes a
diffident agent with a specific function called MAACS, describes
the suggested algorithm’s architecture in this section, and
aims for a better MAACS architecture in this design with
regard to the number of agents, their function, and the
maintenance of a good trade-off between the mechanisms
for exploration and exploitation. One SA, two execution
agents, and a third agent make up the proposed MAACS,
EAs, and one MA, each of which is designed to perform a
certain action [35]. Figure depicts the design of the system
MAACS, and the sections that follow explain each agent’s
function.

4.2. Synchronization Agent (SA). This agent, which has many
functions, is made up of all the agents in the system that it is
acquainted. It is in charge of splitting the population in half
and distributing the halves to the EAs. Additionally, when

the limit condition is reached, it is in charge of signaling the
MA to obtain the best EAs solution. Finally, it is in charge of
selecting the best overall solution from the several EAs. This
meta-analysis investigated the association between central
obesity and LTL in adults. The analysis included five articles
and found that individuals with higher telomere length had a
significantly lower waist circumference. The association
between LTL and waist-to-hip ratio was not significant. All
included studies were of moderate or high quality [36].

4.3. Execution Agents (EAs). The optimization process that
the ACS algorithm uses is carried out by EAs. Each of the two
separate EAs has a unique initialization strategy. While the
second agent (EA2) initializes the subpopulation greedily,
the first agent (EA1) initializes the subgroup randomly [19].
The ACS algorithm is run when the subpopulation has been
initialized, and at the same time, each agent sends the MA
their ideal method to date. A single service at a time, each
representing a step along the solution path, is built by the EA
agents. According to the stepwise transition rule in Equation (4),
each ant begins with Task 1 (T;) and chooses a web service
CSj11 from among the candidate services of T} to be included
in the aspects of the work. Then advances to Task 2 (T5),
chooses a new web service (CSj12), and so forth. The heuristic
data represents the sum of the QoS property values N (qosr),
where N (qosr) has the exact meaning as in equation, and the
primary sources, which symbolize the quantity of pheromone
laid by the ants, are both used by the transition rule to pro-
gressively create the solutions. This building process goes on
until completing Task 2 (T) and choosing a web service. The
local pheromones update rule is employed by ants to keep the
pheromones for discovered treatments up to date. The stron-
gest candidate ant chooses the best solution discovered so far
at the conclusion of the solution building, and this best can-
didate then uses a global update rule to update the pheromone
on the best solution discovered so far. As illustrated in figure,
both EA agents build a solution during each iteration, save the
best one so far, call it gbest, and dispatch the MA entity to the
SA entity if the limit condition is reached.

4.4. Monitorization Agent (MA). The service’s EAs make up
this entity that it is acquainted with. It adjusts the popula-
tion’s distribution based on how well EAs are performing
[21]. The population of the SA is split equally in half, and
the two halves are then distributed to the EAs. To promote
the utilization of the effective EA agent, MA, on the other
hand, favors a good EA that discovers a superior solution by
dividing the population is divided into two unequal portions.
The system execution ends when this limit condition is met,
and the SA agent then compares the EAs’ responses and
displays the result as the system’s permanent conclusion.

5. Proposed System

In its simplest form, QoS-aware proposed framework is the
issue of choosing the optimal combination from all of the
potential services indicated by S (i=1,2, ..., n). It is antici-
pated that a process will be executed that includes the speci-
fied task of T =T, T,, ..., T,, and satisfies user expectations.



Output: Pbest
For (i=1 To n)
Consumer List «—
Random Services chosen (Dataset, m)
Data set «— Delete Services (Candidate List)
For (j=1 To m)

For (q=1To Q)

Workflow [i, j, k]
=Return QoS Value

(Consumer List [j, K])
End
End
Graph «— Graph Building (Workflow);
Graph «— Normalization (Graph)
[Pbest. Pbestcost] «— GACS (Graph, Parameters);
/I Algorithm (4)
Return (Pbest. Pbestcost)

ArcoritiMm 1: Input: Data, n, m, Q, Attributes

There are various methods to evaluate a weighted graph, and
ultimately, service composition will be used to determine the
shortest route at the lowest cost. The directed acyclic graph
G=(S;; P;), where S represents for services and P for service
attributes, served as the inspiration for this concept. Addi-
tionally, S; includes services that inputs produce the service
from the preceding tier, and P; is made up of service param-
eters. The usage of vectors to describe services (S) and user
requirements is a more well-liked variant of this strategy. SC
in input vectors has indeed been developed by selecting a
collection of utility vectors that meet the user’s performance
standards. Given a demand indicated by R, the goal of service
synthesis is to identify an operationally valid composite ser-
vice that satisfies RS by enhancing the following qualitative
standards:

SC={Rs, 1, &, Rs, n}. (1)

Since positive attributes are different from negative num-
bers, Equation (1) illustrates how such QOS value is normal-
ized into a number between 0 and 1:

QoS = M, if Q is positive attribute,

Qmax - Qmin

Qs — QS) ®
QoS == , if Q is negative attribute,

Qmax - Qmin

where proposed framework is determinable. The issue has
been modeled using a general technique as multistage graph
planning.

The optimization of a QoS-aware service selection is
expressed as Equation (3), where n denotes quality attribute
scores and j is the number of qualitative factors:
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EmW,, = 1 withstand Optimize QoS (S) = ZjW,,.Qn(S).
(3)

The following are important factors for the proposed
method and flowchart, as shown in Figure 2.

5.1. Challenges

5.1.1. Meeting QoS Requirements. Selecting cloud services
that can meet diverse QoS requirements, such as low latency
and high availability, can be challenging.

5.1.2. Ensuring Consistent Performance. Dealing with perfor-
mance variability in cloud services, caused by factors like
resource sharing and network congestion, is a challenge.

5.2. Techniques

5.2.1. Performance Measurement. Regularly measure and mon-
itor the performance of cloud services using metrics like
response time and availability to assess their QoS capabilities.

5.2.2. SLA Evaluation. Evaluate the SLAs offered by cloud pro-
viders to ensure they align with the desired QoS requirements.

5.2.3. Multicloud and Hybrid Cloud. Distribute workloads
across multiple cloud providers to mitigate risk and optimize
QoS by leveraging different provider strengths.

5.3. Decision-Making

5.3.1. Analytic Hierarchy Process (AHP). Use AHP to assign
weights to different QoS criteria and compare cloud provi-
ders based on these criteria to make informed decisions.

5.3.2. Quality Function Deployment (QFD). Prioritize QoS
criteria based on customer requirements to guide cloud ser-
vice selection.

5.4. Illustration. The cloud service selection framework (CSSF)
considers QoS, cost, security, scalability, and provider reputa-
tion. It evaluates and ranks cloud carriers based on these
criteria to guide decision-making. By addressing challenges,
employing techniques such as performance measurement and
SLA evaluation, and utilizing decision-making frameworks
like AHP or CSSF, smart city stakeholders can optimize cloud
service selection based on QoS criteria.

6. Hybrid Metaheuristic Algorithm

In this study (see Figure 2), we present the hybrid method,
where we use GA on top of heuristic to dynamically optimize
the parameters. The three operators that makeup GA are
selection, crossover, and mutation. As a result, the comput-
erized tuning of the homogeneous or individual GA opera-
tors (crossover and mutation) adjusts the parameters of the
ACS algorithm in the suggested technique. Running time
adjustments are made to these two operators’ probabilities
(C, for a crossover and M,, for a mutation) based on the three
biggest fitness values of the mating parents (P,,), the popula-
tion’s maximum (P,,y), and its mean (Ppean). Algorithm 1
demonstrates the suggested hybrid algorithm, which calls
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FiGURE 2: Flowchart of the proposed method.

Algorithm 1 to adjust the parameters. Utilizes a population
of individuals I; (chromosomes) with stable gene lengths in
order to optimize the parameters. Every gene offers a potential
scope of model parameters given proximity; hence the amount
of parameters in a person is equal to the number of genes. The
indicated and revised acceptable ranges again for parameters

utilized in this work. The GA community is randomly initial-
ized, and each person’s gene value is chosen at random from a
spectrum of conceivable values. The number of generations
affects the stop condition. The Select Parent () function in
Algorithm 1 uses stochastic universal sampling to choose a
parent, and the Survivor Selection () function uses the best



survivor selection approach. A two different weighted sum
equation, which is a variant of the four component expression
provided as follows, is used to determine each person’s fitness
value:

F=X%,GF; (4)

7. Experimental Parametrs

We generated our dataset using the Quality of Web Service
(QWS) framework, incorporating both quantitative and
qualitative features. We categorized attributes like security,
usability, and flexibility into low, medium, and high classifi-
cations, making the dataset user-friendly. After sorting based
on QWS, we had 50 services evaluated against six QoS crite-
ria. For real-world use, service providers should adjust QoS
features accordingly.

Regarding communication, we considered ranges between
the user and the cloud data center (20-500) and between the
user and the service set (50—400). We tested using Cloud SIM,
a SaaS-level simulator, allowing us to create a virtual environ-
ment and manage resource allocation effectively.

Accuracy, F1-Score, memory, and precision are the char-
acteristics that are used for analysis; in the formulations: true
positive, false negative, true negative, and false positive stand
for true positive, false negative, true negative, and false posi-
tive, respectively. The energy- and reliability-aware multiob-
jective optimization (ERMO) method and the combining of
cuckoo particles swarm, artificial bee colony (CPS+ ABCO)
are two examples of existing approaches that are contrasted
with the proposed ant colony optimization + genetic algo-
rithm (ACO + GA).

Accuracy: The proportion of accurate forecast to all the
values the classifier predicted. The categorization model is
evaluated using this significant metric, which is provided by
the following equation:

R TP + TN
ccuracy = .
Y= TP+ TN+ FP + FN

()

Precision: The percentage of samples that are accurately
described to the total number of samples that have been
recognized from Equation (6):

TP

Precision = ——.
TP + FP

(6)

Recall: The ratio of successfully recognized samples to
the total of the TP as well as FN samples is displayed:

TP
Recall = —— . 7
T IP N @)

F1-Score: F1-Score offers a flawless assessment of the
classifying model that is calculated from Equation (8):
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TasLE 1: Accuracy analysis.

Number of samples EMRO CPS + ABCO ACO+GA
100 54 60 67
200 61 69 78
300 67 76 84
400 78 84 89
500 86 89 95
TaBLE 2: Precision analysis.
Number of samples EMRO CPS+ ABCO ACO+GA
100 47 51 59
200 51 62 68
300 58 68 71
400 65 70 79
500 71 75 89

Accuracy (%)

100 200 300 400 500

Number of samples

B EMRO
[l CPS+ ABCO

[ ACO+GA
Figure 3: Comparison of accuracy analysis.

(Precision X recall)

F1-Score =2 X — .
(Precision + recall)

(8)

Table 1 examines the precision of existing and planned
methods.

The comparative assessment of accuracy for the suggested
and existing methods is shown in Figure 2. The X and Y axes,
respectively, show the number of samples and accuracy in
percentage. The colors blue, red, and green, respectively, stand
for ERMO, CPS+ ABCO, and ACO + GA. The accuracy of
the suggested method is 83%. Table 2 displays a study of
precision using both existing and new methodologies.

Figure 3 depicts the results of a comparison of the recom-
mended methods and the existing ones with regard to their
levels of precision. On the X and Y axes, respectively, are the
details regarding the number of samples and the precision
expressed as a percentage. The acronyms ERMO, CPS+
ABCO, and ACO+GA are represented, respectively, by
the colors blue, red, and green. The proposed method has
a 73% success rate in terms of precision. Table 3 presents an
analysis of the memory of both the recommended and estab-
lished techniques.
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TaBLE 3: Recall analysis.

Number of samples EMRO CPS + ABCO ACO+GA
100 38 39 56
200 41 47 65
300 49 51 69
400 56 60 72
500 61 68 78

100 5 -

Precision (%)

100 200 300 400 500

Number of samples

B EMRO
[l CPS+ ABCO

[ ACO+GA

FIGURE 4: Comparison of precision analysis.

TasLE 4: F1-Score analysis.

Number of samples EMRO CPS+ ABCO ACO+GA
100 54 56 69
200 62 67 75
300 68 71 86
400 72 78 89
500 79 83 92

The comparative assessment of recollection for the sug-
gested and existing methodologies is depicted in Figure 4. The
number of samples and recall value were shown on X and Y
axes, accordingly. The colors blue, red, and green, correspond-
ingly, stand for ERMO, CPS+ ABCO, and ACO + GA. The
proposed method achieves 68% recall when compared with
existing methods. Table 4 displays the examination of the
F1-Score using both existing and new methodologies.

The F1-Score achieved using the conventional and sug-
gested approaches is contrasted in Figure 5. The number of
samples and F1-Score in percent are provided on the X and Y
axes, respectively. The colors blue, red, and green, corre-
spondingly, stand for ERMO, CPS+ ABCO, and ACO +
GA. The F1-Score achieved by the suggested strategy is 82%
(Figure 6). The overall efficiency of the suggested and existing
methods is shown in Table 5.

The concept of a “Smart City” centers on the integration
of information and communication technologies (ICT) to
enhance the quality and efficiency of municipal services,
with cloud computing and the IoT as key driving forces. Cloud
computing, known for its prowess in managing remote service
access, has prompted numerous companies to opt for cloud
leasing, relieving local resource constraints. This shift toward

9
100 -
g
=
!
~
100 200 300 400 500
Number of samples
B EMRO [ ACO+GA
[l CPS+ ABCO
FiGure 5: Comparison of recall analysis.
100 7 -
=
©
5
%
=2
100 200 300 400 500
Number of samples
B EMRO [l ACO+GA
[l CPS+ABCO
FiGure 6: Comparison of F1-Score analysis.
TasLE 5: Overall comparison analysis.
Parameters EMRO (%) CPS+ABCO (%) ACO+GA (%)
Accuracy 68 75 82
Precision 57 64 72
Recall 49 52 67
F1-Score 66 70 81

cloud-based services underscores the importance of optimiz-
ing service selection to align with client needs, guided by QoS
criteria. Combining GAs and ACO in cloud computing has
yielded remarkable results, achieving an accuracy rate of 82%,
surpassing existing methods like ERMO and the hybrid
cuckoo particles swarm and artificial bee colony optimization
(CPS+ ABCO) at 68% and 75%, respectively. These findings
underscore the significance of cloud technologies in advancing
smart city solutions.

8. Conclusion and Future Direction

This paper introduces a novel approach to combinatorial
optimization, combining ACO with GAs to autonomously
adjust ACS settings. The aim is to enhance cloud service
composition by reducing latency and response times during
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service discovery. ACO and GA are known for their adapt-
ability and complexity, making them effective in optimizing
various problems. However, the paper acknowledges the
need for larger scale experiments to validate the approach
fully. The primary focus is on solving the combinatorial
service composition (CSC) problem in cloud computing,
meeting client expectations while considering QoS character-
istics. A unique ACO-GA hybrid is introduced, automati-
cally adjusting ACO settings when performance stagnates.
The efficiency of this self-adaptation is demonstrated through
performance assessments. Future research can further refine
these concepts, conduct larger experiments, and explore appli-
cations in other combinatorial optimization problems.

Abbreviations

ICT: Information and communication technologies
IoT: Internet of things

QoS: Quality of service

GA: Genetic algorithms

ACO: Ant colony optimization

ERMO:

Energy- and reliability-aware multiobjective
optimization
CPS: Cuckoo particles swarm
ABCO: Artificial bee colony optimization
CSC: Cloud service composition
PSO: Particle swarm optimization
ACS: Ant colony system
HPC: High-performance computer
PLBW: Probabilistic linguistic best-worst
PFS: Probability distribution functions
DR: Demand response

LPF-TOPSIS: Linguistic pythagorean fuzzy TOPSIS

IOLs: Interactional operational laws
PFNs: Picture fuzzy numbers

FACO: Flying ant colony optimization
WSC: Web service composition

SC: Service composition

MAACS: Multi-agent ACS

SA: Synchronization agent

EAs: Execution agents

MA: Monitorization agent

SUC: Stochastic universal sampling
CSSF: Cloud service selection framework
AHP: Analytic hierarchy process

QFD: Quality function deployment
IACO: Inverted ant colony optimization
SLA: Service level agreement

LTL: Leukocyte telomere length.
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