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The quantum network is an indispensable step toward multiuser and wide-area information interchange in the course of the
development of quantum technology. When designing and deploying a quantum network, availability, robustness, flexibility, and
expenditure need to be considered in a balanced way. In this article, we propose a network connected through optical switches,
QNUS, that requires only terminals in the number of nodes in a quantum network, which is a great saving of resources.

1. Introduction

Quantum cryptography and communication have been
developing for several decades. In 1984, the first quantum
key distribution (QKD) protocol where secure keys are
agreed was proposed [1]. It has grown maturely and is
developing fast [2-7]. Another important quantum com-
munication branch, quantum secure direct communication
(QSDC) [8-10], was proposed in 2000. QSDC is one kind of
quantum communication that transmits confidential in-
formation in quantum channels directly without establish-
ing secure keys in advance. It has been developing fast in
recent years both in theory and experiment [11-21], and an
experimental prototype has also been completed [22]. It has
been shown that using a procedure called INCUM, QSDC
can be performed with the same distance and transmission
rate as QKD [15]. The distance of QSDC has been extended
gradually in the past few years, and it has reached 100 km in
low-loss fiber [16]. By combining QSDC with classical
cryptography, a classical secure-repeater can be constructed,
prolonging the distance endlessly with end-to-end security
[17]. A 15-user QSDC network was reported in [21].

The quantum network is a vital avenue for multiuser and
wide-scale applications. The quantum network led by DARPA
[23] is the first field test of the QKD network on a metropolitan
scale. In 2007, a four-node QKD network was set up in the
commercial fiber network in Beijing [24]. Four users can be
connected to each other with the help of wavelength division
multiplexing, and all quantum sources are set at one node. Then,
in 2009, a seven-user quantum network was constructed in
Wuhu, Anhui, China [25]. The Wuhu quantum network
contains five nodes with one node also used as a trusted relay
connected with a subnetwork. This network expands to a
quantum network linked up with three cities and two metro-
politan areas, which is named as Hefei-Chaohu-Wuhu wide-
area networks [26]. Los Alamos National Laboratory (LANL)
also built a quantum network using an approach called “net-
work-centric quantum communication (NQC)” [27]. It forms a
“hub-and-spoke” topology, a trusted authority (TA) is at the
hub node, and other nodes connect to this TA hub. Any node
that wants to communicate needs to execute the QKD process
with TA, and then use the secure key to transmit messages to
each other. In Europe, SEcure COmmunication based on
Quantum Cryptography (SECOQC) was established with six
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nodes connected by eight links in Vienna [28]. The SECOQC
utilizes different kinds of QKD protocols, including coherent
pulses, entanglement-based, continuous-variable, and free-
space. Besides, a four-node quantum network was built in
Tokyo [29] with six different QKD systems and achieves secure
TV conferencing over a 45 km distance. Quantum networks in a
wide area have also been researched in long-distance telecom
fiber and free-space links [30].

Network topology is important when constructing a
quantum network. It involves the interrelationship between
nodes, placement of links and facilities, and finally the cost of
building a multi-user quantum network. At present,
quantum communication equipment is costly [31]. There-
fore designing a quantum network with reduced resources is
very important at the present stage, and one way to achieve it
is by utilizing optical switches which allow sharing of re-
sources of quantum devices in a quantum network [32].
Here, we propose a scheme for constructing quantum
networks with reduced resources. The scheme decreases the
number of quantum transceivers, meanwhile holding the
availability, flexibility, and robustness. In this article, current
quantum networks’ topology and structure will be discussed
in Section 2, then followed by the details of our scheme in
Section 3. Finally, we will discuss our scheme and compare it
with other quantum networks design in Section 4.

2. Quantum Network Schemes

2.1. QKD Network. One type of QKD network topology is the
star shape, where there is a central node, to which all other
nodes are connected, as shown in Figure 1. Most quantum
network topology is designed as a star network, such as
DARPA’s QKD network [23], LANL’s NQC network [27], the
Tokyo QKD network [29], the four-node quantum network in
Beijing [24], and the five-node quantum network in Wuhu
[25, 33]. The central node can serve as a trusted authority (TA)
[27] or an optical router with the help of optical components
[25, 34]. The other nodes will be connected to the user’s terminal
or used as a trusted relay to connect to another subnetwork [24].

Another kind of quantum network topology is the ring
shape, such as the SECOQC QKD network [35] and the
Swiss Quantum QKD network [36]. It is worth noting that
sometimes mixtures of star and ring shapes are used, for
instance, the SECOQC network forms a ring shape with four
nodes and there are diagonal links, so it is a mesh topology.
In the ring topology, to achieve the interconnection of
nodes, some nodes will be used as relays and some nodes
need many sets of quantum transmitters or receivers. For
example, in Figure 2, it is a three-node QKD network that
forms a ring. Each node needs a quantum transmitter or a
quantum receiver to interconnect to the other two nodes. It
is easy to generalize this to a four-node ring quantum
network. In a four-node ring shape QKD network, each
node is connected to other two nodes if there are no diagonal
links. Then, each node needs two quantum transmitters or
receivers to achieve the interconnection of these four nodes.
If two diagonal nodes need to connect directly, either the
link should go through a third node between them, and the
third node serves as a trusted relay, or diagonal links should
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FiGure 1: The star topology QKD network.

FiGURE 2: The ring topology QKD network. Each node needs only
one transmitter or receiver to connect with another node.

be established and each node will need three quantum
transmitters and receivers [35].

In QKD architecture, the resulting keys are symmetric
between quantum transmitters (Tx) and quantum receivers
(Rx), they only need one quantum transmitter and one
quantum receiver for a link.

2.2. QSDC Network. Confidential messages are transmitted
directly in a quantum channel from sender to receiver,
which means it has a direction. Therefore, if two parties want
to have a bidirectional communication, each of them needs a
QSDC transmitter and a receiver, that is, a QSDC
transceiver.

Let us discuss the situation of quantum networks of
QSDC. In the star network, each node that connects to the
central node is deployed with a QSDC transceiver to
communicate with the central node, and the central node
will need to deploy m quantum transceivers where m is the
number of nodes connected to the central node. The star
network is convenient to construct, whereas considering the
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robustness, if the central node is in a breakdown, the whole
network will be in paralysis, like the QKD network too.
The ring network can offer some kind of robustness.
Nodes are relatively equal, so the breakdown of one node will
not affect the whole network, and one link’s failure will not
interrupt communications, which will be explained in
Section 3. However, the amount of quantum transceivers
deployed in the ring network increases obviously, as shown
in Figure 3. In a three-node ring network of QSDC, each
node connects with the other two nodes and needs two
quantum transceivers to have a bidirectional communica-
tion, which means four quantum terminals at each node. The
quantities of quantum terminals at each node will increase to
six in a four-node ring network with diagonal links, that is, a
mesh network. Therefore, it requires a new way to address
the quantity issue in the ring or mesh QSDC network while
maintaining the advantage of robustness and availability.

3. QSDC Network Using Switches (QNUS)

We take the mesh topology as an example to illustrate our idea.
In Figure 4, if node A wants to communicate with node C, then
the link could be A—=3-C or A-1-4-C or Ao2-56C,
which provides multiple paths. The strength of this topology is if
link 3 is a breakdown, node A and node C can still use another
link to prevent a communication interruption. Links 1 and 4
can connect directly at node B using optical switches, so node B
would not need to serve as a relay when node A is commu-
nicating with node C. This will not only save the number of
relays but also avoids the security shift from quantum to
classical protection at the relay station. In the usual realization,
each link needs two transceivers, hence the number of trans-
ceivers required is 10 in Figure 4.

Now, we describe the structure of nodes in the QNUS and
show how this QNUS scheme reduces the number of QSDC
transceivers. The key point is to give the links switchover ca-
pability in the network. Figure 5 shows the inside structure of
node A of Figure 4. The optical switch forms a quantum router
that can connect different links as required. Each optical switch
is a 1 x 3 switch and the input port can only connect to one
output port of the three at a time. For example, node A can
communicate with node C through link 3 if the switch connects
a—a — c—c. Node A can also communicate with node B or D
through a—a—-bob or a—a—ded, whereas only one
quantum transceiver is needed.

The optical switch used in node B is a 1 x 2 switch, as
shown in Figure 6. Node B can communicate with other
nodes with the help of quantum routers, and only one
quantum transceiver is deployed. It should note that link 1
and link 4 can be connected at node B through a<a — cx,
which means node A and node C are connected directly
without a relay. When node A communicates with node C
through node B, node B cannot talk to nodes A or C.
Structures of nodes C and D are similar to nodes B and A.

Quantum routers at different nodes can cooperate to
achieve a required links’ connection, and then each node can
communicate with other nodes bidirectionally. At the same
time, the total amounts of quantum transceivers needed in
the four-node QSDC network reduce to four rather than ten.

Confidencial Messages

F1GURE 3: The ring topology QSDC network. Each node needs one
transmitter and one receiver at the same time to connect with
another node for mutual communication.
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FIGURE 5: Structure of node A in Figure 4. The light gray area
indicates node A which connects to node B, C, and D through links
1, 2, and 3. SW: optical switch. Tx and Rx: QSDC transmitter and
receiver.

This means that each node needs only one transceiver (a
transmitter and a receiver). This kind of scheme can also
generalize to other mesh topology networks with more
nodes. For a node with # links connected, n+1 optical
switches with 1 x 7 size are needed to construct a quantum
router. The 1 x n(n> 1) switch can also be made with n—1
optical switches with 1 x 2 size, as shown in Figure 7.



Quantum Engineering

Optical
circulator

Transceiver

-+~ N\ Quantum router

Node B
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FiGure 7: The 1 X n switch made with 1 x 2 switch.
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FiGure 8: The number of quantum transceivers required in a full-
mesh quantum network under QNUS and non-QNUS. m is the
amount of nodes.

4, Discussion

We proposed a scheme of QSDC networks with optical
switches, namely QNUS. The scheme utilizes optical switches
to form quantum routers and deploys them in a distributed

manner across nodes. Compared with the network without
optical switches, this scheme reduces the number of trans-
ceivers from 2N to N,,, where N; is the number of links and
N, is the number of nodes in a network. Usually, the number
of links is a quadratic function of N,,, thus QNUS could lead
up to a square-root reduction of the transceivers’ number in a
quantum network, as shown in Figure 8.

However, such a dramatic saving also has a price to pay,
for example, before setting up a telephone call, one must
exchange the connection information to set up the links
between related nodes through optical switches, which may
cause some delays. In order to estimate the delay roughly, we
assume there are a user Alice as the sender and a user Bob as
the receiver. Usually, Alice will make a phone call with a user-
oriented terminal, and the calling signal will be sent to a
network management system (NMS) at the nearest node. We
simplify the model as shown in Figure 9(a), calling signal will
transmit to the NMS firstly with time ¢,, then the NMS at both
nodes addresses and establishes connections via the classical
network, thus specifying the two parties of the quantum
communication, which will cost time of t,. Voice messages
will then be transmitted to the QSDC transmitter with time ¢,
then through the quantum channel with time ¢#,, and then to
the node of the receiver and finally received by Bob with time
ts + te. This is the situation of the non-QNUS network. In
QNUS, as shown in Figure 9(b), after NMSs confirm par-
ticipants of the quantum communication, the NMS at each
node will set up the optical switches in the quantum router.
We note the time required to finish this process is t,. This time
t, includes the transmission time of the control signal from
the NMS to the quantum router, and the switching delay of
optical switches. The typical delay of optical switching is about
10~100 ps [37]. Then, voice messages will be sent to the QSDC
transmitter following a similar process as in Figure 9(a). It
should be noted that we assume the time spent on the internal
optical path in a quantum router is ignored. We can now
figure out that the delay A caused by QNUS compared with
non-QNUS is A <2t,.

In addition, compared to the non-QNUS quantum
network, there may be more than one transceiver in the node
of such network, which can support more than one
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FIGURE 9: Comparison of delays between the (a) non-QNUS and (b) QNUS. QR: quantum router.

communication process at the same time, whereas this is
achieved at a higher cost.

The QNUS scheme can be generalized to other quantum
networks, provided that the information transmitted in the
corresponding network links has directional requirements.
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