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The characteristics of MANET such as decentralized architecture, dynamic topologies make MANETs susceptible to various
security attacks. Sequence number attacks are such type of security threats which tend to degrade the network functioning and
performance by sending fabricated route reply packets (RREP) with the objective of getting involved in the route and drop some
or all of the data packets during the data transmission phase. The sequence number adversary attempts to send a fabricated high
destination number in the RREP packet which attracts the sender to establish a path through the adversary node. This paper
proposes a proactive secure routing mechanism which is an improvement over the authors previously proposed scheme. It makes
use of linear regression mechanism to predict the maximum destination sequence number that the neighboring node can insert
in the RREP packet. As an additional security checkpoint, it uses a bait detection mechanism to establish confidence in marking a
suspicious node as a malicious node. The proposed approach works in collaboration with the ad hoc on-demand distance vector
routing (AODV) protocol. The simulation results depict that the approach improves the network performance in the presence of

adversaries as compared to previously proposed scheme.

1. Introduction

The use of wireless network has increased tremendously due
to the nonrestriction of the nodes to be stagnant physically
[1]. MANETS: are such infrastructure-less wireless networks
where the communication between the nodes is performed
through multihop paths [2]. MANETSs have gained popularity
in various domains such as military operations, natural
calamities, maritime communications, vehicular computing,
and remote weather forecasting due to the properties such
as dynamic topology, easy configuration of nodes, and
distributed administration [3, 4]. Despite the popularity of
MANETs, its characteristics bring various vulnerabilities to
its doorstep [5, 6].

In a MANET, each and every node has the responsibility
to route the packets [7]. The routing protocols in MANET are
divided into two major categories, namely, proactive routing
protocols and reactive routing protocols [8]. The proactive

protocols have per-defined routes between the nodes in
the network whereas the reactive protocols establish on-
demand routes; i.e., they are created when there is a need
of communication between the nodes. The predefined routes
may waste the network resources if no communication takes
place through that route. As a result, the reactive routing
protocols have gained more popularity for such networks [4].
However, the reactive routing protocols are prone to different
types of attacks.

An adversary may take the benefit of the nodes being
routers and perform many malicious activities to hinder the
smooth communication between the nodes. This is due to
the fact that the normal legitimate nodes may come under
the influence of the adversaries and get compromised as
there are no security mechanisms present in the traditional
routing protocols [9, 10]. The issue of data privacy also
exists in the infrastructure-less networks such as MANETs
[11, 12]. Many researchers have done their research in finding
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the solutions that addresses these various issues [13-15]. In
order to facilitate smooth communication in the presence of
such adversary nodes, various secure routing algorithms are
proposed to overcome the negative effects of the adversaries.
The cryptographic approaches are casually used to provide
confidentiality in the network [13, 16]. The use of hashing
mechanism is also used to resolve the privacy issues in
the smooth communication of data between mobile nodes
and vehicles [17]. In addition, cluster management and
classification based techniques are also used to overcome the
negative effects caused due to the dynamic topology of the
nodes in a MANET [18, 19]. Moreover, many secure routing
approaches have been proposed to achieve quality-of-services
(QoS) by addressing the availability issue infringed by denial-
of-service (DoS) attacks [8].

The sequence number attack (such as grayhole attack or
blackhole attack) is a type of DoS attack where the attacker’s
intention is to prohibit the benign node from receiving the
data packets [8]. The sequence number attacks cause packet
forwarding misbehaviors during data transmission with the
sole intention to degrade the network performance [3]. In
the initial phase, the adversary node first attempts to become
the part of the route. To accomplish this task, the adversary
sends a fabricated route reply packet (RREP) claiming that it
has fresher route towards the destination [20]. The adversary
node does this by sending an RREP packet with a fabricated
destination sequence number which indicates a high level
of freshness of the route. As a result, the source node gets
the impression that the node sending RREP (the adversary
node) has a fresher route towards the destination [8]. Thus,
the adversary node, after entering in the route between the
source and the destination starts packet dropping behavior.

Many researchers have designed different schemes to
overcome the performance losses caused by the sequence
number attacks by targeting the common routines that the
adversary follows [3]. The use of fuzzy systems also helps in
overcoming the sequence number attackers [21, 22]. Recently
machine learning approaches have achieved a great deal
of attention from the researchers to overcome the negative
effects of the adversary nodes [23, 24]. The detection of the
adversaries can be either performed during the route discov-
ery phase (i.e., proactive manner) or during the transmission
of data (i.e., reactive manner). As the reactive approaches tend
to detect the adversaries after some packet loss, they compro-
mise QoS of the network. In this paper, we propose a reactive
approach which detects adversary nodes during the route dis-
covery phase as critical applications such as industry control
systems or military operations may not afford to lose data
packets. The proposed scheme, sequence number prediction
based bait detection scheme (SNPBDS), is an enhancement to
our previous scheme, sequence number based bait detection
scheme (SNBDS) [3]. SNPBDS incorporates an additional
mechanism based on linear regression [25] which predicts
the threshold value of the destination sequence number of
the RREP packet. When a node sends RREP with higher
sequence number compared to the predicted threshold value,
the node is marked as a suspicious node. To confirm the
adversary node as a malicious node, a bait detection scheme
is employed. If the suspicious node is marked as a malicious

Security and Communication Networks

> Route Request Packet (RREQ)
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FIGURE 1: Operation of AODV protocol [2].

node, it is excluded from the route and control packets
received from that node are ignored.

The paper is organized as follows. The working of the
traditional sequence number based packet forwarding mis-
behavior attack is presented in Section 2. Section 3 presents
the enhanced adversary model. Section 4 provides the related
work and Section 5 presents the proposed approach followed
by Simulation Results in Section 6. Finally Section 7 provides
the conclusion to the paper.

2. Operation of the Sequence Number Attack

In MANETs adopting AODV routing protocol, the source
node wishing to communicate to the destination first gen-
erates an RREQ packet and broadcasts the packet to its
neighbors. The neighbors broadcast the request further until
the packet reaches the destination or an intermediate node
with a valid fresher path [2]. This node then replies with an
RREP packet towards the reverse path to the source node. The
RREP packet contains a destination sequence number which
is used to denote the freshness of the route [4].

Figure 1 shows the route establishment in the AODV-
based MANETs. The source node S generates an RREQ
packet and broadcasts the packet to its neighboring nodes 1,
2,and M. These nodes pass the packets further and the RREQ
packet reaches the destination D. The destination node selects
the reverse path having the less hop count and, therefore, the
RREQ from node 3 is discarded. Thus, the destination node
D generates an RREP packet and forwards it to node E which
then forwards the same to node S. In this way a path is formed
as S-M-D for data communication.

As aforementioned, every RREP packet contains a desti-
nation sequence number to indicate freshness of the route. A
sequence number adversary node in order to get involved in
the route sends a fabricated RREP packet with a higher des-
tination sequence number despite having a route towards the
destination [2]. The operation of the AODV protocol in the
presence of adversary node is shown in Figure 2. A legitimate
internal node M turns into an adversary node which discards
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FIGURE 2: Operation of adversary during route discovery [3, 4].
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FIGURE 3: Operation of adversary during data transmission [3].

an RREQ packet which is supposed to be rebroadcasted to
establish a path to the node D. Instead the adversary node
M generates a forged reply packet with a higher destination
sequence number and sends it on the reverse path towards the
node S with a motive to deceive the source S that the node M
is having a fresher valid route towards the destination D. As
a result, the source node S gets the impression that node M
has a fresher route to the destination D. On the other hand,
the source node S ignores the benign RREP packet received
from the node 1 which is generated by the destination node
D as the RREP has a lower sequence number and higher
hop count as compared to those received from the fabricated
RREP generated by the adversary node M.

Once the route is formed through the adversary node M,
the source node S starts sending the data packets. Node M
after receiving the data packet may either forward or drop
that packet. The same is illustrated in Figure 3. The adversary
node may act as a genuine node for some time duration and as
a malicious node for the remaining time [2, 20]. This unpre-
dictive nature of the adversary makes its detection not so easy.

3. Related Work

Sequence number attacks degrade the network performance
by taking the advantage of lack of security mechanism in
the reactive routing protocols [3]. This has provided the
motivation to researchers to incorporate distinct types of
safety mechanisms in the routing protocols. In this section
we discuss various security approaches which detect the
adversary nodes either during the route discovery phase or
during the data transmission phase.

3.1 Detection during Data Transmission Phase. An Extended
Data Routing Information (EDRI) approach presented in
[26] detects the adversaries by keeping the track of the
data packets sent and received to and from the neighboring
nodes in the EDRI table. This approach keeps the track of
the neighboring nodes regarding the forwarding of the data
packets with the help of promiscuous mode. If a neighboring
node drops data packets more than predefined threshold,
the neighboring node is considered as an adversary node.
An enhancement to the EDRI approach is presented in
[27] which includes a preventive mechanism along with the
detection mechanism by using an alarm packet to alert all
the nodes in the network about the detected malicious nodes
with the help of data routing tables. A trust based approach
is presented in [1, 28] where the nodes are assigned a trust
value based on the past data communication. The trust value
for the node is updated on the basis of the number of packets
sent by the node. The node receiving the RREP accepts it if
the forwarding node is marked as trusted node in the routing
table; otherwise that RREP packet is discarded. A cooperation
based defense mechanism (CBDM) scheme is presented in
[29] where the cooperation value is calculated for every node
using the probabilistic model. If the cooperation value of a
node crosses the threshold value then that node is considered
as suspicious node. As an additional check, a bait request
is sent to the suspicious node and if the suspicious node
replies to that request, then that node is considered to be
malicious node. Another trust based approach is presented
in [30] which makes the use of the contradiction mechanism
where the data transmission is facilitated via the nodes having
higher trust value. The trust value is calculated on the basis of
the packets exchanged between the nodes.

3.2. Detection during the Route Discovery Time. The peak
value calculation approach is presented in [31-33] where
the node receiving the RREP packet calculates a threshold
value of the destination sequence number. This threshold
value is calculated with the help of the three parameters,
namely, number of RREQs received and the number of RREPs
received and the routing table sequence number. If the RREP
received by the node contains a higher sequence number
than the calculated threshold value, that RREP packet is
discarded and the sender of that RREP packet is considered
as a malicious node and that malicious node is excluded
from the route. A cooperative bait detection scheme is pre-
sented in [34] where the source node selects the cooperating
neighbor as the bait destination address. The source node
then generates a bait request selecting the neighbor as the
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(1) Discard the received RREQ
2) If (RREQ is NOT for me) then

(1) If (data packet is NOT for me) then
(2) If (Packet_ID mod Random(1,3) == 0) then

Procedure 1: Actions by the malicious node after receiving an RREQ

(3) If (valid fresher route is available in the routing table) then

(4) Fill up RREP with Dest_Seqno=Routing_table_Dest_Seqno+Random(1,7) and Hop_Count=Random(1,3)
(5) Unicast the forged RREP on the reverse path to the source

(6) End If

(7) Else

(8) Fill up RREP with own Seqno and Hop_Count=1

9) Unicast the genuine RREP on the reverse path to the source

(10) End If

Procedure 2: Actions by the malicious node after receiving a data packet from the source node

3) Drop the data packet received from the source
(4) Else

(5) Forward the data packet

(6) End If

(7) Else

(8) Receive the data packet for me

) End If

ALGORITHM 1: Operation of adversary during Route discovery and data transmission [1, 3] (Algorithm 1 is reproduced from Rutvij et al.
(2015), ([under the Creative Commons Attribution License/public domain)).

destination and then broadcasts the bait request for a route to
that destination. If the node receiving the bait request sends
the reply, that node is considered as a malicious node. A graph
based approach is presented in [35] where the nodes with
their neighbors for a graph like structure where every node
monitors the control packets delivery of the neighboring
nodes. Based upon the frequency of the communication, the
nodes are assigned a fielder value which helps in deciding the
next hop for the discovering the route.

4. Adversary Model

An enhanced and powerful adversary model is provided in [1,
3,10]. In this model, the adversary node, as soon as it receives
an RREQ packet, it generates a fabricated RREP packet which
will have a marginally higher sequence number to attract the
source node to form a path through it. The adversary node
may generate this RREP packet even though it does not have
a route towards the destination.

In this adversary model, the attacker node just incre-
ments the value of the destination sequence number by
a random smaller value which keeps the fake destination
number marginally higher. The adversary node then adds
the fabricated and fraudulent destination sequence number
and hop count values into the RREP packet. This mode of
operation makes the detection of an attacker’s presence in
the network more difficult. Once one or more adversary
nodes get into the route they may pretend to be as a benign
node for some time period and carry out packet forwarding
misbehaviors for other time periods [3].

The operations of the adversary during the route dis-
covery phase and during the data transmission phase are
shown in Algorithm 1 [1]. As shown in the algorithm, when

the adversary node receives an RREQ packet, it fetches the
destination sequence number form the routing table and
adds a marginally incremented random value to that in order
to forge the destination sequence number for the RREP
packet. In addition, it enters a random hop count field in
the fabricated RREP packet. The adversary node thus fools
the source node about having the fresher and shorter route
to the destination, and, as a result, it becomes part of this
bogus route. The adversary now starts packet forwarding
misbehavior by dropping the data packets in a random way.
The nature of this capricious adversary makes its detection
very difficult.

5. Proposed Work

The proposed approach, sequence number prediction based
bait detection scheme (SNPBDS), attempts to detect the
adversary nodes during the route discovery phase. This
proactive detection during route discovery is imperative in
several critical applications where we cannot afford to lose the
data packets.

SNPBDS provides advancement to the SNBDS scheme
presented in [3]. SNPBDS adds various fields in the routing
table and in the neighbor table. A field for recording the past
sequence numbers for a node is added in the routing table
and the status field is added in the neighbor table to mark
the status of the neighboring node as normal, suspicious, or
malicious. Whenever any node receives an RREQ or RREP
packet for a destination node, the past data field in the routing
table is updated. Using the past sequence number history,
we use linear regression technique to predict the highest
destination sequence number possible for the RREP packet
sent by the replying node.
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5.1. Linear Regression Technique of Predicting Sequence Num-
ber [25]. The linear regression is defined with the help of a
plot on the X- and Y-axis. There are two lines of regression
that of Y on X and X on Y. The line of regression of Y on X is
given by Y = g+ a, X where g, and a, are unknown constants
known as intercept and slope of the equation. This is used to
predict the unknown value of the variable Y when value of the
variable X is known. The equation for prediction is as follows:

Y =a,+a,X )

The equations for calculating a, and a, are as follows:

_ nY XY= X%y
TR} =
ay=y-a;x 3)

Using (1), (2), and (3), we can predict the value Y which
is based on X. In addition, to improve prediction we find
error at every point and based on this error we improve our
prediction. The equation for the calculating the error is as
follows:

M=

' (y; — ap — ayx;) (4)

1

n
min Zei =

i=1
Equation (4) defines the error at a particular point.
Based on the last error, we can improve our prediction by
performing addition and subtraction of the error value to the

predicted value. The equation for the final predicted value is
as follows:

Il
—

P=Y+e (5)

5.2. Application of Linear Regression in SNPBDS. Using linear
regression technique discussed above, we now tend to predict
the threshold value of the destination sequence number
which is sent in the RREP packet by the neighboring node.
We calculate the destination sequence number based on the
time factor. We assume time (denoted as T) as the value of
X and the sequence number (denoted as N) as the value of
Y in (1). For predicting the new value of N, we need the past
records of N and T. Table 1 shows the past history of the values
of T and N.

As shown in Table 1, as we have 5 records till now, we
take n=5. Now we wish to predict the threshold value of the
destination sequence number for the received RREP packet.

According to (1) we have

N=agy+aT (6)

So now we first calculate the values of a, and a, using (2)
and (3). According to (2) we have

_ nY TN, =Y T; Y N,

1= 2
”ZTiZ - (Z Ti)
L - 3X30147 - 432 x 287 (7)
' 5% 44202 - 287 * 287
a; = 0.19295

5
According to (3) we have
ay=N-a,T
ag = 57.4—0.19295 x 86.4 (8)
a, = 40.72912
Replacing the values of (7) and (8) in (1) we have
N =40.72912 + 0.19295 x T 9)

We want to predict the value of the destination sequence
number at time of 160 seconds. Therefore, we take the value
of T=160.

N =40.72912 + 0.19295 x 160
(10)
N =71.60112

Even though we calculated the value of N, it contains
some error. To address it, we use (4). We calculate the error
at time 138 and the sequence number at that time is 96.
Therefore, we calculate

e =96-40.72912 - 0.19295 x 138

D
e = 28.64378

Now accumulating the error in the predictive value
according to (5) we get

P=N+e
P =71.60112 + 28.64378 (12)
P =100.2449

Thus by the use of linear regression technique, at time
of 160 seconds, the predicted threshold of the destination
sequence number is 100.

5.3. SNPBDS Methodology. This section describes the oper-
ations of the nodes adopting SNPDS while receiving RREQ
and RREP packets.

5.3.1. Actions Performed by the Node Receiving the RREQ
Packet. When a node receives an RREQ packet, it first checks
the status of the node sending the RREQ packet in the
neighbor table. If the status of the node in the neighbor
table is marked as malicious, the node discards that RREQ
packet. If the status of the node that has sent the RREQ packet
has its status as normal, then the node receiving the RREQ
packet will update the routing table entry for that particular
destination.

(1) Algorithm. The steps followed by the node after receiving
RREQ packet are shown in Algorithm 2.

5.3.2. Actions Performed by the Node Receiving the RREP
Packet. The node receiving an RREP packet checks the
status of the node forwarding the RREP packet in the
neighbor table. If the status for that node is malicious,
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Procedure 1: Actions by the node after receiving an RREQ
(1)  Retrieve the Status of the node forwarding RREQ packet
(2) If (Status == malicious ) then
(3) Discard the RREQ packet
(4) EndIf
(5)  ElseIf (valid fresher route is available in the routing table) then
(6) Generate the RREP packet and forward it towards the Source Node.
(7) EndIf
(8) Else
9) Update the Routing Information and forward the RREQ further.
(10)  Exit

ALGORITHM 2: Operation of node after receiving RREQ packet.

(2) If (Status == malicious) then

Procedure 1: Actions by the node after receiving an RREQ
(1) Retrieve the Status of the node forwarding RREP packet

(3) Discard the RREP packet

(4) End If

(5) Else If (Status==normal) then

(6) Evaluate the predictive seq. number (PRED_SEQNO)

(7) End If

(8)  If (DEST_SEQNO > PRED_SEQNO)

9) Status=suspicious

(10) Update the Status of the node in the neighboring table.

(11)  EndIf

(12)  Else

(13) Perform the normal routing operations.

(14)  If (Status = suspicious)

(15) Send BAIT_REQUEST to suspicious node

(16)  Endif

(17)  If (BAIT_REPLY received)

(18) Change the status of the node from suspicious to malicious
(19) Delete the routing entry for the malicious node.

(20) Initiate a local route discovery process to find an alternate route to the destination.
(21) EndIf

(22)  Else

(23) Change the Status from suspicious to normal and perform regular routing operations
(24)  Exit

ALGORITHM 3: Operation of node after receiving RREP packet.

the received RREP packet is discarded. If the status value
for the forwarding node is normal, the linear regression
technique is employed to predict the threshold value of
the destination sequence number based on the historical
data. If the predicted destination sequence number is greater
than the destination sequence number in the received RREP
packet, the routing table is updated if necessary and the
RREP is forwarded towards the source node. If the predicted
sequence number is less than the destination sequence num-
ber received in the RREP packet, the receiving node marks
the status of the node sending RREP packet as suspicious.
The receiving node then sends a bait (forged) request packet
to the suspicious node. If the suspicious node responds to
the bait request, status of the suspicious node is changed
from suspicious to malicious in the neighboring table and

the RREP is discarded. The routing table entry having the
malicious node as next hop node is then deleted and a local
route discovery process is initiated to discover an alternate
route. However, if the suspicious node does not reply to the
bait request, the suspicious status of the node is changed back
to normal. The steps followed by the node receiving RREP
packet are depicted in Algorithm 3.

(1) Algorithm. See Algorithm 3.

5.4. Hllustrative Example. As shown in Figure 4, the source
node S wants to communicate to destination node D. The
source node S generates the route request packet RQIl and
broadcasts it to its neighbor nodes 1 and 2. Nodes 1 and 2
then add the necessary information in RQI and generate the
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TABLE 1: Historical data based on time.
T N T*N T+T
30 17 510 900
67 49 3283 4489
85 58 4930 7225
12 73 8176 12544
138 96 13248 19044
Total = 432 Total =287 Total = 30147 Total = 44202
TABLE 2: Parameters of request and reply packets.
RQI RQ2 RQ3 RQ4 RP1 RP2 RP3 RP4
Source IP S 1 2 3 D 3 1 M
Dest Seq, No. 15 15 15 15 17 17 17 17+5=22
Origin IP S S S S S S S S
Destination IP D D D D D D
Hop Count 1 2 2 3 1 2 3 2

FIGURE 4: Route discovery process for a path from node S to node
D.

packet RQ2 and RQ3, respectively, and forward it to their
respective neighboring nodes 3 and M. Node 3 after adding
the necessary information in RQ2 generates the packet RQ4
and forwards it to the destination node D. The destination
node D generates the RREP packet and sends that packet
through node 3 to the source node S as shown in Figure 4.

Node M behaving mischievously does not forward the
RQ3 packet to node D. Rather it discards the request packet
and generates a fabricated reply packet RP4 and sends it to
node 2 as shown in Figure 7. The malicious node M randomly
increments the destination sequence number by 3 and sets the
hop count to 2 and inserts this fabricated information in the
RREP packet RP4

The contents of the route request packets (RQI1, RQ2,
RQ3, and RQ4) and route reply packets (RP1, RP2, RP3, and
RP4) are shown in Table 2.

Node 2, after receiving the fabricated reply packet RP4,
checks the status value for node M in the neighbor table. If

Node | Status

M | malicious

RP4 RP1

)

FIGURE 5: Avoiding the RREP from the malicious node.

the status value is equal to malicious, node 2 immediately
discards the reply packet which is shown in Figure 5.

If the status value of node M in the neighbor table of node
2 is normal, node 2 applies the linear regression technique to
predict the value of the destination sequence number. Node 2
now predicts the threshold value of the destination sequence
number by considering the past history data of the sequence
numbers. The collection of such data is shown in Table 3.
The table shows that the predicted value of the destination
sequence number is 10 which is less than the destination
sequence number received in RP4 sent by M. Therefore, node
2 marks the status of node M as suspicious in the neighbor
table.

As shown in Figure 6, when status of the node M changes
from normal to suspicious, node 2 generates a bait request
packet BRQI. This is a dummy request packet to verify
whether the suspicious node blindly replies to the request or
not.

Node M, which is marked as suspicious, after receiving
the bait request generates a reply BRP1 and sends it to node 2
as shown in Figure 7. Node 2 receives the packet BRP1in reply
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TaBLE 3: Collection of past sequence numbers.
Node Dest Time Seq No Historical Data
Time Seq No.
55 6
M D 115 10 o o
115 8
115 10
TABLE 4: Parameters of bait request packet and its reply.
BRQ1 BRP1 @
Source IP 4 4
DestSeq, No. 22 24 4
Origin IP s s Node| Status
Destination IP D M | Malicious
Hop Count 0 0
BRP1
FIGURE 7: Node M replies to bait request.
Node Status

)

M | Suspicious

®

FIGURE 6: Node 2 sends bait request to node M.

BRQ1

to the bait request. Therefore, node 2 now marks the status of
the node M as malicious and updates the value of status from
suspicious to malicious.

The parameters of BRQ1 and BRP1 are shown in Table 4.

Node 2 after marking the status of node M as malicious
discards the RREP packet and deletes the routing table entry
having the node M as the next hop node. As a result, the node
M is not allowed to enter the route. Node 2 now initiates a
local route discovery process for the destination for which the
routing table entry is discarded

6. Simulation Results and Analysis

6.1. Experimental Setup. In our experiments, we carry out
simulations on the NS-2 simulator [36]. In order to prove that
the SNPBDS approach provides better performance com-
pared to the SNBDS approach, we compare the performance
of both the approaches by varying various network param-
eters. For our experimental work, we select the maximum
simulation time of 200 seconds with the terrain area of
1500 m x 1500 m. The performance of SNPBDS approach
is compared with the simple AODV protocol, the AODV
protocol with the adversary, and the SNBDS approach. The

performance comparison of various approaches is based on
the performance metrics such as packet delivery ratio and
routing overhead. The detailed simulation parameters are
shown in Table 5.

6.2. Result Analysis. We perform various tests to evaluate the
performance AODV protocol, AODV protocol with adver-
sary node, SNBDS approach, and the SNPBDS approach. The
metrics selected for the evaluation of the approaches are the
packet delivery ratio (PDR) and routing overhead. Packet
delivery ratio (PDR) is defined as the ratio of the number of
packets received by the destination to the number of packets
sent by the source node [2]. Routing overhead refers to the
ratio of the control packets transmitted to the ratio of the
data packets transmitted [2]. The various test cases for the
evaluation of the performance of different approaches are
discussed below.

6.2.1. Test 1: Varying Number of Adversary Nodes. Figure 8(a)
shows the graph of the packet delivery ratio of the various
protocols. We have evaluated the PDR by varying the attacker
count. The number of nodes in the network is 100. The
range of the number of attacker nodes varies from 0% to
40% of the number of nodes in the network. Figure 8(a)
shows the decrease of the PDR with the increase of the
number of attacker nodes. The PDR of the AODV protocol
in the presence of adversaries decreases from 80% to 50%
with the increase in the number of adversaries. The SNPBDS
approach provides the PDR in the range of 83% to 70%,
The graph shows that the PDR of the SNPBDS approach
is higher than the SNBDS approach. Figure 8(b) shows the
graph of the routing overheard of the network operating
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TABLE 5: Simulation parameters.

Parameters Values

Simulator NS§2.35

Routing Protocols AODV, Attackerl, SNBDS, SNPBDS

Coverage Area 1500m x 1500 m

Mobility Model Random Way Point

Simulation Time 200s

Number of nodes (varying) 50 - 100

Maximum Mobility (varying) 5mto25m/s

Pause time (varying) 5-25s

No. of Connections (varying) 2to10

Transmission Rate (varying)

5 to 25 packets per second
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FIGURE 8: Performance comparison by varying number of adversary nodes.

with different protocols by varying the number of attacker
nodes in the network. The routing overhead in the AODV
protocol ranges from 3.0 to 6.0 with the increase in the
number of adversaries. The routing overhead of the SNPBDS
approach is in the range of 0 to L5 whereas the routing
overhead of SNBDS approach falls in the range of 0.2 to
2.0. Thus SNPBDS protocol produces lower routing overhead
compared to AODV protocol and SNBDS protocol. This is
because the SNPBDS protocol eliminates the malicious node
which results in the reduction of the frequency of route
discovery which in turn leads to lower routing overhead.

6.2.2. Test 2: Varying Mobility Speed. Figure 9(a) shows the
PDR of the protocols by keeping the number of nodes and
the number of attacker nodes fixed and varying the mobility
speed. The number of nodes is 100 and the attacker nodes
count is 10% of the total number of nodes. We vary the
mobility speed of the nodes from 5m/s to 25m/s. We can
see that, with the increase in the mobility speed, the PDR
of AODV protocol gradually decreases from around 90% to
70%. With the attacker’s interference, the PDR appears to be

in the range of 60 to 65% with the varying speeds of the
nodes. The SNBDS approach has PDR range of 70% to 82%.
The SNPBDS approach provides the PDR of around 76% to
83%. Thus the performance of SNPBDS is better than the
SNBDS approach. Figure 9(b) shows the routing overhead
of the network by varying the mobility speed while keeping
other parameters intact. The routing overhead of the SNPBDS
approach is in the range of 0 to 1 which is better compared
to SNBDS approach having routing overhead in the range of
1 to 3 and AODV protocol having the routing overhead in
the range of 3 to 7 with the increase in the mobility speed.
The results show that the effect of increase of mobility speed
does not have a great impact on the value of routing overhead
whereas, in AODV protocol and SNBDS approach, the
routing overhead increases with the increase in the mobility
speed which is due to the larger number of route discoveries.

6.2.3. Test 3: Varying Transmission Rate. Figure 10(a) shows
the packet delivery ratios of various protocols under the
effect of variable transmission speed. Varying the number of
packets sent per unit time also impacts the performance of
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FIGURE 10: Performance comparison by varying transmission rate.

the network. We take the same number of nodes as 100 and
10% nodes as attacker nodes. Here we take a constant mobility
speed for all the nodes and we vary the transmission speed
from 5 packets per second to 25 packets per second. From
the figure we observe that the PDR of all the protocols tend
to decrease with the increase of the transmission speed. The
AODV protocol provides the PDR in the range of 65 to 90%.
In the presence of attacker nodes, the PDR declines from
around 60% to 25% with the increase in the transmission
speed. The SNBDS approach has the PDR in the range of 66%
to 80%. The SNPBDS approach results in the PDR in the range
of 70% to 81%. Thus in the presence of attacker nodes and
by varying the transmission speeds, the SNPBDS approach
provides better performance compared to SNBDS approach.
Figure 10(b) shows the routing overhead incurred in the

network while varying the transmission rate of packets and
keeping other parameters intact. The routing overhead of the
AODV protocol with the variation in the transmission time
ranges from 4.5 to 7.5 which is very high compared to SNBDS
approach having routing overhead of 1. The SNPBDS has the
lowest routing overhead of 0.1 to 0.2. Figure 10 shows that the
SNPBDS approach results in the steady routing overhead with
the increase in the transmission rate of packets

6.2.4. Test 4: Varying Number of Nodes. Figure 11(a) shows the
performance of the network by varying the number of nodes
in the network. We take 10% of the nodes as the adversary
nodes. The mobility speed and the transmission speed of the
nodes are kept the same. The number of nodes varies from
60 to 100. We observe that the PDR of the network in the
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FIGURE 12: Performance comparison by varying simulation time.

attacker’s presence is very low in the range of 40 to 60%. The
SNBDS approach results in the PDR range of approximately
60 to 75% while the SNPBDS approach results in the PDR
range of 70 to around 80%. Thus SNPBDS approach provides
better results compared to SNBDS approach. Figure 11(b)
depicts the routing overhead in the network obtained by
varying the number of nodes in the network. The results
show that the AODV protocol has lower routing protocol
with the increase in the number of nodes. This is because as
the number of nodes increases, the network becomes denser
and nodes have path to majority of the destinations which
results in sending of RREP packet from the intermediate
nodes. As a result the RREP does not reach the destination
which results in lower number of RREQ and RREP packets.
This reduces the routing overhead in AODV protocol. The

SNPBDS approach has better results compared to AODV and
SNBDS approach. This is because the attacker is eliminated
from the route during the route discovery which would result
in increase of data packets without rediscovering the route.

6.2.5. Test 5: Varying Simulation Time. Figure 12(a) shows
the performance of the network by varying the simulation
time. We keep all the parameters as fixed and just vary
the simulation time from 100 seconds to 300 seconds. The
results show that the PDR reduces with the increase in the
simulation time. The PDR in the presence of adversaries
without any security mechanism falls in the range of 55% to
63%. The SNPBDS approach provides the PDR in the range
of 70% to 84% compared to the SNBDS approach which
provides the PDR in the range of 67% to 83%. Thus the
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performance of SNPBDS is again better than the performance
of the AODV protocol under the presence of adversaries
and the SNBDS protocol. Figure 12(b) depicts the routing
overhead of the network operating with the AODV, SNBDS,
and SNPBDS approach by varying the simulation time and
keeping other parameters intact. The routing overhead of
the ADOV protocol goes from 4.7 to 6.0 with the increase
of the simulation time. The routing overhead of the SNBDS
approach is approximately around 0.8 to 0.9 which is higher
compared to the SNPBDS approach which provides the
routing overhead of 0.1 to 0.3. The results show that the
SNPBDS approach has lower routing overhead due to the
fact that the prediction algorithm will work for the entire
simulation and the more the simulation time we have the
more the past data we will have and the closer the value of
predicted sequence number we will have. So this would result
in lower routing overhead compared to other approaches.

6.2.6. Test 6: Varying Pause Time. Figure13(a) shows the
performance of the network by varying the pause time. The
pause time is varied from 5 seconds to 25 seconds while
keeping the other parameters intact. The PDR of the SNPBDS
resides in the range of 72% to 78% which is better compared
to SNBDS approach having the PDR range of 70% to 76% and
AODV protocol with adversaries having PDR in the range
of 60% to 62%. The results show that the PDR in SNPBDS
approach is better than the SNBDS approach and the AODV
protocol in the presence of attacker nodes. Figure 13(b) shows
the routing overhead incurred in the network by varying
the pause time while other parameters are kept intact. The
SNPBDS approach produces the lower routing overhead
of 0.2 compared to SNBDS approach having the routing
overhead of 1. The AODV protocol provides very high routing
overhead of 5 to 8 with the variation in the pause time.
The SNPBDS approach provides the lowest routing overhead
compared to the three approaches shown in Figure 13(b).

7. Conclusion

The nodes in MANET need to depend on other nodes to
facilitate communication in the network. The characteristics
of MANET provide great value to the adversaries which tend
to degrade the network performance. Our proposed proactive
scheme (SNPBDS) counters the threat of such adversaries
by predicting adversaries in the route discovery phase. The
proposed scheme attempts to prevent the adversaries form
entering the route and, hence, increases the packet delivery
rate and thereby the quality-of-services. The prediction of the
destination sequence number and the bait request provide a
double security check to confirm the status of the node as
malicious. The scheme is evaluated under various network
conditions against a strong adversary model. The perfor-
mance evaluation of SNPBDS against SNBDS shows that
SNPBDS provides considerable improvement packet delivery
rate and normalized routing overhead.

The scheme can be enhanced by implementing hybrid
approach (proactive and reactive) which would provide
two-layer security during route discovery as well as data
transmission.
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Data used to support the findings of this study are available
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