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The intrusion detection models (IDMs) based on machine learning play a vital role in the security protection of the network
environment, and, by learning the characteristics of the network traffic, these IDMs can divide the network traffic into normal
behavior or attack behavior automatically. However, existing IDMs cannot solve the imbalance of traffic distribution, while ignoring
the temporal relationship within traffic, which result in the reduction of the detection performance of the IDM and increase the
false alarm rate, especially for low-frequency attacks. So, in this paper, we propose a new combined IDM called LA-GRU based
on a novel imbalanced learning method and gated recurrent unit (GRU) neural network. In the proposed model, a modified local
adaptive synthetic minority oversampling technique (LA-SMOTE) algorithm is provided to handle imbalanced traffic, and then
the GRU neural network based on deep learning theory is used to implement the anomaly detection of traffic. The experimental
results evaluated on the NSL-KDD dataset confirm that, compared with the existing state-of-the-art IDMs, the proposed model
not only obtains excellent overall detection performance with a low false alarm rate but also more effectively solves the learning
problem of imbalanced traffic distribution.

1. Introduction

With the development of information technology, the Inter-
net has penetrated into every aspect of people’s work and
life, bringing great convenience. However, attacks on the
Internet have also emerged in an endless stream, and the
means of invading the computer system have been increased,
presenting a trend of intelligentialization and collectivization.
Besides, the frequent occurrence of network attacks not only
does damage the interests of netizens but also poses threats
and challenges to social economy and national security.
Therefore, in order to protect the security of the system,
as an active and dynamic defense technology, the research
and application of intrusion detection technology (IDT) are
increasingly important. IDTs collect and analyze certain key
information on the networks and hosts, then detect whether
there is an event or behavior that violates the security policy,
and alert the detected event.

Traditional IDTs include misuse detection and anomaly
detection [1]. An intrusion detection model (IDM) based
on misuse detection first encodes known attack signa-
tures and possible system defects and stores them in the
knowledge base, and then the monitored network traffic is
matched with the attack patterns in the knowledge base.
When some matches are successful, it indicates that intru-
sion behaviors have occurred and trigger a correspond-
ing response mechanism at the same time. The advantage
of this IDT is the fact that it can establish an effective
IDM in a targeted manner with low false alarm rate.
However, the disadvantage is that it is incapable of acting
on unknown intrusions and variants of known invasive
activities. By contrast, IDM based on anomaly detection
establishes the normal workingmode of the protected objects
and believes that any behavior that deviates from the nor-
mal behavior pattern to a certain degree is an intrusion
event. Its biggest strength is that it can detect attacks that
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have never been seen before but has a high false positive
rate.

So as to overcome the shortcomings of traditional IDSs,
researchers have introduced many machine learning algo-
rithms such as support vector machines (SVM) [2], artificial
neural networks (ANN) [3], and decision trees (DT) [4] into
the construction of IDMs and have achieved very satisfactory
results. The machine learning algorithms have strong self-
adaptive and dynamic learning ability, can quickly adjust
the detection target according to the change of the network
environment, and avoid the shortage of traditional IDTs
that require a large amount of domain specialist knowledge.
However, IDMs based on machine learning still have the
following deficiencies.

(a) It is difficult to detect low-frequency attacks. First,
anomaly traffic is far less than normal traffic in quantity,
which makes it difficult for IDMs to capture classification
features, resulting in the fact that the machine learning algo-
rithms cannot effectively establish the detection model of the
attack behaviors. Secondly, the machine learning algorithms
do not take into account the overall data distribution in the
detection process [5], so that the decision function will be
biased towards the majority samples, and the low-frequency
attack samples are ignored as noise points, thus producing the
wrong detection results.

(b) IDMs do not consider temporal relationship between
traffic samples. The existing IDMs generally consider the
traffic data distribution as a whole to fit the sample values
in the data space. Therefore, the model cannot form effective
memory for the traffic samples that have been detected
before, resulting in a low detection rate of the model and
waste of computing resources in some cases.

Therefore, in order to deal with the above two problems
at the same time, we propose a new combined IDM based
on local adaptive synthetic minority oversampling technique
(LA-SMOTE) algorithm and gated recurrent unit (GRU)
neural network in this paper, named LA-GRU. The LA-
GRU model consists of two phases. In the first phase, LA-
SMOTE oversamples low-frequency attack samples adap-
tively to increase the number of low-frequency attack samples
from the data level, which helps the classifiers to learn more
fully the characteristics of low-frequency attack samples. In
the second stage, we use GRU tomine temporal relationships
between traffic samples and detect the new dataset generated
in the first stage, and different experiments are performed
on the NSL-KDD dataset to evaluate the performance of
LA-GRU. The main contributions of this paper are as fol-
lows.

(a) This paper improves the synthetic minority oversam-
pling algorithm (SMOTE) [6] and proposes a new local adap-
tive SMOTE algorithm (LA-SMOTE). LA-SMOTE divides
low-frequency attack samples into different regions based on
the difference in the number of low-frequency attack samples
of the same class in the nearest neighbors, and then different
synthetic strategies are used for low-frequency attack samples
in different regions. Compared with the SMOTE algorithm,
the proposed algorithm can achieve the same detection
performance by synthesizing fewer new samples, thereby
reducing computational costs and resource consumption.

(b) The GRU neural network based on deep learning
theory is used to construct the IDM and perform intrusion
detection because the temporal relationship between the
traffic samples is an important classification feature, which
can improve the overall detection ability and detection speed
of the model. In addition, GRU has the ability of time series
prediction and can detect unknown attack samples.

(c) In order to accelerate the training of the model while
avoiding the training process falling into a local optimum,
the adaptive moment estimation (Adam) gradient descent
optimization algorithm [7] is used to assist the training of the
GRU.

The remainder of the paper is organized as follows.
Section 2 briefly introduces relevant works related to imbal-
anced learning problem and deep learning methods used in
intrusion detection. The proposed model and methodology
for intrusion detection are specified in Section 3 and then, in
Section 4, introduction of our test bed, datasets, and exper-
imental preparation process is presented. The experimental
results, comparisons, and discussion are given in Section 5.
Finally, we conclude and propose the next step in Section 6.

2. Relevant Work

Although the IDMs based on machine learning technologies
have powerful detection capabilities and self-adaptive ability
to face changes in the network environment, they are still
affected by the impact of imbalanced data distribution. For
example, Al-Yaseen et al. [8] used support vector machine
andmodifiedK-means algorithm to build amultilayer hybrid
IDM. However, this model has a very poor detection rate for
low-frequency attack samples of user to root attacks (U2R)
and remote to local attacks (R2L) in theKDDCUP99 dataset,
only 21.93% and 31.39%, respectively, far below the detection
rate of other high-frequency samples.

Therefore, researchers began to find a way out of this
dilemma. Parsaei et al. [9] proposed combining the SMOTE
with the cluster center and nearest neighbor to perform
intrusion detection and improved the detection rate of low-
frequency samples from the data level. From the algorithm
level, Akyol et al. [10] constructed a multilevel hybrid
classifier, based on the multilayer perceptron (selected as
the first layer) and C4.5 Decision Tree Algorithm (selected
as the second layer), which also achieved good detection
results for low-frequency attack samples. Besides, feature
selection methods are also helpful to improve the detection
performance of low-frequency attacks. Papamartzivanos et
al. [11] used decision tree and genetic algorithm to select
features that are beneficial to detect low-frequency attacks,
and then the detection rate of U2R and R2L is increased to
76.92% and 83.75%, respectively. Zhu et al. [12] proposed
an improved nondominated sorting genetic algorithm (I-
NSGA) to implement feature selection by adding a new niche
preservation procedure in the traditional NSGA, and the
experimental results showed that while maintaining high
detection rate and low computational complexity, I-NSGA
can deal with imbalanced problem very well.

As an emerging and popular theory, the development
of deep learning also plays an important role in intrusion
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Figure 1: The schematic diagram of the LA-SMOTE algorithm. In the figure, circles denote high-frequency samples, rectangles denote low-
frequency samples, triangles denote synthesized samples, and pentagon denotes the mean value point of the low-frequency samples in DPR.
(a) Regional division. (b) Sample generation in IPR. (c) Sample generation in DPR.

detection, especially in the process of large-scale data
processing. Wang et al. [13] proposed an IDM based on
convolutional neural network to reduce the false alarm rate
withmillions of samples. Shone et al. [14] used nonsymmetric
deep autoencoder and random forests to achieve
unsupervised feature learning and intrusion detection, which
achieved high detection rate while reducing the training
time of the model. In addition to the field of traditional
network security, Diro et al. [15] utilized the self-learning
and compression characteristics of deep neural networks to
propose a distributed IDM for the Internet ofThings, and the
experimental results have proved that the deepmodel is more
effective than the previous shallowmodels. Similarly,Ma et al.
[16] combined deep neural networks with spectral clustering
algorithms to propose a hybrid intrusion detection model
for wireless sensor networks and achieved higher detection
rates and accuracy in real environments. Loukas et al. [17]
developed a new vehicle-based IDS based on recurrent neural
network and deep neural network architecture, which opened
up a new research path for the safety of vehicle systems.

By summarizing and analyzing the current state-of-
the-art methods, we believe that although existing IDMs
have achieved good detection performance, there are still
areas where improvement can be made. To the best of our
knowledge, no one has yet built an IMD by combining
the deep learning algorithm with the processing method of
imbalanced data distribution, and at the same time it takes the
temporal relationship between traffic into account, which are
the research highlights of the proposed model in this paper.

3. Methodology

In this section, we introduce the basic theory and implemen-
tation rules of the improved LA-SMOTE algorithm and how
to use the GRU to capture temporal information and perform
anomaly detection of traffic samples.

3.1. LA-SMOTE Algorithm. As an effective oversampling
algorithm, SMOTE [6] algorithm achieves the increment
of low-frequency samples by performing random and lin-
ear interpolation between low-frequency samples and their
congeneric nearest neighbors. The advantage of the SMOTE

algorithm is that it generates new samples during the over-
sampling process, instead of monotonously replicating the
original samples, which avoids the increase of erroneous
samples and facilitating the classification process of the
classifiers. However, the SMOTE algorithm not only does
not consider the spatial distribution dispersion of the low-
frequency sample and the problem of outliers processing
but also increases the number of all low-frequency samples,
resulting in a waste of some computing resources. Therefore,
in order to solve the above problems and make oversampling
algorithm suitable for intrusion detection, a new local adap-
tive SMOTE algorithm (LA-SMOTE) is proposed based on
the SMOTE algorithm in this paper.

For each low-frequency sample 𝑥, we select its 𝑘 near-
est neighbors and calculate the number of high-frequency
samples contained in 𝑘 nearest neighbors, which is denoted
by 𝑘ℎ. Then, according to the size of 𝑘ℎ, we assign each
low-frequency sample to different regions. We believe that
there are differences in the difficulty of classification of low-
frequency samples in different regions. Therefore, different
methods are used to process low-frequency samples in
different regions.

The LA-SMOTE algorithm is divided into the following
three steps.

Step 1 (regional division). (a) If (𝑘ℎ = 𝑘), it indicates that
there are no congeneric samples in the 𝑘 nearest neighbors
of the low-frequency sample 𝑥. We call such low-frequency
samples outliers and assign them to the independent point
region (IPR).

(b) If (𝑘/2 ≤ 𝑘ℎ < 𝑘), it indicates that the number of high-
frequency samples in the nearest neighbors is greater than the
number of low-frequency samples.We call the low-frequency
samples in such cases dangerous points and assign them to
the danger point domain (DPR).

(c) If (0 ≤ 𝑘ℎ < 𝑘/2), it indicates that the number of high-
frequency samples in the nearest neighbor is less than the
number of low-frequency samples.We call the low-frequency
samples in this case secure points and divide them into the
safety point domain (SPR).

The schematic diagram of the regional division according
to the above rules is shown in Figure 1(a).
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Step 2 (sample generation). (a) For low-frequency samples
belonging to IPR, unlike areas such as image processing, they
should not be considered as noise and ignored in intrusion
detection.Therefore, similar to the SMOTE algorithm, a new
sample is generated between the low-frequency sample and
its nearest neighbor high-frequency samples according to (1)
and schematic diagram is shown in Figure 1(b).

𝑥𝑛𝑒𝑤 = 𝑥 + 𝑢[0,1] (𝑥ℎ − 𝑥) (1)

where 𝑥𝑛𝑒𝑤 is the newly generated low-frequency sample,
𝑥ℎ is the high-frequency sample in IPR, and 𝑢[0,1] ∈ [0, 1] is
a random number.

(b) For low-frequency samples that belong to DPR,
they are mixed with high-frequency samples under such
circumstances, and the spatial distribution dispersion of low-
frequency sample set is high. Therefore, we calculate and
select the mean of all low-frequency samples in DPR as the
center of class, and new samples are inserted between the low-
frequency samples and the center point to reduce the spatial
distribution dispersion of the newly generated low-frequency
sample set, so that the low-frequency samples are more easily
identified. The generation rule is shown in (2) and (3), and
the schematic diagram is shown in Figure 1(c).

𝑥𝑚 =
1

𝑘 − 𝑘ℎ

𝑘−𝑘ℎ

∑
𝑖=1

𝑥𝑖 (2)

𝑥𝑛𝑒𝑤 = 𝑥 + 𝑢[0,1] (𝑥𝑚 − 𝑥) (3)

where 𝑥𝑚 is the mean of all low-frequency samples in
DPR.

(c) For low-frequency samples that belong to SPR, we
believe that such low-frequency samples are not easily mis-
classified, so no action is required to generate new samples.

Step 3 (add timestamp for new samples). The IDM presented
in this paper regards the temporal relationship between
network traffic as part of the classification feature; however,
the new samples are synthesized artificially using the LA-
SMOTE algorithm on the basis of the actual samples, and
there is no realistic temporal relationship between new
samples and original samples. Therefore, it is necessary to
add timestamp for the new synthesized samples thus making
them suitable for the GRU.

From Step 2, we can know that there is a linear rela-
tionship between the new samples in the IPR and DPR and
the original low-frequency samples used to generate new
samples; thus we believe that these new samples not only have
similar classification characteristics with the original low-
frequency samples but also are closer in timing relationship.
Therefore, after input low-frequency samples, we input new
samples generated by them accordingly. In particular, the
multiple new samples synthesized by the same original
sample in IPR are inputted in sequence according to the order
of their generation.

3.2. Gated Recurrent Unit. Deep neural network (DNN)
breaks through the limitations of shallow networks in terms

of sample classification and feature extraction and has a
strong ability of nonlinear fitting. However, the traditional
DNNs do not take into account the temporal relationship
between the classified samples, resulting in the loss of
some information in classification process. The proposal and
development of the recurrent neural network (RNN) [18]
effectively solve the problem of timing dependence. RNN
introduces the feedback connection between the hidden layer
units, so that the network can retain the learned information
to the current moment and determine the final output results
of the network togetherwith the input of the currentmoment.
The effectiveness of the RNN in solving timing problems
has been validated in many research areas and has yielded
many encouraging results, such as image description [19],
speech recognition [20], and machine translation [21]. In
addition, RNN is also used for the prediction of events
related to time series, such as stock prediction [22, 23].
However, in the process of training, RNN faces the problemof
vanishing gradients, which leads to the failure of the network
to converge normally, and RNN cannot overcome the impact
of long-term dependencies [24].

Many network structures for improving the RNN are
proposed, and one of the most widely used and effective
structures is the Long Short Term Memory (LSTM) [25].
The difference between LSTM and RNN is that LSTM adds
a “processor” to judge whether the information is useful or
not, which is called cell. A cell includes three gates, called
input gate, forget gate, and output gate, respectively. When
past and new information enter the cell of LSTM, it can be
judged according to the rules whether it is useful, only the
information that is consistent with the authentication of the
algorithm will be left, and the incompatible information will
be forgotten through the forget gate.The current state-of-the-
art research results and literatures [26–28] show that LSTM is
an effective technology for solving long-term dependencies,
and, moreover, the problem of vanishing gradients can also
be alleviated through gating mechanism.

As the most popular variant of LSTM, gated recurrent
unit (GRU) [29] simplifies the gated structure in LSTM’s cell
and uses reset gate and update gate to replace three gates in
LSTM, inwhich the reset gate determines how to combine the
new input information with the previous memory, and the
update gate defines how much of the previous information
needs to be saved to the current time step. GRU has also
achieved satisfactory results in many popular research areas
[30, 31], and, compared with LSTM, GRU can save more
training time and computing resources.

Illustration for the unfolded structures of GRU is shown
in Figure 2.The basic calculation process of GRU is shown in
the following equations.

(a) Candidate State

ℎ̃𝑡 = 𝑔 (𝑊𝑓ℎ𝑥𝑡 +𝑊𝑟ℎ (ℎ𝑡−1 ⊙ 𝑟𝑡) + 𝜑ℎ) (4)

(b) Reset Gate

𝑟𝑡 = 𝑓 (𝑊𝑓𝑟𝑥𝑡 +𝑊𝑟𝑟ℎ𝑡−1 + 𝜑𝑟) (5)
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Figure 2: Illustration for the unfolded structures of GRU.

(c) Update Gate

𝑧𝑡 = 𝑓 (𝑊𝑓𝑧𝑥𝑡 +𝑊𝑟𝑧ℎ𝑡−1 + 𝜑𝑧) (6)

(d) Current State

ℎ𝑡 = (1 − 𝑧𝑡) ⊙ ℎ̃𝑡 + 𝑧𝑡 ⊙ ℎ𝑡−1 (7)

where 𝑟𝑡 and 𝑧𝑡 denote the output vector of the reset
gate and update gate at current time step 𝑡, while ℎ𝑡 and
ℎ̃𝑡 denote the state vector and the candidate state vector
at the current time step 𝑡, respectively. 𝜑ℎ ∈ 𝑅𝑛×1, 𝜑𝑟 ∈
𝑅𝑛×1, and 𝜑𝑧 ∈ 𝑅𝑛×1 are the bias vectors. 𝑊𝑓ℎ ∈ 𝑅𝑛×𝑚,
𝑊𝑓𝑟 ∈ 𝑅𝑛×𝑚, and𝑊𝑓𝑧 ∈ 𝑅𝑛×𝑚 are the weight matrices of the
feed-forward connections, respectively. Besides,𝑊𝑟ℎ ∈ 𝑅𝑛×𝑛,
𝑊𝑟𝑟 ∈ 𝑅𝑛×𝑛, and 𝑊𝑟𝑧 ∈ 𝑅𝑛×𝑛 are the weight matrices of
the recurrent connections, respectively. In particular, weights
sharing mechanism is applied to different time steps 𝑡. ⊙ rep-
resents the operational rule of element-wise multiplications
between vectors. 𝑔(⋅) and 𝑓(⋅) denote neuronal activation
functions, where 𝑔(⋅) is the tanh function and 𝑓(⋅) is the
sigmoid function in this paper.

Due to the multiobjective classification involved in the
experiments, Softmax classifier is used as the final output
layer of GRU in this paper:

𝑠𝑜𝑓𝑡𝑚𝑎𝑥 (𝑦𝑖) =
𝑒𝑦𝑖

∑𝐼𝑖=1 𝑒𝑦𝑖
(8)

where 𝑦𝑖 represents the ith element of the GRU’s output
vector and satisfies ∑𝐼𝑖=1 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑦𝑖) = 1. 𝐼 is the dimension
of the output vector.
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Figure 3: The framework of the proposed LA-GRU IDM.

The cross-entropy loss function is selected for the error
function. Besides, in order to accelerate the gradient descent
in the process of error backpropagation, the adaptivemoment
estimation (Adam) [7] algorithm is used as optimizer tomake
the GRU converge as soon as possible and avoid parameter
values falling into the local optimal.

4. Experimental Setup

4.1. LA-GRU Overview. The framework of the proposed LA-
GRU intrusion detection model is shown in Figure 3. First,
the preprocessing operations including numericalization and
normalization are performed on the original dataset so that
the samples are suitable for oversampling algorithm andGRU
network. Then we divide the processed dataset into training
datasets and testing datasets. After that, we use the proposed
LA-SMOTE algorithm to process the low-frequency attack
samples in the training datasets and use the new datasets
after oversampling to train the GRU network so that optimal
weights are obtained. Testing datasets are used to verify
the validity of the model. Finally, it sends alerts to user if
the attack behaviors are detected, and the unknown attack
samples which are detected in the testing datasets are reinput
into the LA-GRUmodel. After processing by the LA-SMOTE
algorithm, the unknown attack samples are input into the
GRU network to continue fine-tuning weights in order to
improve the robustness of the model.

Figure 4 shows the placement of the LA-GRU model
proposed in this paper in the actual network environment.
Since the primary purpose of IDM is to discover attacks
that are internal to the system or host, the LA-GRU should
be placed behind the firewall and complement each other’s
advantages. In the real application process, the LA-GRU
is trained and tuned using the manually processed actual
network traffic dataset, and the obtained optimal model is
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Figure 4: The network architecture of the proposed LA-GRU IDM.

Table 1: Distribution of samples in NSL-KDD dataset.

Dataset Normal Attack Total
DOS Probing R2L U2R

Training 67343 45927 11656 995 52 125973
Testing 9691 7457 2421 2754 220 22543

placed at the important nodes of the network to detect the
data transmitted through the Internet or other hosts. For
traffic flow that is detected and considered to be normal
behavior, it is allowed to flow through the node and be
transmitted to the destination via router or switch. For
traffic flow considered to be attack behavior, the user is
alerted through the computer interaction interface and the
corresponding measures are taken to prevent the protected
network from being affected. In addition, the database needs
to be updated periodically and the LA-GRU is also updated
during the detection process to maintain the stability.

4.2. Dataset. The simulation experiments in this paper are
based on the NSL-KDD [32] dataset to verify the validity
of the proposed model. The NSL-KDD dataset is improved
on the KDD CUP 99 dataset [33] and is one of the most
commonly used standard datasets for intrusion detection.
Besides, the NSL-KDD dataset removes the redundant data
contained in the KDD CUP 99 dataset and adds new attack
types and samples not included in the training dataset into
the testing dataset to verify the detection performance of the
IDM for unknown attacks. The NSL-KDD dataset consists
of 125973 training samples and 22543 testing samples, in
which the attack samples are divided into four types: denial
of service attacks (DOS), probing attacks (Probe), remote
to local attacks (R2L), and user to root attacks (U2R); the
specific distribution of the attack types and numbers is shown
in Table 1.

To accelerate the experimental process, we sample
the original samples in NSL-KDD dataset randomly and

Table 2: Size and distribution of samples in new dataset.

No. Training set Testing set
Normal Attacks Normal Attacks

1 12323 2853 5324 4645
2 13864 3298 4795 3926
3 10756 2901 5674 4209
4 11348 2988 5352 3874
5 10466 3109 5168 3982

reassemble the extracted samples into multiple new indepen-
dent datasets, as shown in Table 2. The samples in the new
datasets after sampling still maintain the original arrange-
ment order, in order to preserve the temporal relationship
between the samples. In particular, because U2R’s training
samples are not enough to sample, they are all retained
in every new training dataset. Moreover, independent and
repeated experiments on each new dataset are carried out
several times in the experiment, and 10-fold cross-validation
is performed at the same time to ensure that the final
experimental results have good unbiasedness and reference.

4.3. Data Preprocessing. Each sample in the NSL-KDD
dataset consists of 41 attribute features, including 38 numeric
attribute features and 3 symbolic attribute features. Data
preprocessing includes two steps: (a) transform the symbolic
attribute features into numeric attribute features and (b) per-
form the minimum-maximum normalization on the feature
values.

(a) Numeralization. The input of the classifier requires that
the data must be a numeric vector, so that three symbolic
features of Protocol type (including 3 different symbolic
feature values), Service (including 70 different symbolic
feature values), and Flag (including 11 different symbolic
feature values) in the NSL-KDD dataset need to be mapped
into binary numeric features. For example, we use (0,0,1),
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Table 3: Size and distribution of samples in new dataset.

Algorithm Parameter Value

LA-SMOTE Number of nearest neighbors 65
Over-sampling rate 600%

GRU

Number of nodes in input layer 122
Number of neurons in hidden layer 75
Number of neurons in output layer 5

Batch size 500

Adam

Step size 0.001
First-order exponential damping decrement 0.9

Second-order exponential damping decrement 0.999
Non-zero constant 10−8

(0,1,0), and (1,0,0) to represent TCP, UDP, and ICMP in
Protocol type, respectively. Therefore, after the operation of
numericalization is completed, the feature dimension of the
dataset increases from 41 to 122 dimensions. Similarly, the
category labels of attacks are transformed into numerical
vectors in the same way.

(b) Normalization. Perform the minimum-maximum nor-
malization on the original feature values so that the values
of the features are in the same order of magnitude, which
is suitable for the comparative evaluation of the detection
performance and reduces the overhead of the computational
resources. Linearly map the numeric feature values to the
range [0, 1] as shown in (9).

𝑥𝑛𝑒𝑤 =
𝑥 − 𝑥𝑚𝑖𝑛
𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛

(9)

4.4. Metrics. In order to show the experimental results more
intuitive, evaluation indicators including ACC (accuracy),
DR (detection rate), and FAR (false alarm rate) are adopted
to evaluate the detection performance and effectiveness of
the proposed model and compare it with other state-of-the-
art intrusion detection models and methods. The calculation
rules of these evaluation indicators are obtained as fol-
lows:

𝐴𝐶𝐶 = 𝑇𝑁 + 𝑇𝑃
𝑇𝑁 + 𝑇𝑃 + 𝐹𝑁 + 𝐹𝑃

(10)

𝐷𝑅 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(11)

𝐹𝐴𝑅 = 𝐹𝑃
𝐹𝑃 + 𝑇𝑁

(12)

where TP represents the true positive, which means nor-
mal samples are predicted as normal correctly, TN represents
the true negative, which means attack behaviors are correctly
detected, FP represents the false positive, which means
attack behaviors are classified as normal mistakenly, and FN
represents false negative, which means normal samples are
predicted asmaliciouswrongly. Besides, the training time and
testing time for differentmodels are denoted by 𝑡𝑡𝑟𝑎𝑖𝑛 and 𝑡𝑡𝑒𝑠𝑡,
respectively.

4.5. Model Parameters. The parameters of the model pro-
posed in this paper mainly include the following:

(a)The number of neurons in the input layer, output layer,
and hidden layer of the GRU network and batch size during
network training.

(b) The number of nearest neighbors and oversampling
rate of the LA-SMOTE algorithm.

(c) The parameters of Adam algorithm, including step
size and first-order and second-order exponential damping
decrement and nonzero constant.

The specific parameter values used in the experiments are
shown in Table 3. Among them, the number of neurons in
hidden layer of the GRU, the number of nearest neighbors,
and oversampling rate of the LA-SMOTE algorithm need to
be determined through experiments. The selection process
of these parameters is described in Sections 5.1, 5.2, and 5.3,
respectively.

The number of neurons in the input layer and output
layer is 122 and 5, respectively, because the input vector is
122-dimensional and the experiments in this paper are five-
category classification. Besides, existing studies have shown
[34] that the batch size affects the final experimental results. A
small batch size can easily affect the optimization of themodel
and lead to overfitting, while a large batch size decreases the
model’s convergence speed. Therefore, given the size of the
dataset and the memory capacity used in our experiments,
the batch size is set to 500.Theparameters inAdamalgorithm
are based on the author’s recommendation [7].

5. Experimental Results and Discussion

The simulation software platformwe have used in our experi-
ments is TensorFlow, which is one of themost convenient and
popular deep learning frameworks. Meanwhile, a desktop,
with Intel Core i7-8700K hexa-core processor, 128G SSD,
16G RAM, and Windows 10 operating system, is selected
as the hardware platform to run the empirical experiments.
The experiments in this paper can be divided into two
parts: the selection process of optimal parameters and the
comparison of differentmodels. All experiments are based on
new datasets produced byNSL-KDD. Specifically, the content
of the experiments mainly includes the following items:
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Table 4: Experimental results of different numbers of hidden
neurons.

Network Structure ACC(%) DR(%) FAR(%)
[122, 200, 5] 99.33 99.28 0.098
[122, 150, 5] 99.32 99.16 0.106
[122, 122, 5] 99.24 99.16 0.112
[122, 105, 5] 99.13 99.05 0.128
[122, 90, 5] 99.11 98.97 0.131
[122, 75, 5] 99.04 98.92 0.134
[122, 60, 5] 98.32 97.93 0.137
[122, 45, 5] 91.34 90.99 0.343
[122, 35, 5] 88.90 88.09 0.441
[122, 20, 5] 84.41 83.21 0.562
[122, 5, 5] 72.57 71.74 0.741

(a) Evaluate the impact of the number of neurons in
hidden layer on the experimental results and select the
optimal value.

(b) Evaluate the impact of the number of nearest neigh-
bors on the experimental results and select the optimal value.

(c) Evaluate the impact of oversampling rate on the
experimental results and select the optimal value.

(d) Obtain the best experimental results of proposed
model and compare with other state-of-the-art IDMs based
on imbalanced learning and shallow and deep learning
methods, respectively.

5.1. Impact of the Number of Hidden Neurons. The number
of input neurons in the GRU network is determined by the
dimension of the input vector, and the number of output
neurons is determined by the output class. However, there is
no fixed selectionmethod for the number of hidden neurons,
which needs to be adaptively adjusted according to different
experimental objectives. Table 4 shows the effect of different
numbers of hidden neurons on the detection results of the
model and Figure 4 shows the training time and testing
time.

From Table 4, it can be concluded that as the number of
hidden neurons increases, the overall detection performance
of themodel is also improved.However, the training time and
testing time of the model have a nonlinear relationship with
the number of hidden neurons as can be seen in Figure 5.
When the number of hidden neurons exceeds a certain
threshold, the training time and testing time of the model
increase dramatically, but the detection performance does not
change significantly. For example, for the experiments in this
paper, the ACC and DR of the model only increase by 0.22%
and 0.36%, respectively, when the number of hidden neurons
increases from 75 to 200, but the training time and testing
time increase by 7.09 times and 2.41 times.

The reason for the above experimental results is mainly
because there are three activation functions in the network
structure of GRU, and each activation function requires a
certain number of neurons to implement the function of the
gating mechanism, and the number of neurons required for
each activation function is the same, so that the time required

4.53
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Figure 5:The effect of the number of hiddenneurons on the training
and testing time.

for model training and testing is greatly influenced by the
number of hidden neurons.

5.2. Impact of the Number of Nearest Neighbors. Before
oversampling, firstly LA-SMOTE algorithm needs to select
the nearest neighbors for each low-frequency attack sample
and then divides the low-frequency samples into different
sets according to the number of high-frequency samples
contained in the nearest neighbor set and takes different
methods to improve the number of low-frequency samples.
Therefore, the number of nearest neighbors will affect the
process of dividing the sample set and further change the
incremental mode of the low-frequency sample.

On the one hand, if more nearest neighbors are selected,
the proportion of high-frequency samples contained in the
nearest neighbor set will increase, which may cause low-
frequency samples that originally belong to the SPR to be
grouped into DPR, and eventually unnecessary new samples
are synthesized, resulting in a rise in false alarm rates. On
the other hand, the insufficient number of nearest neighbors
may result in the low-frequency samples in the DPR being
reclassified into SPR and failing to synthesize new samples
effectively.

We summarized the experimental results for the number
of nearest neighbors in the range of 0 to 100 and Figure 6
clearly shows the effect of different numbers of nearest
neighbors on the detection performance of the proposed
model. It can be seen from (a) and (b) in Figure 6, as the
number of nearest neighbors increases, the ACC and DR
gradually increase until a steady state is reached. Additionally,
Figure 6(c) shows that the FAR has continuously declined
to the minimum point and then increases slightly again.
Therefore, after comprehensive consideration, we believe that
the detection performance of the model reaches the optimal
result when the number of nearest neighbors is 65.
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Figure 6: Experimental results of the proposed model with different number of nearest neighbors in LA-SMOTE. (a) ACC. (b) DR. (c) FAR.
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Figure 7: Experimental results of the proposed model with different oversampling rate in LA-SMOTE. (a) ACC. (b) DR. (c) FAR.

5.3. Impact of the Size of Oversampling Rate. The oversam-
pling rate in the LA-SMOTE algorithm is a crucial parameter
that has a direct impact on the model’s performance and
detection results. Figure 7 shows the effect of different over-
sampling rates (range from 100% to 1000%) on the perfor-
mance of the model. From Figure 7, we can see that when the
oversampling rate is less than 600%, although the ACC and
DR are in a rising trend, the model does not achieve the opti-
mal results, indicating that attack behaviors cannot be effec-
tively classified with these values of the oversampling rate.
Conversely, when the oversampling rate is higher than 600%,
the ACC and DR of the model remain basically unchanged,
but the increase in FAR is more obvious, which is mainly
because LA-SMOTE has produced superfluous new samples.

In a word, although the classification accuracy and detec-
tion rate of low-frequency attack samples are proportional to
the number of low-frequency attack samples, that is, themore
low-frequency attack samples we have, the higher ACC and
DR will be, but, at the same time, the excess new generated
attack samples will also lead to the enhancement of FAR
and the increase of the training time of the model, so, in
the follow-up experiments, the oversampling rate of 600% is
adopted.

5.4. Comparison of Different Methods. In the first place, in
order to verify the validity of the proposed LA-SMOTE
algorithm, we set up the comparative experiments to test
the effect of different oversampling algorithms on the per-
formance of the IDM and the experimental results are
shown in Table 5. In Table 5, GRU+Nothing indicates that no
oversampling algorithm is used during the establishment of
the model, while GRU+Oversampling indicates that only the
basic oversampling algorithm is used to replicate the low-
frequency samples. Similarly, GRU+SMOTE and GRU+LA-
SMOTE indicate the use of SMOTE and LA-SMOTE algo-
rithms, respectively, to process low-frequency samples. All
oversampling algorithms used the same oversampling rate
during the experiments.

From the experimental results in Table 5, it can be seen
that the four methods have approximately the same detection
performance for the three high-frequency sample types of
Normal, DOS, and Probing. However, for R2L and U2L, the
low-frequency attack samples in NSL-KDD dataset, the use
of oversampling algorithms greatly improves the detection
performance of the IDM. Furthermore, the performance of
SMOTE algorithm and LA-SMOTE algorithm is better than
that of the basic oversampling algorithm.
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Table 5: Experimental results of different oversampling algorithms on the detection performance of the model.

Method Metrics Category GRU’s Training Time
Normal DOS Probing R2L U2L

GRU+Nothing DR(%) 99.19 99.08 98.94 49.32 37.85 3.88s
FAR(%) -- 0.026 0.026 0.694 0.843

GRU+Oversampling DR(%) 99.15 99.14 99.21 88.59 83.73 5.39s
FAR(%) -- 0.020 0.019 0.158 0.193

GRU+SMOTE DR(%) 99.19 99.24 99.16 98.78 98.24 5.31s
FAR(%) -- 0.018 0.027 0.041 0.049

GRU+LA-SMOTE DR(%) 99.21 99.16 99.20 98.34 98.61 4.53s
FAR(%) -- 0.021 0.025 0.036 0.052

Table 6: Comparison of overall detection performance among different IDMs.

Method ACC(%) DR(%) FAR(%) Dataset Training Dataset Size

Imbalanced Learning

CANN+SMOTE[9] 98.99 99.56 0.557 NSL-KDD 125,973
MHCVF[10] 98.04 95.57 1.38 KDD CUP 99 494,021

DENDRON[11] 97.55 95.97 1.08 NSL-KDD 125,973
I-NGSA[12] 99.37 99.24 N/A NSL-KDD 125,973

Shallow Learning

SVM[2] 94.22 92.99 3.46 KDD CUP 99 145,585
OS-ELM[3] 98.66 99.01 1.74 NSL-KDD 125,973
TLMD[4] 93.32 93.11 0.761 KDD CUP 99 86,000
GA-LR[35] 99.90 99.81 0.105 KDD CUP 99 494,021

Deep Learning

CNN+LSTM[13] 99.68 97.78 0.07 KDD CUP 99 2,466,929
S-NADE[14] 97.85 97.85 2.15 KDD CUP 99 494,021
DNN[15] 99.20 99.27 0.85 NSL-KDD 125,973

SCDNN[16] 92.03 92.23 7.90 NSL-KDD 62,986
Proposed Method LA-GRU 99.04 98.92 0.134 NSL-KDD 73,906

In terms of the training time of the model, although
the oversampling algorithms increase the time required for
model training, we believe that the significant improvement
in the detection performance of the low-frequency attack
is worthwhile. Specifically, the training time of GRU based
on the LA-SMOTE algorithm presented in this paper is
shorter than that of the SMOTE algorithm and the basic
oversampling algorithm, which shows that the LA-SMOTE
algorithm is more effective in synthesizing new samples and
can make the classifier achieve the same detection effect
by generating fewer new samples compared to the existing
oversampling algorithms.

To further demonstrate the effectiveness of the proposed
method, different IDMs proposed in the existing literatures
have been selected for comparison, including imbalanced
data learning methods, shallow learning methods, and deep
learning methods. Besides, in order to make the comparison
experiments more detailed and cover more state-of-the-art
IDMs, the methodologies using the KDD CUP 99 dataset for
experiments are also added to the experimental comparison.

The overall detection performance of different models is
shown in Table 6. From the comparison results in Table 6,
it can be seen that, compared with other imbalanced learn-
ing methods, the proposed LA-GRU model uses the least
training samples to achieve the optimal FAR. In terms of

ACC and DR, the I-NSGA model proposed in [12] and the
CANN+SMOTE model proposed in [9] have achieved the
best results, respectively. In contrast, although the ACC and
DR of the proposed LA-GRU are slightly inferior to those
of the above two detection models, we believe that they are
still promising results (around 99%) and reach the average
detection level.

In comparison experiments between the LA-GRUmodel
and the shallow learning models, the GA-LR reported in [32]
obtained the best results in all three evaluation indicators
and are slightly higher than the model we proposed. But GA-
LR used nearly 500,000 samples during the training process,
far more than the number of training samples we used.
Therefore, in the same experimental environment, we think
that the training time of the GA-LR model is more than the
model presented in this paper, which also proves that the LA-
GRU’s convergence ability is better than the GA-LR, and it is
more in line with the real-time requirement of real network.

The similar results also appear in the comparison experi-
ments between LA-GRU and other deep learningmodels. For
these deep learning models, both the CNN+LSTM [13] and
DNN [15] obtain higher ACC than the proposed LA-GRU.
In addition, the DR obtained by the DNN model is 0.35%
higher than that of the proposed LA-GRU, and the FAR of
CNN+LSTM is 0.64% lower than that of LA-GRU slightly.
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Table 7: Comparison of detection rate among different IDMs for five-category classification.

Method Normal DOS Probe R2L U2R

Imbalanced Learning

CANN+SMOTE[9] N/A N/A N/A 92.97 55.91
MHCVF[10] 94.29 99.99 99.39 80.00 84.05

DENDRON[11] 98.98 95.94 97.17 83.75 76.92
I-NGSA[12] 99.58 99.59 96.47 84.61 88.95

Shallow Learning

SVM[2] 96.16 98.06 57.36 22.24 14.29
OS-ELM[3] 99.07 99.14 90.35 56.75 78.10
TLMD[4] 99.24 98.57 93.77 56.20 75.71
GA-LR[32] 99.97 99.98 98.44 95.48 52.17

Deep Learning

CNN+LSTM[13] N/A 99.10 83.35 74.19 64.25
S-NADE[14] 99.49 99.79 98.74 9.31 0.00
DNN[15] 97.43 99.5 99.00 91.00 91.00

SCDNN[16] 98.42 97.23 80.23 11.4 6.88
Proposed Method LA-GRU 99.21 99.16 99.20 98.34 98.61

However, the number of training samples used by the above
two models in [13, 15] is also much larger than our model.
In particular, although the SCDNN model proposed in [16]
is the only model in all comparison experiments that uses
less training samples than the proposed LA-GRU, its overall
detection performance is also the worst among all models.

Table 7 provides the comparison of detection rate
between different IDMs for five-category classification. From
Table 7, we can clearly see that the LA-GRU model not only
performs very well in high-frequency attack detection, but,
more importantly, in the low-frequency attack detection, the
detection rate of 98.34% and 98.61% for R2L and U2R is
obtained, respectively, which exceeds all the other IDMs and
became the best experimental results.

To sum up, through the analysis of the comparison
experimental results in Tables 6 and 7, we think that although,
compared with other IDMs, the proposed LA-GRU does not
achieve the best results in the overall detection performance,
it still meets the expected requirements and has achieved
good results. The advantage of LA-GRU is that its detection
rate of low-frequency attack samples, for R2L and U2R, is
much higher than all other IDMs. Moreover, the number of
training samples used in our experiment is also less than the
average level of other IDMs, which means that LA-GRU can
reach the optimal state faster and reduce the consumption
of computing resources. Therefore, we believe that the LA-
GRU model has achieved the best comprehensive detection
performance among the existing IDMs.

6. Conclusion and Future Work

In this paper, we propose a new combined IDM called
LA-GRU to solve the existing problems in the IDMs con-
structed by utilizing machine learning theory. First, based on
SMOTE algorithm, a new local adaptive SMOTE algorithm
is proposed to solve the problem of poor detection rate of
low-frequency attack traffic. Then, the GRU neural network
is used as the classifier to complete the anomaly traffic
detection while mining the existing temporal relationship

between input samples. The experimental results of simu-
lation verification on NSL-KDD dataset show that, on the
one hand, compared with SMOTE algorithm, LA-SMOTE
algorithm adjusts the imbalanced fitting trend of machine
learning algorithms for high-frequency and low-frequency
traffic and improves the detection rate of low-frequency
attacks by generating fewer new samples, thereby reducing
resource consumption and speeding up the classification
process of the classifier. On the other hand, compared with
other mainstream and state-of-the-art IDMs, the use of the
GRU makes the IDM achieve outstanding and satisfactory
results in terms of both overall detection performance and
multiobjective detection because the GRU has utilized the
temporal relationship existing within the traffic.

However, there are still many deficiencies in our work. In
the future plans, the first intention is to verify the validity of
the proposed model ulteriorly by using new intrusion detec-
tion dataset or real-world network traffic. Second, we will use
new deep learningmethods to achieve feature compression of
input samples rather than intrusion detection, making IDMs
close to meeting real-time requirements.
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