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We study jamming attacks in the physical layer of multihop cognitive radio networks (MHCRNs) where energy-constrained relays
forward information from the source to the destination. Meanwhile, a jammer can transmit interfering signals on a channel such
that all ongoing transmissions on this channel will be corrupted. In this paper, all jammers can attack only one of the predefined
channels in each time slot. Moreover, they can randomly switch channels to start jamming another channel at the beginning of
every time slot. The switching behavior is assumed to follow a Gaussian distribution. Due to limited battery capacity in the relays,
energy harvesting is utilized to solve the energy-constrained problem in the cognitive radio network. Subsequently, relays are able
to harvest energy from non-radio frequency (non-RF) signals such as solar, wind, or temperature. In this paper, we determine the
throughput/delay ratio as a key metric to evaluate the performance inMHCRNs. Owing to the limited battery capacity in the relays
and the jamming problem, the source needs to select proper relays and channels for each data transmission frame to optimize
overall network performance in terms of end-to-end delay, throughput, and energy efficiency. Therefore, we provide two novel
multihop allocation schemes to maximize achievable end-to-end throughput while minimizing delay in the presence of jammers.
Through simulation results, we validate the effectiveness of the proposed schemes under multiple jamming attacks in MHCRNs.

1. Introduction

The cognitive radio network (CRN) has become a key solu-
tion for inefficient spectrum utilization due to its dynamic
spectrum sharing. Cognitive radio users are allowed to share
the spectrum bands, which are licensed to the primary users
(PUs) [1–4]. By periodically sensing and adapting to the envi-
ronment, secondary users (SUs) can utilize spectrum bands
that are not currently used by PUs [5, 6].This is considered an
overlay approach in CRN. For an underlay approach, SUs can
be allowed to concurrently use the spectrum bands originally
allocated to PUs only if interference is regulated to below an
acceptable threshold [7, 8]. Most of the previous works only
focused on the sensing and utilization of spectrum holes in
frequency or time domains. Meanwhile, improved utilization
of spectrum holes based on location information of the PUs
and the SUs has not been investigated in a systematic way.

Location information can help find spectrum holes, and
a cognitive user may be encouraged to use the spectrum
owned by the primary user furthest away to avoid severe
interference. The location information can be obtained by
using a global positioning system (GPS) or other localization
methods [9, 10].

However, cognitive radio has also encountered various
types of security threats, as well as challenges in the networks,
due to the open nature of the cognitive radio architecture
[11, 12]. Many studies have focused on practical attacks in
IEEE 802.11 networks at the physical (PHY) layer. One of the
serious attacks that affect CRN security is jamming, which
can be either a single-channel or a multiple-channel attack.
For a single-channel-jamming attack, a malicious attacker
continuously transmits high-power interfering signals on
a channel. As a result, current communications between
users on this channel are totally disrupted. Nevertheless, this
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jamming attack is not so effective because the attacker must
constantly transmit interference signals and, hence, requires
large energy consumption. Moreover, it is quite easy for users
to switch to other channels that are not jammed. In addition,
the attack can easily be detected due to the high-power inter-
ference signal. Subsequently, amore effective type of jamming
attack is to simultaneously jam multiple channels. However,
if the number of channels is high, this still requires too
much energy to attack. Unfortunately, by taking advantage
of cognitive radio technology, attackers can automatically
switch among all the channels to enhance the jamming.

To tackle jamming attacks, SUs first detect attackers by
collecting data on noise in the network to build a statistical
model [13]. With this, SUs are always able to differentiate
between interference signals and noise when the jammer
attacks a channel. There are two main strategies to defend
against attackers [14]. The first is to use frequency hopping,
such that as the SUs identify jamming attacks, they imme-
diately switch to other unjammed channels for transmission.
The second is to execute a spatial retreat in which the SUs
escape from the zone of the jamming to other positions out
of jamming range. However, the spatial retreat method may
induce SUs to drop their current communication.

Relaying is emerging as a key enabling solution to solve
problems in CRNs. For instance, relaying can improve the
system and secrecy capacity when the user suffers from
fading, shadowing, or malicious attacks [15]. Ruan and Lau
[16] and Zhang et al. [17] conducted joint power allocation
and hop-relay selection to maximize end-to-end throughput
and enhance power savings. Wang et al. [18] proposed a
routing mechanism to avoid malicious relays and minimize
routing delay.Wu et al. [19] also focused on defending against
jamming attacks using a Markov decision process, where
SUs can perform dynamic access to multiple channels for an
antijamming defense.

In recent times, energy harvesting has emerged as an
appealing technique to solve energy-constrained problems of
wireless networks. Energy harvesting can provide perpetual
energy for the battery without manual recharging or physical
replacement. In an energy-harvesting CRN, cognitive users
are powered by harvested energy either from non-RF signal
sources (solar, wind, temperature, etc.) [20] or from RF
signals from base stations [21, 22]. Xu et al. [23] investigated
the end-to-end throughput maximization problem in a mul-
tihop energy-harvesting cognitive radio network, and their
simulation results verified the superiority of a joint optimal
time and power allocation algorithm, compared to other
solutions, through different scenarios.

In this paper, we investigate spectrum allocation for mul-
tihop and multichannel transmissions of energy-harvesting
CRNs in the presence of jamming attacks. In addition, the
energy-constrained issue is also considered in this paper.
With an energy harvesting technique, energy-constrained
relays are able to harvest non-RF energy from the ambient
environment to maintain their operations. Subsequently,
we propose multihop channel allocation schemes to deal
with the jamming and constrained-energy problems. More
specifically, by estimating the considered quality of service
(QoS) (e.g., end-to-end throughput, delay time) through a

number of considered data frames, the source can select the
best channels and relays to optimize the network perfor-
mance (with high QoS) in the presence of jamming attacks.
Numerical results are presented to show that the proposed
schemes are superior, compared with optimal unrelated and
random schemes.

The remainder of this paper is organized as follows. In
Section 2, we describe the system model of multihop and
multichannel cognitive radio network. In Section 3, we define
the problem formulation of this paper. In Section 4, the
proposed schemes are presented. In Section 5, we validate the
proposed schemes through the simulation results. Finally, in
Section 6, we conclude the paper.

2. System Model

In the paper, we consider a multihop and multichannel data
transmission between a secondary transmitter (source) and a
receiver (destination) in which, due to a limited transmission
range, the source needs to select the best relays to forward
its data to the destination. The relays in this paper are
energy-constrained devices equipped with a non-RF energy-
harvesting component to prolong operation. Specifically,
relays are able to harvest energy from non-RF signals and
use it for spectrum sensing and data transmission phases.
This paper is an expanded version of [24], where the energy-
constrained problem was not taken into account. Thus,
obtaining the best relay that has a finite capacity battery, and
the best channel for MHCRNs in the context of jamming
attacks to optimize network performance, is a keymotivation
for this paper.

The network consists of a source (𝑆), a destination (𝐷),𝑁
relays (𝑅 = {𝑅𝑓 | 𝑓 = {1, 2, . . . , 𝑁}}), and𝑀 jammers (𝐽 ={𝐽𝑖 | 𝑖 = {1, 2, . . . ,𝑀}}). For the sake of simplicity, we assume
that both 𝑆 and 𝐷 have a fixed power supply such that they
always have enough energy to transmit and receive data. The
relays still can harvest energy while implementing sensing or
data communication phases. The total amount of harvested
energy in each relay is stored in a batterywith a finite capacity,𝑒ca.

The destination is located far from the source such that
they are currently not within transmission range of each
other.Therefore, relays are responsible for assisting the source
to transmit data frames to the destination, and there are𝑄 free
channels (𝐶 = {𝐶𝑘 | 𝑘 = {1, 2, . . . , 𝑄}}) in the CR network.
Before the data transmission phase, SUs perform spectrum
sensing to find out whether the channel is currently secure
(i.e., there is no jamming signal) or not.The source is assumed
to have the information on all relays (position, remaining
energy) at the beginning of each data frame time.Therefore, it
updates the information before selecting the relay to transfer
each data frame.

Figure 1 shows an example of source and destination
SU pair in the multihop and multichannel cognitive radio
network with the assistance of multiple relays in the presence
of attacks by multiple jammers. Each user can only transmit
the data within its transmission range, 𝑅𝑡. In this paper,
we consider a low mobility context in which the spectrum
environment varies slowly, such that we can conduct the user
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Figure 1: An example of source and destination SU pair in the
multihop andmultichannel cognitive radio network under jamming
attacks.

and channel assignment based on the location information
and the network topology must be updated periodically.
For such a spectrum allocation scenario, the source needs
to establish an optimal route to the destination and assign
suitable channels to every link in the route.Therefore, by pro-
viding a proper channel allocation scheme, we can guarantee
the highest secure data transmission along the whole route
while still minimizing the delay of the communications.

2.1. Random Channel Switch Model of Jammers. In the paper,
jammers independently attack channels, and each jammer
can only attack one channel in specific time slot 𝑡 within its
jamming range, 𝑅𝑗. An attacker starts jamming a channel at
the beginning of each time slot and can also automatically
switch to jam another channel for the next time slot. We
assume that the set of available channels defined for all
jammers is the same in the network. However, each jammer
randomly switches between channels over time slots accord-
ing to the jamming probability following the Gaussian distri-
bution.Therefore, the jammers may attack different channels
within their jamming range in two consecutive time slots. For
example, if a jammer 𝐽𝑖 attacks channel𝐶1 at time slot 𝑡, itmay
either switch to attack channel 𝐶2 or keep attacking channel𝐶1 at time slot 𝑡 + 1, based on the jamming probability.

We further assume that jammers always have enough
energy to attack the channels. Thus, they always attack
cognitive users in predefined channels. Besides, each jammer
has its own corresponding channel index during jamming
attacks on the network.The jamming probability of a jammer
on channel 𝐶𝑘 follows a Gaussian distribution:

𝑃𝐽𝑖 (𝐶𝑘) = 1
√2𝜋𝜎2𝑖

𝑒−(𝐼𝐶𝑘−𝜇𝑖)2/2𝜎2𝑖 , (1)

where 𝜇𝑖 and 𝜎2𝑖 are the channel-jamming index mean and
channel-jamming index variance, respectively, of jammer 𝐽𝑖,
and 𝐼𝐶𝑘 represents the index of channel 𝐶𝑘.

2.2. Energy-Harvesting Model. A relay is equipped with a
separate hardware component such that it can independently
harvest extra energy from the ambient environment over
every time slot. It harvests energy in both sensing and
transmission phases. Therefore, the energy harvested by
relays in the previous time slot will be stored in a finite
capacity battery and can be used for the next time slot.

Theharvested energy of relays in awhole time slot is given
as follows:

𝑒𝑅𝑓
ℎ
= {{{

𝜀, with probability 𝑃𝑅𝑓
ℎ

0, with probability (1 − 𝑃𝑅𝑓
ℎ
) , (2)

where 𝜀 represents the total amount of energy successfully
harvested by relay 𝑅𝑓. 𝑃𝑅𝑓

ℎ
is the probability of energy

successfully harvested by relay 𝑅𝑓.
In this paper, the time for completing the transmission of

a data frame is referred to as the frame time,𝑇fr. A data frame
sent fromevery subsource and subdestination pair is assumed
to take a time slot duration. It alsomeans that frame timemay
change for every frame due to the different chosen routes. Let𝑁ts denote the number of total time slots required to transfer
a frame from the source to destination over a chosen route.
Then, the harvested energy of relay 𝑅𝑓 after one frame time
will be given as

𝑒𝑅𝑓
ℎ,𝑁𝑘

= 𝜀ℎ𝑠, (3)

where ℎ𝑠 denotes the number of time slots successfully
harvested during 𝑁ts time slots. For simplicity in this paper,
we ignore the energy for the signal receiving circuit and
the energy for decoding at the relays. If a data frame is
transferred successfully from the source to destination, the
updated energy of relay 𝑅𝑓, which belongs to chosen route 𝑟∗𝑗
for data frame 𝐹𝑗 at the beginning of 𝑇𝑗th

fr , can be expressed as

𝐸𝑅𝑓
0,𝑗 = min (𝐸𝑅𝑓

0,𝑗−1 − 𝑒𝑠 − 𝑒𝑡 + 𝑒𝑅𝑓ℎ,𝑁𝑘 , 𝑒ca) , ∀𝑅𝑓 ∈ 𝑟∗𝑗 , (4)

where 𝐸𝑅𝑓
0,𝑗−1 represents the updated energy of relay 𝑅𝑓 at

the beginning of frame time 𝑇𝑗th−1

fr ; 𝑒𝑠, 𝑒𝑡, and 𝑒ca are sensing
energy, transmission energy, and battery capacity of the relay,
respectively. Meanwhile, the updated energy of other relays
that do not belong to chosen route 𝑟∗𝑗 for data frame 𝐹𝑗 at the
beginning of 𝑇𝑗th

fr is given by

𝐸𝑅𝑓
0,𝑗 = min (𝐸𝑅𝑓

0,𝑗−1 + 𝑒𝑅𝑓ℎ,𝑁𝑘 , 𝑒ca) , ∀𝑅𝑓 ∉ 𝑟∗𝑗 . (5)

3. Problem Formulation

In [24], we proposed a scheme to select the optimal route
and maximize the SU’s successful-transmission probability
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under the jamming attack scenario.The scheme is responsible
for finding all the best channels for each link (hop) in the
possible routes from the source to destination, wherein Ψmax

represents a set of possible routes that have the corresponding
maximum successful-transmission probability in 𝑃𝑟max

𝑠 . More
particularly, each link of a route in Ψmax is allocated the
best channel to forward data, which is denoted as a link-
channel pair.That is, a link-channel pair is defined as the best-
allocated channel for a link, which can be obtained through
the previous work [24]. Consequently, the proposed scheme
from that paper will be adopted as one part of these schemes
for the multihop channel allocation presented in this paper.

In this paper, we investigate the solution for dynamically
selecting the best routes (best relays and channels) to deliver
a number of data frames𝑁fr (from the source to destination)
such that the cognitive network can achieve the best perfor-
mance under the energy-constrained problem. By estimating
the throughput and delay over a number of specifically
considered data frames (described later in Section 4) for all
data frames, the problem formulation can be given as follows:

Ω∗ = {𝑟∗1 , 𝑟∗2 , . . . , 𝑟∗𝑁fr
} = argmax

𝑟𝑗∈Ψ

𝑁fr∑
𝑗=1

(𝜏𝑟𝑗𝑡𝑟𝑗 ) , (6)

where Ψ = {𝑟1, 𝑟2, . . . , 𝑟|Ψ|} represents a set of possible
routes (from source to destination); 𝜏𝑟𝑗 and 𝑡𝑟𝑗 are throughput
and delay of data frame 𝐹𝑗, respectively; Ω∗ including{𝑟∗1 , 𝑟∗2 , . . . , 𝑟∗𝑁fr

} represents a set of the best chosen routes
for each data frame (form first frame to the total number of
delivered frames),𝑁fr.This paper considers a strict constraint
where the energy of cognitive relays is limited, and jammers
can attack the channels in any time slot. Inefficient utilization
of relays and channels can significantly affect the throughput
and delay, as well as the utilized energy efficiency of the
system, especially in the case of energy-constrained devices
and jamming attacks. Hence, obtaining an optimal solution
formultihop cognitive communications is a challengingwork
in this study. In the next section, we describe two novel
schemes to solve this problem. A flow chart of the proposed
algorithm is depicted in Figure 2.

4. Multihop Channel Allocation Schemes

In this section, we provide two novel multihop channel allo-
cation schemes to solve the energy-constrained and jamming
problems, such that the source can choose the best link-
channel pairs for each data frame transmission.

The proposed algorithm is composed of a channel allo-
cation process and a route selection process. In channel
allocation process, we adopt a scheme in [24] wherein the set
of the best link-channel pairs of all routes from the source to
the destination is obtained. We merely consider the jamming
attack problem to allocate the best channel for each hop
between the source and destination. Subsequently, we get a
set of possible routes, Ψmax, with a set of link-channel pairs,
𝑆𝑟(𝑙𝑟V, 𝐶𝑙𝑟V

𝑘
), and a set of corresponding maximum successful-

transmission probabilities, 𝑃𝑟max

𝑠 . 𝑙𝑟V and 𝐶𝑙𝑟V
𝑘
represent the

link of route 𝑟 and the best chosen channel for link 𝑙𝑟V,
respectively. In the route selection process, we focus on
selecting the best route, which has the assigned channel
obtained from the channel allocation process, for each data
frame transmission to optimize the multihop cognitive radio
network performance.

In the second part, we provide two schemes to deal with
limited-energy devices. In particular, we provide schemes
to effectively select the best route for every data frame by
estimating the expected throughput and delay for a number
of considered data frames. Let us consider some formulas to
establish schemes before describing the main part in more
detail in the next subsection.

Theprobability that arbitrary user 𝑛 is attacked by jammer𝐽𝑖 on channel 𝐶𝑘 is 𝑃𝐽𝑖(𝐶𝑘, 𝑛) = 𝑃𝐽𝑖(𝐶𝑘) if user 𝑛 is located
within jamming range of jammer 𝐽𝑖. Otherwise, 𝐽𝑖 cannot
attack user 𝑛 due to the jamming range limitation, that is,𝑃𝐽𝑖(𝐶𝑘, 𝑛) = 0. The probability that user 𝑛 will not be jammed
by 𝐽𝑖 on channel 𝐶𝑘 is given by

𝑃𝐽𝑖 (𝐶𝑘, 𝑛) = 1 − 𝑃𝐽𝑖 (𝐶𝑘, 𝑛) , (7)

where users 𝑛 ∈ {𝑆, 𝐷, 𝑅𝑓}, 𝐶𝑘 ∈ 𝐶, and 𝐽𝑖 ∈ 𝐽. The
probability of user 𝑛 not being jammed on channel 𝐶𝑘 (i.e.,
the probability that there are no jammers in the area that can
attack user 𝑛 on channel 𝐶𝑘) is expressed as

𝑃𝐽 (𝐶𝑘, 𝑛) = 𝑀∏
𝑖=1

𝑃𝐽𝑖 (𝐶𝑘, 𝑛) . (8)

The probability of successful transmission on channel 𝐶𝑘

for link 𝑙 that can establish a connection between two users,𝑎 and 𝑏, is then defined as

𝑃𝑙
𝑠 = 𝑃𝐽 (𝐶𝑘, 𝑎) 𝑃𝐽 (𝐶𝑘, 𝑏) , (9)

where 𝑎, 𝑏 ∈ {𝑆, 𝐷, 𝑅𝑓} and 𝐶𝑘 ∈ 𝐶. The probability of
successful transmission for route 𝑟 is thus given by

𝑃𝑟
𝑠 =

|𝑟|∏
∀𝑙V∈𝑟,V=1

𝑃𝑙V
𝑠 , Γ𝑙V ≤ 𝑅𝑡, (10)

where 𝑙V is the link of route 𝑟, |𝑟| is the number of links on
route 𝑟, and Γ𝑙V represents the length of link 𝑙V.

At the beginning of data frame 𝐹𝑗, the source will
update the energy of all relays 𝐸𝑅𝑓

0,𝑗 = {𝐸𝑅1
0,𝑗, 𝐸𝑅2

0,𝑗, . . . , 𝐸𝑅𝑁
0,𝑗 }.

According to the updated information, we can determine
the corresponding energy of the relays that belong to each
individual route, 𝑟𝑚, as follows:

𝐸𝑅
𝑟𝑚
𝑓

0,𝑗 = [𝐸𝑅
𝑟𝑚
1

0,𝑗 , 𝐸𝑅
𝑟𝑚
2

0,𝑗 , . . . , 𝐸𝑅
𝑟𝑚
|𝑟𝑚|

0,𝑗 ] , (11)

where |𝑟𝑚| represents the total number of relays in route𝑟𝑚. The notation [⋅] indicates that the index of each relay is
arranged in ascending order of each relay in route 𝑟𝑚. A set
of successful-transmission probabilities for all possible routes
in Ψmax is defined as

𝑃𝑟max
𝑚

𝑠 = {𝑃𝑟max
1

𝑠 , 𝑃𝑟max
2

𝑠 , . . . , 𝑃𝑟max
|Ψmax |

𝑠 } , (12)
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probabilities from of all possible routes, PrＧ；Ｒ

s

Figure 2: A flowchart of the proposed algorithm.

where |Ψmax| denotes the total number of all possible routes
in the network.

Frame time duration refers to the time for transferring
the data through the total number of hops in a chosen route.
It may vary in each data frame. For instance, the first data
frame time will be three (time slots) if the source chooses
a route having two relays. However, the second data frame
time would be four (time slots) if the source selects another
route that consists of three relays. After selecting a route for
the current data frame, the source must wait to transmit the
next one until the data frame time of that route finishes. Once

the data frame time is finished, the source will again decide
on a route to deliver the next data frame.

Nevertheless, without estimating rewards such as
throughput and delay for other future data frames, selecting
only the most favorable route for a data frame at the
beginning of the current data frame time is not always
the best solution with a large number of data frames. That
is because the rest of the available routes (after selecting
the previous one) may provide poor quality (e.g., the low
throughput or the long delay). In this paper, therefore we
propose two estimation schemes to enhance the quality
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of the multihop cognitive radio network in which both
end-to-end throughput and delay are considered with the
number of considered data frames.

4.1. Scheme 1. In this scheme, we provide a method to
estimate metrics of QoS such as end-to-end throughput and
delay and optimize overall quality of the multihop cognitive
radio network. These factors play crucial roles in evaluat-
ing multihop cognitive network performance. This scheme
allows the source to consider all routes at the beginning of
each data frame even including routes having insufficient-
energy relays.This is because insufficient-energy relays could
be available (having sufficient energy for forwarding) after
the current forwarding phase finishes. Hence, this scheme
allows each relay to forward data as it has enough energy in
its turn even though its remaining energy is insufficient at the
beginning of the route selection process.

In the channel allocation process, the source updates all
relay and jammer information at the beginning of each data
frame.Then, it will find a set of possible routes,Ψmax, inwhich
a set of best link-channel pairs 𝑆∗𝑟 (𝑙𝑟V, 𝐶𝑙𝑟V

𝑘
) is included, aswell as

a set of the correspondingmaximum successful-transmission
probabilities, 𝑃𝑟max

𝑠 . 𝑙𝑟V denotes link V of route 𝑟, and 𝐶𝑙𝑟V
𝑘
is the

best channel 𝑘 allocated to link V of route 𝑟. After allocating
the best link-channel pairs for all hops of each route in order
to obtain Ψmax, we finally select the best route to transfer
every data frame.

In the route selection process, the source decides the
number of considered data frames, 𝑁𝑐, to estimate the sum
of the expected throughput/delay ratio through a number of
considered data frames over different choices. Meanwhile, a
set of possible choices, based on the number of considered
data frames, is given as Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},
where Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}. However, allocating
the best choice is still affected by the energy of the relays
due to their limited battery capacity. Therefore, to enhance
MHCNRs performance we also consider the total energy that
relays harvest after each time frame.

A set of energy-harvesting cases based on a number of
considered data frames is given as Ω𝑒ℎ = {Ω𝑒ℎ

𝑤,𝑧 | 𝑧 ={1, 2, . . . , |Ω𝑒ℎ |}}, where Ω𝑒ℎ
𝑤,𝑧 = {Ω𝑒ℎ

𝑤,𝑧,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}
and Ω𝑒ℎ

𝑤,𝑧,𝑢 = {𝑒𝑅𝑓
ℎ,𝑤,𝑧,𝑢

| 𝑓 = {1, 2, . . . , 𝑁}}. Here 𝑤, 𝑧, and𝑢 represent the index of possible choices, energy harvesting
cases, and considered data frames, respectively. The set of
corresponding energy-harvesting probability cases is also
given asΩ𝑃𝑒ℎ = {Ω𝑃𝑒ℎ

𝑤,𝑧 | 𝑧 = {1, 2, . . . , |Ω𝑃𝑒ℎ |}},Ω𝑃𝑒ℎ
𝑤,𝑧 = {Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢 |𝑢 = {1, . . . , 𝑁𝑐}}, andΩ𝑃𝑒ℎ
𝑤,𝑧,𝑢 = {𝑃𝑅𝑓

ℎ,𝑤,𝑧,𝑢
| 𝑓 = {1, 2, . . . , 𝑁}}.

If all relays in the route of frame 𝑢 have enough energy to
forward the data frame, the expected throughput of frame 𝑢
is calculated as follows:

𝜏𝑤,𝑧,𝑢 = 𝑃𝑟max
𝑤,𝑧,𝑢

𝑠 𝑅𝑐𝑇𝑃ℎ,𝑤,𝑧,𝑢, (13)

where 𝑃ℎ,𝑤,𝑧,𝑢 = ∏𝑁
𝑓=1𝑃𝑅𝑓

ℎ,𝑤,𝑧,𝑢
represents the energy-

harvesting probability for the case (𝑤, 𝑧, 𝑢).
In case any of the relays in the allocated route of frame 𝑢

does not satisfy the energy forwarding requirement (𝑒𝑠 + 𝑒𝑡),

the source needs to define the successful recovery probability
of the insufficient-energy relay. That is because the relay
is able to forward the data frame if it satisfies the energy
forwarding requirement. For example, at the beginning of
time slot 𝑡, the third relay of the allocated route does not have
enough energy; however, it can still be available (i.e., having
enough energy) to forward the data frame after harvesting
enough energy during three time slots. For that reason, we
define a set of insufficient-energy relay of allocated route for
frame 𝑢 as Ω̃ = {�̃�𝑟𝑤,𝑧,𝑢

1 , . . . , �̃�𝑟𝑤,𝑧,𝑢

|Ω̃|
}, where �̃�𝑟𝑤,𝑧,𝑢 represents the

insufficient-energy relay in allocated route 𝑟𝑤,𝑧,𝑢. Then, the
requirement for harvested energy of relay 𝑅𝑓 for forwarding
is given as

𝜀�̃�𝑟𝑤,𝑧,𝑢𝑓 = 𝑒𝑠 + 𝑒𝑡 − 𝐸�̃�
𝑟𝑤,𝑧,𝑢
𝑓

0 . (14)

The successful recovery probability of relay �̃�𝑟𝑤,𝑧,𝑢
𝑓

is
computed as follows:

𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 = 1 − 𝜀
�̃�
𝑟𝑤,𝑧,𝑢
𝑓 −1∑
ℎ𝑠=0

𝑃�̃�
𝑟𝑤,𝑧,𝑢
𝑓

ℎ
(ℎ𝑠, 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 ) , (15)

where 𝑃�̃�
𝑟𝑤,𝑧,𝑢
𝑓

ℎ
(ℎ𝑠, 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 ) denotes the successful energy-

harvesting probability of relay �̃�𝑟𝑤,𝑧,𝑢
𝑓

with the number of

successful energy-harvesting time slots ℎ𝑠 within 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 time
slots. Note that 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 is an order of relay �̃�𝑓 in route 𝑟𝑤,𝑧,𝑢. It
also means that the relay �̃�𝑓 has 𝐼�̃�𝑟𝑤,𝑧,𝑢𝑓 time slots to harvest
enough of the required energy for the data frame forwarding
phase.The successful recovery probability of frame 𝑢 is given
by

𝛿𝑟𝑤,𝑧,𝑢 = |Ω̃|∏
𝑓=1

𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 . (16)

The expected throughput of frame 𝑢 is calculated as

𝜏𝑤,𝑧,𝑢 = 𝑃𝑟max
𝑤,𝑧,𝑢

𝑠 𝛿𝑟𝑤,𝑧,𝑢𝑅𝑐𝑇𝑃ℎ,𝑤,𝑧,𝑢. (17)

The throughput/delay ratio is expressed as

Γ𝑤,𝑧,𝑢 = 𝜏𝑤,𝑧,𝑢𝑡𝑤,𝑧,𝑢 , (18)

where 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢| is the delay duration of the allocated
route in frame 𝑢. After computing the expected through-
put/delay ratio of the cases with indexes 𝑤, 𝑧, and 𝑢 s.t. 𝑢 ={1, . . . , 𝑁𝑐}, we define the best harvested energy case, 𝑧, as
follows:

Γ𝑤,𝑧∗ = argmax
𝑧

𝑁𝑐∑
𝑢=1

Γ𝑤,𝑧,𝑢. (19)

Then, the best choice with index 𝑤 (i.e., allocated routes
for each considered data frame) will be selected as

Γ𝑤∗ = argmax
𝑤

(Γ𝑤,𝑧∗) . (20)
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(1) Input: 𝑆,𝐷, 𝑅𝑓, 𝐽𝑖, 𝐶𝑘, 𝑃𝐽𝑖 (𝐶𝑘), 𝑃𝑅𝑓

ℎ
,𝑁𝑐.

(2)Output: Obtain the best choice Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐 } | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax.
(3) Find Ψmax, 𝑃𝑟max

𝑠 as Eq. ((7)–(10)).
(4) Find a set of possible choices Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}.
(5) Define a set of energy harvesting cases Ω𝑒ℎ ,Ω𝑒ℎ

𝑤,𝑧, Ω𝑒ℎ
𝑤,𝑧,𝑢.

(6) Define a set of energy harvesting probability cases Ω𝑃𝑒ℎ ,Ω𝑃𝑒ℎ
𝑤,𝑧 ,Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢.
(7) for 𝑤 = 1 : |Ω| do
(8) for 𝑧 = 1 : |Ω𝑒ℎ | do
(9) Initialize remaining energy of relays with the initial energy at the frame time index 𝑢 = 1.
(10) for 𝑢 = 1 : 𝑁𝑐 do
(11) Update energy of relays.

(12) if ∀𝐸𝑅
𝑟𝑤,𝑧,𝑢
𝑓

0 ≥ 𝑒𝑠 + 𝑒𝑡 // Energy of all relays in chosen route is sufficient.
(13) Calculate 𝜏𝑤,𝑧,𝑢 as Eq. (13).
(14) else
(15) Define a set of insufficient-energy relays in allocated route Ω̃ = {�̃�𝑟𝑤,𝑧,𝑢

1 , . . . , �̃�𝑟𝑤,𝑧,𝑢

|Ω̃|
}.

(16) Calculate required energy of relays in Ω̃, as Eq. (14).
(17) Calculate successful recovery probability of each relays in allocated route 𝛿�̃�𝑟𝑤,𝑧,𝑢𝑓 as Eq (15).
(18) Calculate successful recovery probability of allocated route 𝛿𝑟𝑤,𝑧,𝑢 as Eq. (16).
(19) Calculate expected throughput for frame 𝑢, 𝜏𝑤,𝑧,𝑢 as Eq. (17)
(20) end if
(21) Calculate delay time 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢|.
(22) Calculate throughput/delay ratio Γ𝑤,𝑧,𝑢 as Eq. (18).
(23) Calculate remaining energy of relays as Eq. (4).
(24) end for
(25) end for
(26) Define the best index 𝑧, with Γ𝑤,𝑧∗ = argmax𝑧∑𝑁𝑐

𝑢=1 Γ𝑤,𝑧,𝑢.
(27) end for
(28) Define the best index 𝑤, with Γ𝑤∗ = argmax𝑤(Γ𝑤,𝑧∗ ).

Algorithm 1: Multihop channel allocation scheme under attack in the physical layer.

So, now we can obtain the best choice, which is repre-
sented as

Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐} | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax. (21)

Afterwards, the source will select the first allocated route
in the set of considered data frames (𝑢 = 1) for its current
data frame. Note that frame index 𝑢 denotes an estimated
data frame and can only be applied to select the best choice
in the route selection phase. It is not the index of the real data
frame that the source currently wants to transmit. Likewise,
the source will repeatedly define the best choice for the
next data frames by using this scheme until finishing its
transmission (i.e., transmit the total number of intended data
frames). Consequently, by estimating the throughput/delay
ratio, transmitted data frames are forwarded over secure and
efficient routes to increase overall network performance in
the presence of jamming attacks. The proposed scheme 1 for
multihop channel allocation is shown in Algorithm 1.

4.2. Scheme 2. In this scheme, we select the routes that have
sufficient-energy relays for forwarding at the beginning of
each data frame time. It means the source will ignore all
insufficient-energy relays in the current time slot, and only
sufficient-energy routes are taken into consideration. In fact,
the route selection process is quite similar to scheme 1, except

that the number of route candidates is reduced. It guarantees
that once the source selects the best route for the current data
frame, the transmission is only affected by jammers during
the frame time, not the energy in relays anymore because the
source selects a sufficient-energy route at the beginning of
each data frame time. According to this scheme, the amount
of harvested energy by relays will be used for the next data
frame transmission.

First, the source will define Ψmax and 𝑃𝑟max

𝑠 . Then, it
defines a set of insufficient-energy relays: Ω̃ = {�̃�1, . . . , �̃�|Ω̃|}.
After that, it defines a set of sufficient-energy routes, as
follows:

Ψmax = Ψmax \ Ψ̃max, (22)

where Ψ̃max = {𝑟1, . . . , 𝑟|Ψ̃max|} represents a set of insufficient-
energy routes in the current time slots. In the next step, the
source will establish a set of possible choices Ω. All possible
routes (including insufficient-energy routes in frame 𝑢 = 1)
can be selected for the next data frame transmissions; that is,𝑢 >= 2, because, after the data frame time of the data frame
(𝑢 = 1), insufficient-energy routes may become available
(getting sufficient-energy routes). Similar to scheme 1, after
defining the energy-harvesting cases and the probability of
energy harvesting cases, the expected throughput of each case
with indexes 𝑤, 𝑧, and 𝑢 can be computed with (13).
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(1) Input: 𝑆,𝐷, 𝑅𝑓, 𝐽𝑖, 𝐶𝑘, 𝑃𝐽𝑖 (𝐶𝑘), 𝑃𝑅𝑓

ℎ
,𝑁𝑐.

(2)Output: Obtain the best choice Ω𝑤∗ = {𝑟∗1 , . . . , 𝑟∗𝑁𝑐 } | 𝑟∗1 , . . . , 𝑟∗𝑁𝑐 ∈ Ψmax.
(3) Find Ψmax, 𝑃𝑟max

𝑠 by using Eq. ((7)–(10)).
(4) Find a set of insufficient-energy relays Ω̃ = {�̃�1, . . . , �̃�|Ω̃|}.
(5) Find a set of insufficient-energy routes Ψ̃max = {𝑟1, . . . , 𝑟|Ψ̃max |}.
(6) Define a set of sufficient-energy routes Ψmax as Eq. (22).
(7) Find a set of possible choices Ω = {Ω𝑤 | 𝑤 = {1, 2, . . . , |Ω|}},Ω𝑤 = {𝑟𝑤,𝑢 | 𝑢 = {1, . . . , 𝑁𝑐}}.
(8) Define a set of energy harvesting cases Ω𝑒ℎ ,Ω𝑒ℎ

𝑤,𝑧,Ω𝑒ℎ
𝑤,𝑧,𝑢.

(9) Define a set of energy harvesting probability cases Ω𝑃𝑒ℎ , Ω𝑃𝑒ℎ
𝑤,𝑧 ,Ω𝑃𝑒ℎ

𝑤,𝑧,𝑢.
(10) for 𝑤 = 1 : |Ω| do
(11) for 𝑧 = 1 : |Ω𝑒ℎ | do
(12) Initialize remaining energy of relays with the initial energy at the frame time index 𝑢 = 1.
(13) for 𝑢 = 1 : 𝑁𝑐 do
(14) Update energy of relays.
(15) Calculate expected throughput for frame 𝑢, 𝜏𝑤,𝑧,𝑢 as Eq. (13).
(16) Calculate delay time 𝑡𝑤,𝑧,𝑢 = |𝑟𝑤,𝑧,𝑢|.
(17) Calculate throughput/delay ratio Γ𝑤,𝑧,𝑢 as Eq. (18).
(18) Calculate remaining energy of relays as Eq. (4).
(19) end for
(20) end for
(21) Define the best index 𝑧, with Γ𝑤,𝑧∗ = argmax𝑧∑𝑁𝑐

𝑢=1 Γ𝑤,𝑧,𝑢.
(22) end for
(23) Define the best index 𝑤, with Γ𝑤∗ = argmax𝑤(Γ𝑤,𝑧∗ ).

Algorithm 2: Multihop channel allocation scheme under attack in the physical layer.

Note that insufficient-energy relays are ignored in the
route selection phase of scheme 2. Therefore, the successful
recovery probability of the allocated route will not be consid-
ered. Next, we calculate the delay 𝑡𝑤,𝑧,𝑢 and throughput/delay
ratio Γ𝑤,𝑧,𝑢 for each case. Finally, the best choice, Ω𝑤∗ , is
obtained as in scheme 1. According to this scheme, the best set
of routes with the best channels and corresponding relays will
be allocated for every data frames of the multihop cognitive
transmission from the source to destination. Finally, the
proposed scheme 2 for multihop channel allocation is shown
in Algorithm 2.

5. Simulation Results and Analysis

In this section, we verify the performance of the two proposed
schemes by using a MATLAB simulation. We consider a
CR network in a normalized area (1 × 1). To evaluate the
efficiency of our proposed algorithm, we keep the source and
destination in fixed positions which are far from each other
(i.e., no direct transmission from source to destination). The
relays and jammers are randomly distributed in the network.
There are 1.5 × 103 data frames sent from the source to the
destination. Simulation parameters are listed in Table 1. In
simulations, we make a comparison with two other schemes:
an optimally unrelated scheme and a random scheme. In
the optimally unrelated scheme, the relays and channels
are allocated by using the maximum successful-transmission
probability of the routes for every data frame. In the random
scheme, spectrum allocation is randomly performed.

Figure 3 shows the average end-to-end throughput of
the transmission between the source and destination versus

Table 1: Simulation parameters.

Parameter Value
Number of relays 7
Total number of data frames 1.5 × 103
Initial energy of relays 6 energy units
Energy harvested probability 0.6
Harvested energy 2 energy units
Number of considered data frames 2
Sensing energy 2 energy units
Transmission energy 4 energy units
Battery capacity 10 energy units
Number of jammers 4
Number of channels 5
Total frame time 50ms
Cognitive radio rate 10 bits/Hz/sec
Transmission range 0.4
Jamming range 0.3
Channel-jamming index mean 𝜇 3
Channel-jamming index variance 𝜎2 1
Area 1 × 1 normalized unit
Source position [0.1, 0.1]
Destination position [0.9, 0.9]

the harvested energy of the relays. The curves show that
the average throughput increases as the harvested energy
increases.The two proposed schemes obtain higher through-
put than the optimally unrelated scheme and the random
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Figure 3: Average throughput according to the harvested energy of
relays.
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Figure 4: Average delay according to the harvested energy of relays.

scheme. Observe that scheme 1 provides more throughput
than scheme 2. That is because scheme 1 considers more
routes and has more chances to select the route with a higher
successful-transmission probability.

In Figure 4, we investigate the relation between the
average delay and the harvested energy of the relays. The
curves show that delay in the schemes decreases as the
harvested energy increases. This implies that, for the large
amounts of harvested energy, the relays are able to harvest it
quickly, and they easily have enough energy to forward the
data; hence, the source gets more opportunities to choose
the best route with minimum delay. The curves in Figure 1
also verify that the proposed schemes outperform the other
two methods. However, the delay in scheme 1 is longer than
that in scheme 2. This is due to the fact that scheme 1 has
to face the energy-constrained problem of the relays when it
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Figure 5:Average throughput/delay ratio according to the harvested
energy of relays.
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Figure 6: Average energy efficiency according to the harvested
energy of relays.

selects insufficient-energy routes. That induces more delay if
the insufficient-energy relays do not recover in time.

Figure 5 shows the relation between the average through-
put/delay ratio and harvested energy of the relays.The curves
show that Γ increases as 𝑒𝑅𝑓

ℎ
increases. According to Figure 3

and Figure 4, the throughput/delay ratio in Figure 5 shows the
effectiveness of the two proposed schemes, as compared with
the two other schemes under different amounts of harvested
energy by the relays.

Figure 6 shows the relation between energy efficiency
and the harvested energy of the relays. It is obvious that
energy efficiency increases as the harvested energy of relays
increases. This is because the source has more chances to
select the most efficient route. The energy efficiency in
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Figure 7: Average throughput according to the battery capacity of
relays.
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Figure 8: Average delay according to the battery capacity of relays.

scheme 1 is the greatest among the others. The curves prove
the greater efficiency of the proposed schemes, as compared
to the other two methods.

Figure 7 shows the relation between average throughput
and the battery capacity of the relays. We can see that average
throughput increases with a larger battery capacity of the
relays. The higher throughput can be obtained because the
source can select the best routes more times thanks to the
higher capacity of the relays.

In Figure 8, the relation between average delay and the
battery capacity of the relays is shown. It is obvious that the
delay decreases as the battery capacity of the relays increases.
It is because using the best routes several times provides less
delay.
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Figure 9: Average throughput/delay ratio according to the battery
capacity of relays.
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Figure 10: Average energy efficiency according to the battery
capacity of relays.

Similarly, the relation between average throughput/delay
ratio versus the battery capacity of the relays is shown in
Figure 9. It is observed that a higher battery capacity of
relays can provide better quality. Besides, the curves show the
effectiveness of the proposed schemes with various levels of
battery capacity.

In Figure 10, the relation between energy efficiency and
the battery capacity is shown. Intuitively, using a higher
battery capacity can give higher energy efficiency in the
network because the source deals with the less energy-
constrained problem.

Figure 11 shows average throughput/delay ratio against
the number of jammers. We find that when the number of
jammers increases, the achieved throughput decreases.This is
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Figure 11: Average throughput/delay ratio according to the number
of jammers.
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Figure 12: Average energy efficiency according to the number of
jammers.

because as more relays attack on channels, the chosen routes
become less secure.That results in low network performance.

In order to confirm the energy efficiency of the proposed
schemes versus the number of jammers, simulation results in
Figure 12 are presented. In this case, the energy efficiency of
the schemes decreases as the number of jammers increases.
Nevertheless, the curves show that the proposed schemes
obtain higher energy efficiency than the other schemes with
different numbers of jammers in the network.

In general, the two proposed schemes provide higher
efficiency on network performance, compared with the other
schemes. More particular, scheme 1 is superior to scheme

2 in terms of end-to-end throughput and energy efficiency.
However, scheme 1 causes more delay than scheme 2.

6. Conclusion

In this paper, we considered a multihop, multichannel data
transmission between two secondary users in a CR network
in which the source cooperates with relays to transfer data
to the destination under jamming attacks. The energy-
constrained problem in aCRnetworkwas taken into account.
Hence, we proposed two novel schemes using energy-
harvesting technique to allocate the best relays and channels
over hops to transfer the number of data frames from the
source to the destination. Simulation results were provided
to prove the efficiency of the proposed schemes compared
to an optimally unrelated scheme and a random scheme.
Finally, the simulation results confirmed that good network
performances can be obtained by applying the proposed
methods to MHCRNs in the presence of the jamming attack.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

This work was supported by the National Research Foun-
dation of South Korea funded by the MEST under Grants
NRF 2015R1D1A1A09057077, NRF-2017R1D1A1B03029448,
and 2018R1A2B6001714.

References

[1] B.Wang and K. J. R. Liu, “Advances in cognitive radio networks:
a survey,” IEEE Journal of Selected Topics in Signal Processing,
vol. 5, no. 1, pp. 5–23, 2011.

[2] F. C. Commission, “Spectrum policy task force report,” Report
ET Docket 02-135, 2002.

[3] A. M. Wyglinski, M. Nekovee, and Y. T. Hou, Cognitive Radio
Communications andNetworks: Principles andPractice, Elsevier,
2009.

[4] M. Peng, Y. Sun, X. Li, Z. Mao, and C. Wang, “Recent
advances in cloud radio access networks: system architectures,
key techniques, and open issues,” IEEECommunications Surveys
and Tutorials, vol. 18, no. 3, pp. 2282–2308, 2016.

[5] S. Srinivasa and S. A. Jafar, “How much spectrum sharing is
optimal in cognitive radio networks?” IEEE Transactions on
Wireless Communications, vol. 7, no. 10, pp. 4010–4018, 2008.

[6] R. Etkin, A. Parekh, and D. Tse, “Spectrum sharing for unli-
censed bands,” IEEE Journal on Selected Areas in Communica-
tions, vol. 25, no. 3, pp. 517–528, 2007.

[7] X. Kang, H. Garg, Y. Liang, and R. Zhang, “Optimal power
allocation for OFDM-based cognitive radio with new primary
transmission protection criteria,” IEEE Transactions onWireless
Communications, vol. 9, no. 6, pp. 2066–2075, 2010.

[8] A. G. Marques, L. M. Lopez-Ramos, G. B. Giannakis, and J.
Ramos, “Resource allocation for interweave and underlay CRs
under probability-of-interference constraints,” IEEE Journal on



12 Security and Communication Networks

Selected Areas in Communications, vol. 30, no. 10, pp. 1922–1933,
2012.

[9] Z. Ma, W. Chen, K. B. Letaief, and Z. Cao, “A semi range-based
iterative localization algorithm for cognitive radio networks,”
IEEE Transactions on Vehicular Technology, vol. 59, no. 2, pp.
704–717, 2010.

[10] F. Li, B. Bai, J. Zhang, and K. Ben Letaief, “Location-based
joint relay selection and channel allocation for cognitive radio
networks,” in Proceedings of the 54th Annual IEEE Global
Telecommunications Conference (GLOBECOM ’11), pp. 1–5,
Houston, TX, USA, 2011.

[11] Z. Shu, Y. Qian, and S. Ci, “On physical layer security for
cognitive radio networks,” IEEE Network, vol. 27, no. 3, pp. 28–
33, 2013.

[12] R. K. Sharma and D. B. Rawat, “Advances on security threats
and countermeasures for cognitive radio networks: a survey,”
IEEE Communications Surveys and Tutorials, vol. 17, no. 2, pp.
1023–1043, 2015.

[13] W. Xu et al., “Channel surfing and spatial retreats: defenses
against wireless denial of service,” in Proceedings of the 3rd
ACMWksp.Wireless Security, pp. 80–89, Philadelphia, PA,USA,
2004.

[14] A. Attar, H. Tang, A. V. Vasilakos, F. R. Yu, and V. C. M. Leung,
“A survey of security challenges in cognitive radio networks:
solutions and future research directions,” in Proceedings of the
IEEE, pp. 3172–3186, 2012.

[15] J. Sydir and R. Taori, “An evolved cellular system architecture
incorporating relay stations,” IEEE Communications Magazine,
vol. 47, no. 6, pp. 115–121, 2009.

[16] L. Ruan andV. K. N. Lau, “Decentralized dynamic hop selection
and power control in cognitive multi-hop relay systems,” IEEE
Transactions on Wireless Communications, vol. 9, no. 10, pp.
3024–3030, 2010.

[17] Q. Zhang, Z. Feng, T. Yang, and W. Li, “Optimal power
allocation and relay selection in multi-hop cognitive relay
networks,”Wireless Personal Communications, vol. 86, no. 3, pp.
1673–1692, 2016.

[18] W. Wang, A. Kwasinski, and Z. Han, “A routing game in
cognitive radio networks against routing-toward-primary-user
attacks,” in Proceedings of the IEEE Wireless Communications
and Networking Conference (WCNC ’14), pp. 2510–2515, tur,
April 2014.

[19] Y. Wu, B. Wang, K. Liu, and T. Clancy, “Anti-jamming games
in multi-channel cognitive radio networks,” IEEE Journal on
Selected Areas in Communications, vol. 30, no. 1, pp. 4–15, 2012.

[20] A. Bhowmick, S. D. Roy, and S. Kundu, “Performance of
secondary user with combined RF and non-RF based energy-
harvesting in cognitive radio network,” in Proceedings of the
9th IEEE International Conference on Advanced Networks and
Telecommuncations Systems (ANTS ’15), pp. 1–3, India, 2015.

[21] A. Bhowmick, K. Yadav, S. D. Roy, and S. Kundu, “Throughput
of an energy harvesting cognitive radio network based on
prediction of primary user,” IEEE Transactions on Vehicular
Technology, vol. 66, no. 9, pp. 8119–8128, 2017.

[22] C. Zhai, J. Liu, and L. Zheng, “Cooperative spectrum sharing
with wireless energy harvesting in cognitive radio networks,”
IEEE Transactions on Vehicular Technology, vol. 65, no. 7, pp.
5303–5316, 2016.

[23] C. Xu, M. Zheng, W. Liang, H. Yu, and Y.-C. Liang, “End-to-
end throughputmaximization for underlaymulti-hop cognitive
radio networks with RF energy harvesting,” IEEE Transactions
on Wireless Communications, vol. 16, no. 6, pp. 3561–3572, 2017.

[24] D. H. Pham, H. Vu-Van, V. Shakhov, and I. Koo, “Secure multi-
hop data transmission in cognitive radio networks under attack
in the physical layer,” in Proceedings of the 12th International
Forum on Strategic Technology (IFOST), pp. 76–79, Ulsan, South
Korea.



International Journal of

Aerospace
Engineering
Hindawi
www.hindawi.com Volume 2018

Robotics
Journal of

Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com Volume 2018

 Active and Passive  
Electronic Components

VLSI Design

Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com Volume 2018

Shock and Vibration

Hindawi
www.hindawi.com Volume 2018

Civil Engineering
Advances in

Acoustics and Vibration
Advances in

Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com Volume 2018

Electrical and Computer 
Engineering

Journal of

Advances in
OptoElectronics

Hindawi
www.hindawi.com

Volume 2018

Hindawi Publishing Corporation 
http://www.hindawi.com Volume 2013
Hindawi
www.hindawi.com

The Scientific 
World Journal

Volume 2018

Control Science
and Engineering

Journal of

Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com

 Journal ofEngineering
Volume 2018

Sensors
Journal of

Hindawi
www.hindawi.com Volume 2018

International Journal of

Rotating
Machinery

Hindawi
www.hindawi.com Volume 2018

Modelling &
Simulation
in Engineering
Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com Volume 2018

Chemical Engineering
International Journal of  Antennas and

Propagation

International Journal of

Hindawi
www.hindawi.com Volume 2018

Hindawi
www.hindawi.com Volume 2018

Navigation and 
 Observation

International Journal of

Hindawi

www.hindawi.com Volume 2018

 Advances in 

Multimedia

Submit your manuscripts at
www.hindawi.com

https://www.hindawi.com/journals/ijae/
https://www.hindawi.com/journals/jr/
https://www.hindawi.com/journals/apec/
https://www.hindawi.com/journals/vlsi/
https://www.hindawi.com/journals/sv/
https://www.hindawi.com/journals/ace/
https://www.hindawi.com/journals/aav/
https://www.hindawi.com/journals/jece/
https://www.hindawi.com/journals/aoe/
https://www.hindawi.com/journals/tswj/
https://www.hindawi.com/journals/jcse/
https://www.hindawi.com/journals/je/
https://www.hindawi.com/journals/js/
https://www.hindawi.com/journals/ijrm/
https://www.hindawi.com/journals/mse/
https://www.hindawi.com/journals/ijce/
https://www.hindawi.com/journals/ijap/
https://www.hindawi.com/journals/ijno/
https://www.hindawi.com/journals/am/
https://www.hindawi.com/
https://www.hindawi.com/

