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Software-Defined Networking (SDN) has quickly emerged as a promising technology for future networks and gained much
attention. However, the centralized nature of SDN makes the system vulnerable to denial-of-services (DoS) attacks, especially
for the currently widely deployed multicontroller system. Due to DoS attacks, SDN multicontroller model may additionally face
the risk of the cascading failures of controllers. In this paper, we propose SDNManager, a lightweight and fast denial-of-service
detection and mitigation system for SDN. It has five components: monitor, forecast engine, checker, updater, and storage service. It
typically follows a control loop of reading flow statistics, forecasting flow bandwidth changes based on the statistics, and accordingly
updating the network. It is worth noting that the forecast engine employs a novel dynamic time-series (DTS) model which greatly
improves bandwidth prediction accuracy.What ismore, to further optimize the defense effect, we also propose a controller dynamic
scheduling strategy to ensure the global network state optimization and improve the defense efficiency. We evaluate SDNManager
through a prototype implementation tested in a real SDN network environment. The results show that SDNManager is effective
with adding only a minor overhead into the entire SDN/OpenFlow infrastructure.

1. Introduction

Software-DefinedNetworking (SDN) [1] has quickly emerged
as a new paradigm that decouples the control logic from
data plane devices. It offloads the complex network control
functions to the logically centralized controllers, while the
data plane tends to be a set of dumb forwarding devices.
Controllers, as the main component of SDN, are responsible
for maintaining network-wide state views and performing
forwarding decisions to support fine-grained network man-
agement policies. Therefore, the separation of control plane
and data plane enables a flexible network management and
rapid deployment of new functionalities. However, security
of controller is the precondition and the basis of SDN.

OpenFlow as a reference implementation of SDN has
beenwidely used in recent years. InOpenFlow, when a switch
receives a new flow and there are no matching flow rules
installed in its flow table, the data plane will typically buffer
the packet in the first place and then request a new flow
rule from the controller with an OFPT PACKET INmessage.
However, it is obvious to see that the centralized controller

introduces considerable overhead and could easily become
a bottleneck. As illustrated in Figure 1, two kinds of DoS
attacks [2] are generally considered in SDN networks. In the
first attack, attackers may simply mount saturation attacks
towards an SDN controller by sending massive useless pack-
ets. Then the controller has to handle every useless new flow
for flow entry creation, which greatly occupies computing
resource and makes controllers show poor responsiveness to
other legitimate flow requests. In the second attack, due to the
limited storage capacity, the switch can only store a certain
amount of flow entries. So if the attacker aims to saturate the
memory, the switch cannot insert the new flow entry into
switch flow table and will respond with an error message to
the controller, simply dropping the packets at the end.

Existed control plane is typically equipped with one
controller, which makes SDNmore vulnerable to DoS attack.
For example, if the only controller is overwhelmed or
compromised by attacks, the entire network system will
be paralyzed subsequently. Thus, to improve scalability and
alleviate single point failure, the latest control plane is usually
implemented as a distributed network operating system with
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Figure 1: SDN architecture and denial-of-service attacks.

multiple controllers (ONOS). Wang et al. [3] dynamically
assign controllers to minimize the average response time
and balance load. ElDefrawy and Kaczmarek [4] introduce
a prototype SDN controller that can tolerate Byzantine faults.
Note that currentmultiple-controller architectures aremostly
designed from the aspects of scalability and efficiency instead
of typical security, so a more comprehensive architecture
which emphasizes on the aspect of security urgently needs
to be solved. What is more, in the multiple-controller model,
if one controller fails after a successful DoS attack, other
controllers will take over it, and the additional loadmaymake
them overloaded, causing the cascading failure [5] ultimately.
As illustrated in Figure 2 (Stage 1), when controller 𝑐 fails,
the load of controller 𝑐 (switches 7, 8, and 9) is redistributed
to controller 𝑎 and 𝑑, whose loads are then exceeding their
capacities. In Stage 2, when controllers 𝑎 and 𝑑 fail, the load
of controller 𝑎 (switches 1, 2, 3, 4, 5, 6, and 7) is redistributed
to controller 𝑏, and the load of controller 𝑑 (Switches 8, 9,
15, 16, 17, and 18) is also redistributed to controller b too. In
Stage 3, controller b takes all the load to manage the network.
In Stage 4, controller 𝑑 fails at last, and all the switches
are out of control. As a result, the whole SDN network
becomes paralyzed and triggered by the failure of only
one controller, which accelerates the paralysis of the whole
model.

To address the above problems, we devised SDNManager,
a fast and lightweight denial-of-service detection and miti-
gation system for SDN, which can significantly increase the
resistance of SDN networks to both single point of failure
and cascading failure caused by DoS attack. Specifically, our
contributions are as follows:

(i) SDNManager employs a novel dynamic time-series
(DTS) model which greatly improves bandwidth pre-
diction accuracy, so it can provide higher detection
accuracy and ensure better protection to the whole
networks.

(ii) SDNManager is implemented on the control plane,
which conforms to the SDN security trend and does

not require anymodification on the data plane.There-
fore, it is easier to deploy SDNManager compared to
the previous solutions.

(iii) SDNManager is valid for all types of DoS attacks.
(iv) SDNManager adds minor overhead into the entire

SDN/OpenFlow infrastructure.
(v) To further optimize the defense effect, we also pro-

pose a controller dynamic scheduling strategy to
ensure the global network state optimization and
improve the defense efficiency.

The rest of the paper is organized as follows. Section 2
introduces some related works. The design of SDNManager
is detailed in Section 3. Section 4 presents the dynamic
controller scheduling strategy.The experiments and results of
the SDNManager and dynamic controller scheduling strategy
evaluation are presented in Sections 5 and 6, respectively.
Section 8 introduces our future works. Section 8 concludes
the paper.

2. Related Work

Some recent research [6–8] also pointed out that the SDN
controller is a vulnerable target of DDoS attacks. Yan and Yu
[9] argue that although SDN controller itself is a vulnerable
target of DDoS attacks, it also brings us an unexpected
opportunity to mitigate DDoS attacks in cloud computing
environments. Several solutions have been proposed to mit-
igate the SDN DoS attacks. For example, Kotani and Okabe
[10] proposed a packet-in message filtering mechanism for
protection of the SDN control plane. The packet-in filtering
mechanism can first record the values of packet header fields
before sending packet-in messages and then filter out packets
that have the same values as the recorded ones. Of course, if
the DoS attacker deliberately sends new packets that have dif-
ferent values from the recorded ones, the packet-in filtering
mechanism will be completely ineffective. Mousavi and St-
Hilaire [11] introduced an early detection method for DDoS
attacks against the SDN controller based on the entropy
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Figure 2: The cascading failures of controllers.

variation of destination IP address. He thinks that the desti-
nation IP addresses of normal flows should be almost evenly
distributed, while the destination IP addresses of malicious
flows are always destined for several targets. However, it is
also not difficult for DoS attackers to generate a large amount
of new traffic flows, the destination IP addresses of which are
evenly distributed, to overload the SDN controller. Avant-
Guard [2] introduces connection migration and actuating
triggers into the SDN architecture to defend against the SYN
Flood attacks, but it does not workwell when confrontedwith
other DoS attacks in SDN. FloodGuard [12] uses proactive
flow rule analyzer and packet migration to defend against
data plane saturation attack, but it is too costly. Previously
related works, such as [13, 14], employed Self Organizing
Maps (SOM) to classify whether the traffic is abnormal or not
to defend against DoS attacks, but the overhead of the classi-
fication is also too high to be used in real time. Yan et al. [15]
proposed a solution to detect DDoS attacks based on fuzzy
synthetic evaluation decision-making model. Although it is
a lightweight detection method, its detection accuracy is not
very well. Wang et al. [16] formulate the dynamic controller
assignment problem as an online optimization problem

aiming atminimizing the total cost.They also propose a novel
two-phase algorithm by casting the assignment problem as
a stable matching problem with transfers. Simulations show
that the online approach reduces total cost and achieves better
load balancing among controllers. However, the algorithm is
mostly devised from the perspective of scalability, efficiency,
and availability instead of security.

Wei et al. [17] employ theARIMAmodel and theGARCH
model to forecast the trend and volatility of the future
demand. Amin et al. [18] propose a forecasting approach
that integrates ARIMA and GARCH models to capture the
QoS attributes’ volatility. Krithikaivasan et al. [19] develop a
forecasting methodology based on an ARCH model which
captures the time variation in the (conditional) variance
of a time-series. However, the above models have shown
that the statistical distribution of the innovations (errors)
often has a departure from normality which is typical of the
volatility found in bursty traffic. Furthermore, the past linear
combinations of squared error terms have been found to lead
to inaccurate forecasts. Therefore, we employ the adaptive
conditional score of the distribution to track volatility in DTS
model.
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By analyzing the existing works, it is not difficult to find
that a more systematic approach needs to be designed to deal
with the attacks mentioned above. Next, we will show our
design.

3. Design of SDNManager

In the currentOpenFlow reactivemode, network suffers from
DoS attacks due to a lack of flow-level bandwidth control. In
other words, attackers can send useless packets without lim-
its, and then controller must perform forwarding decisions
and generate flow rules unconditionally until the controller is
saturated. Furthermore, current SDN designs widely utilized
multiple controllers. Besides exploiting heterogeneity and
dynamism to improve the security level of NOS in some other
aspects, it also increases vulnerability in the single point of
failure and easily causes the cascading failures of controllers,
which makes the whole network be paralyzed more quickly.
Thus, it is undoubted that the influence is significant, once
controllers are flooded.

In this paper, we introduce SDNManager, a fast and
lightweight denial-of-service detection and mitigation sys-
tem that allows multiple controllers to operate indepen-
dently to mitigate denial-of-service attack on the controller.
SDNManager typically follows a control loop of reading
flow statistics, forecasting flow bandwidth changes based on
the statistics and accordingly updating the network. Flows
with bandwidth usage higher than the predicted bandwidth
usage are penalized by the application. The penalization is
proportional to the difference between current usage and
predicted usage. Therefore, the service will not be disrupted,
and the cascading failures can be effectively avoided even
though some controllers are under DoS attacks. Figure 3
shows the architecture of SDNManager. The details of SDN-
Manager are described in the rest of this subsection. Nota-
tions of SDNManager lists most of the notations used in the
paper.

3.1. System Architecture. As Figure 3 shows SDNManager
mainly has five components: monitor, forecast engine,
checker, updater, and storage service. We outline the role of
each component by discussing three kinds of operating states
of SDNManager.

In observed state (OS), monitor periodically collects an
up-to-date view of the actual network states, including flow
rules statistics and path conditions, from switches, and
transforms them into OS variables. Then, the forecast engine
reads these variables and forecasts the expected bandwidth
utilization for each flow based on its historical data trace.
Using a bandwidth checker module, SDNManager merges
these proposed states (PS, the expected bandwidth utilization)
into a target state (TS) that is guaranteed to maintain the
safety and performance of the system. Updater module then
updates the network to the target state. What is more, storage
service as the center of the system persistently stores the
variables of OS, PS, and TS and offers a highly available,
read-write interface for other components, which greatly
simplifies the design of the other components and allows
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Figure 3: The architecture of SDNManager.

them to be stateless. Of course, what counts above all is that
SDNManager is supposed to forecast bandwidth utilization
accurately. Thus, we employ a dynamic time-series model to
develop a novel bandwidth utilization forecast engine. Next,
we introduce the forecast engine in detail.

3.2. Forecast Engine. AnARCH (autoregressive conditionally
heteroscedastic) model is a model for the variance of a
time-series. ARCH models are used to describe a changing,
possibly volatile variance. Current research in forecasting
volatility adopted methods developed originally from the
ARCH model in Econometrics. Although an ARCH model
could be used to describe a gradually increasing variance
over time, most often it is used in situations in which there
may be short periods of increased variation. Also, it has been
observed that the statistical distribution of the innovations
(errors) often has a departure from normality which is typical
of the volatility found in bursty traffic. Furthermore, the past
linear combinations of squared error terms have been found
to lead to inaccurate forecasts.Therefore, ARCHmodel is not
our best choice, and we need to optimize it. Inspired by the
ARCH model [22], we adopt a dynamic time-series model
(DTS) to forecast bandwidth volatility. More specifically, we
employ the adaptive conditional score of the distribution to
track volatility in DTS model. Of course, before describing
the DTS model in detail, we first briefly introduce the ARCH
model. The ARCH model illustrates the variance of a time-
series as a function of the squares of its past observations.
The major contribution of the ARCH model is to find that
apparent changes in the volatility of bandwidth time-series
may be predictable. An ARCH process indexed on time 𝑡 as
a random variable 𝑌𝑡 of order (𝑚 > 1) can be expressed as
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(1) In each time slot 𝑡
(2) For each controller 𝐶𝑖 ∈ 𝐶
(3) Query flow statistics and Path conditions
(4) OS𝐶𝑖 ← Transform(state variables)
(5) for each flow flow𝑖𝑗 ∈ flow𝐶𝑖
(6) PS𝐶𝑖 ← BWflow𝑖𝑗 .fcst = ForecastingEngine(OS𝐶𝑖 )
(7) If BWflowij

/BWflowij .fcst > 1 + 𝜉
(8) TS𝐶𝑖 ← BWflow𝑖𝑗 .target = BWflow𝑖𝑗 ∗ pun( 1

𝑒BWflow𝑖𝑗−BWflow𝑖𝑗 .fcst
)

(9) else
(10) TS𝐶𝑖 ← BWflow𝑖𝑗 .target = BWflow𝑖𝑗
(11) end if
(12) end for
(13) End For
(14) Enforce Load redistribution strategy
(15) Return

Algorithm 1: The main procedure of SDNManager.

a product of innovations (errors) of the past 𝑚 terms and its
standard deviation by

𝑌𝑡 = 𝜎𝑡𝜀𝑡,
𝜎2𝑡 = 𝜔 + 𝑚∑

𝑖=1

𝑎𝑖𝑌2𝑡−𝑖 +
𝑚∑
𝑗=1

𝑏𝑗𝜎2𝑡−𝑗. (1)

Here, {𝜔, 𝑎𝑖, 𝑏𝑗} > 0 are constants obtained through the
process of model fitting. However, considering the above
equations, we can observe that the statistical distribution
of the ARCH model always has the departure from nor-
mality which is typical of the volatility existed in highly
dynamic SDN traffic. Furthermore, past linear combinations
of squared error terms can inevitably bring about inaccurate
forecasts. Thus, we employ the conditional score of the
distribution to track volatility to solve these problems.

We also define a random variable BW𝑡 as the throughput
of the time-series elicited from analyzed traces, whose 𝑡th
observation is the dependent variable of interest with a time-
varying parameter𝑓𝑡 which will be determined by estimating𝜃𝑡, the parameter of the conditional distribution of BW𝑡.

BW𝑡 ∼ 𝑝 (BW𝑡 | 𝑓𝑡; 𝜃𝑡) . (2)
Here, we employ Maximum Likelihood Estimation (MLE)
where the parameter 𝜃𝑡 is determined by the population that
most likely produced the data vector BW𝑡. The following
equation is a recursion expression for 𝑓𝑡:

𝑓𝑡 = 𝜔 + 𝑛∑
𝑖=1

𝛼𝑖𝑓𝑡−1 +
𝑚∑
𝑗=1

𝛽𝑗𝑠𝑡−1. (3)

Here, 𝜔 is a constant and {𝛼𝑖, 𝛽𝑗} are coefficient matrices
obtained through the process of model fitting and dimen-
sioned for {𝑖, 𝑗 = 1 : 𝑛; 1 : 𝑚}, respectively. When an
observation density is realized for BW𝑡, the time-varying
parameter 𝑓𝑡 is updated by the conditional score 𝑠𝑡:

𝑠𝑡 = 𝑠𝑡∇𝑡, (4)

where ∇𝑡 = 𝜕 log𝑝(BW𝑡 | 𝑓𝑡; 𝜃𝑡)/𝜕𝑓𝑡 is the first derivative of
the log-likelihood function of the conditional distribution’s
parameter. Inserting back into (3) yields

𝑓𝑡+1 = 𝜔 + 𝛼𝑓𝑡 + 𝛽𝑠𝑡 [𝜕 log𝑝 (BW𝑡 | 𝑓𝑡; 𝜃𝑡)𝜕𝑓𝑡 ] . (5)

The variance will be the second derivative in keeping with
a measure of volatility. The second moment is given by the
following equation:

𝐼𝑡 = −𝐸[𝜕2 log𝑝 (BW𝑡 | 𝑓𝑡; 𝜃𝑡)𝜕2𝑓𝑡 ] = 𝐸 [∇𝑡∇𝑡 ] . (6)

Here, 𝐼𝑡 is the Fisher information matrix for all terms to be
used in computing the volatility and ∇𝑡 is the score vector.
Therefore, the model takes historical data trace as an input
and makes full use of the adaptive conditional score to yield
the predicted flow-level bandwidth utilization BW𝑡. The DTS
model makes full use of the observational density of the
dependent variable in updating the conditional score rather
than a linear combination of a finite number of past variance
terms. In addition, it also employs the derivative as a better
filter with the conditional density and is, therefore, less prone
when outliers are present in historical data.

3.3. Dynamic Bandwidth Allocation Algorithm. After com-
pleting the design of the forecast engine, we can then develop
an integrated dynamic bandwidth allocation algorithm for
this issue.The pseudocode of the dynamic bandwidth alloca-
tion algorithm is shown inAlgorithm 1.Thepractical solution
uses explicit bandwidth information of each flow to enforce
accurate rate control for traffic flows between controllers and
switches. The solution takes full advantage of the ability of
global monitoring in SDN.The explicit steps of the algorithm
are as follows.

First, the monitor periodically collects the current flow
statistics and path conditions and transforms them into OS
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variables (lines: (3)-(4)). Second, the forecast engine reads
the latest OS variables from the storage service and proposes
the expected bandwidth utilization for each flow (line: (6)).
Then, bandwidth checker examines whether the observed
bandwidth utilization for each flow is consistent with the
expected bandwidth utilization (line: (7)). We set the slack
variable 𝜉 [23], mainly to reduce the impact of SDNManager
on normal flow. Flows with bandwidth consumption higher
than the predicted bandwidth consumption will be penalized
by the application (bandwidth checker). The penalization is
proportional to the difference between current and predicted
usage (lines: (8)–(10)). Finally, each controller repeats the
above steps and takes load redistribution strategy to prevent
cascading failures (line: (14)). In addition, there is a problem
worthy of attention, once the predicted bandwidth is not
accurate and the flow is penalized for that mistake, then the
user of the flow can be hurt, which is not fair. Considering
the predicted bandwidth is not absolutely accurate, we set the
slack variable 𝜉 ∈ [0, 1] in Algorithm 1, mainly to reduce
the impact of SDNManager on normal flow. Of course, it
is necessary to ensure both the “fairness” and “security”
of SDNMManager. Here “fairness” means that even if the
predicted bandwidth is not absolutely accurate, SDNManager
should guarantee the normal flowwill not be penalized for the
mistake. “Security” of the process means that SDNManager
should prevent possible DoS attacks. Therefore, we can
balance the fairness and security by adjusting the value of the
slack variable based on our actual requirements. For example,
if we pay more attention to “fairness,” the value of 𝜉 could be
set to big enough. On the contrary, if we pay more attention
to “security,” the value of 𝜉 could be set to small enough.
Compared with the previous rate limiting algorithm [24],
our method is more moderate. The previous rate limiting
algorithm is not fair because it penalizes all routers equally,
irrespective of whether they are greedy or well behaving.

4. Dynamic Controller
Scheduling Strategy (DCS)

With SDN technology widely used in the cloud data center
[25], the industry uses SDN multicontroller model [26, 27]
to achieve high performance and high scalability. However,
the SDN multicontroller model is more vulnerable to the
DoS attacks on the controller.Therefore, SDNmulticontroller
model does need the associated SDN DoS defense mech-
anism to enhance its availability. The defense mechanism
designed in this paper is adaptive for the SDNmulticontroller
model. It can effectively prevent the DoS attack against the
controller and avoid the single failure point of the controller
[28]. Of course, the defense mechanism also inevitably
increases the controller load. Also, given the random nature
ofDoS attacks (random time, randomaddress, randomattack
rate, and random controller), it can result in unbalanced
load across multiple controllers, affect the average response
time of the global network, and reduce the overall quality
of service. Therefore, to further optimize the defense effect,
we propose a controller dynamic scheduling strategy to
ensure the global network state optimization and improve the
defense efficiency.

4.1. Dynamic Controller Scheduling Model Establishment. We
assume that the SDN network consists of M controllers
and N switches. The controller set and the switch set are
represented by 𝐶 = {𝑐1, 𝑐2, . . . , 𝑐𝑚} and 𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑛},
respectively. 𝑐𝑚 and 𝑠𝑛 represent the 𝑚th controller and
the 𝑛th switch, respectively. 𝑦(𝑡)𝑖𝑗 indicates whether the 𝑖th
switch is connected to the 𝑗th controller (1 indicates that the
connection is established, 0 indicates that the connection is
not established). 𝑑𝑖𝑗 is the distance between the 𝑖th switch and
the 𝑗th controller (hops). The processing capability of each
controller in the controller set 𝐶 is 𝜇 = {𝜇1, 𝜇2, . . . , 𝜇𝑚}. In
order to increase the controller reliability and elasticity, we
set the decay factor of each controller as 𝛾 = {𝛾1, 𝛾2, . . . , 𝛾𝑚},
where 𝛾 ∈ (0, 1).
4.1.1. Average Global Controller Response Time. Switch re-
quests are aggregated at the processing queue of the con-
nected controllers. Therefore, if the 𝑖th switch sends requests
to the controller at the rate 𝜐(𝑡)𝑖 in time slot 𝑡, the load of
controller 𝑗 can be expressed as

𝜃 (𝑡)𝑗 =
𝑁∑
𝑖=1

𝜐 (𝑡)𝑖 𝑦 (𝑡)𝑖𝑗 , (7)

where 𝑦(𝑡)𝑖𝑗 indicates whether the 𝑖th switch is connected to
the 𝑗th controller (1 indicates that the connection is estab-
lished, 0 indicates that the connection is not established).
According to the (7) and taking into account the effect of the
network topology size on the average response time of the
controller, we use (8) to compute the average request response
time for controller 𝑗:

𝜗 (𝑡)𝑗 = 1
𝜇𝑗 − 𝜃 (𝑡)𝑗𝑂(𝑉2) , (8)

where 𝑉 is the scale of network topology (i.e., the number of
network nodes).

The average controller response time in time slot t can
be represented as the weighted average of {𝜗(𝑡)𝑗}. There-
fore, according to (7) and (8), the average global controller
response time is

𝜉 (𝑡) = ∑𝑀𝑗=1 𝜃 (𝑡)𝑗 𝜗 (𝑡)𝑗
∑𝑀𝑗=1 𝜃 (𝑡)𝑗 . (9)

4.1.2. Dynamic Controller Scheduling Strategy. Given the
SDNmulticontroller model, the dynamic controller schedul-
ing strategy can dynamically assign controllers to switches
according to the change of the controller load. By adjusting
the mappings between controllers and switches, we can
reduce the average response time of the global controller
and optimize the global quality of service. The model can be
abstracted as follows:

Minimize 𝜉 (𝑡) (10)

s.t. 𝜃 (𝑡)𝑗 ≤ 𝛾𝑗𝜇𝑗, ∀𝑗 (11)
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Input: ∀𝑖, 𝜐(𝑡)𝑖; ∀𝑗, 𝜇𝑗, 𝛾𝑗
Output: 𝑦(𝑡)𝑖𝑗, ∀𝑖, 𝑗
(1) function BSM (𝜐(𝑡)𝑖, 𝜇𝑗, 𝛾𝑗)
(2) Each switch and controller builds Γ(𝑠𝑖) and Γ(𝑐𝑗)
(3) while Any proposals from the switches do
(4) if All the proposals will not vilolate constraint (11) then
(5) The controllers accept all the proposals
(6) else
(7) The controllers only accept the most preferred proposals based on Γ(𝑠𝑖)
(8) The controllers reject other proposals
(9) end if
(10) end while
(11) Transform matching Θ to 𝑦(𝑡)𝑖𝑗, ∀𝑖, 𝑗
(12) end function

Algorithm 2: Bidirectional selection mechanism.

𝑀∑
𝑗=1

𝑦 (𝑡)𝑖𝑗 = 1, ∀𝑖 (12)

𝑦 (𝑡)𝑖𝑗 ∈ {0, 1} , ∀𝑖, 𝑗. (13)

Formula (10) ensures the average response time of the
global controller is optimal. Constraint (11) ensures that no
controller is overloaded. Constraint (12) ensures that each
switch must be connected to only one controller so as to
ensure validity and uniqueness.

4.2. Solution for Dynamic Controller Scheduling Model.
Because the controller dynamic scheduling strategy is ori-
ented to the SDN multicontroller model, its solution needs
to satisfy the high efficiency and the rapid convergence of
the dynamic environment. Through solving the model, we
can get the global optimal controller-to-switch mapping.The
optimal mapping will balance the load across the multiple
SDN controllers and optimize the defense effects of the
mechanism.

In order to solve the optimal dynamic controller schedul-
ing model, we first make the controller and the switch
perform “bidirectional selection” to construct the initial
controller-to-switch mapping and then use the iterative
algorithm to adjust the mappings to achieve global network
performance optimization. Next, we will describe the solu-
tion for dynamic controller scheduling model in detail in the
following subsections.

4.2.1. “Bidirectional Selection” Mechanism. In this paper, the
“bidirectional selection” mechanism is used to construct
the initial controller-to-switch mapping. More specifically,
all controllers and switches maintain their preferences list
based on some metrics. In the case of satisfying the global
constraints, we construct the initial mapping according to the
preference lists [29].

From the perspective of the switch, it may choose the
controller with higher processing power and shorter response
time (such as formula (8)) in the first place. However, this
indicator is related to many other factors, so it is not easy
to make a choice. Therefore, we use the maximum controller
response time as the indicator to construct a preference list of

each switch.Themaximum response time of the 𝑗th controller
is represented as follows:

𝜗 (𝑡)max
𝑗 = 1

𝜇𝑗 − 𝛾𝑗𝜇𝑗 . (14)

From the above formula, we can see that controllers in
the 𝑖th switch’s preference list Γ(𝑠𝑖) are arranged in ascending
order based on their own maximum response time. Switch i
prefers the controller whose index is smaller in the preference
list. The smaller the index of the controller in the preference
list is, the shorter the maximum response time of the
controller is. The preference list of the 𝑖th switch is shown in

Γ (𝑠𝑖) = {𝑐𝑗∗ , . . . ,} , ∀𝑗 ̸= 𝑗∗,
𝜗 (𝑡)max
𝑗∗ < 𝜗 (𝑡)max

𝑗 . (15)

From the perspective of the controller, controller 𝑗 may
first choose the switch with smaller request rate and smaller
distance between the switch and the controller 𝑗. All switches
in the 𝑗th controller’s preference list are arranged in ascending
order based on the product of the request rate and the
distance between the switch and the controller. Controller 𝑗
prefers the switch whose index is smaller in the preference listΓ(𝑐𝑗).The smaller the index of the switch in the preference list
is, the higher the probability of this switch being selected by
the controller 𝑗 is. The preference list of the 𝑗th controller is
shown in (16).

Γ (𝑐𝑗) = {𝑠𝑖∗ , . . . ,} , ∀𝑖 ̸= 𝑖∗,
𝜐 (𝑡)𝑖∗ ∗ 𝑑𝑖∗𝑗 < 𝜐 (𝑡)𝑖 ∗ 𝑑𝑖𝑗.

(16)

Of course, in the above case, if the controller 𝑗 wants to
place the 𝑖∗ switch into the initial mapping, the controller 𝑗
needs to satisfy the constraint that the controller load can not
exceed its maximum threshold after placing the 𝑖∗ switch into
the mapping:

𝜃 (𝑡)𝑗 + 𝜐 (𝑡)𝑖∗ ≤ 𝛾𝑗𝜇𝑗, ∀𝑠𝑖∗ . (17)

The pseudocode of “bidirectional selection” mechanism
is shown in Algorithm 2. Specifically, after each side builds
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Input: Initial matching Θ; ∀𝑗, 𝜇𝑗, 𝛾𝑗
Output: 𝑦(𝑡)𝑖𝑗, ∀𝑖, 𝑗
(1) function Transfer(Θ, 𝜇𝑗, 𝛾𝑗)
(2) for All controllers, ∀𝑗, 𝑐𝑗 do
(3) for Each switch s𝑖 ∈ Θ(𝑐𝑗) do
(4) for controller c𝑚 ∈ 𝐶\{𝑐𝑗} do
(5) Find the transfer pair (𝑠𝑖, 𝑐𝑗, 𝑐𝑚) with minimum TR(𝑠𝑖, 𝑐𝑗, 𝑐𝑚)
(6) endfor
(7) if TR(𝑠𝑖, 𝑐𝑗, 𝑐𝑚) < 0 then
(8) Update: Θ ← transfer(𝑠𝑖, 𝑐𝑗, 𝑐𝑚)
(9) end if
(10) end for
(11) end for
(12) Transform Θ to 𝑦(𝑡)𝑖𝑗
(13) end function

Algorithm 3: Optimal mapping algorithm.

the preference list based on the above definitions, switches
start to propose to their most preferred controllers.When the
controller receives the proposals, it begins to choose its most
preferred switches under the capacity constraint and reject
the rest. Repeat this process until there are nomore proposals.

4.2.2. Optimal Mapping Algorithm. We can get the initial
controller-to-switch mapping Θ by “bidirectional selection”
mechanism. However, the initial mapping is not the optimal
solution. Therefore, this subsection defines the transfer rules
and uses the iterative algorithm (Algorithm 3) to obtain the
optimal mapping between the controller and the switch.

Transfer Rule. Assume that switch 𝑠 corresponds to the
controller 𝑎 in the initial mapping Θ. After satisfying cer-
tain transfer rules, switch 𝑠 corresponds to controller b
in the updated mapping. The above process is denoted by
transfer(𝑠, 𝑎, 𝑏). Before the transfer process, 𝑠 is included
in the set of switches mapped by controller 𝑎. After the
transfer process, 𝑠 is deleted from the set of switches mapped
by controller 𝑎 and added to the set of switches mapped
by controller 𝑏. We define the transfer rule based on the
average global controller response time. After the transfer
process, if themapping reduces the global controller response
time, we call that this process satisfies the transfer rules and
then update the controller-to-switch mapping. The above
mathematical expression of the transfer process is as follows:

Before transfer(𝑠, 𝑎, 𝑏)
𝑆𝑎 = Θ (𝑎) ;
𝑆𝑏 = Θ (𝑏) . (18)

After transfer(𝑠, 𝑎, 𝑏)
𝑆𝑎∗ = Θ (𝑎∗) = 𝑆𝑎 \ {𝑠} ;
𝑆𝑏∗ = Θ (𝑏∗) = 𝑆𝑏 ∪ {𝑠} . (19)

Transfer Rule

TR (𝑠, 𝑎, 𝑏) = 𝜗 (𝑡)𝑎∗ + 𝜗 (𝑡)𝑏∗ − [𝜗 (𝑡)𝑎 + 𝜗 (𝑡)𝑏] < 0. (20)

According to the above transfer rules, we design the following
algorithm to dynamically adjust the controller-to-switch
mapping [30] and obtain the transfer pair with minimum
transfer rule value TR(𝑠𝑖, 𝑐𝑗, 𝑐𝑚). After finding the target
transfer pair, we update the mapping to achieve the global
controller response time optimization.

5. Evaluation of SDNManager

SDNManager and the dynamic controller scheduling strategy
are described in detail in Sections 3 and 4. In this section,
we will introduce our implementation of SDNManager and
evaluate the performance and overhead of our system. Below
we will detail the experimental program and analyze the
experimental results.

5.1. Implementation. We implement SDNManager and test
it under OpenFlow environment. SDNManager is a fast
and lightweight denial-of-service detection and mitigation
system for SDN.Thedetailed design is stated in Sections 3 and
4. Figure 4 describes the topology used for the experiments.
We use eight physical servers and four pica8 switches in
the experiments. Each server is equipped with two Intel(R)
Xeon(R) CPU x5690 3.47GHz and 48GB of RAM and runs
CentOS 6. The 1th∼4th server uses virtual machines to run
25 clients (including attackers), respectively. Four Floodlight
controllers are implemented on 5th∼8th server independently.

Three sets of experiments are performed. The first exper-
iment shows a comparative performance of the forecast
engine with DTS model and ARCH model for a sample
trace from the network traffic. In the second experiment,
we measure the bandwidth received by the legitimate client
and the attacker, with and without SDNManager, as a way of
validating the prototype. In the meanwhile, we also compare
the defense effects of SDNManager, FloodGuard [12], and
SGuard [13]. In the last experiment, we measure the CPU
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Figure 4: The topology used in the experiments.

Table 1: Keenan test and MAPE for DtS and ARCH.

Trace Keenan test MAPE
𝑝 value DTS ARCH

1 [20] 6.87 × 10−31 5.23 9.27
2 [21] 2.93 × 10−18 8.61 11.92

utilization to compare the overhead of SDNManager, SGuard,
and FloodGuard.

5.2. Forecast Effect of Forecast Engine. To validate the forecast
engine discussed, we conduct statistical analysis by applying
it to selected traces from the research [20] and online resource
[21]. What is more, in order to enhance persuasiveness,
we first conduct it on the traces and testify stationarity
and nonlinearity and then compare the performance of the
forecast engine with our DTS model and ARCH model.
Nonlinearity testing was done with the well-known Keenan
test (a low 𝑝 value is indicative of nonlinearity). We also
compute MAPE (Mean Absolute Percentage Error) [31] to
achieve a comparison between the two models.

Table 1 summarizes the Keenan test results and MAPE
value for each model. From the results, we can see our model
satisfies underlying statistical assumptions, which lays the
foundation for the correctness of the following experimental
results. Figure 5 shows the comparative performance results
(sample trace [21], September 5, 2005, 12:28:15–12:29:55).
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Figure 5: DTS and ARCH forecast of sample trace.

When it comes to forecasting outlier, the DTS model
is much more efficient than the ARCH model. We use the
following equation to compute forecast error.

ForecastError (%) = 100
𝑛
𝑛∑
𝑡=1


𝑧𝑡 − �̃�𝑡𝑧𝑡

 . (21)
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Figure 6: The bandwidth changes before and after the attack.

Here, 𝑧𝑡 and �̃�𝑡 are the real and estimated values of the
time-series. Specifically, the forecast error of DTS can be
effectually controlled between 8% and 13%. However, that
of ARCH is 20% to 40%. From this perspective, we can
conclude that the accuracy of DTS model is higher than that
of ARCH model, which is helpful to defend against possible
DoS attacks.

5.3. SDNManager Defense Effects. In the second experiment,
we measure the bandwidth received by the legitimate client
and the attacker, with andwithout SDNManager, respectively,
as a way of validating the prototype. For ease of explanation,
we randomly choose three users A, B, and C (as Figure 4
shows) from the networks and assume that A is the attacker,
whose attack rate can be up to 1Gb/s; B and C are normal
users. It is also worth noting that attacker A and user
B are controlled by the same SDN controller, but user C

is controlled by another different controller. Therefore, we
can compare the bandwidth received by different legitimate
clients so as to increase the reliability of the results. In
addition, the randomness introduced in the experiment also
increased the reliability of the experimental results. Figures
6(a) and 6(b) show the bandwidth changes of A, B, and C,
before and after the saturation attack, with SDNManager and
without defense mechanism separately.

In this experiment, with and without SDNManager, all
users’ bandwidth changes (no matter it is of the attacker or
the normal users) are within the normal range when there is
no saturation attack (0∼40 s). This proves that SDNManager
does not harm the bandwidth of traffic forwarding. If we start
the saturation attack (at about 40 s) without SDNManager,
the bandwidths of both user B and user C go down quickly,
whereas the bandwidth received by attacker A continues to
increase without any limits. The attacker can easily consume
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the computation resource of the controller and overload the
infrastructure of SDN networks, and cause the cascading fail-
ures of controllers. However, while using SDNManager the
saturation attack also starts at about 40 s, and the bandwidth
of user B firstly decreases a little and then returns to normal;
the bandwidth of user C almost remains unchanged. This is
because flows with bandwidth consumption higher than the
predicted bandwidth consumption will be penalized by the
application.The penalization is proportional to the difference
between current and predicted usage. In addition, the forecast
engine of SDNManager employs a novel dynamic time-series
(DTS) model which greatly improves bandwidth prediction
accuracy. In this case, SDNManager can protect the SDN
significantly and avoid the cascading failures of controllers
effectively.

In order to compare the defense effect of SDNManager
with the other defense mechanism, we implement SGuard
and FloodGuard on the same physical environment. In the
meanwhile, we also measure the bandwidth received by the
legitimate client and the attacker. Figures 6(c) and 6(d) show
the bandwidth changes of A, B, and C, before and after the
saturation attack, with SGuard and FloodGuard separately.

With SGuard and FloodGuard, all users’ bandwidth
slightly decreases (nomatter it is of the attacker or the normal
users) when there is no saturation attack (0∼40 s). In this
process, SGuard receives collected flows, extracts features that
are important to the DoS flooding attack detection, and gath-
ers them in 6-tuples which would be passed to the classifier
module.Then, the classifier module analyzes whether a given
6-tuple corresponds to a DoS flooding attack or legitimate
traffic. FloodGuard also needs to analyze data planemessages
and update its packet-processing policies in this process.
Therefore, SGuard and FloodGuard need to make a compre-
hensive judgment according to multifactors and then take
the appropriate protective measures. This process involves
a lot of complex calculations, so the evaluation results
are not surprising. This also proves that both SGuard and
FloodGuard have a slightly negative impact on the bandwidth
of traffic forwarding. If we start the saturation attack (at about
40 s), the bandwidths of both user B and user C go down
slowly, whereas the bandwidth received by attacker A slightly
increases. The attacker can hardly consume the computation
resource of the controller and overload the infrastructure
of SDN networks, as well as cause the cascading failures of
controllers. This proves that both SGuard and FloodGuard
have certain defense effects. More specifically, when the
saturation attack is detected, FloodGuard’s proactive flow rule
analyzer module dynamically tracks the runtime value of
the state sensitive variables from the running applications,
converts generated path conditions to the proactive flow rules
dynamically, and installs these flow rules into the OpenFlow
switches. SGuard can also classify traffic as either normal or
an attack by using the features extracted from the data set
and then take some measures to block attackers. However,
the defense effects of SGuard and FloodGuard are worse
than the defense effect of SDNManager. For example, when
we use SGuard and FloodGuard, the bandwidth received
by the legitimate client is lower than that in SDNManager,
while the bandwidth received by the attacker is higher
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Figure 7: CPU utilization.

than that in SDNManger. In addition, the attack detection
time of SDNManager is also less than that of SGuard or
FloodGuard (SDNManager: about 15 s, SGuard: about 28 s,
and FloodGuard: about 37 s). SDNManager uses a lightweight
DTS model to predict the bandwidth consumption. The
penalization is also based on the difference between current
and predicted usage. Thus, SDNManager can quickly detect
the DoS attacks. Prevention and early detection of DoS
attack are very important. SDNManager can minimize the
delay of detecting DoS attack after its occurrence. From this
perspective, we can conclude that SDNManager has better
defense effects than SGuard and FloodGuard.

5.4. Overhead Analysis. In this section, we show our evalua-
tion about the overhead of SDNManager.With SDNManager
and without SDNManager, we keep monitoring the resource
consumption of controller 1 (we choose the CPU utilization
of each controller as the indicator of how many resources
it consumes). Figure 7 shows the evaluation results. We can
observe thatwhen there is no attack (before the 40 s), theCPU
utilization of controller with SDNManager is a little higher
than that of the controller without any defense mechanism.
Not surprisingly, this is owing to the design of SDNManager.
SDNManager is responsible for performing a bandwidth
prediction algorithm so that it will have a little impact on con-
troller efficiency, but this impact is still within our expected
tolerance. When we start the saturation attack at about 40 s,
the CPU utilization of controller with SDNManager almost
remains unchanged, while that of the controller without
defense mechanism increases quickly and reaches a peak at
about 50 s. Thus, the overhead of SDNManager is acceptable
for our system. We also compare and analyze the overhead
of SDNManager, SGuard, and FloodGuard. We continue to
use CPU utilization to represent the overhead of the system.
It is obvious to see that the overall utilization of SDNManager
is relatively low, which shows that SDNManager is highly
scalable and able to provide security services for more
network devices. In contrast, the overhead of SGuard and
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Figure 8: 4-pod fat-tree (example topology).

FloodGuard is higher. SGuard and FloodGuard need tomake
a comprehensive judgment according to multifactors and
then take the appropriate protective measures. This process
involves a lot of complex calculations, so the evaluation
results are not surprising.

6. Evaluation of DCS Model

Through the previous analysis, we can see that the SDN-
Manager proposed in this paper has obvious advantages
compared with other defense mechanisms, such as SGuard
and FloodGuard. However, the experimental environment in
Section 5 is relatively static, which cannot show the advantage
of the controller dynamic scheduling strategy applied in
the cloud data center to the global network performance
[32]. Therefore, in order to test the deployment effect of the
controller dynamic scheduling strategy in the actual SDN
environment, this section further deploys the strategy in the
experimental cloud data center to test its defense effect.

The data center topology chosen in this section is a 24-
pod fat-tree structure (Figure 8) with a total of 720 switches
and 3456 host users. There are 30 Floodlight controllers
deployed in this data center. The decay factor of each
controller 𝛾𝑖 is set to (0.92∼0.96) randomly. All Floodlight
controllers are implemented on different physical servers
independently. Each Server is equipped with two Intel(R)
Xeon(R) CPU x5690 3.47GHz and 48GB of RAM and runs
CentOS 6. Out-of-Band control uses a separate network to
connect all the switches with the controller. We implement
SDNManager, SGuard, and FloodGuard on each controller.
The attackers in the cloud data center are randomly selected
which are five percent of the total number of users. The other
experimental parameters are set as shown in Section 5.When
attack rate is 100Mb/s, 200Mb/s, 400Mb/s, and 800Mb/s,
respectively, we test and analyze the average controller
response time of SDNManager, SGuard, and FloodGuard
without applying controller dynamic scheduling strategy.
In order to facilitate the comparative analysis, we repeat
the experiment with applying controller scheduling strategy.
The experimental results are shown in Figures 9 and 10.
Figures 9(a)–9(d) show the global controller response time at
different attack rates when the controller dynamic scheduling
strategy is not applied, and Figures 10(a)–10(d) show the
global controller response time at different attack rates when
the controller dynamic scheduling strategy is applied.

As can be seen from Figures 9(a)–9(d) in the absence
of controller dynamic scheduling strategy, the average con-
troller response time of SDNManager is significantly lower
than that of SGuard and FloodGuard before launching attacks(𝑡 < 10 s). On the one hand, the reason is that the overhead
of SDNManager is less than that of SGuard and FloodGuard.
On the other hand, SGuard and FloodGuard are relatively less
scalable (Scalability is the measure of how a system responds
when additional hardware is added). It is worth noting that
the size of the second experimental topology is significantly
larger than that of the first experimental topology. When
we expand the topology, the large topology brings a heavy
load to SGuard’s abnormal traffic detection module and
FloodGuard’s proactive flow rule analyzer module. More
specifically, SGuard has to receive much more collected
flows, extract features that are important to DoS flooding
attack detection, and gather them in 6 tuples which are
passed to the classifier module to analyze whether a given
6-tuple corresponds to a DoS flooding attack or legitimate
traffic. FloodGuard’s proactive flow rule analyzer module
must combine symbolic execution and dynamic application
tracking to derive proactive flow rules at runtime. This
process involves a lot of complex calculations and greatly
increase the response time. In contrast, SDNManager only
needs to predict the bandwidth consumption and enforce
the penalization strategy based on the difference between
current and predicted usage, which greatly reduce the con-
sumption of resources. After 𝑡 = 10 s, when attackers begin
to launch attacks, the average response time of SGuard
and FloodGuard gradually increases. With the increase
of attack rate, the average response time also increases
(Δ𝑡[lower Mb⋅s−1] < Δ𝑡[higher Mb⋅s−1]). When attack rate
is 100Mb/s, 200Mb/s, 400Mb/s, and 800Mb/s, respectively,
the corresponding peak response time of SGuard and Flood-
Guard is {(0.7, 0.85); (0.9, 1.2); (1.16, 1.62); (2, 2.6)}. From the
above results, although the response time is affected, it is
still within a reasonable range. Compared to the above two
defense mechanisms, SDNManager has some advantages
regarding overhead. For example, the average response time
of SDNManager is basically within (0.2, 0.6) even at different
attack rates and it also fluctuates smoothly in some ranges. It
proves that SDNManager is a lightweight and fast denial-of-
service detection and mitigation system for SDN again.

As can be seen from Figures 10(a)–10(d), when we
use the controller dynamic scheduling strategy, the aver-
age controller response time of SDNManager, SGuard, and
FloodGuard significantly decreases before launching attacks(𝑡 < 10 s). This is because the proposed controller dynamic
scheduling strategy can effectively balance the data center
controller load and optimize the global response time. After𝑡 = 10 s, when attackers begin to launch attacks, the average
response time of SDNManager, SGuard, and FloodGuard
gradually increases. With the increase of attack rate, the
average response time also increases (Δ𝑡[lower Mb⋅s−1] <Δ𝑡[higher Mb⋅s−1]). When attack rate is 100Mb/s, 200Mb/s,
400Mb/s, and 800Mb/s, respectively, the corresponding
peak response time of SDNManager, SGuard, and Flood-
Guard is {(0.15, 0.46, 0.65); (0.38, 0.52, 0.85); (0.41, 0.79, 1.17);(0.48, 1.13, 1.72)}. It can be seen from the above results that, in



Security and Communication Networks 13

Attack

SGuard
SDNManager

FloodGuard

10 20 5040300
Time units

100Mb/s

0

0.2

0.4

0.6

0.8

1.0
Re

sp
on

se
 ti

m
e (

s)

(a) Attack rate 100Mb/s

Attack

SGuard
SDNManager

FloodGuard

10 20 5040300
Time units

200Mb/s

0

0.4

0.8

1.2

1.6

Re
sp

on
se

 ti
m

e (
s)

(b) Attack rate 200Mb/s

Attack

SGuard
SDNManager

FloodGuard

10 20 5040300
Time units

400Mb/s

0

0.4

0.8

1.2

1.6

2.0

Re
sp

on
se

 ti
m

e (
s)

(c) Attack rate 400Mb/s

Attack

SGuard
SDNManager

FloodGuard

10 20 5040300
Time units

800Mb/s

0

0.5

1.0

1.5

2.0

2.5

3.0
Re

sp
on

se
 ti

m
e (

s)

(d) Attack rate 800Mb/s

Figure 9: Response time comparison using dynamic controller scheduling strategy.

the latter case, the peak response time is significantly reduced.
Less statistical fluctuation in response time also produces a
more consistent end-user experience. Overhead refers to the
processing time required by system software, which includes
the operating system and any utility that supports application
programs. Response time is the total amount of time it takes
to respond to a request for service. Thus, response time can
indicate the overhead of the system. For a given request the
service time varies little as the workload increases. As can be
seen from Figures 9 and 10, the response time with dynamic
controller scheduling strategy is lower than that without the
dynamic controller scheduling strategy. On the one hand, it
proves that the dynamic controller scheduling strategy can

significantly optimize the average controller response time.
On the other hand, it proves that the overhead of strategy is
in a reasonable range.

In summary, in this experimental cloud data center sce-
nario, the controller dynamic scheduling strategy proposed
in this paper significantly optimizes the average controller
response time, which achieves the expected target.

7. Future Work

In the future, we plan to do the following two works.
First, in order to expand the scale and scope of SDN-

Manager, we plan to implement it on Ryu or OpenDaylight
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Figure 10: Response time comparison using dynamic controller scheduling strategy.

in the future. There is no doubt that the current popular
SDN controllers are Ryu and OpenDaylight. Ryu is com-
monly referred to as component-based, open source software
defined by a networking framework, which is implemented
entirely in Python. It can provide software components with
well-defined APIs that are exposed to allow developers to
create new network management and control applications.
It also supports multiple southbound protocols for manag-
ing devices. What is more, OpenDaylight is also a highly
available, modular, extensible, scalable, and multiprotocol
controller infrastructure built for SDN deployments onmod-
ern heterogeneous multivendor networks, which provides a
model-driven service abstraction platform that allows users
to write apps that easily work across a wide variety of
hardware and southbound protocols. Therefore, Ryu and

OpenDaylight are two of those SDN controllers that we
as developers should seriously consider. Above all, if we
conduct the science experiment on Ryu orOpenDaylight, the
experimental results will be better.

Second, we plan to combine SDNManager and the exist-
ing Intrusion Detection System (IDS) to further improve
defense efficiency. In this paper, we view SDNDoS attack as a
resource management problem. It is a cyber-attack where the
perpetrator seeks to make the controller resource unavailable
to its intended users by temporarily or indefinitely disrupting
services of a host connected to the controller. It is typi-
cally accomplished by flooding the targeted controller with
superfluous requests in an attempt to overload systems and
prevent some or all legitimate requests from being fulfilled.
Similarly, burst traffic may also cause network congestion
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and cause the packet drop to take place, thus reducing the
overall throughput. Therefore, it is difficult to distinguish
normal burst traffic and DoS attack traffic. A more detailed
classification requires an Intrusion Detection System (IDS),
which would be considered in the future.

8. Conclusions

In this paper, we propose SDNManager to prevent SDN
DoS attacks and the cascading failures of controllers. SDN-
Manager follows a control loop of reading flow statistics,
forecasting flow bandwidth changes based on the statistics
and updating the network accordingly. Flowswith bandwidth
consumption higher than a predicted usage are penalized
by the application. The penalization is proportional to
the difference between current and predicted usage. Thus,
attackers are served with a lower priority than the normal
users. The evaluation results demonstrate the effectiveness
of SDNManager and show that our system only adds minor
overhead.

Notations of SDNManager

𝐶𝑖: 𝑖th controller
flow𝑖𝑗: 𝑖th flow is corresponding to 𝑖th controller
BWflow𝑖𝑗: Current bandwidth utilization of flow𝑖𝑗
BWflow𝑖𝑗 .fcst: Predicted bandwidth utilization of flow𝑖𝑗
BWflow𝑖𝑗 .target: Target allocation bandwidth of flow𝑖𝑗
OS𝑐𝑖 : The observed state variables
PS𝑐𝑖 : The proposed state variables
TS𝑐𝑖 : The target state variables𝑓𝑡: A time-varying parameter𝜃𝑡: Parameter of the conditional distribution

of bandwidth𝜇: Decay factor of control-to-data path𝑠𝑡: The conditional score𝜉: Slack variable.
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