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With the rapid development of Internet of things technology, the application of intelligent devices in the medical industry has become
ubiquitous. Connected devices have revolutionized clinicians and patient care but also made modern hospitals vulnerable to cyber
attacks. Among the security risks, botnets are of particular concern, which can be used to control thousands of devices for remote data
theft and equipment destruction. In this paper, we propose a non-Markovian spread dynamics model to understand the effects of
botnet propagation, which can characterize the hybrid contagion situation in reality. Based on the Susceptible-Adopted-Recovered
model, we introduce nonredundant memory spread mechanism for global propagation, as a tuner to adjust spreading rate difference.
For describing the proposed model, we extend a heterogeneous edge-based compartmental theory. Through extensive numerical
simulations, we reveal that the growth pattern of the final adoption size versus the information transmission probability is discontinuous and how the final adoption size is affected by hybrid ratio α, global scope control factor ϵ, accumulated received
information threshold T, and other parameters on ER network. Furthermore, we give the theory and simulation result on BA network
and also compare the two hybrid methods—single infection in one time slice and double infections in one time slice—to evaluate the
influence on final adoption size. We found in SIOT hybrid contagion scenario the final adoption size shows the phenomenon of a
decline followed by an increase versus different hybrid ratio, and it is both verified in theory and numerical simulation. Through
validation by thousands of experiments, our developed theory agrees well with the numerical simulations.

1. Introduction
With the wide application of Internet of things (IoT) devices
in the medical industry, security threats caused by limited
computing power of devices, less security protection measures, and insufficient attention are also increasing, among
which botnet is one of the biggest security threats. As is well
known, most medical equipments have following security
characters: always online, weak security protection, low cost
of botnet attacks, and difficulty in clarifying the attribution
of security responsibilities. With the control of medical IoT
devices, botnet can be used to steal information and destroy
devices according to hacker instructions. The security
weaknesses of medical device can be manipulated to appropriate control over personal devices, hospital diagnostic

machines, and other medical appliances. The work conducted by Jay Radcliffe in 2011 on weaknesses found in
insulin pumps had aroused a lot of attention, he gave a live
demonstration showing that it was possible to remotely
deliver lethal doses of insulin to patients [1, 2].
Botnet, as a general bearing platform, has become the source
of all kinds of network attacks. Botnet is evolved from traditional malicious code, which combines various attack methods,
and has gradually become a highly efficient attack platform.
Through botnet, the attacker implants botnet programs into the
host in the network, controls the infected host, and establishes
command and control channels. The biggest difference between
botnet and traditional attacks is the one-to-many control
structure, which enables attackers to control a large number of
resources to serve them at a very low cost, which poses a huge
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challenge to the security, conﬁdentiality, and integrity of the
medical industry network environment.
With the increasing threats of botnet, from antivirus
companies to research institutions have conducted a large
number of in-depth analysis and research on botnet, including botnet detection, tracking, defense, and countermeasures, and also, diﬀerent defending mechanisms are
introduced into IoT network [3–6]. The establishment of
botnet propagation model is an eﬀective tool to analyze and
study the propagation characteristics of botnet, which is a
necessary condition to understand the dynamics of the threat
they pose. The recent frequent extortion of ransomware, such
as Wannacry, Petya, etc., has caused great losses to individuals
and enterprises. This kind of virus based on botnet can spread
both on WAN and on LAN, and their propagation law also
presents some new characteristics. It is a challenging problem
to evaluate the inﬂuence of diﬀerent information transmission channels on user adoption, the possibility of virus
email sent by friends or strangers to be clicked and opened.
A mixture of local propagation and global propagation is
typical in hybrid propagation mechanism, as depicted in
Figure 1. For local propagation, where the infected node only
infects a subset of the limited propagation target nodes, the
infected node typically infects neighboring nodes [7]; for global
propagation, the nodes are fully mixed, and the infected nodes
can infect any other node [8, 9]. In fact, many epidemics use
mixed transmission, which involves two or more combined
transmission mechanisms. Also, the ransomware can scan a
target computer on a local network or any computer randomly
selected on the internet through a port scan. Among them, the
local area network node is in the internal network environment
which means the communication between internal nodes will
not pass through ﬁrewall; also, to the node homogeneity, the
probability of successful infection is higher in local spreading.
Because the WAN node is not aware of the network environment of the target node, its success probability will be lower
than the local success probability.
Another phenomenon we are interested in is when a host
receives a number of disguised emails with viruses, the
probability of computer infection will also increase because
it is more likely to be misclicked; this memory eﬀect makes
the dynamics of social contagion non-Markovian.
In a word, in order to eﬀectively depict the dissemination of
botnet, we need to be able to describe the heterogeneous
credibility of information from diﬀerent sources, the impact
range of diﬀerent masters in the dissemination model, and the
mixture way of diﬀerent propagation method in single time
slice. This characteristic also exists widely in other information
and behavior dissemination. Therefore, it is necessary to study
this dissemination scenario in order to provide a theoretical
basis for the prediction and control of bot dissemination.
This paper proposes a hybrid propagation dynamics
theoretical model based on the SAR model and the edge
compartmental theory that includes local and global
propagation and can capture diﬀerences in its propagation
capabilities, which contributes in the following areas:
(1) In order to describe the phenomenon of botnet
mixed propagation through LAN and WAN, we
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Figure 1: Illustration of hybrid propagation.

propose a hybrid propagation model that supports
the global spreading participation node range control, which can better reﬂect the reality that a target
node is infected by a limited range of attack nodes
because of the impact of time, space, and randomness. It is diﬀerent from previous work regarding
global spreading as the infected node will infect every
node in the network.
(2) We introduce nonredundant memory features in
global propagation process, by setting the parameter
of cumulative information that needs to be received
for triggering state change; the propagation rate can
be modiﬁed ﬂexibly.
(3) Theoretical analysis and simulation experiments
verify the eﬀects of diﬀerent mixing ratios on the
ﬁnal propagation range and ﬁnd that under a certain
spreading rate, the ﬁnal propagation range will
present a wavy curve phenomenon versus hybrid
ratio α.
This paper is organized as follows. Section 2 gives a brief
summary about related work on botnet propagation model.
In Section 3, we abstract the scenes of diﬀerent types of
mixed propagation and present the model description. Based
on the deﬁnition in Section 3, we give the theoretical derivation in Section 4. In Section 5, the correctness of the
theory is veriﬁed by numerical simulation and program
simulation, and the inﬂuence of diﬀerent parameters on the
ﬁnal propagation range in the mixed propagation process is
analyzed.

2. Related Work
2.1. Botnet Propagation Model. With the widespread use of
IoT technology in the medical industry, ubiquitous smart
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devices have greatly increased the attack surface while
providing convenience for doctors and patients [10]. Among
them, the malware infects the sensor and the terminal and is
commanded and controlled by the external botnet master
node, so the attacker initiates the attack to achieve purpose
when the attacker needs it. These botnets composed of
botnet devices have become the main threat to the network
security and life safety in the medical industry, and they can
breakthrough defense under heterogeneous network
structure and diﬀerent layers [11–14]. We need to perceive
and understand the propagation process as early as possible
to provide theoretical support for better control in diﬀerent
scenarios.
Botnet can generally be divided into infection, command
and control, and attack phases. This article focuses on the
infection phase of botnet. At this stage, attackers can spread
bots in various ways, such as trojans, malicious emails, active
scanning, passively inducing users to download and install
bots, or proactively exploiting remote service vulnerabilities.
After the attacker infects the target host, the hidden module
is loaded, and the botnet program is hidden in the controlled
host by techniques such as deformation and polymorphism.
One of the most inﬂuential botnets is the Mirai botnet. Mirai
uses worm-based propagation, which includes Internet of
things cameras, routers, printers, and video recorders [1].
Modeling the botnet propagation based on the biological
disease propagation model is a common method adopted by
researchers. The propagation dynamics is used to model the
propagation behavior and derive botnet spreading diﬀerential equations and then verify the worm propagation law
with numerical simulation. They also try to solve the
problem of how the network defender can prevent the
formation of botnet by enhancing the security defense capability of the device under the condition that the network
operation overhead is minimal [15–17].
Researchers have conducted extensive research on the
propagation behavior of worms in wireless sensor networks.
Representative work includes the Susceptible-ExposureInfection-Recovery-Sensitivity Vaccination (SEIRS-V)
model and the Susceptible-Exposure-Infection-RecoveryVaccination (SEIRV) model. By capturing the spatiotemporal dynamics of the worm’s propagation process, these
models deﬁne equilibrium points using the basic reproductive number R0 and then assess the stability of the
system at these points [18, 19].
Dagon et al. [20] discovered the law of botnet propagation aﬀected by time and region based on the continuous
monitoring of botnet and constructed a diurnal propagation
model to characterize botnet infection. Todd Gardner et al.
[21] researched botnet from the perspective of user behavior
and found that we can mitigate the frequency of IoT botnet
attacks with improved user information, which may positively aﬀect user behavior; this can be used to predict user
behavior after the botnet attack.
2.2. Dynamics on Complex Network. With the development
of complex networks and communication dynamics, many
phenomena in the ﬁelds of computer science, biology,
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sociology, and economics are characterized by “propagation
dynamics on complex networks,” and the methods to reveal
their propagation laws are widely used [22–24].
In the ﬁeld of Internet, the recent frequent extortion of
ransomware, such as Wannacry, Petya, Scarab, etc., has
caused great losses to individuals and enterprises [25–27].
For rumor spreading, ordinary users often receive opinions
from opinion leaders and people they are familiar with; it is a
challenging problem to evaluate the inﬂuence of diﬀerent
information spreading ways on user adoption. Therefore, it
is necessary to conduct research on this hybrid propagation
phenomenon and understand its law of transmission so as to
further take eﬀective countermeasures.
Research on social contagion mechanism and corresponding control strategies is one of the hotspots of current
research. At present, scholars have carried out a lot of research
on the impact of the heterogeneity of individual adoption
behavior, heterogeneity of network structure, memory of
individual adoption behavior, nonredundant contagion, and
incomplete neighborhood spreading on social propagation. In
reality, memory usually plays an important role on adoption
enhancement for social contagion. For instance, when
someone hears a message from many people, it is believed that
the credibility of information will be greatly improved. When
receiving a number of disguised emails with viruses, the
probability of computer infection will also increase because it
is more likely to be misclicked. This memory eﬀect makes the
dynamics of social contagion non-Markovian. Considering
the memory eﬀect, a modeling method based on non-Markov
model is proposed in [28–30]. Generally speaking, a node can
receive the cumulative information about speciﬁc social behavior either in a redundant or nonredundant manner [31],
where the former allows a pair of individuals to successfully
transmit information many times, but for the latter, repetitive
transmission is prohibited. Previous studies on nonredundant
information transmission characteristics of society have been
relatively few [30, 32, 33]. It is of great signiﬁcance to understand the dynamics of transmission with nonredundant
information memory eﬀect in hybrid spreading situation.

3. Model Descriptions
In this section, we give the model of botnet propagation in
hybrid spreading scenario, to characterize the comprehensive eﬀect on target node. It can reﬂect the fact that medical
devices can be infected by local area nodes or internet
terminals with diﬀerent impacts. For the network G composed of N nodes, the average degree is 〈k〉 and the degree of
node i is ki . The nodes participate in one of the propagations
with a certain probability in each time slice. For node i,
during each round of propagation, it will involve in local
propagation or global propagation with probability α; we
note this kind of propagation as single in one time slice
(SIOT). Correspondingly, for the situation that node i can
receive messages from both local and global propagation, we
name it as double in one time slice (DIOT).
In order to describe the heterogeneous credibility of
information received from the local and the global sources in
the case of mixed propagation, we assume that the local
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propagation threshold and the global propagation threshold
are diﬀerent and the global propagation information is
received as a nonredundant memory process; each node
information can only be passed once to the target node. As
shown in Figure 1, the target node (black) can receive information from the local neighbor infected nodes (green)
and global infected nodes.
In the case of local propagation, nodes are more likely to
adopt corresponding ideas or infect similar viruses, so we set
the threshold of local contagion to 1. The infected neighbor
node j infects node i with probability lambda; that is, the
probability of accepting information from local propagation
per round is λL � αλ. Similarly, node i participates in global
propagation with probability 1 − α, and the rate is
λG � (1 − α)λ. Due to the large number of nodes in the
whole network, we introduce the global parameter ϵ to
control the node scale in propagation; the global node
participating in the propagation of i is Nϵ, and the number
of participating global nodes can be adjusted by the parameter ϵ. In the global propagation situation, the Internet
attack node randomly scans the target user for botnet
propagation and randomly sends the message for
propagation.
Compared with local propagation, the information
credibility from global channel is less trustworthy. Therefore,
we set the threshold as T, and it is satisﬁed that each node
receives broadcast information of other nodes no more than
once. In addition, since the number of global nodes is much
larger than that of local nodes, in the modeling process, to
simplify processing, the global propagation node includes
neighbor nodes of node i.
For the dynamic modeling of network propagation
process, this paper references the SAR (SusceptibleAdopted-Recovered) model. At any time, any node in the
network is in one of these three states, as shown in
Figure 2. S represents susceptible state, indicating that a
node in the network can be infected; A represents infected state, indicating that a node in the network has
been infected; and R represents recovery state, indicating
that the infected node in the network has changed to a
recovery state and can no longer participate in the followup process.
In each propagation round, we assume that one node
can participate in either global or local contagion one time
if the node state is S; for nodes in A state, it can try once for
recovering to R state by sampling c. For the mixed
propagation of diﬀerent intensity propagation sources, we
are concerned about the outbreak threshold characteristics, especially the ﬁrst-order phase transition. We further
investigate the impact on the ﬁnal adoption size under
diﬀerent hybrid ratios of mixed propagation, various
transmission rates, and initial seed ratio during the
propagation process.

4. Theory
4.1. SIOT. In this section, we make use of generalized
heterogeneous edge-based compartmental theory, based on
the previous work in [34–36] to describe our model and
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characterize the hybrid propagation process based on edgebased compartmental theory for the analysis. Although the
system in [35] was proposed to analyze single-mechanismbased spreading for the continuous time case, it can be
modiﬁed to be suitable for our model with hybrid propagation for discrete time and nonredundant information
memory characteristic. We calculate the probability that a
random test node u is in each state: susceptible S(t), infected
A(t), and recovered R(t).
We deﬁne the probability that a node has degree k is
p(k); it means the number of neighbors of node u for local
spreading is k. The generating function of degree distribution p(k) is deﬁned as g(x) � k p(k)xk , where pn (k)
means the probability that, for a random neighbor of u, it has
k edges. We assume the degrees of the two end nodes of each
edge are independent.
In an uncorrelated network pn (k) � kp(k)/〈k〉, where
〈k〉 is the average degree of the network, we denote θt as the
probability that a random neighbor v has not infected u
through local path. Let ϑt be the probability that global node
w has not infected u through global path.
Suppose u has k neighbors, the probability that it is
susceptible is decided by local and global spreading result.
For local propagation, we assume the infection threshold is
1, i.e., whenever node u receives one message
from neigh→
bors, it will be infected, so we can get SL ( k , t) � θtk for nodes
which have degree k. For global propagation, inﬂuenced by
the factors like low trust and environment heterogeneity, we
assume the infection threshold is T, and T is greater than or
equal to 1; at time t, the probability of node u not infected
through global spreading is
N − 1 N− 1− m
→
m
SG ( k , t) � 
1 − ϑt  ,
ϑt
m

(1)

where n is the number of nodes attending in the propagation. So, at time t, the probability that node u is in the
susceptible state can be written as
T− 1 N − 1
→
m
N− 1− m
(2)
S( k , t) � θtk  
1 − ϑt  .
ϑt
m
m�0
→
Then, by averaging S( k , t) over all degrees, the initial
ratio of nodes in adopted state is ρ0 , and we have
T− 1

S(t) � 1 − ρ0   p(k)θtk  
k

m�0

N− 1
m

N− 1− m

ϑt

m

1 − ϑt  .
(3)

A neighbor of individual u may be in one of susceptible,
adopted, or recovered states. We can thus further express θt
as
θt � ϕS (t) + ϕA (t) + ϕR (t),

(4)

where ϕS (t), ϕA (t), ϕR (t) is the probability that a neighbor
of the individual u, is in the state of susceptible, adopted, or
recovered, and has not transmitted the information to
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at the beginning

<α
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Receive message from
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If infected ?
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Yes
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≥γ

Sample
recovery
<γ
Node u gets into recovery state

Figure 2: The ﬂow chart of node state transferring; in each spread phase, a node will act in either local or global propagation according to the
sample result.

individual u by time t. We need to seek the solution of three
possibilities. Assume a neighboring individual v of u is in the
susceptible state at start point; it cannot transmit the information to u. Individual v can get the information from its
other neighbors, since u is in a cavity state. Neighbor v
cannot be infected by u and itself; then,
m

1
ϕS (t) � 1 − ρ0   kp(k)θk−
t 
k

N − 2 T− 1 N− 2− m 1 − ϑt 
.
  ϑt
m
〈k〉
m�0
(5)

We further investigate ϕR (t); it should satisfy the deﬁnition that an adopted neighbor has not transmitted the
information to u via its connection and with probability c
the adopted neighbor to be recovered. According to the
analysis above, we get
dϕR (t)
� c 1 − λL ϕA (t).
dt

dθ(t)
� − λL ϕA (t).
dt
Combining equations (6) and (7), we obtain
ϕR (t) �

c(1 − θ(t)) 1 − λL 
.
λL

dθ(t)
� − λL θ(t) − ϕS (t) − ϕR (t).
dt

(8)

(9)

Substitute equations (8) and (5) into equation (7). Doing
so, we can rewrite equation (6) as
N − 2 T− 1
dθ(t)
kp(k) k− 1 ⎛
⎠  ϑN− 2− m 1 − ϑ m
⎞
� λL 
θt ⎝
t
t
dt
〈k〉
m�0
k
m
+ c(1 − θ(t)) 1 − λL  − λL θ(t).
(10)

(6)

At time t, the rate of change in the probability that a
random edge has not transmitted the information is equal to
the rate at which the adopted neighbors transmit the information to their susceptible neighboring individuals
through edges. Thus, we get

(7)

We can write ϑt as
ϑt � φS (t) + φA (t) + φR (t).

(11)

In the same way with local spreading, for global
propagation, we take into account the weak relationship
with global nodes; the threshold for state change from
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susceptible state to adopted state is T, that is, a node
should at least receive T messages from global spreading
and then it can trigger state change. Then, φS (t) can be
written as
N− 2

⎝
φS (t) � 1 − ρ0   p(k)θkt ⎛

m

K

T− 1

⎠  ϑN− 2− m 1 − ϑ m .
⎞
t
t
m�0

zfL (θ(∞), ϑ(∞)) zfG (θ(∞), ϑ(∞))
� 1.
zθ(∞)
zϑ(∞)

(19)

From theory analysis, we can capture ﬁrst-order phase
transition at the critical point, where the condition is fulﬁlled. We assume A(∞) � 0, then R(∞) � 1 − S(∞); we
can calculate R(∞) as ﬁnal adoption size.

(12)
So φR (t) is
φR (t) �

c(1 − ϑ(t)) 1 − λG 
.
λG

(13)

Then, we can get
N − 2 T− 1
dϑ(t)
⎝
⎠
⎞  ϑN− 2− m 1 − ϑt m
� λG  p(k)θkt ⎛
t
dt
m�0
K
m
+ c(1 − ϑ(t)) 1 − λG  − λG ϑ(t).
(14)
We know S(t) + A(t) + R(t) � 1 at time t, note that the
rate dA(t)/dt is equal to the rate at which S(t) decreases
because all the individuals moving out of the susceptible
state must move into the adopted state minus the
rate at which adopted individuals become recovered. We
have
dA(t)
dS(t)
�−
− cA(t),
dt
dt

(15)

dR(t)
� cA(t).
dt

(16)

According to the deduction above, we can have the
general description of social contagion dynamics so that we
can calculate the probability that node u has not received
enough messages for state changing.
θ(∞) � 
k

+

kp(k) k− 1 ⎛
⎝
θ ⎜
〈k〉 (∞)

N− 2

T− 1

m
2− m
⎟
⎞
⎠  ϑN−
1 − ϑ∞ 
(∞)

k

m

+

N− 2

T− 1

m
2− m
⎟
⎞
⎟
⎠  ϑN−
1 − ϑ∞ 
(∞)
m�0

m

c(1 − θ(∞))(1 − λ)
,
λ
(20)

ϑ(∞) �  p(k)θk∞ 
k

N− 2
m

T− 1

N− 2− m
1 − ϑ∞ 
  ϑ∞
m�0

m

(21)

c(1 − ϑ(∞))(1 − λ/ζ)
.
+
λ/ζ

5. Simulation
(17)

N− 2

kp(k) k− 1 ⎛
⎜
⎝
θ(∞) � 
θ ⎜
〈k〉 (∞)
k

m�0

m

c(1 − θ(∞)) 1 − λL 
,
λL

ϑ(∞) �  p(k)θk∞ 

4.2. DIOT. For the theory introduced above, it assumes that
a node can participate in only one type of spreading in each
time slice, either local or global propagation. In reality,
diﬀerent propagation may act on nodes at the same time, so
we also carry out research on this scenario.
In alternative hybrid contagion, the spreading rate for
local and global propagation is λL � αλ and λG � (1 − α)λ,
respectively, while λL + λG � λ. Diﬀerent from alternative
hybrid contagion, the spreading rate of parallel hybrid
contagion does not have such constraints, and λL and λG are
isolated.
To further explore the contribution of two spreading
methods in hybrid propagation, we introduce globe
spreading rate control factor ζ; let λG � λL /ζ; by doing this,
we can get the variety of ﬁnal adoption size versus diﬀerent
global transmission rate. So, equations (17) and (18) can be
written as

T− 1

N− 2− m
1 − ϑ∞ 
  ϑ∞
m�0

m

(18)

c(1 − ϑ(∞)) 1 − λG 
+
.
λG
Now, we analyze the critical information transmission
probability. Since we have already assumed that T > 1 to
study the memory reinforcement, a vanishingly small
fraction of seeds cannot trigger a global behavior adoption.
In this situation, θx (∞) � 1 is not a solution of the following
equation:

5.1. Simulation Method. Based on the theory analysis of the
botnet spreading progress, we perform numerical simulations to study our proposed hybrid contagion model,
using Erdos–Renyi (ER) network model [37] and
Barabasi–Albert (BA) network with power-law degree
distribution for our simulations [8]. For medical IoT, the
medical equipment or sensors are always deployed in
diagnosis and treatment room or datacenter; in general, it
is hard to infect them by email attachments as commonly
seen in computer. The most possible attack vector is wired
or wireless network intrusion and hardware addition by
human intervention, which can be categorized as local
propagation; we can model these possible propagation
channels with hybrid spreading model. An overview of the
proposed numerical simulation program is shown in
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5.2. SIOT in ER Network. We ﬁrst study the eﬀects of
hybrid ratio α on social contagions in ER networks. As
shown in Figure 3, the hybrid ratio changes the growth
pattern of the ﬁnal behavior adoption size R(∞) versus
the information transmission probability λ. From the
ﬁgure, we can see that when λ � 0.1, the ﬁnal adoption
size R(∞) is varied with α increments. When α value is
small, the local propagation contributes less, and it is
hard to outbreak when initial seeds are few. Nonetheless,
when α gets higher, more chances are there for the node
to receive message from neighbors; as we aforementioned, the threshold is 1, so it will promote the probability of nodes in susceptible state to get into adopted
state. When more nodes are in adopted state, for global
propagation, it is much easier to receive more messages
than threshold for state changing. Furthermore, when α
keeps on augmenting larger than the outbreak value, the
ﬁnal adoption size will gradually decline and ascend
afterwards. Our theoretical predictions agree well with
the numerical results. The diﬀerences between the theoretical and numerical predictions are caused by the
strong dynamical correlations among the states of
neighbors.
We further identify the outbreak threshold by the
variability measure, which is a standard measure to determine the critical point in equilibrium phase on
magnetic system, to reﬂect the ﬂuctuation of the outbreak
size for diﬀerent α:
��������
R2 − 〈R〉2
(22)
δ�
.
〈R〉
When we ﬁx the hybrid ratio α, the growth pattern
of R(∞) versus transmission rate λ can be observed
Figure 4.
We further investigate the relation between hybrid
ratio α and ﬁnal adoption size R(∞)’s variation law; by
calculating the relative change rate of R(∞), we can
derive the variation pattern. It can be seen from Figure 5
that with the increase of α, the burst threshold decreases,
indicating that local propagation still plays a dominant
role in the mixed propagation process. The variability

(1)
(2)
(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)
(20)

Initialization:
Network generation
Parameters initialization
begin:
newState[]<- hisState[]
for: any node ni in N
if node state is susceptiblesample propagation
method with α;
if local:
get neighbor nodes list from G and node state
from hisState[];
for: any node in neighbor[]
if node state is infected, then:
infect node ni with λL ;
if count > 1, update newState[];
else if global:
get Nϵ global nodes global[] from G and
node state from hisState[];
for: any node in global[]
if node state is infected:
infect node ni with λG and update count of
received messages;
if count > T, update newState[];
else if node state is infected:
to recover with probability c;
update newState[];
hisState[]<- newState[];
calculate R, and refresh loop parameters.
end
Output: ﬁnal adoption size R

ALGORITHM 1: Numerical simulation pseudocode.

1.2
1
λ = 0.7

0.8
R (∞)

Algorithm 1. In initiation phase, ER network generation
and parameter settings need to be handled ﬁrst. We use
the open-source package NetworkX [38] to produce
network ER network G, the network size is 10,000 network
nodes, and the average degree is 〈k〉 � 10.
We randomly set 5 nodes in adopted state, ρ0 � 5/104 . At
each experiment, according to the variable that needs to be
investigated, parameters like local propagation probability
λL , global propagation probability λG , threshold T, recovery
rate c, hybrid ratio α, and globe scope controller ϵ are set
respectively. In most cases, we set the scope parameter
ϵ � 0.004, that is, in each transmission, node u will receive
messages from 40 global nodes. For each experiment, we
repeat a thousand times and take the average value as
simulation result.
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Figure 3: Propagation with ﬁxed λ. The ﬁnal behavior adoption
size R(∞) versus the hybrid ratio α with ﬁxed information
transmission probability, λ � 0.1, 0.15, 0.3, 0.5, 0.7, respectively.
The lines are the theoretical predictions and the dots are the
simulation results.

exhibits a peak over a wide range of λ. In our model, we
introduce parameter ϵ to control the size of nodes joining
in global propagation; the reason behind this is although
node u can receive message from any node in the global
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Figure 4: The ﬁnal behavior adoption size R(∞) versus the information transmission probability λ, with ﬁxed hybrid ratio,
α � 0.1, 0.3, 0.5, 0.7, 0.9, respectively. The lines are the theoretical predictions and the dots are the simulation results.
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Figure 5: The variation of ﬁnal adoption size R(∞) versus diﬀerent λ with diﬀerent hybrid ratio α.

method, in each round, it can be aﬀected by only a few of
them.
As shown in Figure 6, as ϵ increases, it is faster to reach
the outbreak threshold value. In the same way, we further
study the eﬀects of c on the spreading behavior. By setting
α � 0.5 and ϵ � 0.004, we can investigate how the recovery
rate c inﬂuences ﬁnal adoption size R, as shown in Figure 7.
It visually demonstrated the change of outbreak threshold of
λ; larger c means slower outbreaks. Finally, we focus on the
impact of the diﬀerent memory threshold T on the propagation range. In our model, we use parameter T to adjust the
information credibility, which means for large T value, more
information needs to be received to change its status, as
shown in Figure 8.
5.3. SIOT in BA Network. The BA network is one of the
classical scale-free networks whose degree distribution

follows a power law. The ﬁrst scale-free model, the
BA model, has a linear preferential attachment  (ki ) �
ki /j kj and adds one new node at every time step. Thus, in
general,  (k) has the form  (k) � A + kα , where A is the
initial attractiveness of the node. We also set the network
scale as 10,000 nodes, 〈k〉 � 10, and ρ � 5/104 . Other
parameters are set as follows: threshold T � 3 for global contagion, recovery rate is c � 0.5, and globe scope controller is
ϵ � 0.004.
Firstly, we can ﬁnd in Figure 9 that nodes propagate faster
in the BA network than in the ER network in the case of same
average degree. Because BA network has unbiased degree
distribution, large degree nodes have more neighbors to foster
information propagation. We also ﬁnd the phenomenon that
ﬁnal adoption size changes from decline to rise as α increases.
Compared with the ER network, the BA network has 30%
decrease when it reached the peak value; when λ � 0.1, greater
amplitude of oscillation was caused by diﬀerence in degree
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Figure 6: Final adoption size varied with ϵ. ϵ value is 0.0035, 0.004, 0.0045, and 0.005, respectively, from (a) to (d).
1.2
1

R (∞)

0.8
0.6
0.4
0.2
0

0

0.1

0.2

0.3

0.4

0.5

λ
γ = 0.1
γ = 0.3
γ = 0.5

γ = 0.8
γ = 1.0

Figure 7: Final adoption size varied with c while keeping other parameters unchanged.

distribution. Generally, the BA network can reach the burst
threshold much faster than the ER network under the same
lambda condition, as shown in Figure 10. In the same way, we
ﬁxed hybrid ratio α and observed the change of ﬁnal adoption

size with spreading rate; from Figure 11, it can be seen that
when global propagation dominates, it spreads faster than the
ER network, but when the local propagation ratio increases,
the diﬀerence between these two network gets smaller.
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Figure 8: Final adoption size varied with T. (a) to (d) illustrate the result of T �1, T � 2, T � 3, and T � 4, respectively.
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Figure 10: Final adoption size varied with α in SIOT.

5.4. DIOT. For the model introduced above, it assumes that a
node can participate in only one type of spreading in each time
slice, either local or global propagation. In reality, diﬀerent
propagations may act on nodes at the same time, so we also carry
out research on this scenario.
In SIOT hybrid contagion, the spreading rate for local
and global propagation is λL � αλ and λG � (1 − α)λ, respectively, while λL + λG � λ; the parameter α is used to

adjust contagion attendance for diﬀerent propagations.
Compared with SIOT hybrid contagion, the spreading rate
of DIOT does not have such constraints. λL and λG are
isolated; this also means that a node can receive messages
from local or global nodes in same time slice. The information transmission ﬂow can be seen in Figure 12. Besides this trivial diﬀerence, other transmission parameters
and contagion process are the same with SIOT hybrid
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Figure 11: Final adoption size varied with λ in SIOT.
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≥γ
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Figure 12: The ﬂow chart of node state transferring; in each spread phase, a node will act in both local and global propagation.

transmission. For illustration convenience, we set λL � λ and
introduced global transmission rate scale parameter ζ to
change transmission rate of λG , that is, λG � λ/ζ; the value of
ζ is from 1 to 100. As illustrated in Figure 13, we can ﬁnd that
nodes spread in the DIOT mode can reach outbreak
threshold at lower λ than in the SIOT mode. When λ is larger
than 0.12, it may reach the outbreak threshold, but if the
value of λ is smaller than 0.005, it can never outbreak. The

ﬁnal adoption size R(∞) changes with ζ; as shown in
Figure 14, we can ﬁnd the multiple factor ζ can play a major
role when its value is small, and as it increases, the global
transmission rate will be too small to aﬀect the adoption
result. We can ﬁnd from Figure 15 that changing the global
spreading rate can vary the approach speed to full outbreak,
but the critical point is the same, which means the discontinuous growth is controlled by local propagation.
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Figure 14: Final adoption size R(∞) varied with ζ in DIOT.
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In this paper, we studied the eﬀects of hybrid propagation
with diﬀerent spreading rates and memory reinforcements
on botnet contagions. We ﬁrst proposed an information
contagion model to describe the botnet spreading dynamics
on complex networks. We then developed a generalized
heterogeneous edge-based compartmental theory to describe the proposed model.
Through extensive numerical simulations on the ER
network and BA network, we found that the growth pattern
of the ﬁnal behavior size R(∞) versus the hybrid ratio α
exhibits discontinuous pattern when ﬁxed transmission rate
λ is large. But when λ is small, R(∞) shows the phenomenon
of ﬂuctuation, and at critical point, it reaches peak value ﬁrst,
followed with small amplitude declining and gradually rising.
In addition, we also ﬁxed the hybrid ratio α to analyze the ﬁnal
adoption size R(∞) changing with transmission rate λ, and
the growth pattern of R(∞) changing from continuous to
discontinuous is observed.
For comparing the eﬀect of diﬀerent hybrid methods,
SIOT and DIOT are proposed, and the simulation result is
presented; obviously, DIOT can spread faster especially
when global transmission rate is high. We ﬁnally studied the
eﬀect of other parameters and found that memory threshold
T, recovery rate c, and global propagation range controller ϵ
can aﬀect R(∞) growing pattern, respectively; when T is
small, it grows much faster because more seeds can be
generated and global spreading can contribute more. With
increasing c , it gets slower to reach the burst value. Also,
global range controller ϵ can change the pattern; when ϵ gets
larger, it reaches critical value much faster. By introducing
hybrid propagation mechanism and spreading scope controller, with memory character, the method can support
modeling diﬀerent spreading scenarios ﬂexibly, but it
simpliﬁes the life states of bot, and the immune characteristics of nodes are not taken into account, so our future
work will focus on these points.
Our proposed theory agrees well with the numerical
simulations on ER and BA networks. The model proposed in
this paper can provide theoretical reference for hybrid
propagation modeling of botnet in complex networks and
also provide guidance for medical industry to deal with
botnet threats.
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